June 3, 2016

Today the National Security Agency (NSA) is making public more than 200
documents it recently released under the Freedom of Information Act. The
documents illustrate that, as the Agency reported in May 2014, NSA conducted a
thorough search of e-mail and has no records of any e-mail from former NSA
contractor Edward Snowden to Agency officials raising concerns about NSA
programs.

The documents posted today reveal the details of the Agency’s many
efforts to locate the alleged e-mail. Despite an exhaustive search that included
looking for all of Mr. Snowden’s e-mail available on NSA systems and in NSA’s e-
mail repositories, the Agency has no record that he submitted complaints to
senior NSA leadership — including the NSA Director, Deputy Director, and
Executive Director. In addition, the Agency does not have any records that he
submitted any complaints to the NSA Inspector General or the General Counsel
challenging NSA programs.

On May 29, 2014, NSA publicly released one e-mail inquiry from Mr.
Snowden, as well as the accompanying response from NSA’s Office of General
Counsel. The e-mail did not raise allegations or concerns about wrongdoing or
abuse. It posed a legal question that the Office of General Counsel addressed.
There was no additional follow-up noted.


https://www.nsa.gov/news-features/declassified-documents/media-leaks/assets/files/snowden_email.pdf
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INSTRUCTIONS REGARDING SCOPE AND BREADTH OF REQUESTS Please interpret the scope of this
request broadly. The NSA is instructed to interpret the scope of this request in the most
liberal manner possible short of an interpretation that would lead to a conclusion that the
request does not reasonably describe the records sought.

EXEMPTIONS AND SEGREGABILITY .

I call your attention to President Obama’'s 21 January 2809 Memorandum concerning the Freedom
of Information Act, in which he states:

All agencies should adopt a presumption in favor of disclosure, in order to renew their
commitment to the principles embodied in FOIA [....] The presumption of disclosure should be
applied to all decisions involving FOIA.

In the same Memorandum, President Obama added that government information should not be kept
confidential “merely because public officials might be embarrassed by disclosure, because
errors and failures might be revealed, or because of speculative or abstract fears.”
Finally, President Obama ordered that “The Freedom of Information Act should be administered
with a clear presumption: In the case of doubt, openness prevails.”

Nonetheless, if any responsive record or portion thereof is claimed to be exempt from
production, FOIA/PA statutes provide that even if some of the requested material is properly
exempt from mandatory disclosure, all segregable portions must be released. If documents are
denied in part or in whole, please specify which exemption(s) is (are) claimed for each
passage or whole document denied. Please provide a complete itemized inventory and a
detailed factual justification of total or partial denial of documents. Specify the number
of pages in each document and the total number of pages pertaining to this request. For
“classified” material denied, please include the following information: the classification
(confidential, secret or top secret); identity of the classifier; date or event for automatic
declassification or classification review or downgrading; if applicable, identity of official
authorizing extension of automatic declassification or review past six years; and, if
applicable, the reason for extended classification beyond six years.

In excising material, please “black out” the material rather than “white out” or “cut out.” I
expect, as provided by FOIA, that the remaining non-exempt portions of documents will be
released.

Please release all pages regardless of the extent of excising, even if all that remains are
the stationery headings or administrative markings.

In addition, I ask that your agency exercise its discretion to release records which may be
technically exempt, but where withholding serves no important public interest.

ADDITIONAL INSTRUCTIONS REGARDING REQUEST Please produce all records with administrative
markings and pagination included.

Please send a memo (copy to me) to the appropriate units in your office to assure that no
records related to this request are destroyed. Please advise of any destruction of records
and include the date of and authority for such destruction.

FORMAT

I request that any releases stemming from this request be provided to me in digital format
(soft-copy) on a compact disk or other like media.

*k %

Please do not hesitate to contact me if you have any questions concerning this request.
Thank you. I appreciate your time and attention to this matter.

Jason Lecpold
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9.

(IG/ODOC) What is the training and awareness provided to gov’'t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

(IG/ODOC) What are the mechanisms by which that reporting can occur?
{IG/ODOC) What is the process, accountability for addressing such reports?
{IG/ODOC) Is there a record of these kinds of inquiries and responses?

{IG/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

(OGC)Did we receive correspondenceed from Edward Snowden about his concerns?

A, NSA s unaware of any correspondence Edward Snowden has had with the Inspector
General, the Office of General Counsel, or his supervisors where he expressed constitutional
cancerns about intelligence operations or NSA authorities.

On Friday 5 April 2013 at about 4PM in the afternoon, it appears Mr. Snowden emailed
guestions to the office of general counsel about the precedence of an Executive Order, as
well as the interplay of DoD and ODNI regulations.

The inquiry did not raise any concerns with the substance of any particular Executive Orders
or DoD and DNi regulations. Nor did the inquiry gquestion whether NSA had authority to
conduct specific operations.

On Monday 8 April 2013, the next business day, the Office of General Counsel provided
specific answers to the questions and the responding attorney offered 1o discuss the
questions further. No additional correspondence occurred.

(OGC) if 50, in what form, on what dates and with what specificity as to content?

A. N/A

(OGC) Were his inquiries responded to? If so, how and when?

A. N/A

(Q/TD) How was our search for any correspondence from him conducted?

10. (Q/TD) Was it exhaustive and authoritative?

11. (Q/TD} Is it possible there is correspondence we overlooked, didn't record?
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1. (iG/ODOC) What is the training and awareness provided to gov't and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC) What are the mechanisms by which that reporting can occur?
3. (lG/ODOC) What is the process, accountability for addressing such reports?
4. {IG/ODOC) Is there a record of these kinds of inquiries and responses?

5. ({G/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

6. (OGC)Did we receive correspondenceed from Edward Snowden about his concerns?

A, NSA s unaware of any correspondence Edward Snowden has-had with the Inspector
General, the Office of General Counsel, or his supervisors wherein he expressed
constitutional concerns about NSA’s intelligence operations or NSA-authorities.

On Friday 5 April 2013 at about 4PM in the afternoon, iappears-Mr. Snowden sent an
emait -emailed-guestionsto the Ooffice of gGeneral Ceounsel questioning the hierarchy of
severa! NSA authorities |dent|fled ina trammg course, &beu{—the—pmeedeﬁee-em

The inquiry did not raise any concerns with the substance of any particular Executive
Order,ss+DoD or-and DNI regulations. Nor did the inquiry question whether NSA had the
authority to conduct specific operations.

On Monday 8 April 2013, the next business day, the Office of General Counsel responded to

his question previded specificanswersto-the-guestions-and the responding attorney
offered to discuss the issue further if he desired to do so.questiensfurther. There is no
evidence that any Ne-additional correspondence or contact occurred.

7. {OGC) If so, in what form, on what dates and with what specificity as to content?
A. N/A

8. {0GC} Were his inquiries responded to? If so, how and when?
A. N/A

9. {Q/TD) How was our search for any correspondence from him conducted?

10. {Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?
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10 PM ET: NBC Brian Williams Reports

Edward Snowden

VIDEO: http://mms.tveyes.com/PIaybackPortal.aspx?SavedEditID:dc917875—da19-47ce-86be-8b0497b521b2
http://mms.tveyes.com/PlaybackPortal.aspx?SavedEditiD=dbc7c991-eeae-4489-8e6c-f5922443a522
http://mms.tveyes.com/PlaybackPortal.aspx?SavedEditiD=4bae0Occ2-8fd4-4e08-97af-05e6f8d4f09d

BRIAN WILLIAMS: good evening. i'm brian williams. he is routinely called the most wanted man in the world. last week in
moscow, cloaked in secrecy and after months of behind-the-scenes back and forth, we sat down with edward snowden
for his first american television interview. let's begin with a reminder of what this 30-year-old has done and why he's
living in exile overseas, wanted for espionage in this country. the classified documents he stole, downloaded from the
nsa and handed over to journalists blew the lid off data mining programs that had been launched in the wake of and in
the name of 9/11. they have names like prism and boundless informant and xkeyscore. some of them designed to
vacuum up phone and internet data are from companies like verizon and google and apple and yahoo! and some of
them could zero in on any one of us. snowden came to this interview armed with talking points, ready to tell his story.
he knew he would be receiving no compensation and no question was off limits. already just today based on prereleased
snippets of what you're about to see secretary of state john kerry launched a full-on fredricton it willontal assault on
snowden calling him a traitor, challenging hill to come home to face justice. we'll hear what edward snowden has to say
about that. he arrived alone carrying only a backpack into our moscow hotel. he came up a back stairway into the
elevator. the moment he sat down and our camera focused on him, it became clear that this was the first good long look
at him the world had had. we saw him framed against the hotel window in hong kong and appearing from undisclosed
locations on closed circuit video. he was here now, introducing himself as ed. a lot of people say you have badly
damaged your country. )

EDWARD SNOWDEN: can you show that? is there any dman vagsemonstration? i have been asking for a year now. if
after a year they can't show a single individual who has been harmed in any way by this reporting, is it really so grave? is
it really so serious? can we really trust those claims without scrutinizing them? i would argue we can't. we should be
open to them. it's fair, the possibility. if this has caused serious harm, i plirnlwould like to know about it.

WILLIAMS: keith alexander has said you have done, quote, significant and irreversible damage to the nation. he said
there is, quote, concrete truth that terrorist groups and others are taking action and making changes and it's going to
make our job tougher. and this amounts to telling our enemy our playbook.

SNOWDEN: so what's interesting is that we see the exact same language, the exact same accusations being levelled
against whistleblowers, against any critic of any government program throughout history, throughout time. -

WILLIAMS: what are you doing in russia?

SNOWNDEN: all right. so this is a really fair concern. i personally am surprised that i ended up here. the reality is i never
intended to end up in russia. i had a flight from cuba to latin america. the united states revoked my passport to trap me
in the moscow airport. when people ask why are you in russia, i say please ask the state department.

WILLIAMS: the u.s. state department says snowden's passport was pulled before he boarded that flight to moscow and
yet he was somehow still able to leave hong kong, a city he had chosen to fly to initially upon leaving the u.s. a formerly
high ranking american official said if snowden's equivalent russian kid was in our hands in the united states we would be
working mightily to, a, befriend him and, absent that, infiltrate what hes has, what he knows. what has your relationship
been to the host nation? have you met putin? have you spoken with him?

SNOWDEN: i have no relationship with the russian government at all. i have never met the russian president. i'm not
supported by the raugs government -- russian government. i'm not taking money from the russian government. i'm not a
spy. the best way to make sure, for example, the russians can't break my fingers and compromise information or hit me
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what did 9/11 mean to you?

SNOWDEN: i have never told anybody this. no journalist. but i was on ft. meade on septembeth right outside the nsa. so
i remember -- i remember the tension on that day. i remember hearing on the radio. i remember thinking my
grandfather who worked for the fbi at the time was in the pentagon when the plane hit it. i take the threat of terrorism
seriously. i think we all do. i think it's really disingenuous for the government to invoke and sort of scandalize our
memories, to sort of exploit the national trauma that we all suffered together and worked so hard to come through to
yufjustify programs that are have never been shown to keep us safe but cost us liberties and freedoms that we don't
need to give up, and our constitution says we should not give up.

WILLIAMS: then there is this way of looking at it -- our nation had been attacked in this nonlinear way. we were hurting.
post pearl harbor hurting. why not cast the widest net possible? innocent people around the country were -- all felt the
same way. i've got nothing to hide. we've got to find this enemy we can't see.

SNOWDEN: the definition of a security state is any nation that prioritizes security over all other considerations. i don't
believe the united states is or ever should be a security state. if we want to be free we can't become subject to
surveillance. we can't give away our privacy. we can't give away our rights. we have to be an active party. we have to be
an active part of our government. and h say there are some things worth dying for. i think the country is one of them.

WILLIAMS: like a lot of young men in our country, and especially given the fact that your grandfather was at the fbi, your
dad's a vet. like a lot of young men across america you wanted to join up, and you did.

SNOWDEN: in 2004, i joined the u.s. army under the 18 x-ray special forces recruit prdgram. i have to give high respect
to everyone many the military and the graduates of those programs. they are better men than i. i was injured very early
on in the program and i washed out. i don't hide that.

WILLIAMS: snowden reportedly left the military after breaking both of his legs in training.

SNOWDEN: the fact is that i tried. you know, i saw what was going on in the world. i believed the government's
arguments that we were going to do good things in irag, that we were going to free the oppressed. and i wanted to do
my part to help share the national burden and create not just a better america but a better world. the problem was, as
time went on, as i rose to higher and higher levels of the intelligence community, i gained more and more access, as i
saw more classified information at the highest levels i realized that so many of the things that we are told by the
government simply aren't true. much like the arguments about aluminum tubes and weapons of mass destruction, colin
powell's discussion about anthrax is a dama -- saddam was going to bring against.us. the iraq war i signed up for was
launched on false premises. the american people were misled. whether that was due to bad faith or simply mistakes of
intelligence, i can't say for sure. but i can say it shows the problem of putting too much faith in intélligence systems
without debating them in public.

WILLIAMS: we'll take another break here. coming up, how edward snowden says the nsa can reach into our lives via our
phones.

(COMMERCIAL BREAK)

WILLIAMS: welcome back. government was now able, if they wanted to, to use our computers to reach into american
lives and whatever you think of him, what edward snowden told us about spying on our data and our personal devices
was chilling. and as an example, we used the phone in my hand.

(VIDEO BEGINS)

WILLIAMS: 'i want to ask ybu about this device. this is not my iphone. this is what drug dealers resort to. this is called a
burner. it's a temporary. it's the one i brought to cover the olympics because our i.t. people told me that the russians are
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DO%W&:%% gnare nahree separate engagements between SV and Edward Snowden. One of those three
SV engagements resulted in the e-mail exchange with OGC that was released after the NBC story. None of the
engagements expressed concerns about NSA programs or activities.

1. €€/ The contact initiated by Edward Snowden on 5 April 2013 about the hierarchy of authorities
reflected on a slide in a training course was submitted to the NSA OGC via the “Email Us” form on
their internal website. This form generated an email to an OGC alias and copied Snowden. This
email was recovered by investigators from Snowden’s email Inbox, and was marked as having been
read but not forwarded or responded to. Because it was about an SV training course (OVSC1800 —
Legal Compliance and Minimization Procedures), it was forwarded for action by the OGC to SV’s
lead for Access Oversight Training and Strategic Guidance. Although the individual in SV knew the
correct response to the question, they determined that it would be best for the OGC to provide an
authoritative response since the question raised a legal point. Snowden’s e-mail was forwarded to
OGC and the response was made for the record (See Attachment A). There was only one question
asked and only one answer provided; the e-mails forwarded back and forth did not deal with the
underlying question, but which organization would answer it.

E/ANP)-We are aware of two other contacts by Snowden with SV:

2. (U/FOB©) In early April 2013 an individual who did not identify himself appeared at the desk of an
employee in the SV training area. He asked if he could talk to someone about the OVSC1203 (FISA
Amendment Act Section 702 training) course. In the words of the SV employee he seemed upset and
proceeded to say that he had tried to take OVSC1203 and that he had failed. He then commented that
he felt there were trick questions throughout the course content that made him fail. ((Note: SV
Training has standard responses used to respond to questions like this.)) The SV employee introduced
herself and informed him that the OVSC courses did not contain any trick questions and that all of

- the answers to the test questions could be located within the course content. She reminded him that
the course is open book and not timed. He was told that students get multiple attempts to
successfully pass the course and if he was not successful after multiple attempts, he would need to
contact the office for further assistance. In the view of the SV employee he seemed to have calmed
down by then and said he still thought the questions tricked the students, but he would try again. He
departed the SV training area and to her knowledge did not address the issue with SV training
again. This interaction did not involve concerns about NSA programs and activities.

3. (U/FOY6Y While serving as a Systems Administrator with Dell in 2012, Edward Snowden assisted
NSA Hawaii personnel with access to files related to a “FISA document template”
process. Subsequent to that an SV employee at NSA Headquarters contacted Snowden to gain
assistance in solving a similar problem. He addressed that support remotely from NSA Hawaii. This

activity was within the routine duties performed by Mr. Snowden as part of his employer’s contract
with NSA.

1SN Note: The same employee was involved in the first two engagements with SV. In response to the
June 2013 Agency All (See Attachment B) she provided in writing her account of these engagements.

DETAILED CONTEXT

(U/A0H6> Through interviews, research and solicitations for information in support of investigative and
other requirements we have accumulated a set of data which represents our best, most authoritative capture of
encounters initiated by Edward Snowden which may have some bearing on the investigation, media disclosures
and or his claims. We cannot affirm with 100% certainty that this is a complete set of information, that would
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Secure: 966-2479

Unclassified:y = |} e ~'f@mmylxam

From: | INSA-SV USA CIV

Sent: Monday, June 10, 2013 10:02 AM

To: Ensor Leoinel K NSA-Q USA CIV

Cc: Shea Teresa H NSA-S USA CIV; Moultrie Ronald S NSA- S USA CIV; ”/ IX
MG NSA-S USA USA; DL s _exec (ALIAS) S; | 'NSA-SV USA CIV
NSA-F6 USA CIV; | NSA-SIN USA CIlv; |NSA S203A USA
C1v

Subject: (U) Snowden question for OGC re 0VSC1800 Course Content
Importance: High

.Classification:-Sffﬂf¥ffNeF9RN——-

Kemp,

Here's another data point on the Snowden situation. If you have a POC you'd
prefer I send these to, please let me know.

Thanks,

...... S (b)(3)-P.L. 86-36

Chief, SID Oversight and Compliancé (SV) Room 3w160{ﬁ§uité”6476

Secure: 966-2479

Unclassified:
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Media Leaks Task Foice PEES e S {b)(3)-P.L. 86-36
969-7878s

OPS 2B - Rm 2B5066

From: |coL : NSA-V2 USA USAF 4,,,.:;;;:::t???""
Sent: Wednesday, April 09, 2014 5:13 PM
To: DL medialeaks_core (ALIAS) D o

ce[ Insa-v2 Usa cIvi —Insavusacvl INsa-v usa v |
NSA-V USA CIV] NSA-FRV USA CIV; NsA-vz Usaciv; NSA-V2
USA CIV;] |NSA-D Usa ctv;[ NSADusacv;[ oL NGA-V2 USh

USAF
Subject: FW: {U) MLTF 1549 -- Vamty Faw Search of Correspondence
Importance: High

Classification: wﬂ‘pf’{ﬁ"ﬁ“,”ﬁ% S AR Ao I

MLTF

FFOTST-During the time that E. &mmwd@n was at NTOC-H, he did not have any verbal or written
correspondence with NTOC leadership as it relates to concerns over NSA collection activiti

(SISt As a side note, one of the few conversations Snowden held with the NTOC-H Chief was about his
{ zzzmwum 5) possession of al |mm indi cates:d| |h s knowledge of ihemﬂ

and his desire to help NTOC-H (in his| I:apauty) to take advantage of all aw ilable sources |
order to better prosecute the sustained la alysis massmﬁ am:% in particular the mtrua on
set. e : i

V/R

Deputy Chief, Analysis Gr@up é’v’?}* S gg;-P.L. 86.36

NSA/CSS Threat Operations Center (NTOC)

NSTS: 966-7585 P36

UNCLASS: .

From] [NSA-S3M2 USA CIV

Sent: Wednesday, April 09, 2014 4:14 PM

To: DL SV_Medialeaks (ALIAS) SV43; DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2

Cc: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4
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. Dgg;psuso& course conten;l'AIthough | felt comfortable answering his question, | thought it was more appropriate
for OGC to respond since the authority documents involve legalities and the individual wanted them ranked in
precedence order. | spoke withl:_y—_I-SV,TD, who indicated that two of the OGC attorneys had recently
provided the hierarchy of the authorities during thé‘OVSC18OO course development meetings. | forwarded the email
directly to the two OGC attorneys { [to obtain their comments and assistance on 8 April
2013l

[responded dlrectly to the individual, also on 8 Apnl and cc d my superwsor] ,,»|who

2. (UAHFOYO)0VSC1203 Issue Regarding Course content and trick questions ””(Qj(s).P.L. 86-36

(U/AHBH03The individual appeared at the side of my desk in the SV training area during the timeframe
between 5—12 April 2013, shortly after lunch time. He did not introduce himself and instead asked if he could talk to
someone about the OVSC1203 course. | indicated that he could talk to me. He seemed upset and proceeded to say that
he had tried to take OVSC1203 and that he had failed. He then commented that he felt we had trick questions
throughout the course content that made him fail. SV Training has standard (canned) responses we use to respond to
questions like this. | introduced myself and provided the information to him. My comments were standard and part of
our “canned” responses, and informed him that the OVSC courses did not contain any trick questions and that all of the
answers to the test questions could be located within the course content (our standard response when someone states
they have failed any of our courses). Also, as part of our standard response with this type of question, we remind the
student that the course is open book and not timed, also part of our routine canned response. | also reminded him that
students receive multiple attempts to successfully pass the course and if they are not successful after multiple attempts,
he would need to contact us for further assistance. He seemed to have calmed down by then and said he still thought
the questions tricked the students but he would try again. Apparently he didn’t realize he had multiple attempts. He
departed the SV training area and did not address the issue with SV training again. When the issue regarding his actions
came up, and | realized | had contact with him, | immediately tried to pull his training record but it had already been
pulled from the system. Consequently, | reported the contact to my management and considered the issue closed.

I

(U/‘/‘Feﬁoj I o S e O
SID Oversight & Compllance B o o
Access Oversight Training and Strategic Gu1dance ‘ -
Team Alias: DL SV_Training Phone: 963-0249s
Ops 1 Room 3W145 Suite 6476 (U/FO4HE)

From‘l |NSA SV USA CIvV .

Sent: Monday, June 02, 2014 10:06 AM

Toi _ INSA-S USA CIV

Cc: DL sid_dir_exec (ALIAS) S; DL SV_Exec (ALIAS) SV
Subject: RE: (U) ACTION: Low- snde e-mail ‘exchange

Classification: UNCLASSIFIEDHFGR—GFF-IE—IAI:-USE-@NtY—

Snowden sent the email in question to the SV training team as a student in one of our OVSC courses (| believe OVSC
1800). We forwarded it to OGC, and now retired) provided the answer. The question he asked was very
straightforward and had to do with the precedence of our legal authorities, as in, what’s the hierarchical order. The
email did not say he had concerns, and no one thought there was an implication he had concerns. It appeared to be
simply a student seeking clarification.




.DOCID: 4294841

Snowden had another interaction with the same SV woman, this one in person when he was here TDY. He stopped by
her desk to complain about OVSC 1203 — the FAA 702 course. He said the test was too hard and had trick questions. He
said he had failed it multiple times (I’d have to check with ADET on that). He did pass the course at some point.

Please let me know if you need anything else.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, " (b)(3)-P.L. 86-36

Room 3W160, Suite 6476
Secure: 966-2479
Unclassified:

From{ NSA-S USA CIv

Sent: Monday, June 02, 2014 9:10 AM
ToE_—LlNSA-SV USA CIV

Cc: DL sid_dir_exec (ALIAS) S; DL SV_ExeC"(ALIAS) SV
Subject: (U) ACTION: Low-side e-mail exchange
Importance: High .

Classification:,S_UN'CIIV_ASSI FIEDAFOR-OFHCHAL-USE-ONEY—

Can you provide any insight/comments to Ms. Shea on the low-side e-mail exchange asking for comments on the NBC
interview? You were CC’d w/Raj stepping in asking that no one else comment on the low-side (or add additional folks to
the e-mail exchange). Thanks.

I:I e S = e "7 (b)(3)-P.L. 86-36

Executive Assistant to the Director, Signals InteIIige}n,ce—Difé‘(‘ﬁtorate
Ops 1, 2W102
NSTS: 963-3333, CMCL:

Classification: UNCLASSIFIEDHOR-OHHEAEUSEONEY—
Classification: UNCLASSIFIEDAFOR-OFACIAE USE-ONLEY-
Classification: UNCLASSIFIED/AFOR-OFREAE OSEONEY—

Classification: UNCLASSIFIED/AOR-OFHGIALUSE-ONLY —
—DerivedFromNSA/CSSM-1-52—
-Dated-—20070108—
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In an interview with NBC News on Wednesday, Snowden said he had raised alarms at multiple
levels about the NSA's broad collection of phone, email and Internet connections.

"I have raised the complaints not just officially in writing through email to these offices
and these individuals but to my supervisors, to my colleagues, in more than one office,"
Snowden told the network.

"Many, many of these individuals were shocked by these programs," Snowden said, adding that
he was advised: "If you say something about this, they're going to destroy you."

The emails were first released by the office of Democratic Senator Dianne Feinstein,
chairwoman of the Senate Intelligence Committee.

In a statement, the NSA said: "The e-mail did not raise allegations or concerns about
wrongdoing or abuse, but posed a legal question that the Office of General Counsel
addressed."

“"There are numerous avenues that Mr. Snowden could have used to raise other concerns or
whistleblower allegations. We have searched for additional indications of outreach from him
in those areas and to date have not discovered any engagements related to his claims," it
said.

Snowden told the Post there were other emails "and not just on this topic. I’m glad they’ve
shown they have access to records they claimed just a few months ago did not exist, and I
hope we’ll see the rest of them very soon." The email exchange appears to be the first
internal communication by Snowden, while he was working for the NSA, to be released publicly.

"INCOMPLETE LEAK'®

In an April 5, 2013, email to the NSA's Office of General Counsel, Snowden questioned the
contents of a mandatory legal training course.

The course, he wrote, cited the U.S. Constitution as the nation's top legal authority,
followed by "Federal Statutes/Presidential Executive Orders (EO)."

"I'm not entirely certain, but this does not seem correct, as it seems to imply Executive
Orders have the same precedence as law,” Snowden wrote. "Could you please clarify? Thank you
very much, Ed.”

An unidentified official in the General Counsel's office wrote back three days later that
executive orders, issued by a U.S. president, "have 'the force and effect of law.' That said,
you are correct that E.O.s cannot override a statute.”

Asked by the Post on Thursday if he had been was wrong in saying he reached out to many
colleagues and supervisors to express his concerns, Snowden replied: "No, not at all.

"The bottom line is that even though I knew the system was designed to reject concerns
raised, I showed numerous colleagues direct evidence of programs that those colleagues
considered unconstitutional or otherwise concerning. Today’s strangely tailored and
incomplete leak only shows the NSA feels it has something to hide.”

#

----- Original Message -----

From: Robert Litt| R b))

Sent: Thursday, May 29, 2014 09:02 PM 0GA [DONI
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T (D)3)-P.L. 86-36

From:
Sent:
To:
Cc:

Subject:

Importance:

INsA-Q311 UsA cIv

Thursday, May 29, 2014 12:02 PM .-

InsA-Q usA civ

DL Q_REGISTRY/|

NSA-Q3 USA CIV:

| |NSA—Q3 USA

qlvi

INSA-Q31 UsA CIv,|

SA-Q311 USA CIV-

INSA-Q31 USA CIV,

FW: (U) 2014.05_29 - ACTION: Snowden's Claims of Voicing Concerns

High

Classification: UNC LASS 10 e

(U/-/-FQH-G-)-I:Igave me a heads up on this tasking. Below are my suggested Q input to the questions.

Respectfully,

{b)(3)-P.L. 86-36
(b)(5)

1

Bpproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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"

|cFe, cissp
Q311 Counterintelligence Investigations

Assigned to Q3 -|:| —

FANX 2, Room A2A048, Suite 6832

Office: 968-3373(s

b}

From

NSA-D23 USA CIV

{.b)(3}-P.L. 86-36
(b)(S)

U )E-PL 8636
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Seni: Ti i May 29, 20i4 1i:34 AM
To: NSA-Q311 USA CIV
Cc SA-D23 USA CIV

Subject: (U) 20_14_05_29 - ACTION: Snowden's Claims of Voicing Concerns
Impostance: ‘igh [Below text duplicated in DOCID 4294890)
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From: ejsnowd@nsa.ic.gov

Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

[Text below is duplicated in DOCID 4228926 )
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From: | hS‘A=D2 USA CIV..

Sent: Friday, Ap.rll' 05, 2013 4:34 PM bI(3)P.L. 86:36
To: DL SV_Training (ALIAS) SV2 '

Cc: Snowden Edward J NSA-FHV USA CTR :

Subject: (U) FW: Comments from the D2 General Counsel Email Us Form

Classification: UNCLASSIFIED/ AOR—OFHEHHSEONE-

OGC received the question below regarding USSID 18 training but | believe that this should have gone to your org
instead. Can you help with this? -

Office Manager to the Deputy General Counsels Office of General Counsel (D2) 963-5548, OPS2B 2B8140,
Suite: 6250

(UfAFEHET My Dropbox

From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov ]
Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2 Below text duplicated in DOCID 4228929
Cc: Snowden Edward J NSA-FHV USA CTR
Subject: Comments from the D2 General Counsel Email Us Form
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From:
Sent:
To:
Cc:

Subject:

| INSA-D21 USA CIV. ) %
Monday, April 08, 2013 1:37 PM I _
Snowden Edward J NSA-FHV USA-CTR '

I INSA-SV2 USA c1v] INsA-sv21 usa cv] |

NSA-D21 USA CIv;| [NSA-D2 USA CIv [NSA-sv21

USA CIV
RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW: Comments from the
D2 General Counsel Email Us Form

[Below text duplicated in DOCID 4228926
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From: '
Sent: Thur May 2 14 7:57 AM

To:
Cc:

Subject: P RERLY DRl and WRSIel - B elow text duplicated in DOCID 4294513)
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1. (IG/ODOC) What is the training and awareness provided to gov’t and contractor employees
about reporting activities they perceive to be inconsistent with law or ethics?

2. (IG/ODOC) What are the mechanisms by which that reporting can occur?
3. (IG/ODOC) What is the process, accountability for addressing such reports?
4. (IG/ODOC) Is there arecord of these kinds of inquiries and responses?

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective
measures?

6. (OGC)Did we receive corresponded from Edward Snowden about his concerns?
7. (0GCQ) If so, in what form, on what dates and with what specificity as to content?
8. (0OGC) Were his inquiries responded to? If so, how and when?

9. (Q/TD) How was our search for any correspondence from him conducted?

10. (Q/TD) Was it exhaustive and authoritative?

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record?
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From: | INSA-Q USA cIv

Sent: Thursday, May 29, 2014 2:54 PM

To: | I_'VSA—S3M2 USA CIV

Ce: | NSA-D23 USA V] INsA-Q usA cv: |
NSA-Q USA CIV; [NSA-Q3 USA c1v;| |NSA-Q31 USA
CIV; DL ads_registry (ALIAS) Q09 ;

Subject: (U) 2014_05_29 - ACTION: Snowden's Claims of Vo:cmg Concems

Importance: High

Classification: UNCLASSIFIED /

b)) PL. 8636

ADS&CI Chief of Staff
968-6000(s); :

If so, in what form, on what dates and with what specificity as to content?

(U/ /B8 On Friday 5 April 2013 4:11 pm Eastern time, Snowden submitted a question to the Office of the General
Counsel (OGC) via the “Email Us” form on their internal website. This form generated an email to OGC and copied
Snowden, a copy of which remained in Snowden’s email Inbox when the investigation obtained it and is marked as
having been read but not forwarded or responded to. The question concerned the precedence of Executive Orders and
Federal Statutes as well as precedence between DOD and ODNI regulations.

(U/AOEe+ Less than a half hour later (at 4:35 pm) an Office Manager for OGC forwarded the email to the SID Oversight
and Compliance training group and CC’'d Snowden indicating the question might be better answered by that office. A
copy of this email was filed by Snowden in a folder within his Inbox. The email is marked has having been read, but not
been forwarded or responded to.

(U/HO6+ The next working day, Monday 8 April 2013 at 1:37 pm Eastern time, a lawyer with OGC responded to
Snowden’s questions. A copy of this email was filed in a folder within his Inbox. The email is marked has having been
read, but not forwarded or responded to.

1

Bipproved for Release by NSA on 04-27-2016. FOIA Case # 78137
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(U/fPEHe All three emails are attached.
Were his inquiries responded to? If so, how and when?

(U/Ho6+ See above for the emailed correspondence. ADS&C| has spoken with the lawyer who responded to
Snowden’s inquiry and she remembered considering calling Snowden since the inquiry was out of the ordinary.
However, she decided not to and instead in her email invites him to call her if he wanted further discussion. She does
not recall any actual telephonic contact by Snowden.

How was our search for any correspondence from him conducted?

(U//PBB8+ We have reviewed all of the email belonging to Edward Snowden which we have been able to obtain. This
has included both manual review of the email as well as searches tailored to identify any correspondence involving the
organizations of the OIG, OGC, and Oversight and Compliance.

(U/HBB8+ We have located additional email between Snowden and members of OGC and Oversight and Compliance
relating to work on troubleshooting IT issues, but these emails do not contain any questions or concerns about the legal
authorities under which NSA operates.

Was it exhaustive and authoritative?

(U/AHBH85- It has been as exhaustive and authoritative as possible given the evidence we have been able to discover
after a comprehensive investigation into Snowden’s activities at NSA. Due to the ongoing criminal investigation, we are
unable to provide details.

s it possible there is correspondence we overlooked, didn't record?

(UAFFEYe+ It is extremely unlikely that additional correspondence exists which matches Snowden’s descriptions,
specifically email sent to members of OGC and oversight and compliance sent as “one of [his] final acts in government.”

(UHO0+ It remains possible that unrecorded verbal communication existed between Snowden and one of the offices
he cites, but we have not located any individual who remembers any such hypothetical conversations despite a

comprehensive investigation into Snowden’s activities at NSA.

" (b)(3)-P-L. 86-36

From{ NSA-S3M2 USA CIV

Sent: Thursday, May 29, 2014 11:25 AM

To:l INSAQ USA CIV: DL d_ig_ tasker (ALIAS) D DL oooc Medialeaks (ALIAS) D4|

NSA-T USA CIV

Cc: DL OGC_Medialeaks (ALIAS) D23;] NSA- 023 USA CIV; DL ssct (ALIAS) S1; DL PAOMedia (ALIAS) DN1;
DL Q_REGISTRY] |NSA- Q31 USA C1V

Subject: (U) AC_TION: Snowden's Claims of Voicing Concerns
Impaitance: g [Below text is duplicated in DOCID 4249209)
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From: ejsnowd@nsa.ic.gov

Sent: Friday, April 05, 2013 4:11 PM

To: DL gc_web (ALIAS) D2

Cc: Snowden Edward J NSA-FHV USA CTR

Subject: Comments from the D2 General Counsel Email Us Form

Text below is duplicated in DOCID 4301740)
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| |

From: I I

Sent: Thursday, May 29, 2014 7:57 AM
To:

Cc:

Subject: FW: REPLY: DNI'and WH Status Balow text duplicated in DOCID 4294513)
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