
 
June 3, 2016 

 
 

Today the National Security Agency (NSA) is making public more than 200 
documents it recently released under the Freedom of Information Act. The 
documents illustrate that, as the Agency reported in May 2014, NSA conducted a 
thorough search of e-mail and has no records of any e-mail from former NSA 
contractor Edward Snowden to Agency officials raising concerns about NSA 
programs.   
 

The documents posted today reveal the details of the Agency’s many 
efforts to locate the alleged e-mail. Despite an exhaustive search that included 
looking for all of Mr. Snowden’s e-mail available on NSA systems and in NSA’s e-
mail repositories, the Agency has no record that he submitted complaints to 
senior NSA leadership – including the NSA Director, Deputy Director, and 
Executive Director. In addition, the Agency does not have any records that he 
submitted any complaints to the NSA Inspector General or the General Counsel 
challenging NSA programs.  
 

On May 29, 2014, NSA publicly released one e-mail inquiry from Mr. 
Snowden, as well as the accompanying response from NSA’s Office of General 
Counsel. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse. It posed a legal question that the Office of General Counsel addressed. 
There was no additional follow-up noted. 
 

https://www.nsa.gov/news-features/declassified-documents/media-leaks/assets/files/snowden_email.pdf


DOCID: 4209355 
l (b) (3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 
Subject: 

Name: MATTHEW A COLE 

donotreply@nsa.gov 
Friday, May 23, 2014 3:49 PM 
donotreply@nsa.gov 
matthew.cole@nbcuni.com 
FOIA Request (Web form submission) 

Email: matthew.cole@nbcuni.com 

Company: NBC NEWS 

Postal Address: 3e Rockerfeller Plaza 

Postal 2nd Line: Rm 412E1 

Postal City: New York 

Postal State-prov: New York 

Zip Code: 1B112 

Country: United States of America 

Work Phone: L.l --~____. 
(b) (6) 

Records Requested: Request any and all emails, documents or any other form of communication 
sent by EDWARD SNOWDEN to the Office of General Counsel, or equivalent, as well as from 
SNOWDEN to the office of legal compliance, or equivalent, including but not limited to, the 
years 2e12 and 2B13. 

~pproved for Release by NSA on 04-27-2015. 
~OIA Case# 78137 
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DOCID: 4209359 

I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Matthew Cole 

(b) (3)-P.L. 86-36 

donotreply@nsa.gov 
Friday, May 23, 2014 4:22 PM 
donotreply@nsa.gov 
matthew.cole@nbc.com 
FOIA Request (Web form submission) 

Email: matthew.cole@nbc.com 

Company: NBC News 

Postal Address: 38 Rockefeller Plaza 

Postal 2nd Line: Rm 412E1 

Postal City: New York 

Postal State-prov: NY 

Zip Code: 10112 

Country: United States of America 

Work Phone: ._I ____ _. 

(b) (6) 

Records Requested: Request any and all emails, documents or any other form of communication 
sent by or from EDWARD SNOWDEN to the Office of General Counsel, or equivalent, or to any 
lawyer or legal office within the agency during the years 2812 and 2813, as well as any 
communication in response to Mr. Snowden. 

~pproved for Release by NSA on 
~4-27 -2015. FOIA Case # 78137 



DOCID: 4228926 fol (6) 

Bauman, Ethan L. 

From: Bauman, Ethan L 
Sent: 
To: 

Thursday, April 10, 2014 4:34 PM 

Cc: 
Subject: 

~· .. ~~. nnjs Day;• ~ Poind· •e.xt·•·r M .. · ;artha Sco~·Djck 

I" - f 

Darren I 

Attachments: (b) (3)-P.L. 86-36 

i 

All : 

Please let me know if you 

c- assif' 

@lpproved for Release by NSA or1 07-28-2015. FOIA Case# 7813n 



DOCID: 422892 ,6 

Classification: UNCLASSifiEO//ftlR tlFI"IeiAL tl31! tlfl.tt'l 

su Question forOGC re OVSC1899 Course Content- (U) FW: 
comments from the 02 General Counsel Email Us Form 

Classification: UNC LASSIFIEDI/FBR 8F FIEIAL ldSE 9PlbY 

Hello 

Executive Orders (E.O.s) have the "force and effect of law." That said, you 
are correct that E.O.s cannot override a statute. 

In general., ooo and ODNI regulati.ons are afforded similar precedence though 
subject matter or date could result in one having precedence over another. 

Please give me a call if you would like to discuss further . 

Regards, 

-
ice General Counsel/021 

963-3121 NSTS/(3fill) 688-5315 Commercial 
OPS 2B, 288134, Suite 6259 
---- .. or iginal Message-----
From: ejsnowd@nsa.ic.gov [madlto:ejsnowd@nsa.ic . 
Sent : Fri.day, April €15, PM 
To: DL gc_web (ALIAS) 02 
Cc: Snowden Edward J NSA-FHV USA CTR 
Subject: Comments from the 02 General Counsel Email Us Form 

Classification: UNCLASSIFIED//F9R 9FFICIAL l:JSE ElUI::¥ 

SID:. ej snowd 

fullname: Ed Snowden 

Org: FHV 

Affiliation: Contractor 

Secure_Phone : N/A 

Message: Hello, I have a question regarding the mandatory USSID 18 training. 



DOCID: 422892 ,6 

The training states the following: 

(U) The Hierarchy of Governing Authorities and Documents is displayed from the 
highest authority to the lowest authority as fol1ows: 

U.S .• Constitution 
Federal Statutes/Presidential Executive Orders (EO) 
Department of Defense (DoD) and Office of the Director of National 

Intelligence (ODNI) Regulations 
NSA/CSS Directives and Policies 

USSIDS 
Management 

Office Policies 
and Policies 

I'm not entirely certain, but this does not seem correct, as it seems to imply 
Executive Orders have the same precedence as law. My understanding is that 
EOs maybe superseded by federal statute, but EOs may not override statute. 
Am I incorrect in this? Between EOs and lawsJ which have precedence? 

Similarly. between DOD and ODNI regulations, which has greater precedence? 

Could please clarify? 

Thank you very much, 

Ed 

Classification: UNCLASSIFIEDI/F8R 8FFIC!A:L 1:15E 8PlLY 

Classification: UNCLASSIFIED//f81:10 

Classification: UNCLASSIFIEDJ./fQR QffiCIAl I:J5E ElNLV 



DOCID: 4228630 

From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Jason 

Email: 

Leopold 

donotreply@nsa.gov 
Tuesday, April 08, 2014 5:40PM 
donotreply@nsa.gov 

t-UIA Hequest (Web torm submission) 

Company: Investigative Journalist 

Postal Address: 

Postal City: 

Postal State-prov: 

Zip Code: 

Country: United States of America 

Home Phone: 

Work Phone: 

(b) (3)-P.L. 86-36 

Records Requested: Freedom of Information and Privacy Acts request: 
To: National Security Agency 
Attn: FOIA/PA Office (DJ4) 
98ee Savage Road 
Suite 6248 
Ft. George MeadeJ MD 20755-6248 
This is a request for records under the Freedom of Information Act ("FOIA")J 5 u.s.c. § 552 
and the Privacy ActJ 5 u.s.c. § 552a. This request should be considered under both statutes 
to maximize the release of records. 

REQUESTER INFORMATION 
Name: Jason Leopold 
Address: 

Email: 

RECORDS SOUGHT 
I request disclosure of any and all emails written by former NSA contractor Edward Snowden in 
which Mr. Snowden contacted agency officials through email to raise concerns about NSA 
programs. 

ADDITIONAL DESCRIPTIVE INFORMATION 
According to a report published on April 8, 2013 by Vanity Fair 1 Edward Snowden stated that 
he "raised complaints" to NSA. 

~pproved for Release by NSA on 07-28-2015. FOIA Case # 
~8137 



DOCID: 4228630 
::The N.S.A. at this pain~ not only knows I raised complaints, but that there is evidence that 
I made my concerns known to the N.S.A.'s lawyers, because I did some of it through e-mail," 
Mr. Snowden said. "I directly challenge the N.S.A. to deny that I contacted N.S.A. oversight 
and compliance bodies directly via e-mail and that I specifically expressed concerns about 
their suspect interpretation of the law, and I welcome members of Congress to request a 
written answer to this question [from the N.S.A.]." 

A link to the report in question can be found here: 
http://www.vanityfair.com/online/daily/2814/84/edward-snowden-interview?mbid=social_twitter 

INSTRUCTIONS REGARDING SEARCH 

1. Instructions Regarding "Leads": 
As required by the relevant case law, the NSA should follow any leads it discovers during the 
conduct of its searches and perform additional searches when said leads indicate that records 
may be located in another system. Failure to follow clear leads is a violation of FOIA. 

2. Request for Public Records: 
Please search for any records even if they are already publicly available. 

3. Request for Electronic and Paper/Manual Searches: 
I request that searches of all electronic and paper/manual indices, filing systems, and 
locations for any and all records relating or referring to the subject of my request be 
conducted. 

4. Request for Additional Filing Systems, Indices, and Locations Searches: 
Please search all of your indices, filing systems, and locations, including those I have not 
specified by name and those of which I may not be aware. 

5. Request regarding Photographs and other Visual Materials: 
I request that any photographs or other visual materials responsive to my request be released 
to me in their original or comparable forms, quality, and resolution. For example, if a 
photograph was taken digitally, or if the NSA maintains a photograph digitally, I request 
disclosure of the original digital image file, not a reduced resolution version of that image 
file nor a printout and scan of that image file. Likewise, if a photograph was originally 
taken as a color photograph, I request disclosure of that photograph as a color image, not a 
black and white image. Please contact me for any clarification on this point. 

6. Request for Duplicate Pages: 
I request disclosure of any and all supposedly "duplicate" pages. Scholars analyze records 
not only for the information available on any given page, but also for the relationships 
between that information and information on pages surrounding it. As such, though certain 
pages may have been previously released to me, the existence of those pages within new 
context renders them functionally new pages. As such, the only way to properly analyze 
released information is to analyze that information within its proper context. Therefore, I 
request disclosure of all "duplicate" pages. 

7. Request to Search Emails: 
Please search for emails relating to the subject matter of my request. 

8. Regarding Destroyed Records: 
If any records responsive or potentially responsive to my request have been destroyed, my 
request include, but is not limited to, any and all records relating or referring to the 
destruction of those records. This includes, but is not limited to, any and all records 
relating or referring to the events leading to the destruction of those records. 

2 



DOCID: 4228630 
INSTRUC TIONS REGARDING SCOPE AND BREADTH OF REQUESTS Please interpret the scope of this 
request broadly. The NSA is instructed to interpret the scope of this request in the most 
liberal manner possible short of an interpretation that would lead to a conclusion that the 
request does not reasonably describe the records sought. 
EXEMPTIONS AND SEGREGABILITY 
I call your attention to President Obama's 21 January 2eeg Memorandum concerning the Freedom 
of Information Act, in which he states:· 
All agencies should adopt a presumption in favor of disclosure, in order to renew their 
commitment to the principles embodied in FOIA [ .... ] The presumption of disclosure should be 
applied to all decisions involving FOIA. · 
In the same Memorandum, President Obama added that government information should not be kept 
confidential "merely because public officials might be embarrassed by disclosure, because 
errors and failures might be revealed, or because of speculative or abstract fears." 
Finally, President Obama ordered that "The Freedom of Information Act should be administered 
with a clear presumption: In the case of doubt, openness prevails." 
Nonetheless, if any responsive record or portion thereof is claimed to be exempt from 
production, FOIA/PA statutes provide that even if some of the requested material is properly 
exempt from mandatory disclosure, all segregable portions must be released. If documents are 
denied in part or in whole, please specify which exemption(s) is (are) claimed for each 
passage or whole document denied. Please provide a complete itemized inventory and a 
detailed factual justification of total or partial denial of documents. Specify the number 
of pages in each document and the total number of pages pertaining to this request. For 
"classified" material denied, please include the following information : the classification 
(confidential, secret or top secret); identity of the classifier; date or event for automatic 
declassification or classification review or downgrading; if applicable, identity of official 
authorizing extension of automatic declassification or review past six years; and, if 
applicable, the reason for extended classification beyond six years. 
In excising material, please "black out" the material rather than "white out" or "cut out ." I 
expect, as provided by FOIA, that the remaining non-exempt portions of documents will be 
released. 
Please release all pages regardless of the extent of excising, even if all that remains are 
the stationery headings or administrative markings. 
In addition, I ask that your agency exercise its discretion to release records which may be 
technically exempt, but where withholding serves no important public interest. 

ADDITIONAL INSTRUCTIONS REGARDING REQUEST Please produce all records with administrative 
markings and pagination included. 
Please send a memo (copy to me) to the appropriate units in your office to assure that no 
records related to this request are destroyed. Please advise of any destruction of records 
and include the date of and authority for such destruction. 

FORMAT 
I request that any releases stemming from this request be provided to me in digital format 
(soft-copy) on a compact disk or other like media. 

*** 
Please do not hesitate to contact me if you have any questions concerning this request. 
Thank you. I appreciate your time and attention to this matter. 

Jason Leopold 

3 



DOCID: 4228631 

From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Paul 5 Szoldra 

donotreply@nsa.gov 
Thursday, May 29, 2014 12:02 PM 
donotreply@nsa.gov 
szoldrap@gmail.com 
FOIA Request (Web form submission) 

Email: szoldrap@gmail.com 

Company: Business Insider 

Postal Address : I~-.-_______ ___,_, 
Postal City: I I 
Postal State-prov:~ 

Zip Code: I.__ _ ___, 
Country: United States of Amerita 

Home Phone~~....-____ ___. 

(b) (3)-P.L. 86-36 

,,,. (b) (6) 

Records Requested: I am seeking any and all emails; letters; records; or other correspondence 
sent by Edward J. Snowden to the National Security Agency Office of General Counsel. I also 
request any and all emailsJ letters; records; or other correspondence sent in response to his 
queries. 

This is for journalistic research. Thank you. 

~pproved for Release by NSA on 07-28-2015. FOIA Case # 
~8137 



DOCID: 4228632 

I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Name: David A Garrett 

donotreply@nsa.gov 
Thursday, May 29, 2014 1:59PM 
donotreply@nsa.gov 
myself@davidgarrettjr.com 
FOIA Request (Web form submission) 

Email: myself@davidgarrettjr.com 

Company: Examiner.com 

Postal Address: L..l ____ ___. 

Postal City: I 
....___----;:~-----, 

Postal State-prov: I.___~------' 
Zip Code:D 

Country: United States of America 

Home Phone: I.__ ____ _, 

(b) (3)-P.L. 86-36 

,,,.(b) (6) 

Records Requested: In a television interview with NBC News on May 28, 2014, Edward Snowden 
said he had previously emailed concerns to the National Security Agency's Office of the 
General Counsel. Could you provide me with a copy of that email? 

@lpproved for Release by NSA on 07-28-2015. FOIA Case# 7813n 
I 



DOCID: 4228633 

I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Matthew Keys 

donotreply@nsa.gov 
Thursday, May 29, 2014 3:00 PM 
donotreply@nsa.gov 
matthew.keys@gmail.com 
FOIA Request (Web form submission) 

Email: matthew.keys@gmail.com 

Company: The Desk 

Postal Address~~....-______ ____. 

Postal City: I 
...___---;::::::=~____, 

Postal State-prov:._l ____ --=_, 

Zip Code: I.___ _ ___. 

Country: United States of America 

Home Phone: .... I ____ ___. 
Work Phone: N/A 

(b) (3)-P.L. 86-36 

Records Requested: Seeking to obtain any and all e-mails sent by Edward J Snowden using the 
e-mail address ejsnowd@nsa.ic.gov to any and all National Security Agency officials, 
including officials at the Office of General Counsel, for the time period between January 1, 
2014 and April 1, 2814. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228635 . " 

Blacker, Cindy S 

From. 
Sent 
To 
SubJect 

Hello, 

Matthew Keys [matthew@sactownmedta com] 
Fnday, June 27, 2014 10 14 PM 
fotarsc, fotarsc 
FOIA case 78111 Withdrawal 

On May 29, 2014. I submitted a request pursuant to the Freedom of InformatiOn Act for "any and all e-mads 
sent by Edward J Snowden us111g the e-mml address e1~>11tmd ansa 1c !!O\ to any and all NatiOnal Secunty 
Agency officials, 111clud111g officials at the Office of General Counsel. for the tune penod between January I, 
2014 and June L 2014" 

On June 27,2014 I received a letter from the NatiOnal Secunty Agency's FOIA/Pubhc Affmrs Ch1efPamela 
Ph1lhps stat111g that no records could be located at the agency pursuant to my request because "Mr Snowden 
ceased to be aftihated w1th tins Agency as a contractor 111 June 2013" and "e d1d not have an active NSA email 
account after that time " 

I believe this to be the case, and am hereby w1thdraw111g my FOIA request #78111 This withdrawal apphes 
only to FOIA request #78111 and does not apply to any other FOIA requests I may have that are pend111g with 
the agency or may tile 111 the future 

Thank you for your help on tins matter 

Best, 
Matthew Keys 
matthe\\'lt sactO\\nmedta cum 

( J11,tl1!JL'\\ h·~ '> ) 

1 l\\Jtter 1~1C~?book tumhlr \\tbstte 1 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228636 

I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Paul S Szoldra 

donotreply@nsa.gov 
Thursday, May 29, 2014 3:22 PM 
donotreply@nsa. gov 
szoldrap@gmail.com 
FOIA Request (Web form submission) 

Email: szoldrap@gmail.com 

Company: Business Insider 

(b) (3)-P.L. 86-36 

·Postal Address:!~....-__________ _. 

Postal 

Postal 

City:c==J 

Stat~ 

Zip Code:~~--~ 
Country: United States of America 

Work Phone i._ ______ _. 

Records Requested: Dear FOIA Coordinator: 

This is a request under the Freedom of Information Act (5 U.S.C. §552). I request that a 
copy of the following records be provided to me: 

I am requesting any and all email correspondence sent and received by Edward J. Snowden, an 
intelligence contractor working for the National Security Agency, date range approximately 
from Jan. 2886 to Mar. 2813. He used the following email address: 

ejsnowd@nsa.ic.gov 

He also may have used these email addresses as well: 

ejsnowd@nsa.gov 
edward.j.snowden@nsa.ic.gov 
edward.snowden@nsa.ic.gov 

This is for journalistic research. Thank you. 

In order to help you determine my status for the purpose of assessing fees, you should know 
that I am: A representative of the news media affiliated with Business Insider, and this 
request is made as part of newsgathering and not for commercial use. 

I am willing to pay fees if my request for a waiver is denied not to exceed $388. 

I request a waiver of fees for this request because disclosure of the requested information 
to me is in the public interest. It is likely to contribute significantly to public 
understanding of the operations or activities of the DIA and is not primarily in my 
commercial interest. This is for newsgathering purposes in the public interest of 
understanding Edward Snowden. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 422863,6 

I include a telephone number at which I can be con1a····c····t····e····d·· .... if necessary to discuss any aspect 
of my request. You can contact me ai~------------~J 

Address :1 L...-___ ___.I 

Sincerely, 
--····· ························· 

::::: :::~::,:::r:ode: 1 ......... _ .... _ .... _. ------------~,.....;;...,[ ) (b 1 1 6) 

Telephone number: I 1/ 
Email address: szoldrap@gmail.com 

2 



DOCID: 4228637 

From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Rosie P Gray 

donotreply@nsa.gov 
Thursday, May 29, 2014 3:31 PM 
donotreply@nsa.gov 
rosie@buzzfeed. com 
FOIA Request (Web form submission) 

Email: rosie@buzzfeed.com 

Company: BuzzFeed 

Postal Address: 6BB F Street NW 

Postal 2nd Line: Ste 2BB 

Postal City: Washington 

Postal State-prov: DC 

Zip Code: 2BBB4 

Country: United States of America 

Work Phone: 6463699351 

(b) (3)-P.L. 86-36 

Records Requested: I am a reporter for BuzzFeed seeking the email history of this email 
address: ejsnowd@nsa.ic.gov 

Date range of request: February 2BB9-July 2B13 

Description of request: Please search NSA records for any and all email communications to or 
from the email address ejsnowd@nsa.ic.gov. 

As a requester from a news-gathering organization, I understand that the duplication of the 
first one hundred pages responsive to my request will be provided without charge. I am 
willing to pay up to $3BB for any other processing of this request. Please inform me if the 
estimated fees will exceed this limit before processing my request. 

Thank you for your consideration. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case# 7813n 



DOCID: 4228638 

From: 
Sent: 
To: 
Cc: 

donotreply@nsa.gov 
Thursday, May 29, 2014 3:34PM 
donotreply@nsa.gov 
evan. hill@aljazeera. net 

Subject: FOIA Request (Web form submission) 

Name: Evan C Hill 

Email: evan.hill@aljazeera.net 

Company: Al Jazeera America 

Postal Address: 435 Hudson Street 

Postal 2nd Line: Suite 400 

Postal City: New York City 

Postal State-prov: NY 

Zip Code: 10013 

Country: United States of America 

Home Phone:~~----------~ 
Work Phone: 917-819-8458 

(b) (6) 

(b) (3)-P.L. 86-36 

Records Requested: I request copies of any and all emails or messages sent to or from the 
following National Security Agency e-mail address: 

ejsnowd@nsa.ic.gov 

I am not aware of the exact period of time this account was active but believe it to be a 
short period that does not require an unreasonable response effort on behalf of the Agency. 

I am aware that e-mails sent to or from United States government accounts are subject to the 
Freedom of Information Act. 

I request expedited processing of this FOIA records request as the information it seeks is of 
wide public interest and not large in size or time and would inform the public about an 
actual or alleged federal government activity. 

Please let me know if there is any further information that would assist you in responding to 
this request. 

Best regards, 
Evan Hill 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228639 

From: 
Sent: 
To: 
Cc: 
Subject: 

donotreply@nsa. gov 
Thursday, May 29, 2014 7:51 PM 
donotreply@nsa.gov 
ellen.nakashima@washpost.com 
FOIA Request (Web .form submission) 

Name: Ellen Nakashima 

Email: ellen.nakashima@washpost.com 

Company: The Washington Post 

Postal Address: 1150 15th St. NW 

Postal City: Washington 

Postal State-prov: DC 

Zip Code: 20071 

Country: United States of America 

Work Phone: 202 334 4419 

(b) (3)-P.L. 86-36 

Records Requested: The Washington Post hereby submits a request under the Freedom of 
Information Act, 5 U.S.C. §§ 552 et seq., for the following records: 

All e-mails to or from Edward Snowden,a former contract employee(Dell, Booz Allen, with the 
NSA in Japan and Hawaii. He worked in Japan from 2009-2013 and in Hawaii from 2013-2014. 

The washington Post respectfully requests a fee waiver pursuant to 5 U.S.C. § 
552(a)(4)(A)(ii)(II), since the records are not being sought for a commercial use, but rather 
to inform the public on an issue of intense public interest and continuing controversy. At a 
minimum, as a representative of the news media, the Post is entitled to a limitation of the 
fees to reasonable standard charges for document duplication. See id. If the fee waiver is 
denied with respect to search costs, the Post will pay reasonable duplicating fees, but 
requests to be notified if the cost is expected to exceed $100. 

I would appreciate your communicating with me by telephone or e-mail, rather than mail, if 
you have questions regarding this request. I look forward to your response within 20 days as 
the statute requires. Thank you for your attention to this request. 

Very truly yours, 

Ellen Nakashima 
The Washington Post 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 78137} 
I 



DOCID: 4228640 

From: 
Sent: 
To: 
Cc: 
Subject: 

Name: Gregory T Korte 

donotreply@nsa.gov 
Thursday, May 29, 2014 2:07PM 
donotreply@nsa.gov 
gkorte@usatoday.com 
FOIA Request (Web form submission) 

Email: gkorte@usatoday.com 

Company: USA TODAY 

Postal Address: 1575 Eye Street, N.W. Suite 358 

Postal City: Washington 

Postal State-prov: District of Columbia 

Zip Code: 28885 

Country: United States of America 

Work Phone: 7838548987 

(b) (3)-P.L. 86-36 

Records Requested: Any and all communications to and from Edward Snowden to the National 
Security Agency's Office of Chief Counsel. This request includes all communications, in 
whatever form or format, and does not have any time limit. 

Please provide expedited processing. This request involves a matter of national importance 
that is the subject of widespread media interest and congressional oversight. 

Please waive all fees. I am a journalist engaged full-time in the dissemination of 
information to the public. I am employed by USA TODAY is the nation's largest newspaper. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813'71 
I 



DOCID: 4228641 

From: 
Sent: 
To: 
Cc: 
Subject:. 

Name: Matthew Keys 

donotreply@nsa. gov 
Friday, June 27, 2014 10:16 PM 
donotreply@nsa.gov 
matthew@sactownmedia. com 
FOIA Request (Web form submission) 

Email: matthew@sactownmedia.com 

Postal Add re ... s_s_:!:::l ===:::;------:.....11; 
Postal City._l ____ _. 

Postal State-provl 
,........:_~:;--~ .............. 

Zip Code: .... I __ ____, 
Country: United States of America 

Home ~hone:._! ____ ___, 

(b) (3)-P.L. 86-36 

., .. (b) (6) 

Records Requested: Seeking to obtain any and all e-mails sent by Edward J Snowden using the 
e-mail address ejsnowd@nsa.ic.gov to any and all National Security Agency officials~ 
including officials at the Office of General Counsel, for the time period between January 1, 
2013 and June 1, 2013. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228642 

JASON LEOPOLD 

Dear Mr. Leopold: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 77440 
30 April 2014 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 8 April 2014, which was received by this office on 9 April 2014, 
for "any and all emails written by former NSA contractor Edward Snowden in 
which Mr. Snowden contacted agency officials through email to raise 
concerns about NSA programs." 

This letter acknowledges that we have received your request and 
provides some administrative information. Your request has been assigned 
Case Number 77440. Due to a significant increase in the number of requests 
being received by this Agency, we are experiencing delays in processing. We 
will begin to process your request and will respond to you again as soon as 
we are able. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the second paragraph 
of this letter. Your letter should be addressed to National Security Agency, 
FOIA Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 
20755-6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it 
should be marked for the attention of the FOIA office. The telephone number 
of the FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 
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JASON LEOPOLD 

Dear Mr. Leopold: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 77440A 
23 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
8 April 2014, which was received by this office on 9 April 2014, for "any and all 
emails written by former NSA contractor Edward Snowden in which 
Mr. Snowden contacted agency officials through email to raise concerns about 
NSA programs." As noted in our initial correspondence dated 30 April 2014, 
your request has been assigned Case Number 77440. For purposes of this 
request and based on the information you provided in your letter, you are 
considered a "representative of the media." There are no assessable fees for 
this request. 

Your request has been processed under the provisions of the FOIA. A 
thorough search of our files was conducted, but there are no documents 
indicating that Mr. Snowden contacted agency officials to raise concerns about 
NSA programs. 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. The fact that we were unable to 
locate records responsive to your request may be considered by you as an 
adverse determination, and you are hereby advised of this Agency's appeal 
procedures. Any person notified of an adverse determination may file an 
appeal to the NSA/ CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days after the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the 
appeal, it should reference the inability of the Agency to locate the records you 
seek, in sufficient detail and particularity, and the grounds upon which you 
believe this Agency maintains such records. The NSA/CSS FOIA Appeal 
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Authority will endeavor to respond to the appeal within 20 working days after 
receipt, absent unusual circumstances. 

As you may be aware, one document was located that shows that Mr. 
Snowden raised questions about the agency's interpretation of NSA's legal 
authorities. Although it is not responsive to your request since it does not 
discuss NSA programs or raise concerns about NSA programs, we are providing 
the document to you as a courtesy as it was previously released. The 
document can also be found posted on the IContheRecord. Tumblr .com website, 
as well as on NSA.gov. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228644 

MATIHEW A COLE 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78071 
27 May 2014 

30 ROCKEFELLER PLAZA RM 412E1 
NEW YORK NY 10112 

Dear Mr. Cole: 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 23 May 2014, which was received by this office on 
27 May 2014, for "any and all emails, documents or any other form of 
communication sent by or from EDWARD SNOWDEN to the Office of General 
Counsel, or equivalent, or to any lawyer or legal office within the agency 
during the years 2012 and 2013, as well as any communication in response 
to Mr. Snowden." This letter acknowledges that we have received your 
request and provides some administrative information. Your request has 
been assigned Case Number 78071 . Due to a significant increase in the 
number of requests being received by this Agency, we are experiencing delays 
in processing. We will begin to process your request and will respond to you 
again as soon as we are able. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 

@lpproved for Release by NSA on 07-28-2015. FOIA Case# 7813n 
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MA TIHEW KEYS 

Dear Mr. Keys: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78111 
23 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "any and 
all e-mails sent by Edward J Snowden using the e-mail address 
ejsnowd@nsa.ic.gov to any and all National Security Agency officials, including 
officials at the Office of General Counsel, for the time period between 
January 1, 2014 and April 1, 2014." Your request has been assigned Case 
Number 78111. For the purpose of fee assessment, you have been placed into 
the "all other" category for this request. As such, you are allowed 2 hours of 
search and 100 pages of duplication at no cost to you. There are no assessable 
fees for this request. 

Your request has been processed under the provisions of the FOIA. We 
confirmed with the appropriate offices that since Mr. Snowden ceased to be 
affiliated with this Agency as a contractor in June 2013, he did not have an 
active NSA email account after that time. Because no emails were sent from 
that account after June 2013, no records responsive to your request were 
located. 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. The fact that we were unable to 
locate records responsive to your request may be considered by you as an 
adverse determination, and you are hereby advised of this Agency's appeal 
procedures. Any person notified of an adverse determination may file an 
appeal to the NSA/ CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days after the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the 
appeal, it should reference the inability of the Agency to locate the records you 
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seek, in sufficient detail and particularity, and the grounds upon which you 
believe this Agency maintains such records. The NSA/CSS FOIA Appeal 
Authority will endeavor to respond to the appeal within 20 working days after 
receipt, absent unusual circumstances. 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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PAULS SZOLDRA 

Dear Mr. Szoldra: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78113 
3 June 2014 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 29 May 2014, which was received by this office on 
30 May 2014, for "any and all email correspondence sent and received by 
Edward J. Snowden, an intelligence contractor working for the National 
Security Agency, date range approximately from Jan. 2006 to Mar. 2013. He 
used the following email address: " This letter 
acknowledges that we have received your request and provides some 
administrative information. Your request has been assigned Case Number 
78113. Due to a significant increase in the number of requests being 
received by this Agency, we are experiencing delays in processing. We will 
begin to process your request and will respond to you again as soon as we are 
able. Until further processing is done, we do not know if there will be 
assessable fees. Therefore, we have not addressed your request for a fee 
waiver at this time. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 
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PAULS SZOLDRA 

Dear Mr. Szoldra: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78113 
26 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "any and 
all email correspondence sent and received by Edward J. Snowden, an 
intelligence contractor working for the National Security Agency, date range 
approximately from Jan. 2006 to Mar. 2013. He used the following email 
address: He also may have used these email addresses 

=====-::.:c.=.:::===="'-'=-''- " Your request has been assigned Case Number 
78113. For purposes of this request and based on the information you 
provided in your letter, you are considered an "all other" requester. There are 
no assessable fees for this request therefore; we did not address your request 
for a fee waiver. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
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includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
reveal the identities of confidential sources, or would reveal law enforcement 
techniques and procedures. All of the information maintained by this Agency 
relating to Mr. Snowden meets the threshold requirements for withholding 
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6)) protects 
from disclosure information which would constitute a clearly unwarranted 
invasion of personal privacy. In balancing the public interest for the 
information you request against the privacy interests involved, we have 
determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, 
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause exceptionally grave damage to the national security. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
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be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
20755-6248. The appeal shall reference the adverse determination and shall 
contain, in sufficient detail and particularity, the grounds upon which the 
requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228648 

ROSIE P GRAY 
BUZZFEED 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78114 
3 June 2014 

600 F STREET NW STE 200 
WASHINGTON, DC 20004 

Dear Ms. Gray: 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 29 May 2014, which was received by this office on 
30 May 2014, for "the email history of this email address: 

Date range of request: February 2009-July 2013. 
Description of request: Please search NSA records for any and all email 
communications to or from the email address " This 
letter acknowledges that we have received your request and provides some 
administrative information. Your request has been assigned Case Number 
78114. Due to a significant increase in the number of requests being 
received by this Agency, we are experiencing delays in processing. We will 
begin to process your request and will respond to you again as soon as we are 
able. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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ROSIE P GRAY 
BUZZFEED 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78114 
27 June 2014 

600 F STREET NW STE 200 
WASHINGTON DC 20004 

Dear Ms. Gray: 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "any and 
all email communications to our from the email address ejsnowd@nsa.ic.gov ." 
Your request has been assigned Case Number 78114. For purposes of this 
request and based on the information you provided in your letter, you are 
considered an "all other" requester. There are no assessable fees for this 
request. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
reveal the identities of confidential sources, or would reveal law enforcement 
techniques and procedures. All of the information maintained by this Agency 
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relating to Mr. Snowden meets the threshold requirements for withholding 
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6)) protects 
from disclosure information which would constitute a clearly unwarranted 
invasion of personal privacy. In balancing the public interest for the 
information you request against the privacy interests involved, we have 
determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, SECRET, 
and CONFIDENTIAL as provided in Section 1.2 of the Executive Order. The 
information is classified because its disclosure could reasonably be expected to 
cause exceptionally grave damage to the national security. Because the 
information is currently and properly classified, it is exempt from disclosure 
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
20755-6248. The appeal shall reference the adverse determination and shall 
contain, in sufficient detail and particularity, the grounds upon which the 
requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
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Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228650 

EVAN CHILL 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78115A 
27 June 014 

AL JAZEERA AMERICA 
435 HUDSON ST STE 400 
NEW YORK CITY NY 10013 

Dear Mr. Hill: 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "Copies of 
any and all emails or messages sent to or from the following National Security 
Agency e-mail address: ejsnowd@nsa.ic.gov." As previously provided, your 
request has been assigned Case Number 78115. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
reveal the identities of confidential sources, or would reveal law enforcement 
techniques and procedures. All of the information maintained by this Agency 
relating to Mr. Snowden meets the threshold requirements for withholding 
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under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from 
disclosure information which would constitute a clearly unwarranted invasion 
of personal privacy. In balancing the public interest for the information you 
request against the privacy interests involved, we have determined that the 
privacy interests sufficiently satisfy the requirements for the application of the 
(b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, 
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause exceptionally grave damage to the national security. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
20755-6248. The appeal shall reference the adverse determination and shall 
contain, in sufficient detail and particularity, the grounds upon which the 
requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
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Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228651 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

ELLEN NAKASHIMA 
1150 15TH ST NW 
Washington, DC 20071 

Dear Ms. Nakashima: 

FOIA Case: 78118 
10 June 2014 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 29 May 2014, which was received by this office on 
30 May 2014, for "All e-mails to or from Edward Snowden, a former contract 
employee (Dell, Booz Allen, with theNSA in Japan and Hawaii. He worked in 
Japan from 2009-2013 and in Hawaii from 2013-20 14." This letter 
acknowledges that we have received your request and provides some 
administrative information. Your request has been assigned Case Number 
78118. Due to a significant increase in the number of requests being 
received by this Agency, we are experiencing delays in processing. We will 
begin to process your request and will respond to you again as soon as we are 
able. Until further processing is done, we do not know if there will be 
assessable fees. Therefore, we have not addressed your request for a fee 
waiver at this time. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

ELLEN NAKASHIMA 
THE WASHINGTON POST 
1150 15TH ST NW 
WASHINGTON DC 20071 

Dear Ms. Nakashima: 

FOIA Case: 78118 
25 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "all e-mails 
to or from Edward Snowden, a former contract employee (Dell, Booz Allen, with 
the NSA in Japan and Hawaii. He worked in Japan from 2009-2013 and in 
Hawaii from 2013-2014." Your request has been assigned Case Number 
78118. For purposes of this request and based on the information you 
provided in your letter, you are considered a "representative of the media". 
There are no assessable fees for this request; therefore, we did not address 
your request for a fee waiver. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(l), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
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reveal the identities of confidential sources, or would reveal law enforcement 
techniques and procedures. All of the information maintained by this Agency 
relating to Mr. Snowden meets the threshold requirements for withholding 
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from 
disclosure information which would constitute a clearly unwarranted invasion 
of personal privacy. In balancing the public interest for the information you 
request against the privacy interests involved, we have determined that the 
privacy interests sufficiently satisfy the requirements for the application of the 
(b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, 
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause exceptionally grave damage to the national security. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
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20755-6248. The appeal shall reference the adverse determination and shall 
contain, in sufficient detail and particularity, the grounds upon which the 
requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228653 

GREGORY T KORTE 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78119 
3 June 2014 

1575 EYE ST NW STE 350 
WASHINGTON DC 20005 

Dear Mr. Korte: 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "Any and 
all communications to and from Edward Snowden to the National Security 
Agency's Office of General Counsel. This request includes communications, in 
whatever format, and does not have a time limit." Your request has been 
assigned Case Number 78119. For purposes of this request and based on the 
information you provided in your letter, you are considered a "representative of 
the media." There are no assessable fees for this request; therefore, we did not 
address your request for a fee waiver. Since this letter fully responds to your 
FOIA request, we have not addressed your request for expedited processing. 

Your request has been processed under the provisions of the FOIA. The 
document responsive to your request is enclosed. This document was 
previously released in FOIA Case 78071. Certain information, however, has 
been deleted from the enclosure. This Agency is authorized by statute to 
protect the names of its employees. This information is exempt from disclosure 
pursuant to the third exemption of the FOIA, which provides for the 
withholding of information specifically protected from disclosure by statute. 
The specific statute applicable in this case is Section 6, Public Law 86-36 (50 
U.S. Code 3605). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/ CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
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6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
the grounds upon which the requester believes release of the information is 
required. The NSA/ CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228654 

ROSIE P GRAY 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 7827 4 
18 June 2014 

600 F STREET NW STE 200 
WASHINGTON DC 20004 

Dear Ms. Gray: 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 29 May 2014, which was received by this office on 
13 June 2014, for " ... the email history of this email address: 
ejsnowd@nsa.ic.gov Date range of request: February 2009-July 2013 
Description of request: Please search NSA records for any and all email 
communications to or from the email address ejsnowd@nsa.ic.gov." This 
letter acknowledges that we have received your request and provides some 
administrative information. Your request has been assigned Case Number 
78274. Due to a significant increase in the number of requests being 
received by this Agency, we are experiencing delays in processing. We have 
begun to process your request and will provide a more substantive response 
to you as soon as we are able. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 
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ROSIE P GRAY 
BUZZFEED 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 7827 4A 
27 June 2014 

600 F ST NW STE 200 
WASHINGTON DC 20004 

Dear Ms. Gray: 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 13 June 2014, for "any and 
all email communications to or from the email address ejsnowd@nsa.ic.gov." 
As previously provided, your request has been assigned Case Number 78274. 
For purposes of this request and based on the information you provided in 
your letter, you are considered an "all other" requester. There are no 
assessable fees for this request. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
reveal the identities of confidential sources, or would reveal law enforcement 
techniques and procedures. All of the information maintained by this Agency 
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relating to Mr. Snowden meets the threshold requirements for withholding 
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from 
disclosure information which would constitute a clearly unwarranted invasion 
of personal privacy. In balancing the public interest for the information you 
request against the privacy interests involved, we have determined that the 
privacy interests sufficiently satisfy the requirements for the application of the 
(b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, 
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause exceptionally grave damage to the national security. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
20755-6248. The appeal shall reference the adverse determination and shall 
contain, in sufficient detail and particularity, the grounds upon which the 
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requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228656 

IMAITHEW KEYS 

Dear Mr. Keys: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78399 
1 July 2014 

This responds to your Freedom of Information Act (FOIA) request of 
27 June 2014, which was received by this office on 30 June 2014, for "any and 
all e-mails sent by Edward Snowden using the e-mail address 
ejsnowd@nsa.ic.gov to any and all NSA officials, including officials at the office 
of General Counsel, for the time period between January 1, 2013 and June 1, 
2013." Your request has been assigned Case Number 78399. For purposes of 
this request and based on the information you provided in your letter, you are 
considered an "all other" requester. There are no assessable fees for this 
request. 

Your request has been processed under the provisions of the FOIA. One 
document responsive to your request is enclosed. The names of NSA/ CSS 
employees have been deleted from the enclosure. This information is exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statute applicable in this case is Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

The remaining records that this Agency maintains pertaining to 
Mr. Snowden, including his emails, are exempt from release in accordance with 
5 U.S.C. 552(b)(1), 5 U.S.C. 552(b)(3), 5 U.S.C. 552(b)(6), and 5 U.S.C. 
552(b)(7). 

Records pertaining to Mr. Snowden are withheld pursuant to the seventh 
exemption of the FOIA (5 U.S.C. Section 552(b)(7)), which protects from 
disclosure records or information compiled for law enforcement purposes. This 
includes information that, if released, could interfere with enforcement 
proceedings, could cause an unwarranted invasion of personal privacy, could 
reveal the identities of confidential sources, or would reveal law enforcement 
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techniques and procedures. All of the information maintained by this Agency 
relating to Mr. Snowden meets the threshold requirements for withholding 
under exemption 7 of the FOIA and is withheld under (b)(7)(A), (b)(7)(C), 
(b)(7)(D), and (b)(7)(E) of the FOIA. 

The sixth exemption of the FOIA (5 U.S.C. Section 552(b)(6))protects from 
disclosure information which would constitute a clearly unwarranted invasion 
of personal privacy. In balancing the public interest for the information you 
request against the privacy interests involved, we have determined that the 
privacy interests sufficiently satisfy the requirements for the application of the 
(b)(6) exemption. 

In addition, this Agency is authorized by statute to protect certain 
information concerning its activities, as well as the names of its employees. 
Such information is exempt from disclosure pursuant to the third exemption of 
the FOIA (5 U.S.C. Section 552(b)(3)), which provides for the withholding of 
information specifically protected from disclosure by statute. The specific 
statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 
3605). We have determined that such information exists in these records, and 
it has been withheld accordingly. Other statutes that apply are Title 18 U.S. 
Code 798 and Title 50 U.S. Code 3024(i). 

Some of the withheld information was also found to be currently and 
properly classified in accordance with Executive Order 13526. This 
information meets the criteria for classification as set forth in Subparagraphs 
(b), (c), (d) and (g) of Section 1.4 and remains classified TOP SECRET, 
SECRET, and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause exceptionally grave damage to the national security. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(1)). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since information was withheld 
from the enclosed document, and because the rest of your request is being 
denied, you are hereby advised of this Agency's appeal procedures. Any person 
denied access to information may file an appeal to the NSA/ CSS Freedom of 
Information Act Appeal Authority. The appeal must be postmarked no later 
than 60 calendar days of the date of the initial denial letter. The appeal shall 
be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4), National 
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD 
20755-6248. The appeal shall reference the adverse determination and shall 
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contain, in sufficient detail and particularity, the grounds upon which the 
requester believes that the determination is unwarranted. The NSA/ CSS FOIA 
Appeal Authority will endeavor to respond to the appeal within 20 working days 
after receipt, absent any unusual circumstances. 

For your information, there are no emails indicating that Mr. Snowden 
contacted agency officials to raise concerns about NSA programs. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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PAULS SZOLDRA 
BUSINESS INSIDER 

Dear Mr. Szoldra: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78104 
23 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "Any and 
all emails, letters, records, or other correspondence sent by 
Edward J. Snowden to the National Security Agency Office of General Counsel. 
I also request any and all emails, letters, records, or other correspondence sent 
in response to his queries." Your request has been assigned Case Number 
78104. For purposes of this request and based on the information you 
provided in your letter, you are considered a "media" requester. There are no 
assessable fees for this request. 

Your request has been processed under the provisions of the FOIA. One 
document was found to be responsive to your request and is enclosed. This 
document was previously released in FOIA Case 78071. Certain information, 
however, has been deleted from the enclosure. This Agency is authorized by 
statute to protect the names of its employees. This information is exempt from 
disclosure pursuant to the third exemption of the FOIA, which provides for the 
withholding of information specifically protected from disclosure by statute. 
The specific statute applicable in this case is Section 6, Public Law 86-36 (50 
U.S. Code 3605). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/ CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
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6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
the grounds upon which the requester believes release of the information is 
required. The NSA/ CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4228659 

DAVID A GARRETT 

Dear Mr. Garrett: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78107 
10 June 2014 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for a copy of an 
e-mail from Edward Snowden to the NSA's Office of the General Counsel, which has 
recently been mentioned in the press. Your request has been assigned Case Number 
78107. There are no assessable fees for this request; therefore, we have not 
addressed your fee category. 

Your request has been processed under the provisions of the FOIA. The 
requested record has been made publically available on the NSA.gov web site. Please 
reference the following web page for the link posted on 5 June 2 0 14: 

http:/ jwww.nsa.govjpublic_info/ whats_newjindex .shtml 

Since the record responsive to your request is publicly available and we have 
identified where you can obtain it, we consider your request to be satisfied and, 
accordingly, your request is being closed at this time. 

Correspondence related to your request should include the case number 
assigned to your request, which is included in the first paragraph of this letter. Your 
letter should be addressed to National Security Agency, FOIA Office (DJ4), 9800 
Savage Road STE 6248, Ft. George G. Meade, MD 20755-6248 or may be sent by 
facsimile to 443-4 79-3612. If sent by fax, it should be marked for the attention of the 
FOIA office. The telephone number of the FOIA office is 301-688-6527. 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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MATIHEW A COLE 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78071 
29 May 2014 

30 ROCKEFELLER PLAZA 
RM 412E1 
NEW YORK NY 10112 

Dear Mr. Cole: 

This further responds to your Freedom of Information Act (FOIA) request 
of 23 May 2014 for "Any and all emails, documents or any other form of 
communication sent by or from EDWARD SNOWDEN to the Office of General 
Counsel, or equivalent, or to any lawyer or legal office within the agency during 
the years 2012 and 2013, as well as any communication in response to Mr. 
Snowden." For purposes of this request and based on the information you 
provided in your letter, you are considered a representative of the media. 
Unless you qualify for a fee waiver or reduction, you must pay for duplication 
in excess of the first 100 pages. There are no assessable fees for this request. 

Your request has been processed under the FOIA and the responsive 
document is enclosed. Certain information, however, has been deleted from 
the enclosure. The names of NSA/ CSS employees have been deleted from the 
enclosure. This information is exempt from disclosure pursuant to the third 
exemption of the FOIA, which provides for the withholding of information 
specifically protected from disclosure by statute. The specific statute 
applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 3605). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ 4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
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the grounds upon which the requester believes release of the information is 
required. The NSA/ CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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,========'1 ~~, 

From: 
Sent: 
To: 
Subject: 

DearNSA: 

(b) (3)-50 usc 3024(i) 

Richard Byrne Reilly [richard@venturebeat.com] 
Thursday, May 29, 2014 2:58 PM 
nsapao 
Edward Snowden Email. 

My name is Richard Reilly and I'm a reporter with VentureBeat in San Francisco requesting a copy of the email 
Edward Snowden sent to the NSA and released today by the agency. I'm working on a very tight deadline and 
appreciate your assistance. 

Kind regards! 

Richard 

Richard Byrne Reilly 

1'' r rbyrnerellly 

(b) (6) 

VentureBeat 1 Events 

@lpproved for Release by NSA on 07-28-2015. FOIA Case# 7813n 
" 



DOCID: 4228662 

I (b) (3)-P.L. 86-36 

From: Michael van Peppel (BNO News) [mpoppel@bnonews.com] 
Sent: Thursday, May 29, 2014 1:55 PM · 
To: nsapao 
Subject: Edward Snowden 

Good afternoon, 

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to 
his superiors, notifying them of his concerns? 

Thank you. 

Best regards, 

Michael van Peppel 
BNO News B.V. 
Tel: +1 845-796-9291 
Fax: +1 347-521-3174 
Twitter: @mpoppel 
mpoppel@bnonews.com 
www.bnonews.com 

===========================;==================== 
The information contained in this message may be confidential and is intended to be 
exclusively for the addressee. Should you receive this message unintentionally, please do not 
use the contents herein and notify the sender immediately by return e-mail. 
BNO News B.V. is registered by the.Chamber of Commerce under nr. 17264724 
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I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Hi. Please see the below. 

Green Miller, Marci L 
Thursday, May 29, 2014 1:02 PM 
'Cole, Matthew (NBCUniversal)' 
nsapao; DL PAOMedia 
Email claim 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed·. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications"of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 
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I 
From: 
Sent: 
To: 
Subject: 

Hi all, 

I 
Matt Sledge [msledge@huffingtonpost.com] 
Thursday, May 29, 2014 2:53PM 
Vines, Vanee M; nsapao 
Follow-up on Snowden email release 

Had a quick follow-up question on the Snowden email release. 

(b) (3)-P.L. 86-36 

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials." Sounds to 
me like those reports could very likely have been verbal rather than written in an email. 

Have you investigated whether he raised concerns *verbally*? Did your investigation include Snowden's 
contacts with officials at Dell or other contractors? 

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney 
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backfire in the 
intelligence world. Do you have any response on that point? 

Regards, 
Matt Sledge 

:•tt ;,ledge I lu mm mm m mmm mm mm mm mm mm mm um; 

ftp:l\vww.hutfingtonpost.com/news/matt-sledge/ 
https://twitter.com/mgsledge 

(b) (6) 
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DOCID: 4228665 

I I (b) (3)-P.L. 86-36 

From: 
Sent: 

Dana Liebelson [dliebelson@motherjones.com] 
Thursday, May 29, 2014 8:22PM 

To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: Follow-up on WashPo interview 

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden, 
''Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's Office 
of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities- such 
as breaking into the back-haul communications of major US internet companies - are sometimes concealed under E.O. 
12333 to avoid Congressional reporting requirements and regulations." 

Does the NSA have comment on the allegation that the email exchange released today is incomplete? 

Has the NSA -received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If 
so, were these disclosures documented verbally or in writing? 

Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when? 

From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not r.aise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for addi tiona! indications o.f outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
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Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden tiled concerns with intelligence agency supervisors internally,_ in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007 
Twitter: @dliebelson 
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DOCID: 4228666 

From: 
Sent: 
To: 
Subject: 

Nothing else ...... . 

Vanee' Vines 
Public Affairs Specialist 

Vines, Vanee M 
Thursday, May 29, 2014 3:05 PM 
nsapao 
FW: Follow-up on Snowden email release 

NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

' 

From: Matt Sledge [mailto:msledge@huffinqtonpost.com] 
Sent: Thursday, May 29, 2014 2:53PM 
To: Vines, Vanee M; nsapao 
Subject: Follow-up on Snowden email release 

Hi all, 

Had a quick follow-up question on the Snowden email release. 

(b) (3)-P.L. 86-36 

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials." Sounds to 
me like those reports could very likely have been verbal rather than written in an email. 

Have you investigated whether he raised concerns· *verbally*? Did your investigation include Snowden's 
contacts with officials at Dell or other contractors? . 

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney 
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backfire in the 
intelligence world. Do you have any response on that point? 

Regards, 
Matt Sledge 

Matt Sledge 

I I 
http://www.huffingtonpost.com/news/matt-sledge/ 
https :/ /twitter.com/mgsledge 
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DOCID: 4228667 

From: 
Sent: 
To: 
Cc: 
Subject: 

Not commenting ...... 

Green Miller, Marci L 
Friday, May 30, 2014 9:58AM 
nsapao 
DL PAOMedia 
FW: Follow-up on WashPo interview 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Friday, May 30, 2014 09:53AM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Follow-up on WashPo interview 

(b) (3)-P.L. 86-36 

Good morning, I'm following up on my inquiry below-would be great if I could get a response by noon. 

Thanks for your time, 
Dana 

From: Dana Liebelson 
Sent: Thursday, May 29, 2014 5:22 PM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: Follow-up on WashPo interview 

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden, 
'Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's Office 
of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities - such 
as breaking into the back-haul communications of major US internet companies - are sometimes concealed under E.O. 
12333 to avoid Congressional reporting requirements and regulations." 

Does the NSA have comment on the allegation that the email exchange released today is incomplete? 

Has the NSA received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If 
so, were these disclosures documented verbally or in writing? 

Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when? 

From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 

1 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228667 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone·: (202) 347-2397 EX 3007 
Twitter: @dliebelson 
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DOCID: 

From: 
Sent: 
To: 
Cc: 
Subject: 

NO 

4228668 

I 
Vines, Vanee M 
Friday, May 30, 2014 6:22 PM 
DL PAOMedia 
nsapao 
Fw: NBC Nightly News- looking for a statement. 

(b) (3)-P.L. 86-36 

~~~ .. --·~·-·- -·~·- ~·-··-··-~··- ~~ ···············-···-··- -~----~··-·--~- . -···--·-·· ·-- ~- ·-···-- -- --··--·-····- ·-- -.-. ----··-·--·--·-··--··-···---··----··--- -····-· ·------
From: Cox, Oliver (NBCUniversal) [mailto:Oiiver.Cox@nbcuni.com] 
Sent: Friday, May 30, 2014 05:44PM 
To: nsapao 
Subject: RE: NBC Nightly News- looking for a statement. 

'Also, If you had someone who can talk to Andrea Mitchell before 6:30- she can be reached at 202-885-4835 

From: Cox, Oliver (NBCUniversal) 
Sent: Friday, May 30, 2014 5:30PM 
To: 'nsapao@nsa.gov' 
Subject: NBC Nightly News - looking for a statement. 

To whom it may concern, 

My name is Oliver Cox I am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and 
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before 
Nightly News. Here's Edward Snowden's letter: 

"The NSA's new discovery of written contact between me and its lawyers- after more than a year of denying any such 
contact existed- raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post 
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors 
and co-workers, we have not found any evidence to support Mr. Snowden's contention that he brought these matters 
to anyone's attention.&quot; 

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's 
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities­
such as breaking into the back-haul communications of major US internet companies- are sometimes concealed under 
E.O. 12333 to avoid Congressional reporting requirements and regulations. 

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for 
a political advantage, it will require the NSA to ask my former colleagues, management, and the senior leadership 
team about whether I, at any time, raised concerns about the NSA's improper and at times unconstitutional 
surveillance activities. It will not take long to receive an answer. 

Ultimately, whether my disclosures were justified does not depend on whether I raised these concerns previously. 
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not 
acted upon. The fact that two powerful Democratic Senators- Ron Wyden and Mark Udall- knew of mass surveillance 
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action 
is-- and will remain-- until these processes are reformed. 
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Still, the fact is that I did raise such concerns both verbally and in writing, and on multiple, continuing occasions- as I 
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany 
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a 
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA 
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records 
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting · 
concerns&quot; false. 

Now thattheyhave finally begun producing emails, I am confident that truth will become clear rather sooner than 
later." 

### 

Oliver Cox 
Researcher 
NBC News 
0: 202-885-4271 

c:l.._ ___ ....... 
' . 

(b ) (6) 
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From: 
Sent: 
To: 
Subject: 

Green Miller, Marci L 
Tuesday, April 08, 2014 1:19 PM 
nsapao 
FW: Press/media inquiry from CBS 

Amber- for log and file, please. 

From: Vines, Vanee M 
Sent: Tuesday, April 08, 2014 1:18PM 
To: DL PAOMedia . 
Subject: Fw: Press/media inquiry from CBS 

Won't comment until/unless we hear from JD/Raj. We don't havE; any new lines yet. 

# 

From: Edward Moyer [mailto:edward.moyer@cbsinteractive.com] 
Sent: Tuesday, April 08, '2014 01:12PM 
To: Vines, Vanee M 
Subject: Press/media inquiry from CBS 

Hi, Vanee, 

Long time no email. :) 

(b) (3)-P.L. 86-36 

Hey, Edwad Snowden has apparently challenged the NSA to deny that-- before he decided to make off with 
and leak secret documents-- he "contacted NSA oversight and compliance bodies directly via email" and that 
he "specifically expressed concerns" about the agency's "suspect interpretation of the law." This is from a 
Vanity Fair press release about a piece they'll be publishing this week. The magazine says Rick Ledgett told its 
reporters-- as VF paraphrases-- that "Snowden made no formal complaints" and that "if he complained 
personally to anyone, he or she has not acknowledged it." The release is here: 

http://www. vanityfair.com/online/dai Iv/20 14/04/edward-snowden-interview 

Snowden also apparently told the magazine that he has "zero" stolen NSA documents in his possession and that 
numbers that investigators have publicized are )Vrong -- especially the 1. 7 million figure, which, he says, is 
"simply a scare number based on an intentionally crude metric: everything that I ever digitally interacted with in 
my career." 

Does the NSA have a response? Do the emails Snowden mentions exist? Does the 1. 7 million number simply 
represent everything Snowden interacted with while a contractor? Does the agency care to accept Snowden's 
challenge and unequivocally deny that Snowden tried legal, internal means before going the route of a leaker? 

Thanks yet again for your time, 

--Edward 
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Edward Moyer 
Associate Editor 

CBS Interactive - CNET News. com 
T 415.344.2460 
235 Second Street, San Francisco, CA 94105 
www.cnet.com/profile/edward moyer/ 

!0 ...... ____ ---- -·-.. -· ---· I 
BNET I CBS Moneywatch I CBS News I CNET I TechRepublic I ZDNet 
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I 
From: 
Sent: 
To: 
Subject: 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 12:10 PM 
nsapao 
FW: warren 

Amber- for log and file', please. V closed out by phone 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 12:04 PM 
To: DL PAOMedia 
Subject: warren 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 

· NEW***********Media line:443-634-0721 

(b) (3)-P.L. 86-36 

From: Warren.Strobel@thomsonreuters.com [mailto:Warren.Strobel@thomsonreuters.com] 
Sent: Thursday, May 29, 2014 10:27 AM 
To: Vines, Vanee M 
Subject: G'morning 

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration? 

http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa­
practices-n 117086 

Much thanks 
Warren 

Warren Strobel 

Diplomatic Editor, Washington Bureau 
Reuters 

+1202 310 5660 (work) 

I l(mobite) 
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I I (b) (3)-P.L. 86-36 

From: 
Sent: 

Susan Crabtree [scrabtree@washingtonexaminer.com] 
Thursday, May 29, 2014 2:33 PM 

To: nsapao 
Subject: If you have released the snowden email. .. 

Can you please send it along ... 
or direct me to the place on your website where I could find it. 

Thanks, 

Susan Crabtree 
White House Correspondent 
Washington Examiner 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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~------------~ 

I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Hi Ellen, 

Green Miller, Marci L 
Thursday, May 29, 2014 1 :02 PM 
'Nakashima, Ellen M' 
nsapao; DL PAOMedia 
NBC claims 

(b) (3)-P.L. 86-36 

Understand that you were asking about the email in question from last night's NBC interview. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

Marci Green Miller 
Public Affairs Specialist 
NSA Public & Media Affairs 
Media line: 443-634-0721 
Direct line: 443-634-0695 

Follow @NSA PAO on Twitter 

Like the National Cryptologic Museum on Facebook! 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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DOCID: 4228673 

From: 
Sent: 
To: 
Cc: 
Subject: 

Hi Lee, 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 1:10 PM 
'Lee.H.Ferran@abc.com' 
nsapao; DL PAOMedia 
NBC email claim 

(b) (3)-P.L. 86-36 

Understand that you were asking about the email in question from last night's NBC interview. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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I I 
From: 
Sent: 
To: 
Subject: 

To whom it may concern, 

(b) (3)-P.L. 86-36 

Cox, Oliver (NBCUniversal) [Oiiver.Cox@nbcuni.com] 
Friday, May 30, 2014 5:30 PM 
nsapao . 
NBC Nightly News - looking for a statement. 

My name is Oliver Cox I am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and 
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before 
Nightly News. Here's Edward Snowden's letter: 

"The NSA's new discovery of written contact between me and its lawyers- after more than a year of denying any such 
contact existed- raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post 
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors 
and co-workers, we have not found any evidence to support Mr. Snowden's contention that he brought these matters 
to anyone's attention.&quot; 

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's 
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities­
such as breaking into the back-haul communications of major US internet companies- are sometimes concealed under 
E.O. 12333 to avoid Congressional reporting requirements and regulations. 

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for 
a political advantage, it will require the NSA to ask my. former colleagues, management, and the senior leadership 
team about whether I, at any time, raised concerns about the NSA's improper and at times unconstitutional 
surveillance activities. It will not take long to receive an answer. 

Ultimately, whether my disclosures were justified does not depend on whether I raised these concerns previously. 
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not 
acted upon. The fact that two powerful Democratic Senators- Ron Wyden and Mark Udall- knew of mass surveillance 
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action 
is-- and will remain-- until these processes are reformed. 

Still, the fact is that I did raise such concerns both verbally and in writing, and on multiple, continuing occasions- as I 
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany 
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a 
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA 
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records 
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting 
concerns&quot; false. 

Now that they have finally begun producing emails, I am confident that truth will become clear rather sooner than 
later." 

### 

Oliver Cox 
1 
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Researcher 

NBC News 

0: 202-885-4271 

C:L...--1 __ ___. 

(b) (6) 
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I (b) (3)-P.L. 86-36 

From: 
Sent: 
To: 
Subject: 

Hi--

Brett LoGiurato [blogiurato@businessinsider.com] 
Thursday, May 29, 2014 2:13PM 
nsapao 
Quick question 

My name is Brett, and I'm a reporter with Business Insider. Could I get your statement re: Mr. Snowden's email he 
discussed last night on NBC? Also wanted to be sure I was on your list to receive the actual email when it is released. 

Thanks! 

Brett LoGiurato 
Political Reporter I Business Insider 

I I 
www.businessinsider.com/politics 
!£1!BrettLoGiurato 
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DOCID: 4228677 
~~~~~~~~ 

I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Dustin Volz [dvolz@nationaljournal.com] 
Thursday, May 29, 2014 1:49PM 
Vines, Vanee M 
nsapao 
Re: Any response to Snowden interview? 

Thanks, Vanee. Do you have a approximate time for release? 

(b) (3)-P.L. 86-36 

On Thu, May 29, 2014 at 1:32PM, Vines, Vanee M <vmvine3(£1>nsa.gov> wrote: 

Thanks! 

Please see the item below. Also, we'll post something else soon. Please stand by. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. The e­
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower 
allegations. We have searched for additional indications of outreach from him in those areas and to date have 
not discovered any engagements related to his claims. 

### 

1 
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Vanee' Vines 

Public Affairs Specialist 

NSA Public & Media Affairs 

NEW***********Media line: 443-634-0721 

From: Dustin Volz [mailto:dvolz@riationaljournal.com] 
Sent: Thursday, May 29, 2014 1:16PM 
To: Vines, Vanee M 
Subject: Re: Any response to Snowden interview? 

Hi Vanee, 

Hearing that the NSA may release the letter Snowden sent up the chain of command today. Can you tell me 
more? 

On Thu, May 29,2014 at 10:22 AM, Dustin Volz <dvolzc(/)nationaljournal.com> wrote: 

Sorry, an edit: asking whether the NSA has a statement on this. Thanks! 

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvolz(q)nationaljournal.com> wrote: 

Hi Vanee, 

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly 
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says 
it has verified as accurate). He's often been criticized for not pursuing internal means before disclosing 
classified material. Any statement on this? 

Thanks, 
Dustin 
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Dustin Volz 
Tech Policy c·orrcspondcnt 

/Vorional Jow·nal 
0: 202-266-7186 

c: 1'--.-~--:-----:-:~--' 
dvolz(£_/),nationaljournal.com 
(a)dnvolz 

F'ollovv tech news? Sign ur f(lr Natiorwf .Jounwl's r a 
tech policy. l'caturing a round-up of the best coverage and exclusive ti 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 

National Journal 
0: 202-266-7186 
cJl-____ __, 
dvolz(Zi-lnationaljournal.com 
@dnvolz 

(b) (6) 

vvirh the nc\vs vou need in 
the day ahead. In your inbox every 

(b) (6) 

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge · 
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Dustin Volz 
Tech Policy Correspondent 

National Journal 
0: 202-266-7186 

C:l~~~~__. 
dvolz((/)nationaljournal.com 
({i)dnvolz. 

(b) (6) 

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 
National Journal 
0:202-266-7186 
c:l I 
dvolz!a)nationaljournal.com 
(a),dnvolz 

(b) (6) 

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Thanks! 

I 
Vines, Vanee M 
Thursday, May 29, 2014 1:33PM 
'Dustin Volz' 
nsapao 
RE: Any response to Snowden interview? 

(b) (3)-P.L. 86-36 

Please see the item below. Also, we'll post something else soon. Please stand by. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs. 
NEW***********Media line: 443-634-0721 

From: Dustin Volz [mailto:dvolz@nationaljournal.com] 
Sent: Thursday, May 29, 2014 1:16PM 
To: Vines, Vanee M 
Subject: Re: Any response to Snowden interview? 

Hi Vanee, 

Hearing that the NSA may release the letter Snowden sent up the chain of command today. Can you tell me 
more? 

On Thu, May 29, 2014 at 10:22 AM, Dustin Volz <dvo!z({i)nationaljournal.com> wrote: 
Sorry, an edit: asking whether the NSA has a statement on this. Thanks! 

On Thu, May 29,2014 at 10:22 AM, Dustin Volz <dvolz((J:)nationaljournal.com> wrote: 

1 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 



DOCID: 4228678 
Hi Vanee, 

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly 
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says 
it,has verified as accurate). He's often been criticized for not pursuing internal means before disclosing 
classified material. Any statement on this? · 

Thanks, 
Dustin 

Dustin Volz 
Tech Policy Correspondent 
.tVational Jounwf 
0: 2CP-J66-7J86 

c:l~~~~ ...... 
dvolz(Zt)nationaljournal.com 
((l)dnvolz 

(b) (6) 

F'ollow Si1rn 1111 Cor National .Journal's a !l·ce mornin!l tijJsheet with the news vou need in 
..... j,... .- • 

tech pol , l't'<tturing a round-up of the best covcmge and e.xclusivc tips for the dny ahead. In your inbox every 
clay at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 
National Journal 
0: 202-266..:7186 

C:~l ~-:---~ ..... 
dvolz(q)nationaljournal.com 
(iJ)dnvolz 

(b) (6) 

Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 
National Journal 
0: 202-266-7186 
C:L-1 ___ ____. (b) (6) 
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dvolz(ct)nationaljournal.com 
(ii)clnvolz 

Follow tech news? Sign up for National .Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage' and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 
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DOCID: 4228679 

From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Dustin Volz'; Vines, Vanee M 
nsapao 
RE: Any response to Snowden interview? 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Dustin Volz [mailto:dvolz@nationaljournal.com] 
Sent: Thursday, May 29, 2014 1:49 PM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Re: Any response to Snowden interview? 

Thanks, Vanee. Do you have a approximate time for release? 

(b) (3)-P.L. 86-36 

On Thu, May 29, 2014 at 1:32PM, Vines, Vanee M <vmvine3(2l!,nsa.gov> wrote: 

Thanks! 

Please see the item below. Also, we'll post something else soon. Please stand by. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. ·Thee­
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 
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There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower 
allegations. We have searched for additional indications of outreach from him in those areas and to date have 
not discovered any engagements related to his claims. 

### 

Vanee' Vines 

Public Affairs Specialist 

NSA Public & Media Affairs 

NEW***********Media line: 443-634-0721 

From: Dustin Volz [mailto:dvolz@nationaljournal.com] 
Sent: Thursday, May 29, 2014 1:16PM 
To: Vines, Vanee M 
Subject: Re: Any response to Snowden interview? 

Hi Vanee, 

Hearing that the NSA may release the letter Snowden sent up the chain of command today. Can you tell me 
more? 

On Thu, May 29,2014 at 10:22 AM, Dustin Volz <dvolz@nationaljournal.com> wrote: 

Sorry, an edit: asking whether the NSA has a statement on this. Thanks! 

On Thu, May 29,2014 at 10:22 AM, Dustin Volz <dvolz(Zt)nationaljournal.com> wrote: 
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Hi Vanee, 

Wondering if there's any response from Intel or Chairman Rogers to last night's interview, particularly 
Snowden's claim that he communicated concerns to officials within the NSA before his leaks (which NBC says 
it has verified as accurate). He's often been criticized for not pursuing internal means before disclosing 
classified material. Any statement on this? 

Thanks, 
Dustin 

(): 202-266-7 I 86 

·I I 
dvolz(a)national journal.com 
({i!dnvolz 

policy, featuring a of 
at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 

National Journal 
0: 202-266-7186 

c: '-:1 ~......,......,:----:-:----' 
dvo!z(a),nationaljournal.com 
(a)dnvolz 
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Follow tech news? Sign up for National Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 

Dustin Volz 
Tech Policy Correspondent 

National Journal 
0: 702-766-7186 

c :L......:-1 ~----:-----:"'!"----' 
dvolzw)nationaljournal.com 
({i)dnvolz 

(b) (6) 

Follow tech news? Sign up for National .Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edg 

Dustin Volz 
Tech Policy Correspondent 
National Journal 
o· ~02-266-7186 
c:l .. .. .. I 
dvozrd)natwnaiJournal.com 
@,dnvolz 

(b) (6) 

Follow tech news? Sign up for National .Journal's Tech Edge, a free morning tipsheet with the news you need in 
tech policy, featuring a round-up of the best coverage and exclusive tips for the day ahead. In your inbox every 
day at 6 a.m. Subscribe at http://www.nationaljournal.com/tech-edge 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Hi. 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 1:00PM 
'Jill Aitoro' 
nsapao; DL PAOMedia 
RE: Comment on security 

We have the below in response to your query. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing· or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green Miller 
NSA Public and Media Affairs Office 
443-634-0721 

-----Original Message-----
From: Jill Aitoro [mailto:jaitoro@bizjournals.com] 
Sent: Thursday, May 29, 2014 11:24 AM 
To: nsapao 
Subject:•Comment on security 

Good morning. Any comment from NSA on this claim by Snowden about NSA: 

"Their auditing was so poor, so negligent that any private contractor - not even an employee 
of the government- can walk into the NSA building, take whatever they wanted and walk out 
with it and they would never know." 

Jill R. Aitoro 
Senior Reporter 
Washington Business Journal 
703-258-0898 
Follow me on Twitter: @FedBiz_JAitoro 

Sign up for FedBiz Daily and get news, data and analysis on how contractors can grow their 
businesses and enhance their partnerships, all delivered to your inbox: 
http://www.bizjournals.com/wbj fedbiz signup.html 
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~r~~~~~~~~~~-----------------------------------------(-b-)-(3_)_-_P_._L_. __ 8_6-_3_6 ________ _ 

From: Green Miller, Marci L 
Sent: 
To: 

Thursday, May 29, 2014 2:25PM 
'Josh Gerstein'; nsapao 

Subject: RE: Disclosure of Snowden e-mail to OGC 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Josh Gerstein [mailto:jgerstein@politico.com] 
Sent: Thursday, May 29, 2014 2:05 PM 
To: nsapao 
Subject: Disclosure of Snowden e-mail to OGC 

Hi 
White House just indicated that NSA plans to release a Snowden e-mail today. 

Wondering how, when and where ... 

thanks 

Josh Gerstein 
Reporter 
POLITICO 
703-647-7684 (o) 

L--------~~c) 
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I I 
From: 
Sent: 
To: 
Subject: 

Vines, Vanee M 
Thursday, May 29, 2014 1:56 PM 
'Michael van Poppe! (BNO News)'; nsapao 
RE: Edward Snowden 

(b) (3)-P.L. 86-36 

Hi. The item is below. We'll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

:----Original Message-----
From: Michael van Poppe! (BNO News) [mailto:mpoppel@bnonews.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: nsapao 
Subject: Edward Snowden 

Good afternoon, 

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to 
his superiors, notifying them of his concerns? 

Thank you. 

Best regards, 

Michael van Poppe! 
BNO News B.V. 
Tel: +1 845-796-9291 
Fax: +1 347-521-3174 
Twitter: @mpoppel 
mpoppel@bnonews.com 
www.bnonews.com 
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================================================ 
The information contained in this message may be confidential and is intended to be 
exclusively for the addressee. Should you receive this message unintentionally, please do not 
use the contents herein and notify the sender immediately by return e-mail. 
BNO News B.V. is registered by the Chamber of Commerce under nr. 17264724 
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~I ~~I 

From: 
Sent: 
To: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 3:03 PM 
'Richard Byrne Reilly'; nsapao 
RE: Edward Snowden Email. 

(b) (3)-P.L. 86-36 

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov. 
Here: 

http://icontherecord.tumblr.com/ 

From: Richard Byrne Reilly [mailto:richard@venturebeat.com] 
Sent: Thursday, May 29, 2014 2:58PM 
To: nsapao 
Subject: Edward Snowden Email. 

DearNSA: 

My name is Richard Reilly and I'm a reporter with VentureBeat in San Francisco requesting a copy ofthe email 
Edward Snowden sent to the NSA and released today by the agency. I'm working on a very tight deadline and 
appreciate your assistance. 

Kind regards! 

Richard 

Richard Byrne Reilly 
writer 

c:l"="""~---:":":'___, 
t: @rbyrnereilly 
VentureBeat I Events 
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~------------~ 

I I (b) (3)-P.L. 86-36 

From: Green Miller, Marci L 
Sent: Thursday, May 29, 2014 2:21 PM 
To: 
Subject: 

Vines, Vanee M; 'Michael van Peppel (BNO News)'; nsapao 
RE: Edward Snowden 

The email is on the below website now -

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

-----Original Message----­
From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 1:56 PM 
To: 'Micha~l van Peppel (BNO News)'; nsapao 
Subject: RE: Edward Snowden 

Hi. The item is below. We,ll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his clai~s. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

-----Original Message-----
From: Michael van Peppel (BNO News) [mailto:mpoppel@bnonews.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: nsapao 
Subject: Edward Snowden 

Good afternoon, 

Do you have any comment regarding Edward Snowden's claim that he sent at least one email to 
his superiors, notifying them of his concerns? 
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Thank you. 

Best regards, 

Michael van Poppel 
BNO News B.V. 
Tel: +1 845-796-9291 
Fax: +1 347-521-3174 
Twitter: @mpoppel 
mpoppel@bnonews.com 
www.bnonews.com 

================================================ 
The information contained in this message may be confidential and is intended to be 
exclusively for the addressee. Should you receive this message unintentionally, please do not 
use the contents herein and notify the sender immediately by return e-mail. 
BNO News B.V. is registered by the Chamber of Commerce under nr. 17264724 
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DOCID: 4228685 

I I 
From: 
Sent: 
To: 
Cc: 

(b) (3)-P.L. 86-36 

Cole, Matthew (NBCUniversal) [Matthew.Cole@nbcuni.com] 
Thursday, May 29, 2014 1:27 PM 
Green Miller, Marci L 
nsapao; DL PAOMedia 

Subject: Re: Email claim 

What time will it be released? 

Best, 

Matthew Cole 
(b) (6) 

On May 29, 2014, at 1:02PM, "Green Miller, MarciL" <mlgree3@nsa.gov> wrote: 

Hi. Please see the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to 
the office of General Counsel asking for an explanation of some material that was 
.in a training course he had just completed. The e-mail did not raise allegations 
or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e-
mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for additional 
indications of outreach from him in those areas and to date have not discovered 
any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 
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I 
From: 
Sent: 
To: 
Cc: 
Subject: 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Cole, Matthew (NBCUniversal)' 
nsapao; DL PAOMedia 
RE: Email claim 

The email is on the below website now-

ht.tp://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Cole, Matthew (NBCUniversal) [mailto:Matthew.Cole@nbcuni.com] 
Sent: Thursday, May 29, 2014 1:27 PM 
To: Green Miller, Marci L 
Cc: nsapao; DL PAOMedia 
Subject: Re: Email claim 

What time will it be released? 

Best, 

(b) (3)-P.L. 86-36 

1 

Matthew Cole 
(b) (6) 

On May 29, 2014, at 1:02PM, "Green Miller, MarciL" <mlgree3@nsa.gov> wrote: 

Hi. Please see the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to 
the office of General Counsel asking for an explanation of some material that was 
in a training course he had just completed. The e-mail did not raise allegations 
or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e­
mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for.additional 
indications of outreach from him in those areas and to date have not discovered 
any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 
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I 
, From: 

Sent: 
To: 
Subject: 

Re: Your story today 

Vines, Vanee M 
Thursday, May 29, 2014 5:50 PM 
'Matt Sledge'; nsapao 
RE: Follow-up on Snowden email release 

(b) (3)-P.L. 86-36 

Hi. The December statement was provided to the Washington Post in response to the writer's questions. As 
today's statement says: The e-mail did not raise allegations or concerns about wrongdoing or abuse, but posed 
a legal question that the Office of General Counsel addressed. There was not additional follow-up noted. 

Excerpt from the story: 

By last December, Snowden was contacting reporters, although he had not yet passed along any classified 
information. He continued to give his colleagues the "front-page test," he said, until April. 

Asked about those conversations, NSA spokeswoman Vanee Vines sent a prepared statement to The Post: 
"After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have 
not found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's 
attention." 

Snowden recounted another set of conversations that h~ said took place three years earlier, when he was sent by 
the NSA's Technology Directorate to support operations at a listening post in Japan. 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Matt Sledge [mailto:msledge@huffinqtonpost.com] 
Sent: Thursday, May 29, 2014 2:53 PM 
To: Vines, Vanee M; nsapao 
Subject: Follow-up on Snowden email release 

Hi all, 

Had a quick follow-up question on the Snowden email release. 

Snowden claims he "reported these clearly problematic programs to more than ten distinct officials." Sounds to 
me like those reports could very likely have been verbal rather than written in an email. 

@lpproved for Release by NSA on 07-28-2015. FOIA Case# 7813n 
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Have you investigated whether he raised concerns *verbally*? Did your investigation include Snowden's 
contacts with officials at Dell or other contractors? 

On a separate note, Snowden's supporters frequently point to the experience of Thomas Drake, William Binney 
and others to suggest that seeking to raise concerns of wrongdoing within internal channels can backfire in the 
intelligence world. Do you have any response on that point? 

Regards, 
Matt Sledge 
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I 

(b) (3)-P.L. 86-36 

From: 
Sent: 

Dana Liebelson [dliebelson@motherjones.com] 
Friday, May 30, 2014 9:54AM 

To: 
Cc: 

Green Miller, Marci L; Vines, Vanee M 
nsapao; DL PAOMedia 

Subject: RE: Follow-up on WashPo interview 

Good morning, I'm following up on my inquiry below-would be great if I could get a response by noon. 

Thanks for your time, 
Dana 

From: Dana Liebelson 
Sent: Thursday, May 29, 2014 5:22 PM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: Follow-up on WashPo interview 

Good evening, I'm following up on claims just published in the Washington Post by Snowden. According to Snowden, 
'Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's Office 
of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities- such 
as breaking into the back-haul communications of major US internet companies - are sometimes concealed under E.O. 
12333 to avoid Congressional reporting requirements and regulations." 

Does the NSA have comment on the allegation that the email exchange released today is incomplete? 

Has the NSA received evidence of the alleged correspondence addressing the other concerns Snowden outlines here? If 
so, were these disclosures documented verbally or in writing? 

Will the NSA release these emails, or other emails from Snowden, if they exist? If so, when? 

From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuseJ but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 
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v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. William~ said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007 
Twitter: @dliebelson 
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I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:34PM 
'Susan Crabtree' 
nsapao 
RE: If you have released the snowden email. .. 

(b) (3)-P.L. 86-36 

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov. 
Here: 

http://icontherecord.tumblr.com/ 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Susan Crabtree [mailto:scrabtree@washingtonexaminer.com] 
Sent: Thursday, May 29, 2014 2:33 PM 
To: nsapao 
Subject: If you have released the snowden email. .. 

Can you please send it along ... 
or direct me to the place on your website where I could find it. 

Thanks, 

Susan Crabtree 
White House Correspondent 
Washington Examiner 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Ellen-

I 
Green Miller, Marci L 
Thursday, May 29, 2014 1:50PM 
'Nakashima, Ellen M' 
nsapao; DL PAOMedia 
RE: NBC claims 

(b) (3)-P.L. 86-36 

Attribution- Statement from the NSA Public Affairs Office. If you need a name, feel free to use mine. 

Off-the-record- the statement covers those issues. Yes. 

From: Nakashima, Ellen M [mailto:EIIen.Nakashima@washpost.com] 
Sent: Thursday, May 29, 2014 1:46PM 
To: Green Miller, Marci L 
Subject: RE: NBC claims 

Is this attributable to you by name? And are you saying you have found nothing to indicate he went to the 

Office of Compliance? 

Also, have you spoken to all his superiors about concerns he says he raised verbally? 

Thanks, Ellen 

----~·----

From: Green Miller, Marci L <mlgree3@nsa.gov> 
Sent: Thursday, May 29, 2014 1:01 PM 
To: Nakashima, Ellen M 
Cc: nsapao; DL PAOMedia 
Subject: NBC claims 

Hi Ellen, 

Understand that you were asking about the email in question from last night's NBC interview .. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have u~ed to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r @\pproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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DOCID: 4228690 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

Marci Green Miller 

Public Affairs Specialist 
NSA Public & Media Affairs 
Media line: 443-634-0721 
Direct line: 443-634-0695 

Follow @NSA PAO on Twitter 

Like the National Cryptologic Museum on Facebook! 
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DOCID: 4228691 

From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Nakashima, Ellen M' 
nsapao; DL PAOMedia 
RE: NBC claims 

The email is on the below website now-

http://icontherecord. tum blr .com/ 

And will be available on www.nsa.gov shortly. 

From: Nakashima, Ellen M [mailto:EIIen.Nakashima@washpost.com] 
Sent: Thursday, May 29, 2014 1:46 PM 
To: Green Miller, Marci L 
Subject: RE: NBC claims 

(b) (3)-P.L. 86-36 

1 

Is this attributable to you by name? And are you saying you have found nothing to indicate he went to the 
Office of Compliance? 

Also, have you spoken to all his superiors about concerns he says he raised verbally? 

Thanks, Ellen 

From: Green Miller, MarciL <mlgree3@nsa.gov> 
Sent: Thursday, May 29, 2014 1:01 PM 
To: Nakashima, Ellen M 
Cc: nsapao; DL PAOMedia 
Subject: NBC claims 

Hi Ellen, 

Understand that you were asking about the email in question from last night's NBC interview. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse 1 but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

1 
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v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

Marci Green Miller 

Public Affairs Specialist 
NSA Public & Media Affairs 
Media line: 443-634-0721 
Direct line: 443-634-0695 

Follow @NSA PAO on Twitter 

Like the National Cryptologic Museum on Facebook! 

2 



From: 
Sent: 
To: 
Cc: 
Subject: 

Ferran, Lee H. [Lee.H.Ferran@abc.com] 
Thursday, May 29, 2014 1:16PM 
Green Miller, Marci L 
nsapao; DL PAOMedia 
RE: NBC email claim 

(b) (3)-P.L. 86-36 

Great, thanks Marci- Were there any ernails to the office of oversight and compliance, as Snowden stated? Or to 
anyone else in the NSA from Snowden raising concerns? 

From: Green Miller, Marci L [mailto:mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 1:10PM 
To: Ferran, Lee H. 
Cc: nsapao; DL PAOMedia 
Subject: NBC email claim L 

Hi Lee, 

Understand that you were asking about the email in question from last night's NBC interview. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-8721 

@lpproved for Release by NSA on 07-28-2015. FOIA Case # 7813n 
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DOCID: 4228693 ----------------
1 I 

(b) (3)-P.L. 86-36 

From: Green Miller, Marci L 
Sent: 
To: 

Thursday, May 29, 2014 2:21 PM 
'Ferran, Lee H.' 

Cc: nsapao; DL PAOMedia 
Subject: RE: NBC email claim 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Ferran, Lee H. [mailto:Lee.H.Ferran@abc.com] 
Sent: Thursday, May 29, 2014 1:16PM 
To: Green Miller, Marci L 
Cc: nsapao; DL PAOMedia 
Subject: RE: NBC email claim 

Great, thanks Marci- Were there any emails to the office of oversight and compliance, as Snowden stated? Or to 
anyone else in the NSA from Snowden raising concerns? 

From: Green Miller, Marci L [mailto:mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 1:10PM 
To: Ferran, Lee H. 
Cc: nsapao; DL PAOMedia 
Subject: NBC email claim 

Hi Lee, 

Understand that you were asking about the email in question from last night's NBC interview. We have the below. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse 1 but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

~pproved for Release by NSA 
1 pn 07-28-2015. FOIA Case # 

~8137 



DOCID: 4228694 

I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Vines, Vanee M 
Friday, May 23, 2014 9:17AM 1 
'Matthew.Cole@nbcuni.com'; 'Shawn.Tur!Jel~ooo,....---....1 
DL PAOMedia; 'DNI-Media@dni.gov'; nsapao 
Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

(b) (3)-P.L. 86-36 

What do you mean? An email about *what*? Have/you seen Mr Gellman's story from December? This is what we said 
then in response to the allegations that Mr Gellman reported on: 

11After extensive investigation, includinginterviews with his former NSA supervisors and co-workers, we have not found 

any evidence to support Mr. SnoV1fden's contention that he brought these matters to anyone's attention." 

I'll call soon. Thx! 

v 
FO!,A.(b)3 - 50 USC 403g Section 6 of the CIA Act of 1949 
OGA 

From: Cole, Matthew (NBCUniversal) [mailto:Matthew.Cole@nbcuni.com] 
Sent: Friday, May 23, 2014\09:07A~M....~..... _ ___, 
To: Vines, Vanee M; 'Shawn,Turnet I<Shawn.Tu;ne~ ~ 
Cc: DL PAOMedia; 'DNI-Media@dni.gov' <DNI-Media@dni.gov>; nsapao 
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Let's start with this one, but I will still need to have a follow up phone conversation. 

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent emails to the NSA's OGC or any other internal/agency 
legal compliance body? 

NBC News is aware that in the past NSA has denied that they can find any such emails. 

From: Vines, Vanee M [mailto:vmvine3@nsa.gov] 
Sent: Friday, May 23, 2014 8:52AM 
To: Cole, Matthew (NBCUniversal); 'Shawn.Turne~ 
Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapao ~....-.. __ ____. 
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx. 

v 

From: Cole, Matthew (NBCUniversal) [mailto:Matthew.Cole@nbcuni.com] 
Sent: Friday, Mav. 23. 2014 08:42 AM \ · 
To: Shawn.Turne~ I<Shawn.TurneJ ~; Vines, Vanee M 
Subject: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Shawn and Vanee, 

1 
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DOCID: 4228694 
As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of 
claims in the interview, I have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone 
at your earliest convenience. I have initial inquiry, then, by mid day, I should have the final 3 or 4. 

Regards, 

Matthew Cole 
Investigative Producer 
NBC News 
30 Rockefeller Plza 
New York, NY 10112 

0: 212-664-2047 

elL-___ __. (b) (6) 

2 



4-2-2-Jf16 9 5 (b) (3)-P.L. 86-36 

I 
From: 
Sent: 

Cole, Matthew (NBCUniversal) [Matthew.Cole@nbcuni.com] 
Friday, May 23, 2014 9:08AM r----..., 
Vines, Vanee M; 'Shawn.Turne~ I To: 

Cc: DL PAOMedia; 'DNI-Media@dm.gov'; nsapao 
Subject: RE: NBC NEWS/ EDWARD SNOWDEN fNQUIRY 

Let's start with this one, but I will still need to have a follow up phone conversation. 

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent ernails to the NSA's OGC or any other internal/agency 
legal compliance body? 

NBC News is aware that in the past NSA has denied that they can find any such emails. 

From: Vines, Vanee M [mailto:vmvine3@nsa.gov] 
Sent: Friday, May 23, 2014 8:52AM r-....;.._----, 

To: Cole, Matthew (NBCUniversal); 'Shawn.Turne~ 
Cc: DL PAOMedia; 'DNI-Media@dni.gov'; nsapao .....__ __ _, 
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx . 
. FOIA(b )3 - 50 USC 403g Section 6 of the CIA Act of 1949 

v OGA 

From: Cole, Matthew (NBCUniversai)Jmallto:Matthew.Cole@nbcuni.com] 
Sent: Friday, May 23 2014 08:42AM 
To: Shawn.Turne <Shawn.Turne~ tvines, Vanee M 
Subject: NBC NE RD SNOWDEN INQUIRY 

Shawn and Vanee, 

As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of 
claims in the interview, I have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone 
at your earliest convenience. I have initial inquiry, then, by mid day, I should have the final 3 or 4. 

Regards, 

Matthew Cole 
Investigative Producer 
NBC News 
30 Rockefeller Plza 
New York, NY 10112 

0: 212-664-2047 

ct I 

1 
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DOCID: 4228696 

I I (b) (3)-P.L. 86-36 

From: 
Sent: 

Cox, Oliver (NBCUniversal) [Oiiver.Cox@nbcuni.com] 
Friday, May 30, 2014 5:44 PM 

To: nsapao 
Subject: RE: NBC Nightly News- looking for a statement. 

Also, If you had someone who can talk to Andrea Mitchell before 6:30- she can be reached at 202-885-4835 

From: Cox, Oliver (NBCUniversal) . 
Sent: Friday, May 30, 2014 5:30 PM 
To: 'nsapao@nsa.gov' 
Subject: NBC Nightly News- looking for a statement. 

To whom it may concern, 

My name is Oliver Cox I am working with Andrea Mitchell on a spot for Nightly News TONIGHT. we are on deadline and 
we go to air at 6:30pm. NBC obtained a letter from Edward Snowden (Below) and we wanted to get your reaction before 
Nightly News. Here's Edward Snowden's letter: 

"The NSA's new discovery of written contact between me and its lawyers- after more than a year of denying any such 
contact existed- raises serious concerns. It reveals as false the NSA's claim to Barton Gellman of the Washington Post 
in December of last year, that &quot;after extensive investigation, including interviews with his former NSA supervisors 
and co-workers, we have not found any evidence to support Mr. Snowden's contention that he brought these matters 
to anyone's attention.&quot; 

Today's release is incomplete, and does not include my correspondence with the Signals Intelligence Directorate's 
Office of Compliance, which believed that a classified executive order could take precedence over an act of Congress, 
contradicting what was just published. It also did not include concerns about how indefensible collection activities­
such as breaking into the back-haul communications of major US internet companies- are sometimes concealed under 
E.O. 12333 to avoid Congressional reporting requirements and regulations. 

If the White House is interested in the whole truth, rather than the NSA's clearly tailored and incomplete leak today for 
a political advantage, it will require the NSA to ask my former colleagues, management, and the senior leadership · 
team about whether I, at any time, raised concerns about the NSA's improper and at times unconstitutional 
surveillance activities. It will not take long to receive an answer. 

Ultimately, whether my disclosures were justified does not depend on whether I raised these concerns previously. 
That's because the system is designed to ensure that even the most valid concerns are suppressed and ignored, not 
acted upon. The fact that two powerful Democratic Senators- Ron Wyden and Mark Udall- knew of mass surveillance 
that they believed was abusive and felt constrained to do anything about it underscores how futile such internal action 
is-- and will remain-- until these processes are reformed. 

Still, the fact is that I did raise such concerns both verbally and in writing, and on multiple, continuing occasions- as I 
have always said, and as NSA has always denied. Just as when the NSA claimed it followed German laws in Germany 
only weeks before it was revealed that they did not, or when NSA said they did not engage in economic espionage a 
few short months before it was revealed they actually did so on a regular and recurring basis, or even when NSA 
claimed they had &quot;no domestic spying program&quot; right before we learned they collected the phone records 
of every American they could, so too are today's claims that &quot;this is only evidence we have of him reporting 
concerns&quot; false. 

1 
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Now that they have finally begun producing emails, I am confident that truth will become clear rather sooner than 
later." 

### 

Oliver Cox 
Researcher 
NBC News 
0: 202-885-4271 

ctL.-__ ____. 
(b) ( 6) 
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DOCID: 4228697 

From: 
Sent: 
To: 
Cc: 
Subject: 

l 
Green Miller, Marci L 
Thursday, May 29, 2014 2:22 PM 
Vines, Vanee M; 'Sullivan, Eileen' 
'kdilanian@ap.org'; nsapao 
RE: NSA/today's release 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 1:47 PM 
To: 'Sullivan, Eileen' 
Cc: 'kdilanian@ap.org'; nsapao 
Subject: NSA/today's release 

(b) (3)-P.L. 86-36 

Please see the item below. Also, we'll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

1 ~pproved for Release by NSA on 
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DOCID: 4228698 

I 
From: 
Sent: 
To: 
Cc: 
Subject: 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 2:25PM 
'Brett LoGiurato'; Vines, Vanee M 
nsapao 
RE: Quick question 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Brett LoGiurato [mailto:bloqiurato@businessinsider.com] 
Sent: Thursday, May 29, 2014 2:22 PM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Re: Quick question 

Thanks. 

On Thu, May 29,2014 at 2:15PM, Vines, Vanee M <vmvine3(il1nsa.gov> wrote: 

(b) (3)-P.L. 86-36 

· Start: 

NSA has now explained thatthey have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

1 ~pproved for Release by NSA on 
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Vanee· vmes 

Public Affairs Specialist 

NSA Public & Media Affairs 

NEW***********Media line: 443-634-0721 

From: Brett LoGiurato [mailto:bloqiurato@businessinsider.com] 
Sent: Thursday, May 29, 2014 2:13PM 
To: nsapao 
Subject: Quick question 

Hi--

My name is Brett, and I'm a reporter with Business Insider. Could I get your statement re: Mr. Snowden's email he 
discussed last night on NBC? Also wanted to be sure I was,on your list to receive the actual email when it is released. 

Thanks! 

Brett LoGiurato 

Political Reporter I Business Insider 

www.businessinsider.com/politics 
(al,BrettLoGi urato 

Brett LoGiurato 
Political Reporter I Business Insider I I . 

2 

(b) (6) 

(b) (6) 



DOCID: 4228698 
vvww.businessinsider.com/politics 
(aJ.BrettLoGiurato 
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DOCID: 4228699 

From: 
Sent: 
To: 
Cc: 
Subject: 

Thanks. 

l 
Brett LoGiurato [blogiurato@businessinsider.com] 
Thursday, May 29, 2014 2:22PM 
Vines, Vanee M 
nsapao 
Re: Quick question 

On Thu, May 29, 2014 at 2:15PM, Vines, Vanee M <vmvine3(£/)nsa.gov> wrote: 

Start: 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 

Public Affairs Specialist 

NSA Public & Media Affairs 

NEW***********Media line: 443-634-0721 

1 Approved for Release by NSA on 
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DOCID: 4228699 
From: Brett LoGiurato [mailto:bloqiurato@businessinsider.com] 
Sent: Thursday, May 29, 2014 2:13PM 
To: nsapao 
Subject: Quick question 

Hi--

My name is Brett, and I'm a reporter with Business Insider. Could I get your statement re: Mr. Snowden's email he 
discussed last night on NBC? Also wanted to be sure I was on your list to receive the actual email when it is released. 

Thanks! 

Brett LoGiurato 

Political Reporter / Business Insider 

\VW\V.businessinsider.com/politics 
(aJ,BrettLoGiurato 

Brett LoGiurato 
Poljtjcal RepoJerm/m~~sinessi~sider 

www.businessinsider.com/politics 
raJ,BrettLoGiurato 
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DOCID: 4228700 

From: 
Sent: 
To: 
Subject: 

Start: 

l 
Vines, Vanee M 
Thursday, May 29, 2014 2:16PM 
'Brett LoGiurato'; nsapao 
RE: Quick question 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There.are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Brett LoGiurato [mailto:blogiurato@businessinsider.com] 
Sent: Thursday, May 29, 2014 2:13PM 
To: nsapao 
Subject: Quick question 

Hi--

My name is Brett, and I'm a reporter with Business Insider. Could I get your statement re: Mr. Snowden's email he 
discussed last night on NBC? Also wanted to be sure I was on your list to receive the actual email when it is released. 

Thanks! 

Brett LoGiurato 
Political Reporter I Business Insider 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 
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DOCID: 4228701 
I (b) (3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 

Dana Liebelson [dliebelson@motherjones.com] 
Thursday, May 29, 2014 1:50 PM 
Green Miller, Marci L; Vines, Vanee M 
nsapao; DL PAOMedia 

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Additionally, could I receive a copy of that email when it is released, or be notified? What time do you expect it to be 
released? 

Thanks, 
Dana 

From: Dana Liebelson 
Sent: Thursday, May 29, 2014 10:03 AM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Thank you Marcil 

From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

. . ' 

1 
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DOCID :. 4228701 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
·Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007 
Twitter: @dliebelson 

2 



DOCID: 4228702 

I (b) (3)-P.L. 86-36 

From: 
Sent: 

Dana Liebelson [dliebelson@motherjones.com] 
Thursday, May 29, 2014 1:03PM 

To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Thank you Marci! 

From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations .or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

1 ~pproved for Release by NSA on 
b7 -28-2015. FOIA Case # 78137 



DOCID: 4228702 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007. 
Twitter: @dliebelson 
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From: 
Sent: 
To: 
Cc: 

Green Miller, Marci L 
Thursday, May 29, 2014 12:59 PM 
'Dana Liebelson'; Vines, Vanee M 
nsapao; DL PAOMedia 

(b) (3)-P.L. 86-36 

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any. engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this appare~t contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 

~pproved for Release by NSA on 
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Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007 
Twitter: @dliebelson 

2 
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From: 
Sent: 
To: 
Cc: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Dana Liebelson'; Vines, Vanee M 
nsapao; DL PAOMedia 

(b) (3)-P.L. 86-36 

Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

The email is on the below website now-

http://icontherecord. tum blr.com/ 

And will be available on www.nsa.gov shortly. 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 1:50 PM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Additionally, could I receive a copy of that email when it is released, or be notified? What time do you expect it to be 
released? 

Thanks, 
Dana 

From: Dana Liebelson 
Sent: Thursday, May 29, 2014 10:03 AM 
To: Green Miller, Marci L; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Thank you Marci! 

----·----------------,...-------------------·----.. ·---------
From: Green Miller, Marci L [mlgree3@nsa.gov] 
Sent: Thursday, May 29, 2014 9:59AM 
To: Dana Liebelson; Vines, Vanee M 
Cc: nsapao; DL PAOMedia 
Subject: RE: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

1 ~pproved for Release by NSA on 
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### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Dana Liebelson [mailto:dliebelson@motherjones.com] 
Sent: Thursday, May 29, 2014 9:54AM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Quick question about NBC interview last night (Deadline: 2 PM EDT) 

Good morning! In the NBC interview last night, Mr. Williams said that the network had confirmed "with 
multiple sources" that before Snowden went to the press, he reported the surveillance that he believed to be 
problematic internally with intelligence agency supervisors. In the past, Mr. Clapper has denied this is the case. 
I haven't heard anyone report the NSA's side on this apparent contradiction, and I'd like to do so. 

Does the NSA deny that Snowden filed concerns with intelligence agency supervisors internally, in writing, 
before going to the press? Why or why not? 

If not, why did Mr. Clapper say so previously? 

Thank you for your time. 

Best, 
Dana 

Dana Liebelson 
Staff Reporter: Mother Jones 
Freelance: The Week 
Phone: (202) 347-2397 EX 3007 
Twitter: @dliebelson 

2 



DOCID: 4228705 
(b) (3)-P.L. 86-36 

From: 
Sent: 

Brett LoGiurato [blogiurato@businessinsider.com] 
Thursday, May 29, 2014 3:37 PM 

To: Green Miller, Marci L 
Cc: Vines, Vanee M; nsapao 
Subject: Re: Quick question 

Got it. Thanks! 

On Thu, May 29, 2014 at 2:25PM, Green Miller, MarciL <mlgree3(@nsa.gov> wrote: 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Brett LoGiurato [mailto:bloqiurato@businessinsider.com] 
Sent: Thursday, May 29, 2914 2:22PM 
To: Vines, Vanee M 
Cc: nsapao 
Subject: Re: Quick question 

Thanks. 

On Thu, May 29,2014 at 2:15PM, Vines, Vanee M <vmvine3(c"V,nsa.gov> wrote:. 

Start: 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

1 ~pproved for Release by NSA on 
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There are numerous avenues that Mr. Snowden could have used to raise other concerns·or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 

Public Affairs Specialist· 

NSA Public & Media Affairs 

NEW***********Media line: 443-634-0721 

From: Brett LoGiurato [mailto:blogiurato@businessinsider.com] 
Sent: Thursday, May 29, 2014 2:13PM 
To: nsapao 
Subject: Quick question 

Hi--

My name is Brett, and I'm a reporter with Business Insider. Could I get your statement re: Mr. Snowden's email he 
discussed last night on NBC? Also wanted to be sure I. was on your list to receive the actual email when it is released. 

Thanks! 

Brett LoGiurato 

Political Reporter I Business Insider 

2 
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I I 
www.businessinsider.com/politics 
(a)BrettLoGi urato 

Brett LoGiurato 

Political Reporter I Business Insider 

www.businessinsider.com/politics 
@BrettLoGiurato 

Brett LoGiurato 
Political Reporter I Business Insider 

I www.bustnesstnsLer.c~nl/politics 
i(/)BrcttLoGiurato 

(b) (6) 

(b) (6) 

(b) (6) 
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l (b) (3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 3:12PM 
'Marie Tanao' 
nsapao 
RE: Request for Snowden Email to Office of General Council 

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov. 
Here: 

http://icontherecord.tumblr.com/ 

... ~ ........... ~ .. F ......... =···;;;;;········= ...... =···=====··;;;;;; .. ·····;;;.;;·····, ............ . 
From: Marie Tanao [OJ.9lltQj 
Sent: Thursday, May 29, 2o~1'"'4~'""3"1":::"'1"1"'~"'1..,.PrrMr--------' 
To: nsapao 
Subject: Request for Snowden Email to Office of General Council 

Dear Sir or Madam, 

l hope this message finds you well. lam writing on behalf of Japan's daily "The Mainichi Ne\vspapers" (Mainichi Shim bun). 

(b) (6) 

Press Secretary .Jay Carney confirmed today at the White House press briefing that the email of Edward Snowden to the 
Office of General Counsel will be released today. We would very much appreciate it if you could share a copy of the email with 
us upon its release. 

Please let me know if you require further information for this request. 

Thank you very much for your attention to this matter. I look fonvard to hearing from you soon. 

Best Regards, 
Marie Archer 

1 ~pproved for Release by NSA on 
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(b) (3)-P.L. 86-36 

From: 
Sent: 

Marie Tana~ 
Thursday, M.,..ay..,....,.2!'T9,-2 .... 0.,.,1..,.4"""'3 ... : .,..1 77'""T'TP'"IVI.---_. 

To: Green Miller, Marci L 
Cc: nsapao 
Subject: Re: Request for Snowden Email to Office of General Council 

Ms. Miller, 

Thank you very much for your prompt response. I will direct my correspondent to the link. 

Best Regards, 
Marie Archer 

On Thu, May 29, 2014 at 3:12PM, Green Miller, MarciL <mlgree3@nsa.gov> wrote: 

The e-mail and statement are on ICon the Record and will soon be posted to nsa.gov. 

Here: 

http:/ /i contherecord.tumblr.com/ 

-F·;~;,;-M;;;~· T~~-;~-[~~iita- --·-··-······ ···1· 
Sent: Thursday, May 29, 2014 3:11PM 
To: nsapao 
Subject: Request for Snowden Email to Office of General Council 

Dear Sir or Madam, 

I hope this message finds you well. I am writing on behalf of .Japan's daily '·The Mainichi Newspapers" (Mainichi Shimbun). 

(b) (6) 

Press Secretary .Jay Carney confirmed today at the White House press briefing that the email of Edward Snowden to the 
Office of General Counsel will be released today. We would very much appreciate it if you could share a copy of the email with 
us upon its release. 

Please let me know if you require further information for this request. 

1 ~pproved for Release by NSA on 
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I hank you very much for your attention to this matter. I look forward to hearing from you soon. 

Best Regards, 
Marie Archer 

Marie Tanao-Archer 
Correspondent Assistant 
Washington D.C. General Bureau 
THE MAINICHI NEWSPAPERS 
#340 National Press Building 
529 14th St. N.W. Washington D.C. 20045 
Tel:202(737)2817 
Fax:202(.549)2309 
Celli I 

(b) (6) 

FYI: The Mainichi Newspapers was founded in 1872 as the oldest national daily newspaper company 
in Japan. Mainichi is currently recognized in Japan as one of the leading national daily newspapers, 
and has garnered a reputation as a provider of unbiased reporting, poignant editorials and other 
information vital to a modern society. Mainichi has a nationwide circulation of 3.5 million copies. 
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DOCID: 4228708 
lr------~, 

From: 
Sent: 
To: 
Subject: 

Vines, Vanee M 
Thursday, August 07, 2014 11:14 AM 
'Ed'; nsapao 
RE: Request from a writer from the Wall Street Journal 

(b) (3)-P.L. 86-36 

Hi. Given the ongoing federal investigation, we cannot comment on many of the issues that 
you raised. Below are some of your questions and a few citations/responses that you and your 
research assistant may want to review. Thanks! 

-vanee' 

*** 

Q: Snowden claimed in his June 9 video for the Guardian that he could do the following: 
"sitting at my desk I certainly had the authority to wiretap anyone, from you or your 
accountant to a Federal judge to even the President. if I had a personal e-mail. Question: 
Did he have the authority to tap the a) the President of the US b) a Federal judge 3) anyone 
at all? 

Mr. Ledgett responded to this allegation in the May 2014 Vanity Fair story. 

Q: In same video, Snowden says "I witnessed systemic violations of law by my government that 
created a moral duty to act." Question: Did Snowden ever report a violation of the law .to 
the IG or anyone else? 

In May we released the statement below; the email can be found on nsa.gov. 

"NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the 
office of the General Counsel asking for an explanation of some material that was in a 
training course he had just completed. The e-mail did not raise allegations or concerns 
about wrongdoing or abuse, but posed a legal question that the Office of the General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 

"There are numerous avenues that Mr. Snowden could have used to rais~ other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims." 

### 

--YOU MAY WANT TO CLOSELY REVIEW THE "TED TALK" TRANSCRIPT: 

http://www.ted.com/talks/richard_ledgett_the_nsa_responds_to_edward_snowden_s_ted_talk 

Best, 
1 ~pproved for Release by NSA on 

~7 -28-2015. FOIA Case # 78137 
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Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

-----Original Message-----
From: Ed [mailto:eje@nyc.rr.com] 
Sent: Wednesday, July 30, 2014 10:13 AM 
To: nsapao 
Subject: Request from a writer from the Wall Street Journal 

N.S.A 
Office of Public Affairs 
RE: Request from a writer from the Wall Street Journal 

. Dear Public Affairs Officer 

(b) (6) 

I am writing an article for the Wall Street Journal on the cre.ditability of Edward 
Snowden. My deadline is August 21, 2013 It was be the third of a series ... My last two pieces 
in WSJ can be found: 

June 30, 2014 
http://online.wsj.com/articles/edward-jay-epstein-revisiting-snowdens-hong-kong-getaway-
1404075875?KEYWORDS=Ed~ard+Jay+Epstein 

May 14, 2014 
http://online.wsj.com/news/articles/SB1H001424052702304831304579542402390653932?KEYWORDS=Edwa 
rd+Jay+Epstein&mg=reno64-wsj 

What I am trying to clarify is the various claims made by Snowden. I realize the NSA has 
already addressed some of my/questions in the past, but as over a year has gone by, I would 
like to answer then anew. It might also be helpful to speak on the telephone. My phone 
number is I 1/ Any such conversation, if you prefer, can be off-the record. Below 
are my questions. I tried to be as specific as possible. Please feel free to point out 
anything I may have missed, SPECIFIC QUESTIONS 

1. Snowden claimed in his June 9 video for the Guardian that he could do the following: 
((sitting at my desk I certainly had the authority to wiretap ·anyone, from you or your 
accountant to a Federal judge to even the President if I had a personal e-mail. 
Question: Did he have the authority to tap the a) the President of the US b) a Federal judge 
3) anyone at all? 
2. If he, or anyone else, did not have such authority, would it be a crime at the NSA to hack 
into the phone of the President or a Federal Judge. 
3. In same video, Snowden claims he worked under "cover" for NSA. 
Question: Was he ever directly employed by the NSA as opposed to an outside contractor? Does 
working for an outside contractor such as Dell or Booz Allen Hamilton [BAH], constitute 
working under "cover." 
4. In same video, Snowden says he was a " senior adviser for the Central Intelligence 
Agency." Was he a senior advisor to the CIA? 
5. In same video, Snowden says "I witnessed systemic violations of law by my government that 
created a moral duty to act." 
Question: Did Snowden ever report a violation of the law to the IG or anyone else? 



DOCID: 4228708 
6. Snowden signed Standard Form 312, the ?classified-information non-disclosure agreement­
with BAH. 
Question: Did he sign a similar classified-information non-disc1osure agreement with the NSA? 
7. Snowden said in an interview with Barton Gellman in the Washington Post on 12/23/13 that 
he brought his misgivings to two superiors in the NSA's Technology Directorate and two more 
in the NSA Threat Operations Center's regional base in Hawaii in Oct 2012. 
Question: Is this true, according to your investigation? 
Question: Did Snowden work for the Technology Directorate in 2012? 
Question Did Snowden work for NTOC in 2012? 
8. In same Gellman interview, he Snowden says opened a data query tool called BOUNDLESS 
INFORMANT, to show extent of NSA interceptions, for the 2 employees at the NTOC, his 2 
superiors at the Technology Directorate, and 15 other people at the NSA in 2012. 
Question: Were any of these putative 19 people found by the NSA? 
Question: Was Snowden in a position to open this file in 2012? 
9. In same Gellman interview, Snowden says in 2009 he was sent by the NSA's Technology 
Directorate to support operations at a listening post in Japan as a system administrator and 
pointed out serious flaws with information security first to his supervisor in Japan and then 
to the directorate's chief of operations in the Pacific. 
Question: was Snowden sent to Japan by the NSA's Technological Division in 2009- or, if he 
was sent by Dell, did h~ work for that Division in 2009? 
Question" What he working at NSA as a system administrator in 2009? 
Question: Is there any record of Snowden pointing out flaws to his supervisor or the 
directorate's chief of operations? 
10. Snowden claims in an interview with James Risen in the New York Times on 10/18/13 that 
he decided to act when he discovered a copy of a classified 2009 inspector general's report 
on the N.S.A.'s warrantless wiretapping program through a "dirty word search," which he 
described as an effort by a systems administrator to check a computer system for things that 
should not be there in order to delete them and sanitize the system. 
Question: Did Snowden in his positions at Dell have the authority to perform such a search? 
Question: If Dell found a document as he described. Did he have the authority (or even the 
ability) to open it in as an unencrypted document? 
11. Snowden, after he switched from Dell to BAH in March, took an orientation course in 
Maryland in April 2013. 
Question. Did Snowden sign a non-disclosure agreement with the NSA? 

Did Snowden provide any untrue information in order to complete his training? 
12. Snowden reportedly informed BAH in late April that he needed to take a medical leave in 
May. 
Question: Did Snowden also report to the NSA he would be taking a medical leave? If so, did 
he specify either where he was going for treatment or when he would be returning to Hawaii? 

Thank you so much for kindly considering this request as ever Edward Jay Epstein 
~ 

430 East 86 Street 
New York, NY 10028 
www.edwardjayepstein.com 

(b) (6) 
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From: 
Sent: 
To: 
Cc: 

Vines, Vanee M 
Thursday, August 07, 2014 12:03 PM 
'Ed' 
nsapao 

(b) (3)-P.L. 86-36 

Subject: RE: Request from a writer from the Wall Street Journal 

I'm not sure how you're conducting your research, but B. Wittes at Brookings has written 
about many of the related issues. 

ADM Rogers was also interviewed at length by Reuters (in May). 

And you may want to review the interviews that GEN Alexander granted to FOX News' Bret B. in 
March/ April. 

Best, 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

-----Original Message----­
From: Vines, Vanee M 
Sent: Thursday, August 07, 2014 11:14 AM 
To: 'Ed'; nsapao 
Subject: RE: Request from a writer from the Wall Street Journal 

Hi. Given the ongoing federal investigation, we cannot comment on many of the issues that 
you raised. Below are some of your questions and a few citations/responses that you and your 
research assistant may want to review. Thanks! 

-vanee' 

*** 

Q: Snowden claimed in his June 9 video for the Guardian that he could do the following: 
"sitting at my desk I certainly had the authority to wiretap anyone, from you or your 
accountant to a Federal judge to even the President if I had a personal e-mail. Question: 
Did he have the authority to tap the a) the President of the US b) a Federal judge 3) anyone 
at all? 

Mr. Ledgett responded to this allegation in the May 2014 Vanity Fair story. 

1 Approved for Release by NSA 
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Q: In same video, Snowden says ((I witnessed systemic violations of law by my government that 
created a moral duty to act." Question: Did Snowden ever report a violation of the law to 
the IG or anyone else? 

In May we released the statement below; the email can be found on nsa.gov. 

((NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the 
office of the General Counsel asking for an explanation of some material that was in a 
training course he had just completed. The e-mail did not raise allegations or concerns 
about wrongdoing or abuse, but posed a legal question that the Office of the General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 

((There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims." 

### 

--YOU MAY WANT TO CLOSELY REVIEW THE ((TED TALK" TRANSCRIPT: 

http://www.ted.com/talks/richard_ledgett_the_nsa_responds_to~edward_snowden_s_ted_talk 

Best, 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

-----Original Message-----
From: Ed [mailto:eje@nyc.rr.com] 
Sent: Wednesday, July 30, 2014 10:13 AM 
To: nsapao 
Subject: Request from a writer from the Wall Street Journal 

N.S.A 
Office of Public Affairs 
RE: Request from a writer from the Wall Street Journal 

Dear Public Affairs Officer 
I am writing an article for the Wall Street Journal on the creditability of Edward 

Snowden. My deadline is August 21, 2013 It was be the third of a series .. My last two pieces 
in WSJ can be found: 

June 30, 2014 

2 
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http:/Jonline.wsj.com/articles/edward-jay-epstein-revisiting-snowdens-hong-kong-getaway-
1404075875 ?KEYWORDS=Edward+Jay+Epstein (b) ( 6) 

May 14, 2014 ~· . 
http://online.wsj.com/news/articles/SB10001424052702304831304579542402390653932?KEYWORDS=Edwa 
rd+Jay+Epstein&mg=reno64-wsj 

What I am trying to clarify is the various claims made by Snowden. I realize the NSA has 
already addressed some of my que~tiohs in the past, but as over a year has gone by, I would 
like to answer then anew ... ··It might also be helpful to speak on the telephone. My phone 
number i~ 1~Any such conversation, if you prefer, can be off-the record. Below 
are my questions. I tried to be as specific as possible. Please feel free to point out 
anything I may have missed, SPECIFIC QUESTIONS 

1. Snowden claimed in his June 9 video for the Guardian that he could do the following: 
"sitting at my desk I certainly had the authority to wiretap anyone, from you or your 
accountant to a Federal judge to even the President if I had a personal e-mail. 
Question: Did he have the authority to tap the a) the President of the US b) a Federal judge 
3) anyone at all? 
2. If he, or anyone else, did not have such authority, would it be a crime at the NSA to hack 
into the phone of the President or a Federal Judge. 
3. In same video, Snowden claims he worked under "cover" for NSA. 
Question: Was he ever directly employed by the NSA as opposed to an outside contractor? Does 
working for an outside contractor such as Dell or Booz Allen Hamilton [BAH], constitute 
working under "cover." 
4. In same video, Snowden says he was a '' senior adviser for the Central Intelligence 
Agency." Was he a senior advisor to the CIA? 
5. In same video, Snowden says "I witnessed systemic violations of law by my government that 
created a moral duty to act." 
Question: Did Snowden ever report a violation of the law to the IG or anyone else? 

6. Snowden signed Standard Form 312, the ?classified-information non-disclosure agreement­
with BAH. 
Question: Did he sign a similar classified-information non-disclosure agreement with the NSA? 
7. Snowden said in an interview with Barton Gellman in the Washington Post on 12/23/13 that 
he brought his misgivings to two superiors in the NSA's Technology Directorate and two more 
in the NSA Threat Operations Center's regional base in Hawaii in Oct 2012. 
Question: Is this true, according to your investigation? 
Question: Did Snowden work for the Technology Directorate in 2012? 
Question Did Snowden work for NTOC in 2012? · 
8. In same Gellman interview, he Snowden says opened a data query tool called BOUNDLESS 
INFORMANT, to show extent of NSA interceptions, for the 2 employees at the·NTOC, his 2 
superiors at the Technology Directorate, and 15 other people at the NSA in 2012. 
Question: Were any of these putative 19 people found by the NSA? 
Question: Was Snowden in a position to open this file in 2012? 
9. In same Gellman interview, Snowden says in 2009 he was sent by the NSA's Technology 
Directorate to support operations at a listening post in Japan as a system administrator and 
pointed out serious flaws with information security first to his supervisor in Japan and then 
to the directorate's chief of operations in the Pacific. 
Question: was Snowden sent to Japan by the NSA's Technological Division in 2009- or, if he 
was sent by Dell, did he work for that Division in 2009? 
Question" What he working at NSA as a system administrator in 2009? 
Question: Is there any record of Snowden pointing out flaws to his supervisor or the 
directorate's chief of operations? 
10. Snowden claims in an interview with James Risen in the New York Times on 10/18/13 that 
he decided to act when he discovered a copy of a classified 2009 inspector general's·report 
on the N.S.A.'s warrantless wiretapping program through a "dirty word search," which he 
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described as an eTTOrt ~y a systems administrator to check a computer system for things that 
should not be there in order to delete them and sanitize the system. 
Question: Did Snowden in his positions at Dell have the authority to perform such a search? 
Question: If Dell found a document as he described. Did he have the authority (or even the 
ability) to o~en it in as an unencrypted document? 
11. Snowden, after he switched from Dell to BAH in March, took an orientation course in 
Maryland in April 2013. 
Question. Did Snowden sign a non-disclosure agreement with the NSA? 

Did Snowden provide any untrue information in order to complete his training? 
12. Snowden reportedly informed BAH in late April that he needed to take a medical leave in 
May. 
Question: Did Snowden also report to the NSA he would be taking a medical leave? If so, did 
he specify either where he was going for treatment or when he would be returning to Hawaii? 

Thank you so much for kindly considering this request as ever Edward Jay Epstein 
I 

430 East 86 Street 
New York, NY 10028 
www.edwardjayepstein.com 

(b) (6) 
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I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Thank you very much 

Julian Hattem [jhattem@thehill.com] 
Thursday, May 29, 2014 1:20 PM 
Green Miller, Marci L 
nsapao; DL PAOMedia 
Re: Snowden complaint? 

(b) (3)-P.L. 86-36 

On Thu, May 29, 2014 at 12:57 PM, Green Miller, MarciL <mlgree3@nsa.gov> wrote: 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. Thee­
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower 
allegations. We have searched for additional indications of outreach from him in those areas and to date have 
not discovered any engagements related to his claims. 

### 

v/r 

Marci Green MiLLer 

NSA Public and Media Affairs Office 

443-634-0721 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 
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From: Julian Hattem [mailto:jhattem@thehill.com] 
Sent: Thursday, May 29, 2014 9:31AM 
To: nsapao 
Subject: Snowden complaint? 

Good morning 

- - ---- --------- ----- -------- ----------------------- -

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work 
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that. 
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct? 
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention? 

Thank you 

Julian Hattem 

Stati Writer 

The Hill 

@jmhattem 

Office: J02.628.8568 

Cell:IL...-____ ..... 

Julian Hattem 
Staff Writer 
The Hill 
@jmhattem 
Office: 202.628.8568 
Cell:l I 

(b) (6) 

(b) (6) 
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1 I 

From: 
Sent: 
To: 
Cc: 
Subject: 

Hi. 

Green Miller, Marci L 
Thursday, May 29, 2014 12:58 PM 
'Julian Hattem' 
nsapao; DL PAOMedia 
RE: Snowden complaint? 

We have the below in response to your query. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one email inquiry by Edward Snowden to .the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuseJ but posed a legal question that the Office of General Counsel addressed. T~ere was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous av~nues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Julian Hattem [mailto:jhattem@thehill.com] 
Sent: Thursday, May 29, 2014 9:31 AM 
To: nsapao 
Subject: Snowden complaint? 

Good morning 

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints ~bout his work 
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that. 
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct? 
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention? 

Thank you 

Julian Hattem 
Staff Writer 
The Hill 
@jmhattem 
Office: 202.628.8568 

. I 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 
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.L~--------------~-----------------------------------------(-b_)_(_3_)--P_._L_. __ s_6_--36 ________ _ 
From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Julian Hattem' 
nsapao; DL PAOMedia 
RE: Snowden complaint? 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Julian Hattem [mailto:jhattem@thehill.com] 
Sent: Thursday, May 29, 2014 1:20PM 
To: Green Miller, Marci L 
Cc: nsapao; DL PAOMedia 
Subject: Re: Snowden complaint? 

Thank you very much 

On Thu, May 29, 2014 at 12:57 PM, Green Miller, MarciL <mlgree3(ii{nsa.gov> wrote: 

Hi. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. The e­
mail did not raise allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e-mail will be released later 
today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower 
allegations. We have searched for additional indications of outreach from him in those areas and to date have 
not discovered any engagements related to his claims. . 

### 

1 ~pproved for Release by NSA on 
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v;r 

Marci Green MiLLer 

NSA Public and Media Affairs Office 

443-634-0721 

From: Julian Hattem [mailto:jhattem@thehill.com] 
Sent: Thursday, May 29, 2014 9:31AM 
To: nsapao 
Subject: Snowden complaint? 

Good morning 

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work 
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that. 
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct? 
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention? 

Thank you 

Julian Hattem 

Staff Writer 

The Hill 

@jmhattem 

Office: 202.628.8568 

Cell:~...l _____ ..... 

2 

(b) (6) 
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Julian Hattem 
Staff Writer 
The Hill 
@jmhattem 

~~ l·L... ·_· 2_0_2_6_2 8-8 5_6_8....Ji uuuuuuuu uuuuuuuu uuuu 
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(b) (3)-P.L. 86-36 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 2:55PM 
To: 
Cc: 

'Lorenzo Franceschi-Bicchierai'; Green Miller, Marci L 
nsapao 

Subject: RE: Snowden email 

Hi. The statement was provided to the Washington Post in response to the writer's questions. 

Excerpt from the story: 

By last December, Snowden was contacting reporters, although he had not yet passed along any classified 
information. He continued to give his colleagues the "front-page test," he said, until April. 

Asked about those conversations, NSA spokeswoman Vanee Vines sent a prepared statement to The Post: 
"After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have 
not found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's 
attention." 

Snowden recounted another.set of conversations that he said took place three years earlier, when he was sent by 
the NSA's Technology Directorate to support operations at a listening post in Japan. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com] 
Sent: Thursday, May 29, 2014 2:30 PM 
To: Green Miller, Marci L 
Cc: Vines, Vanee M; nsapao 
Subject: Re: Snowden email 

Thanks! 

Any comment on the NSA's previous statement from December? The one sent to Washington Post: "After 
extensive investigation, including interviews with his former NSA supervisors and co-workers, we have not 
found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's attention." 

Did you not find the email then? If so, why? 

On Thu, May 29, 2014 at 2:21PM, Green Miller, MarciL <mlgreeYZU.nsa.gov> wrote: 

The email is on the below website now-

1 ~pproved for Release by NSA on 
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http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 1:56 PM 
To: 'Lorenzo Franceschi-Bicchierai'; nsapao 
Subject: RE: Snowden email 

Hi. The item is below. We'll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of. some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 

engagements related to his claims. 

### 

Vanee' Vines 

Public Affairs Specialist 

NSA Public & Media Affairs 

2 
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NE\N''*""*"~'"'"iviedia iine: 443-634-0721 

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: Vines, Vanee M; nsapao · 
Subject: Snowden email 

Hey Vanee, 

-
I saw someone tweeti.ng an alleged statement from the NSA regarding an email Snowden sent to the agency's 
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true. 

Will you release the email? 

Thanks! 

Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 
lorenzo(~ilmashable.com llorenzotb8@gmail.com 

Twitter: (h;JorenzoFB 
Skype:l I 
Encrypted Phone: L..l _______ __. 

OTR: lorenzofb!(f).jabber.ccc.de 

Wickr:L..I ___ ___. 

www.lorenzotb.com 

;;:w (b) (6) 
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Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 
lorenzo(([l,mashable.com llorenzotb8(([)gmail.com 

I I -
Twitter: (c7)lorenzoFB 
Skype:l I 
Encrypted Phone~ 
~;:~f'"""_ ,_,fl:rua.,.)i"'"'l'_f-:b-e-r-.c-cc-.~ . ...,a-e--~-

www.lorenzotlJ.com 

""""(b) (6) 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Thanks! 

I 
Lorenzo Franceschi-Bicchierai [lorenzo@mashable.com] 
Thursday, May 29, 2014 2:30 PM 
Green Miller, Marci L 
Vines, Vanee M; nsapao 
Re: Snowden email 

(b) (3)-P.L. 86-36 

Any comment on the NSA's previous statement from December? The one sent to Washington Post: "After 
extensive. investigation, including interviews with his former NSA supervisors and co-workers, we have not 
found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's attention." 

Did you not find the email then? If so, why? 

On Thu, May 29, 2014 at 2:21 PM, Green Miller, MarciL <mlgree3@nsa.gov> wrote: 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 1:56PM 
To: 'Lorenzo Franceschi-Bicchierai'; nsapao 
Subject: RE: Snowden email 

Hi. The item is below. We'll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that wa·s in a training course he had just completed. The e-mail did not raise 

1 ~pproved for Release by NSA on 
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allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 

addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 

We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 

Public Affairs Specialist 

· NSA Public & Media Affairs 

NEW*********+*Media line: 443-634-0721 

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: Vines, Vanee M; nsapao 
Subject: Snowden email 

Hey Vanee, 

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's 
{ ' 

General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true. 

Will you release the email? 

Thanks! 

2 
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Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 
lorenzo@mashable.com llorenzot1)8((j)gmail.com 

Twitter: ((J),IorenzoFB 
Skype:l I 
Encrypted Phone:L..I ______ ___. 

OTR: lorenzofb(a),jabber.ccc.de 

Wickr:~...l ___ ..... 

www.lorenzofb.com 

Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 

. lorenzo((l),mashable.com llorenzofb8(Zugmail.com 

I I 
Twitter: (a)lorenzoFB 
Skype:l I 
Encrypted Phone:~...! ______ _..... 
OTR: lorenzofb({t)jabber.ccc.de 
Wickd I 
wVvw.lorenzoJb.com 

.:;:::'(b) (6) 

3 



DOCID: 4228715 

From: 
Sent: 
To: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:22 PM 
Vines, Vanee M; 'Capra, Tony (NBCUniversal)'; nsapao 
RE: Snowden Email 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 2:06PM 
To: 'Capra, Tony (NBCUniversal)'; nsapao 
Subject: RE: Snowden Email 

Hi. The item is below. We'll post more soon. Please stand by. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Capra, Tony (NBCUniversal) [mailto:Tony.Capra@nbcuni.com] 
Sent: Thursday, May 29, 2014 2:03 PM 
To: nsapao 
Subject: Snowden Email 

Hi, 

Can you please send me anything you have on the release of an Edward Snowden related email. 

Thanks, 

1 
~pproved for Release by NSA on 
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Tony 

Tony Capra 
Senior Assignment Manager 
NBC News Washington 
(202) 885-4200 
Tony. Capra@nbcuni.com 

2 
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DOCID: 4228716 

From: 
Sent: 
To: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:22 PM 
Vines, Vanee M; 'Lorenzo Franceschi-Bicchierai'; nsapao 
RE: Snowden email 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And wiJI be available on www.nsa.gov shortly. 

From: Vines, Vanee M 
Sent: Thursday, May 29, 2014 1:56 PM 
To: 'Lorenzo Franceschi-Bicchierai'; nsapao 
Subject: RE: Snowden email 

Hi. The item is below. We'll post more soon. Please stand by. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

. 
-------------~---- ----------------·····--·- . --- --·--· -----------··--------·· 

From: Lorenzo Franceschi-Bicchierai [mailto:lorenzo@mashable.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: Vines, Vanee M; nsapao 
Subject: Snowden email 

Hey Vanee, 

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's 
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true. 

1 
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Will you release the ema~l? 

Thanks! 

Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 
lorenzo((Vmashable.com llorenzotb8(a)gmail.com I ~mmmummu mmummum m: 

Twitter: ({/!lorenzoFB 
Skype:l -
Encryp .... te~d:-:P~h-o-n-e:-r-1......_ _____ ....., 

OTR: lorenzotb@jabber.ccc.de 
Wickd I 
www.lorenzofb.com 

"""""(b) (6) 
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l (b) (3)-'P.L. 86-36 

From: 
Sent: 
To: 
Subject: 

Hi. The item is below. 

Vines, Vanee M 
Thursday, May 29, 2014 2:18PM 
'Capra, Tony (NBCUniversal)'; nsapao 
RE: Snowden Email 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 

asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 

allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 

addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 

We have searched for additional indications of outreach from him in those areas and to date have not discovered any 

engagements related to his claims. 

### 

Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Capra, Tony (NBCUniversal) [mailto:Tony.Capra@nbcuni.com] 
Sent: Thursday, May 29, 2014 2:03 PM 
To: nsapao 
Subject: Snowden Email 

Hi, 

Can you please send me anything you have on the release of an Edward Snowden related email. 

Thanks, 

Tony 

Tony Capra 
Senior Assignment Manager 
NBC News Washington 
(202) 885-4200 
Tony. Capra@nbcuni.com 

1 ~pproved for Release by NSA on 
07-28-2015. FOIA Case # 78137 
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From: 
Sent: 
To: 
Subject: 

4228718 

I 
Vines, Vanee M 
Thursday, May 29, 2014 2:06 PM 
'Capra, Tony (NBCUniversal)'; nsapao 
RE: Snowden Email 

(b) (3)-P.L. 86-36 

Hi. The item is below. We'll post more soon. Please stand by. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Capra, Tony (NBCUniversal) [mailto:Tony.Capra@nbcuni.com] 
Sent: Thursday, May 29, 2014 2:03 PM 
To: nsapao 
Subject: Snowden Email 

Hi, 

Can you please send me anything you have on the release of an Edward Snowden related email. 

Thanks, 

Tony 

Tony Capra 
Senior Assignment Manager 
NBC News Washington 
(202) 885-4200 
Tony. Capra@nbcuni.com 

1 ~pproved for Release by NSA on 
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From: 
Sent: 
To: 
Subject: 

Vines, Vanee M 
Thursday, May 29, 2014 1:56PM 
'Lorenzo Franceschi-Bicchierai'; nsapao 
RE: Snowden email 

Hi. The item is below. We'll post more soon. Please stand by .. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Lorenzo Franceschi-Bicchierai·[mailto:lorenzo@mashable.com] 
Sent: Thursday, May 29, 2014 1:55 PM 
To: Vines, Vanee M; nsapao 
Subject: Snowden email 

Hey Vanee, 

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's 
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true. 

Will you release the email? 

Thanks! 

Lorenzo Franceschi-Bicchierai 
Mashablc US & World Reporter 
lorenzo(£/)mashable .comlll)renzot1;8(Zi)gmai l.com 

I I 
1 

(b) (6) 
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Twitter Ci:jl! nrenz:; , .. B 
Skype:! _ 1 -~ ~ 
Encrypted Phone: 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Vines, Vanee M 
Thursday, May 29, 2014 1:49PM 
'Sam Stein' 
DL PAOMedia; nsapao 
RE: snowden email 

Hi. The item is below. We'll post more soon. Please stand by. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 

asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 

allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 

We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Sam Stein [mailto:samstein@huffinqtonpost.com] 
Sent: Thursday, May 29, 2014 1:35 PM 
To: Hayden, Caitlin 
Cc: DL PAOMedia 
Subject: Re: snowden email 

thanks Caitlin! 

(b) (6) 

On Thu, May 29,2014 at 1:31PM, Hayden, Caitlin 1._ ___________ ..... Vwrote: 

Sam: I've plussed in NSA for you. 

From: Sam Stein [mailto:samstein@huffinqtonpost.com] 
Sent: Thursday, May 29, 2014 1:24 PM 
To:. Hayden, Caitlin 
Subject: Re: snowden email 

gotchya. thanks 

1 
~pproved for Release by NSA on 
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On Thu, May 29,2014 at 1:22PM, Hayden, Caitlin ~ .... ___________ __.!wrote: 

NSA is. Refer you there. 

From: Sam Stein [mailto:samstein@huffingtonpost.com] 
Sent: Thursday, May 29, 2014 1:21 PM 
To: Hayden, Caitlin 
Subject: snowden email 

you're releasing the one he sent to the counsel? i read that on the twitters 

Sam Stein 
Senior Politics Editor 
Buffington Post 

I I 
Subscribe to Huffl>ost Hill: http://huff.to/db6n 10 

Sam Stein 
Senior Politics Editor 
Buffington Post 

I I 
Subscribe to Huffl>ost Hill: http://huff.to/db6n I 0 

Sam Stein 
Senior Politics Editor 
Buffington Post 

2 

(b) (6) 

(b) (6) 
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I I 
Subscribe to HuffPost Hill: http://huffto/db6n I 0 

Sam Stein 
Senior Politics Editor 
Huffington Post 

I I 
Subscribe to HuffPost Hill: http://hufJ.to/db6nl 0 

(b) (6) 

3 



DOCID: '4228721 
(b) (3)-P.L. 86-36 

From: Green Miller, Marci L 
Sent: 
To: 

Thursday. May 29. 2014 2:18PM 
I I (b) (6) 

Cc: nsapao 
Subject: RE: Snowden email to NSA 

Hi. The item is below. 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

-----Original Message-----
From: I l£mailto~ 
Sent: lhursday, May 29, 201~4~2~:e~9~P~,.~,--------------__j 

(b) (6) To: nsapao 
Subject: Snowden email to NSA 

I understand that the NSA is planning to release today the email that Edward Snowden says he 
sent to the NSA Office of Legal Counsel raising concerns about its legal interpretations for 
NSA spy programs. 

I'd like to receive the email and speak with someone there to get more information about.it, 
when someone is available. 

Kim Zetter 
Senior Reporter 
Wired 

Sent from my iPhone 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 
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DOCID: 4228722 

From: 
Sent: 
To: 
Cc: 
Subject: 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 2:44PM 
'kcollier@dailydot.com' 
nsapao 
RE: Snowden email today 

(b) (3)-P.L. 86-36 

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov. 
Here: 

http://icontherecord.tumblr.com/ 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: kcollier@dailydot.com [mailto: kcollier@dailydot.com] 
Sent: Thursday, May 29, 2014 2:44 PM 
To: nsapao 
Subject: Snowden email today 

Hi. Seen reports that WH will today release Snowden's email to NSA. If so, can I be on whatever list it'll go out 
to? Thanks! · 

1 
~pproved for Release by NSA on 
07-28-2015. FOIA Case # 78137 



DOCID: 4228723 

From: 
Sent: 
To: 
Cc: 
Subject: 

I'll be right there. 

Jay's 12:30 gaggle, too. 

Vanee' Vines 
Public Affairs Specialist 

Vines, Vanee M 
Thursday, May 29, 2014 12:27 PM 
'Nakashima, Ellen M' 
nsapao 
RE: Snowden emails 

NSA Public & Media Affairs 
NEW***********Media line: 443-634-0721 

From: Nakashima, Ellen M [mailto:EIIen.Nakashima@washpost.com] 
Sent: Thursday, May 29, 2014 11:53 AM 
To: Vines, Vanee M 
Subject: Snowden emails 

Hi Vanee, 

(b) (3)-P.L. 86-36 

Just called. Several US officials have described the April 2013 email that Snowden sent to OGC after he took his 

USSID 18 training and inquiring about whether exec orders trump statutes. 

· They described the reply from the attorney as no, EOs do not trump statutes. 

Can you release .. the emails? And were there any other emails from Snowden to compliance officials or anyone 

else raising questions? Can you call back as soon as you're able? 

I'm on my cell phone ~L...-----....1 

Thanks, 

Ellen 

1 ~pproved for Release by NSA on 
07-28-2015. FOIA Case # 78137 

(b) (6) 



DOCID: 4228724 

From: 
Sent: 
To: 
Cc: 

I 
Gorman, Siobhan [Siobhan,Gorman@wsj.com] 
Thursday, May 29, 2014 1:50PM 
Green Miller, Marci L 

(b) (3)-P.L. 86-36 

Subject: 
Vines, Vanee M; nsapao; DL PAOMedia 
Re: Snowden interview 

Thanks very much. 

================================ 
Siobhan Gorman 
Intelligence Correspondent 
The Wall Street Journal. 
(202) 862-9234 (w) I~~ ...;..._-----,~(c) 

On May 29, 2014, at 1:06PM, "Green Miller, MarciL" <mlgree3@nsa.gov> wrote: 

Hi Siobhan, 

Separate from your questions but see the below regarding the email claim. 

NSA has now explained that they have found one email inquiry by Edward Snowden to 
the office of General Counsel asking for an explanation of some material that was 
in a training course he had just completed. The e-mail did not raise allegations 
or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e­
mail will be released later today. 

There are numerous avenues that Mr. Snowden·could have used to raise other 
concerns or whistleblower allegations. We have searched for additional 
indications of outreach from him in those areas and to date have not discovered 
any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Vines, Vanee M 
Sent: Wednesday, May 28, 2014 11:57 AM 
To: 'Siobhan.Gorman@wsj.coni'; nsapao 
Subject: Re: Snowden interview 

I don't have anything for you at this point; 'will keep you posted. 

(b) (6) 

1 ~pproved for Release by NSA on 
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DOCID: 4228724 
From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com] 
Sent: Wednesday, May 28, 2014 11:51 AM 
To: Vines, Vanee M; nsapao 
Subject: Snowden interview 

Hi Vanee, 

I realize it's a bit difficult to gauge because only bits of this NBC interview with Snowden have been 
released, but seeking any reax you have to his discussion about his role working as a contractor for NSA? 
He's pushing back on what he sees as a government effort to downplay his responsibilities. I understand 
DIA is issuing a d'enial, so we wanted to check in with the other agencies he's said he's worked for/with. 

Thanks, 
Siobhan 

================================ 
Siohhan Gorman 
Intelligence Correspondent 
The \Vall Street .Joumal. 
I IJ2'i Connenicut .. \ \'t., N\\', Suire 800 
\V;~shington, .DC 20(1r3.:.;.(i ____ ..., 
(202) 862-9234 (w) II kc) 
'!'witter: ([t)gorman_sto hha n 

(b) (6) 
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DOCID: 4228725 

From: 
Sent: 
To: 
Cc: 
Subject: 

I 
Green Miller, Marci L 
Thursday, May 29, 2014 2:21 PM 
'Gorman, Siobhan' 
Vines, Vanee M; nsapao; DL PAOMedia 
RE: Snowden interview 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

· From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com] 
Sent: Thursday, May 29, 2014 1:50PM 
To: Green Miller, Marci L 
Cc: Vines, Vanee M; nsapao; DL PAOMedia 
Subject: Re: Snowden interview 

Thanks very much. 

----------------------------------------------------------------
Siobhan Gorman 
Intelligence Correspondent 
The Wall Street Journal. 
(202) 862-9234 (w) tF'-'----...,,(c) 
On May 29, 2014, at 1:06PM, :'Green Miller, MarciL" <mlgree3@nsa.gov> wrote: 

Hi Siobhan, 

Separate from your questions but see the below regarding the email claim. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one email inquiry by Edward Snowden to 
the office of General Counsel asking for an explanation of some material that was 
in a training course he had just completed. The e-mail did not raise allegations 
or concerns about wrongdoing or abuse, but posed a legal question that the Office 
of General Counsel addressed. There was not additional follow-up noted. The e­
mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for additional 
indications of outreach from him in those areas and to date have not discovered 
any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

(b) (6) 

1 
~pproved for Release by NSA on 
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From: Vines, Vanee M 
Sent: Wednesday, May 28, 2014 11:57 AM 
To: 'Siobhan.Gorman@wsj.com'; nsapao 
Subject: Re: Snowden interview 

I don't have anything for you at this point; 'will keep you posted. 

From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com] 
Sent: Wednesday, May 28, 2014 11:51 AM 
To: Vines, Vanee M; nsapao 
Subject: Snowden interview 

Hi Vanee, 

I realize it's a bit difficult to gauge because only bits of this NBC interview with Snowden have been 
released, but seeking any reax you have to his discussion about his role working as a contractor for NSA? 
He's pushing back on what he sees as a government effort to downplay his responsibilities. I understand 
DIA is issuing a denial, so we wanted to check in with the other agencies he's said he's worked for/with. 

Thanks, 
Siobhan 

Siobhan Gorman 
[ ntclligencc Con-espondeut 
The Wall Street Journal. 
1025 C:onncnicut \vc., N\V. Suite HOCI 
\\"ashmgron, DC: 21i"li.._i',"'"'('-----, 

.... H(>2J)2.JI (w)l j(c) 
I wnkr: (i_1)gorm:1n_s1obhan 

2 

(b) (6) 



DOCID: 4228726 

From: 
Sent: 
To: 
Cc: 
Subject: 

Hi Siobhan, 

Green Miller, Marci L 
Thursday, May 29, 2014 1:06PM 
Vines, Vanee M; 'Siobhan.Gorman@wsj.com'; nsapao 
DL PAOMedia 
RE: Snowden interview 

Separate from your questions but see the below regarding the email claim. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Vines, Vanee M 
Sent: Wednesday, May 28, 2014 11:57 AM 
To: 'Siobhan.Gorman@wsj.com'; nsapao 
Subject: Re: Snowden interview 

I don't have anything for you at this point; 'will keep you posted. 

From: Gorman, Siobhan [mailto:Siobhan.Gorman@wsj.com] 
Sent: Wednesday, May 28,.2014 11:51 AM 
To: Vines, Vanee M; nsapao 
Subject: Snowden interview 

Hi Vanee, 

I realize it's a bit difficult to gauge because only bits of this NBC interview with Snowden have been released, but seeking 
any reax you have to his discussion about his role working as a contractor for NSA? He's pushing back on what he sees as 
a government effort to downplay his responsibilities. I understand DIA is issuing a denial, so we wanted to check in with 
the other agencies he's said he's worked for/with. 

Thanks, 

1 ~pproved for Release by NSA on 
07-28-2015. FOIA Case # 78137 
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Siobhan 

==~============================= 

Siobhau Gorman 
Intcllige.ncc Correspondent 
The Wall Stn~ct Journal. 
1025 Connecl1cut .. \IT., N\V, Suire HOO 

\\'ctshington, DC 2011"'1:_'><.;..; -------. 
(202) 862~9234 I ~~c) 
".1\viiTer: ((l)gonnml_stohhan 

(b) (6) 
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DOCID: 4228727 

I 
From: 
Sent: 
To: 
Subject: 

Hi. Statement below. 

Green Miller, Marci L 
Thursday, May 29, 2014 2:22 PM 
'Jackson, David M'; nsapao 
RE: USA Today 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

(b) (3)-P.L. 86-36 

NSA has now explained that they have found one e-mail inquiry by Edward Snowden to the Office of General Counsel 
asking for an explanation of some material that was in a training course he had just completed. The e-mail did not raise 
allegations or concerns about wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed. There was not additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower allegations. 
We have searched for additional indications of outreach from him in those areas and to date have not discovered any 
engagements related to his claims. 

### 

From: Jackson, David M [mailto:dmjackso@usatoday.com] 
Sent: Thursday, May 29, 2014 2:19PM 
To: risapao 
Subject: USA Today 

This is David Jackson with USA Today 

Can I get a copy ofthe Snowden e-mail it is released? 

Thank you 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 



DOCID: 4228728 ------------------
1 I 

From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 1:01 PM 
Vines, Vanee M 
DL PAOMedia; nsapao 
RE: warren 

(b) (3)-P.L. 86-36 

Hi, Warren. Vanee is in a meeting and asked that I forward you the below. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Warren.Strobel@thomsonreuters.com [mailto:Warren.Strobel@thomsonreuters.com] 
Sent: Thursday, May 29, 2014 10:27 AM 
To: Vines, Vanee M 
Subject: G'morning 

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration? 

http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa­
practices-n117086 

Much thanks 
Warren 

Warren Strobel 

Diplomatic Editor, Washington Bureau 
Reuters 

+ 1 202 310 5660 (work) 

1 ~pproved for Release by NSA on 
b7 -28-2015. FOIA Case # 78137 
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DOCID: 4228729 
~~~~~~~~ 

I I 
From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:26PM 
Green Miller, Marci L; Vines, Vanee M 
DL PAOMedia; nsapao 
RE: warren 

The email is on the below website now-

http://icontherecord.tumblr.com/ 

And will be available on www.nsa.gov shortly. 

From: Green Miller, Marci L 
Sent: Thursday, May 29, 2014 1:01 PM 
To: Vines, Vanee M 
Cc: DL PAOMedia; nsapao 
Subject: RE: warren 

(b) (3)-P.L. 86-36 

Hi, Warren. Vanee is in a meeting and asked that I forward you the below. 

We have the below in response to your query. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Warren. Strobel @thomsonreuters.com [ ma ilto: Warren .Strobel@thomson reuters.com] 
Sent: Thursday, May 29, 2014 10:27 AM 
To: Vines, Vanee M 
Subject: G'morning 

Vanee: hope you are well. Can you weigh in on this today, or can someone in the administration? 

1 ~pproved for Release by NSA on 
~7 -28-2015. FOIA Case # 78137 
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http://www.nbcnews.com/feature/edward-snowden-interview/email-supports-snowden-claim-he-questioned-nsa­
practices-n 117086 

Much thanks 
Warren 

Warren Strobel 

Diplomatic Editor, Washington Bureau 
Reuters 

+1 202 310 5660 (work) 

I l(mohile} 

(b) (6) 

2 



DOCID: 4228730· 

From: 
Sent: 
To: 
Cc: 
Subject: 

Green Miller, Marci L 
Thursday, May 29, 2014 2:43PM 
'Sparshott, Jeffrey' 
nsapao 
RE: WSJ re Snowden email 

(b) (3)-P.L. 86-36 

The e-mail and statement are on IC on the Record and will soon be posted to nsa.gov. 
Here: 

http://icontherecord:tumblr.com/ 

v/r 
Marci Green MiLLer 
NSA Public and Media Affairs Office 
443-634-0721 

From: Sparshott, Jeffrey [mailto:Jeffrey.Sparshott@wsj.com] 
Sent: Thursday, May 29, 2014 2:42 PM 
To: nsapao 
Subject: WSJ re Snowden email 

Hello: The White House today said .a Snowsen email(s) would be released today. Are you able to send to me? Thank you, 

Jeffrey Sparshott 
Wall Street Journal 

1 ~pproved for Release by NSA on 
b7 -28-2015. FOIA Case # 78137 



DOCID: 4228731 

I 
From: 
Sent: 
To: 
Subject: 

Good morning 

I 
Julian Hattem Uhattem@thehill.com] 
Thursday, May 29, 2014 9:31 AM 
nsapao 
Snowden complaint? 

(b) (3)-P.L .. 86-36 

In the interview with NBC last night, Edward Snowden said that he had filed formal complaints about his work 
up the chain of the agency, and NBC claims that there is at least one email that seems to confirm that. 
According to their reporting, he asked a question about how the agency had interpreted the law. Is that correct? 
Does that disprove the NSA's earlier claim that he had never brought the matters to anyone's attention? 

Thank you 

Julian Hattem 
Staff Writer 
The Hill 
@jmhattem 
Offi)e· 202 628 8568 
Cell~ .....__ ____ ____, 

1 

(b) ( 6) 

~pproved for Release by NSA on 
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I (b) (3)-P.L. 86-36 

From: 
Sent: 

Lorenzo Franceschi-Bicchierai [lorenzo@mashable.com] 
Thursday, May 29, 2014 1:55PM 

To: Vines, Vanee M; nsapao 
Subject: Snowden email 

Hey Vanee, 

I saw someone tweeting an alleged statement from the NSA regarding an email Snowden sent to the agency's 
General Counsel. Could you send me the statement as well? Just checking if the one being circulated is true. 

Will you release the email? 

Thanks! 

Lorenzo Franceschi-Bicchierai 
Mashable US & World Reporter 

llorenzo@mashahle cmllul?r~~~~fl18(~0~~1ail.co111 

[~~t;T (ZiilorenzoEf 

Encrypted Phone:":-1 ~------:------' 
OTR: lorenzofb({{l" abber.ccc.de 
Wickr: 

1 

"""""(b) (6) 

~pproved for Release by NSA on 
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From: 
Sent: 
To: 
Subject: 

I I 
Thursday, May 29, 2014 2:09PM 
nsapao 
Snowden email to NSA 

(b) (3);-P.L. 86-36 

I understand that the NSA is planning to release today the email that Edward Snowden says he 
sent to the NSA Office of Legal Counsel raising concerns about its legal interpretations for 
NSA spy programs. 

I'd like to receive the email and speak with someone there to get more information about it, 
when someone is available. 

Kim Zetter 
Senior Reporter 
Wired 

Sent from my iPhone 

(b) (6) 

(b) (6) 

1 ~pproved for Release by NSA on 
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I l (b) (3)-P.L. 86-36 

From: 
Sent: 

Capra, Tony (NBCUniversal) [Tony,Capra@nbcuni.com] 
Thursday, May 29, 2014 2:03PM 

To: nsapao 
Subject: Snowden Email 

Hi, 

Can you please send me anything you have on the release of an Edward Snowden related email. 

Thanks, 

Tony 

Tony Capra 
Senior Assignment Manager 
NBC News Washington 
(202) 885-4200 
Tony. Capra@nbcuni.com 

1 ~pproved for Release by NSA on 
J7 -28-2015. FOIA Case # 78137 
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.------------: 
I I 

From: 
Sent: 
To: 
Subject: 

kcollier@dailydot.com 
Thursday, May 29, 2014 2:44 PM 
nsapao 
Snowden email today 

(b) (3)-P.L. 86-36 

Hi. Seen reports that WH will today release Snowden's email to NSA. If so, can I be on whatever list it'll go out 
to? Thanks! 

1 
· ~pproved for Release by NSA on 

'J7 -28-2015. FOIA Case # 78137 



DOCID: 4228736 .....---------. 
I I 

From: 
Sent: 
To: 
Subject: 

(b) (3)-P.L. 86-36 

Sparshott, Jeffrey [Jeffrey.Sparshott@wsj.com] 
Thursday, May 29, 2014 2:42PM 
nsapao 
WSJ re Snowden email 

Hello: The White House today said a Snowsen email(s) would be released today. Are you able to send to me? Thank you, 

Jeffrey Sparshott 
Wall Street Journal 

1 ~pproved for Release by NSA on 
07-28-2015. FOIA Case # 78137 



DOCID: 4249175 

~SA~DJ09 USA UCT~ 
From: ..__ ____ ___,hsA~D28 USA CIV 
Sent: 

'''/(b)(3)-P.L. 86-36 

To: 
Tuesday, May 27, 201412:29 PM 
Vines Vanee M N?NDNl USACIVL-1 ____ ___,_.,.....fNsA-D USA CIV; DL PAOMedia 
(ALIAS) DNl 

Cc: I IK1sA~Q31 usA CIV; civ;IL-___ ___. 
0NSA-D USA CIV;De Rajesh NSA-D2 USA CIV· NSA-D2 USA CIV; 

I NSA-D21 USA CIV SA-D28 USA CIV 

Subject: RE: (U) FYSA: (U) NBC's note today/leaker 

Classification: UNCLASSIFIED/;'POUO 

Deputy General Counsel 

Litigation and Management 

NSA Office of General Counsel 

963-5548 lseTre) 

I _\undasstfted) 

(b)(3)-P.L. 86-36 
(b)(5) 

ATTORNEY WORK PRODUCT/ /ATTORNEY CliENT COMMUNI(;AT:ION 
PRIVIlEGED COMMUNICATION 

Not to be released witho u t OG(; approval 

Classification: SECRETHNOFORN 

Thanks, si r. 

From :I NSA-D/USA CIV 
Sent: Tuesday/ May 271 2014 12:25 PM 
To: DL PAOMedia (ALIAS) DN1 
Ccj INSA-031 USA CIV~ INSA-031 USA CIV;I I NSA-D USA CIV; De Rajesh 
NSA-D2 usA crv; I INsA-D28 usA crv; I INsA-D2 usA crv;l ~sA-D21 usA 
CIV 

1 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



DOCID: 4249175 
Subject: (U) FiSA: (U) i\iBCs note today/leaker 
Importance: High 

Classification: SECRET/·/NOFOR~~ 

Vanee, 
(U//FOUO) Here are some of the facts for background if we end up actually engaging NBC. 

Regards, 
r-1 ....;...._---, 

1 ........... . 

.,_,M,...ed"'"ia"'"'L-e"""ak-s ""'T-as.,..k ..,.Fo- rc_.e 
National Security Agency/Central Security Service 
OPS 2B 288090 

~~~Ls I ~ 
NSTS 96£!-5011 
BLACK ._I ___ ____, 

From :I . INsA~Q3lmUSA CIV 
Sent: Tuesday, May 27, 2014 12:20 PM 
To:l ~NSA-DUUSACI\f 
Cc:( 5A"Q31USA CIV 
Subject: RE: (U) NBC's note today/leaker 
Importance: High 

Classification: SECRET/-/NOFOR~~ 

-------------------------------- ---------
(b)(3)-P.L. 86-36 

2 

(b)(3)-P.L. 86-36 
(b)!~) 

(b)(3)-P.L. 86-36 



DOCID: 4249175 

I ons on 
968-4802 ( N STS) 

I lunclass) ,, .... (b)(3)-P.L. 86-36 

*This email contains information Act* 

From: Vines Vanee M NSA-DNl USA CIV 
Sent: Tuesday, May 27, 2~1412:08 PM . .-L .. _ ____,.,.......;;.....____, 

To~ INSA-D USA CI\fJ//// ~NSA~Q31 USACIV; DL medi,leaks core CALIA~)iD; Grimes 
Arlene U NSA-DN USA CIV~ OLPAOMedia CAl IAS) DNl· DeRajesh NSA-D2 USA CIV; jNSA-D28 USA 
CIV;I ~MNSA-D2 USA CIV; I INSA-D21 USA CIV 
Subject: (U) NBC's note today/leaker 

Classification: UNCLASSIF ED /IFOR OFFICIAL USE ONLY 

ALCON: NBC's latest note is below. We have previously avoided talking about the leaker's specific 
assignments/duties. 

~------------------------------------------------------------~ 

********* 

From: Cole, Matthew (NBCUniversal) [~ 
Sent: Tuesday, May 27, 2014 11:27 AM L...-----------1 
To: Vines, Vanee M 
Subject: More Requests for Information 

Vanee, 

(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

Per our conversation last Friday, I have further requests for comment and/or response from the NSA. 

What units/groups/directorates did Mr. Snowden serve in during his various time employed with NSA (via Dell, BAH or 
any other capacity)? 

Did Mr. Snowden ever attend a meeting or meetings with the Director of Technology Directorate (or where dir/ Tech 
was present)? 

Did the NSA adopt a systems information program to protect NSA facilities (the data and systems) in the event of a 
disaster? 

Was Mr. Snowden assigned to do work on identifying China's cyber espionage efforts? 

Was Mr. Snowden asked or tasked to help identify areas in NSA's network infrastructure that were vulnerable to 
hacking? 

Did Mr. Snowden keep his CIA PSEUDO while employed with NSA? 

Generally speaking, does someone coming over from CIA keep their PSEUDO, or does NSA give them a new one? 

3 



DOCID: 42 4 9175 
Thank you in advance for your attention to these questions. 

Respectfully, 

Matthew Cole 
Investigative Producer 

NBC News 

30 Rockefeller Plza 
New York, NY 10112 

0: 212-664-2047 

elL-___ ____. 

(U//FOUO) 
--Vanee' Vines,IL.....-_ __. 
NSA Public Affairs Offi ce 

~~~o~~\~ ls~~~6~~~~~!9~(~~~~} 
Media Line: 301-688-6524 
Unclass email: ~...! ____ ____. 

(b)(6) 

""'" !b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED HFOR OFFICIAL USE O~~LY 

Classif ication: SECRETH~~OFORN 

Classif ication: SECRETHNOFORP<J 

4 

De1·i ved rl:~~=SM 1-52 ~, v-~~ I 
Dated. 200701 08-­

Deelassi+y Ofl : 20390501 

Derh;eeJ Freffl : NSA/CSSM 1-52 
Dated. 20070108 

Declassify 811. 20390501 

CiEl:5:5itieeJ By:IL-__ ____. 
Derived From: ~JSA/GSSM 1 62 

Dated. 20070108 
Declassify 81 1. 20390501 



DOCID: 4249175 
iassification: SEGnET//NOFORN 

Classification: UNCLASSIFIED/1'F'CUO-

5 



f(b)(3)-P.L. 86-36 

From: 
Sent: 
To: u 

(b)(3j 
QGA 

Cc: ODNI 

Subject: RE>NBC/email 

We're not going to get the FOIA or:rel~~~~qu~stion resolvedtonight,but~leaseisend a possible Q&A we can consider. 

Anyone else getting queries? None here so far.~:I~1JveJylittleTwitterdiscuss;on on the interview. 

~-=-0 -;;;;;;;· =·-=· =· -=·=-=···=~r~,L'"_j __ _;; ___________ .. 

L.-r-"'1",........,..,..,....----.-.----....J-=::.:..:.:::.&;....:::..:=~--~-=----:--:!Beaghley , ~ .... r_-_-_-_ ----------~~...._ ---_-_-_-_-_-~l·=o-=-=N':""I -----~ 
e 1a ni.gov; Richards, Rebecca J 

I 

Cc: Grimes, Arlene U: DL PAOMedia: Egan. Brian J.: Heinzelman. Kate: Fonz9nre .... ,_c_h_ri_st_o.._ph_e_r1.j ___ ---,;--___ ...J 
Ensor, Leoine! Kf I; J 
Subject: Re: NBt/ema1l .._ ________ ____, 

SA 

Reuters is now pounding the pavement over the email issue. Williams clearly said multiple sources confirmed at least 1 
email. 

{b){J) 
QGA 

ODNI 

Sent: Wednesday, May 
To: I \\ \ 

\\ I 

I 

I 

,/'''(b)(3)-P.L. 86-36 

mooo r· 
'oooooooOo t.oe; Rajesh;l ii tVines, V~~ee M;l I 

I / j_ t:va~s, Stuart 
< Beaghley , Sina.l 

\.\ .. / 

• 

. / I'DNI-media@dni.gov' <DNI-media@dni.gov> ;l \ I 
~ithards, Rebecc~J 

Cc: Grimes, Arlene U; DL PAOMedia; Egan, Brian J,l ./ Heinzelman, Kate 
I Fonzone eli ristophef.l I 

I ./ Ensor Leoinel K;l 

I // I 
SUD)ect: Ke: 1\lt:lLfeman 

Like I said, happy to discuss. First need a DOJview. li:?H3)-P.L. 86-36 

(b)(6) 

I 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



(b){:i) ODNI " ::•''i(b)(3)-P.L. 86-36 

D~C~D: ~~~~------------~~~~=r~~~ 
tseaqhlev Sinai .... ························· >f \\ I 

I..;C::-:c-:1": c:~~~~~:::-:-"'"H-~----"T---_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_._-1/~·I~~~~~~~~~~;~~~~~.lJr.:IIIE~a~am;;..J: .. ~B~ri·~.~;~.·a llniLL~J.CJHie~\i_nLU'7:.t!0'1Llln-.n-..l.c1.LI...~"....., 
Kate· Fonzone Christopher· I .i /1 L 

· ..• \ I / / // ···... 1 

il 
. Ke: J'l!jl.femau 

(b)(5) 

OGA ODNI .....__ _____ ___,~ .. 

• Fl / ./ I 
I • Richards, Rebecca J .I I 
Cc: Grimes, Arlene U I / . . //.// // 

• • Ensor Leoine! K ~ I 

• • I 
Subject: Re: NBC/email 

2 

(b)(3)-P.L. 86-36 OGA ODNI 

It 
u 

I 

/ / 

"f(b)(6) 

// 

/// 

/ (b)(6) 

· ... 

• 
I 

I 

Heinzelman, Kate. 

•\ 

·· ... 

I 

\ .. 
I 
I 

I 

. . .. .. I I \\ 
I I 

(b)(5) 
(b)(3)-P.L. 86-36 

(b)(5) 

(b)(3) 
OGA 

ODNI 

(bj(:i)-P.L. 86-36 

(b)(6) 



9~:~e: N:c:1IJ (b)(3) 
OGA 

ODNI 

Now that the accusation has been made and aired, and thereis&pparenfly~ pendin~JOfArequestJ~....-__ .....,..._.....,... ......... 

/ 

---~·-->···~"-':r··--·.·-~-0.',._ .. ,..; ••.•..•. ~--

Gotcha. Thanks! 

I " .. . H • • 

EVERYTHING email and registry wise was checked. lp)(3) 
~A 

D 
Senior Advisor & 
Public Affairs Technical Director 
NSTS: 969-7504 
CommJ,_ ____ .._ _ ___, 

NIPRnetiL,. ______ ___. 

ODNI 

" -- " " """"' ·{bJ(5) .... 
(b)(3)-PL 86-36 

l h, 

\ > (b)(3)-PL 86-36 
•• ,.,. ' "" .... , , ''''"''"""~•='"·-·-·~m·.··-·.•.,w··" ·· .,_., ·- ,_.,_._. ~··•B·- "w .• ~--- -·•ow. -~,\...~--- --·~-,'<~-!-',~-~:.::_--~. 

' ''"7(b)(3)-PL 86-36 

L---------___.l'bNI -ll)edra@dnl.gov'; L-1 _____ _. 

Brian J. · Heinzelman 

NBC is asking whether our search was justofe:mailstgOGCor also to the Compliance Office. Can folks confirm? 

From:/Ni~~s, Vanee ~...,..· ... ········ .... · ··-· ........ ,...,....,.,...,...,.,.....,......,.......,.---__.l .... H 

Sent:Wednesday, ~ay 2?~ :Z014~1;!;..!0:!..:.:~52~A:!.:M!._ ________ ___,.-------,·r-------------, 
To: Hayden, ~itliQ; De, Rajesh; I I r·L-1 ________ _. 

3 

(b)(6) 



D()CID: r124..9L717 
tvans, Stuarq [Beaghley , Sina;l I'DNI -media@dni.gov'; I 

I IRic:hards, Rebecca J L...------...,ol 

Cc: Grimes, Arlene U'DLPAOMedia· E an Brian J. · Heinzelman Kate· Fonzone, Christopher; 
Ensor, Leoinel K; 
Su~ect:RE:N~~~---~~~------~----------~~--------~ 

Roger that. Thanks, CH. 

Vanee' Vines 
Public Affairs Specialist 

(b)(3) 
QGA 

ODNI 

NSA Public & Media Affai~,._s.......__......._ _ __, 
NEW***********Media line: L.l ~--~____. 

{b){6) :c'(b)(3)-P.L. 86-36 

Fr~m;H~~d;~:c~itli~r ·- ·-··- ··1 
Sent: Wednesday, May~28::-,-:2:-:::0~1~4;1;:o;:s~1:....:·-:A~M...:...-:---~;~~;~~~~~~~~-----r:----____,.:--......._~--------------, 
To: Vines, Vanee M; De, Rajesh;[ \ I 
Evans, Stuart;! / / / JBI-.,e""'a""'g...,.hl""ey,...,......, ""'SI"='na~;,rl------___.'--rJ-;-;::,D:-;:-N;-;F~m=-=e~d;;:ia~.@;:-:d;-:n~i.g~o:-:-v:;:-';lr-------.,...--1 

J Richards, Rebecca J .__ _______ _, 

L.-:c=-c-: ~G~ri_m_e-s,-:A~r'lene Uj DL PAOMedia; Egan, Brian J.; Heinzelman, Kate; Fonzone, Christophed 
Ensor, Leoinel K;l .. / f\rl ::..~....::::~=;.:.,:,;::,:......_ ___ 1-----....J 

Subject: RE: NBC/ema1i 

Hi, CH. Matthew Cole, the "investigative producer" assig6edt9 f\JBC'sproj«=ct, again asked NSA PAO about the e-mail 
today. I'm guessing that execs above him have not filled him in (he's inN'(}, I I ~~~--------~~ 

Best, (b)(5) 
(b)(3)-P.L. 86-36 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affairr:-s ____ ____, 
NEW***********Media line:L-1 ____ ___. 

4 

(b)(3) 
OGA 

ODNI 

.(b)(3)-P.L. 86-36 

(b)(6) 



t~Jt3~ 
OG.A ODNI .(b){3)-P.L. 86-36 

DOCID: 

'(b)(6) 

Thanks' -Caitlin 

' . 

5 

(b)(5) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 

• (b)(5) .. 
(b)(3)-P.L. 86-36 

(b)(5) 
(b)(3):P.L. 86-36 

(b)(3) 
OGA 

ODNI 



DOCID: 4249177 
Suilject: Re: NBC/email 

Roger that, sir. The producer asked NSA PAO to call him on Friday morning. When I asked him whether he could show us 
something or give me a clue about the fresh claims, he said he couldn't do so at that point. He didn't say NO. 

vanee' 

25, 2014 10:20 

~,----------------------------------~----------------~ 
Subject: Re: NBC/email 

From:.,.,! .,..,...,..,.,..,......,~ ........... ~~'I'""'"""T~---..... r-- ------- --·---····-···--···-··----------·- -------------- -- ------·- ----
Sent: sunday, May25,2o1~4~1~o~:1~2~AwM~----~r---------~-,----------------------, 
To: De, Rajesh; Robert Litt 

(b)(5) 
(b)(3)-P.L. 86-36 

~--------------------------------------~~~------~--------~ 
Ensor, LeoinelK; 

Subject: Re: NBC/email 

Vr 

6 

(b)(3)-P.L. 86-36 

(b)(5) 
OGA 

ODNI 



DOCID: 4249177 (b)(3) ··:;'(b)(3)-P.L. 86-36 

:>~~;i~~:;;~;::: · : : ::: : OGA 

-F;~;;[)~,"~R;j·~;h··L-1 .,.,......,...,....,....,....,...,.....,.,.....,....,..,...,.......~1- · ~--·-x-:cc"················ · 
Sent:Sunday,~M~a~~~~~~~----~~~~~~~~--~~----~~ 
To: Robert Litt· 

Cc: Grimes, Arlene U 

Subject: Re: NBC/email 

r· 
Sent: Sundav. Mav 25 2014 09:25AM 
Toj IDe, Rajesh;l ·-. _____ 

\_ ··· ... 

II IVrnes, vanee M l 
>;I 
Ricnaras t<.eoecca J 

Cc: Grimes Arlene U· DL PAOMedia~ 

I 
SubJect: Re: NBC/email 

(b)(5) 
... (b)(3}-.P.L. 86-36 

ODNI ,,,. 

(b)(3)-.---- P.L. 86-36 

\ \ ····· ... ]; 
\ I \ / 

··· ... \_ \ __ I 
IDNI-f'1edia <DNI -Media@dni.gov> 

····· ... 

·· ... \ 
··· ... _ 

I 
1 

1 Ensor, Leoinel K; . (b)(5) 
OGA 

ODNI 

---·---····-·;;;;;· =-==·=--=· ;;;;.;····;;;;;· =- =··-·;;;;;·····;;;;;;--;;;;;· --;;;;;--·;;;;;·---=···;;;;;· ·;.;;.;··;;;;;;· ==·=--··;;:..··;.;;;;·--=--·=·=· ·;.;;--- ··-··--·------· --------------·-··· .. -------·-----~-----·---- ------------- . -------.----- --·-
From:l I 
Sent: Sunday, Mav 25 2014 08:53AM Eastern Standard Time 
Tn· f)p Rr~iPc;H I 

__ ... -·············· 

I ---······················ 

___ ..... ------------· 

Cc: Grimes, Arlene U I f;DL PAOMedia 1 

/ 
IEnsor Leoinel K f 

. !/ 
Subject: Re: NBC/email j 

I Raj, 

~> · 

(b)(6) 

7 

__ ... -················· __ .. -----····· 

I 

_.---------- I 

IRobert utt· Vines Vanee M 
/1 

Rfchards RebeccaJ) 

(b)(3) 
OGA 

(b)(5) 

":w·!b)(3)-P.L. 86-36 

IDNI-Media; 

I 

-:-1 T \\ 

1 

ODNI 

(b)(3)-P.L. 86-36 



(b)(5) 

l)~~.a~~~~~~--~L-------------------------------------(-b)(-3}-'P_,L.~8~6-3_6 ____________ ~ 

I 

"(b){3~:P.l._86-36 (b)(3) 
OGA 

ODNI 

From: De, Rajesh 
Se~~~~~~~~~~~~--------~~--~------~~--------~----, 
To: 

Subject: Re: NBC/email 

AddinQho is the task force lead. 

Richards Rebecca J 

,,,::;;;_;:::> 

I~l~~l 

Fr~~: H~;d;~, C~itli~~· ~~~~~--......... ~--~------~---~~ .... 
Sent· ~11nrf~v M~v Jt; Jn14 m~-11 AM 

/'{b)(3)-P.L. 86-36 

Toj // // • • •. l Evans,Stu~rtl 
I I _/ ./ IDe Raiesh·Vihes Vaneei;;M;;-:-.-;:B;-:e-:-aq:ilh::;-le=~v-=-,-:i.S:;:-;-i:-:na=--------L-----____J 
I I ./ • ····... I'QNI-media@dni.gdv' <DNI-
media@dni.gov>J / Richards RebeccaJ ··· ... 

r Cc: Grimes. Arlene U: PL PAOMedja: :gan, Brian J.l./ IHeinzelmari Kate 
~ 1 Fonzone. Christopher // • 

1 I 
Subject: Re: NBC/email 

Thanks very much,D 

From: 
Sent-~Sa~t-ur~d~ay~M~a-y~2~4~20~1~4~0~s~-1~3~P~M~----~------~ 

' ' ./ / 
• To: Evans, Stuart; I .. ············· //L 

I !Hayden, Caitlin; Beaghley , Sina;l 
I I'DNI-Media@dni,qov' <DNI-Media@dni.qov>·l / 

/ 

I 
• 

I 

(b)(3) 
OGA 

ODNI 

/ 
/ 

/ 

I 

CC:L lEgan, Brian J.; Heinzelman, 
Kate; Fonzone, Christopher; Fallon, Brian (QPA)J I 

8 

(b)(6) (b)(5) 
(b)(3)-P.L. 86-36 



DOCID: 4249177 (b)(5) 
(b)(3):P.L. 86-36 

Subject: Re: NBC/email 

To 

+Brian, Kate, and Chris (with them actually added 

+ Brian, Kate, and Chris. 

9 



DOCID: 4249177 
lJOJ;s response is being formulated and I hope to have it shortly. 

I !spokesman, National Security DivisionJ._ ___ .,_..___, 

Cc: Grimes, Arlene U ._I ..,.... _____ ..... loCF'AOMedial 
Subject: Re: NBC/email ....._ ______ __, 

I I 

(b)(3) 
OGA 

ODNI 

(b)(5) 
(b)(3)-P.L 86·36 

From: R~b~rtl_ittl I .... -... . .... ·-····""' .... -·--·-·······--· ··· 
Sent: Saturday, May 24, 2014 12r-:O~O"-l-PM~E~a~stl;l;:eol...l.rn.:....;S=='lt;l;l.a~nd~a;~..~.rdlol......!..T.~.~.imwe..__ ________ _.;;_ __ ___, 
To: De Raiesh· Vines Vanee M~l 1 

(b)(3) 
OGA--

ODNI 

IDNI -Media < DNI-Media@dni.gov>; 

(b)(6) 

.// !Richards, 
Rebecca J 
Cc: Grimes, Arlene U; DL PAOMedia 
Subject: Re: NBC/email (b)(5) 

OGA 

ODNI 

Sent: Saturday, ay 2:1l 201:1l 11: 11 AM aster!l $tandardTime 
To: Vines, Vanee Ml t Robert Litt;l / 

/ // l 
ll .. / // 

!Richards RebeccaJi / 

Cc: Grimes, Arlene U 1 
SubJect. Re. NBC/email 

IDL PAOMedial 

i 

""
1"'(b)(3)-P.L. 86-36 

_i ..... ······· \./ r··. 
./ / \. \.> I 

./ 
/ ~DNiiMedia;l··· ... 

// 
_./ \_ \_/ \_ 

• • I // 

I 

LJL_r------------~~~=-~~--~ 
- ·-· .... {b}(5} 

From: Vines, Vanee M (b)(3)-P.L. 86-36 

Sent: Saturday, May 24, 2014 10:50 AM 
To:l ./ 1:1 

I / \ I 
~~~~~~~-----~f~~~~~~~~~~~~~~~~roNI-M~~@dni.@V<DNI­
r-'M'-"e""'~d~ia=@:=ld;;;.;ln_..i=.g=ov;;.,;>~;~I....,...."='="-:----:---=--:-----=-------.,.-----....J De, Rajesh; ...... l .,.-------------J 
I I; Richards, Rebecca J 

Cc: Grimes, Arlene U; DL PAOMedia 
Subject: Re: NBC/email 

Best, 
(b)(5) 
(b)(3)-P.L. 86-36 

10 (b)(3) 
OGA 

ODNI 

I 
I 



DOCID: 4249177 
va nee' j!j))(6) 

(b)(3) 
OGA 

ODNI 

- __________ ......_ _______ """"'l--"'"'1"1":=:-r:--_JDNI-Media <DNI-MJa@dni.gov>; 

-=-~~---=-:--~~":""""=~-=-=-~--------_.loe, RaJesh 
Cc: Grimes, Arlene U; DL PAOMedia 
Subject: Re: NBC/email (b)(5) 

OGA 

ODNI 

(b)(6) 

(b)(3)-P.L. 86-36 

f(b)(3) 
OGA 

ODNI 

.... ··············································································································································· 

I (b)(5) 
(b)(3)-P.L. 86-36 (b)(6) 

From: Hayden, Caitlin 
Sent: Friday, May 23, 2014 6:10PM .-------. 
To: 'Vines, Vanee M'; Beaghley, Sina; Evans, Stuart; 'Robert Litt';l I'DNI-Media'd 
Cc: 'Grimes, Arlene U'; 'DL PAOMedia' L--...,....----------1 

Subject: RE: NBC/email 

From: Hayden, Caitlin l~ll~l-P.L. 86_36 
Sent: Friday, May 23, 2014 4:20 PM .----------, 
To: 'Vines, Vanee M'; Beaghley , Sina; Evans, Stuart; 'Robert Litt'; I IDNI-Media; !._ ______ ....-;.......~ 
Cc: Grimes, Arlene U; DL PAOMedia .__ ____ __. 

Subject: RE: NBC/email 
(b)(6) 

(b)(5) 
(b)(3)-P.L. 86-36 

F·;o;,;·· Vi~~s: v~~~~--MI r·- .. -·-..... -
Sent: Friday, May 23, 2014 3:13PM .··· r-~-------,

1
. 

To: Beaghley, Sina; Hayden, Caitlin; Eyans,Stuart; 'Robert Litt'DNI-Media;l 11 .__ ____ ...,......--_.... 

(b)(3)-P.L. 86-36 (b)(6) 



DOCID: 4249177 
Cc: Grimes, Ariene U; DL PAOMedia 
Subject: NBC/email 

Hi. 
If you're still in, please see my High Side note about a proposal to release the leaker's ONE e-mail to NSA OGC (and 
OGC's response to his very benign question). 

Stu: It's my understanding that you've had conversations about this with Raj and others. The leaker's ONE e-mail (that 
we're aware of) is on the High Side, too. 

NBC has yet to shed more light on the current claims. Note: Many news outlets have asked for a copy of the e-mail in 
recent months. We'd have to release it to all. 

Best, 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affai,l-'rsi-------..., 
NEW***********Media line._l ______ _. 

(b)(3)-P.L. 86-36 

12 



(b)(5) 

DOCID: 4249178 /(bl(3)-P.L. 86-36 (b)(3)-P.L. 86-36 

From: De, Rajesh 
Sent: 
To: 

Friday, May 23, 2014 6:44 PM 
Vines Vanee M· Bauman Ethan· Delong, John M;J J 

nmes, rene ; DL ML TF staff; DL PAOMedia 
Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY -Subject: 

From: Vines, Vanee M 
Sent: Friday, May 23, 2014 06:39 PM 
To: Bauman, EthanJ !Delong, John M; De, Rajesh; 
Grimes, Arlene U; DL MLTF_staff; DL PAOMedia ~...-_______________ ____. 

Subject: Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

SA 

This news outlet has an "agreement"/relationship with Mr GlennG. It has been working w/ him on stories in recent 
months. 

vanee' 
(b)(5) 
(b)(3)·H. 86-36 

From: Bauman, Ethan 
Sent: Frjday. May 23. f014 06:30PM 
ToJ foelong, John M; De, Rajesh; Vines, Vanee M;l 
Grimes, Arlene U; DL MLTF _staff;PL PAOMedia 1...-------------~-----____, 

Subject: Re: REPLY: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Ethan Bauman 

a legislativ···e·········A·········f···f···a·······i···r·····s··· (ofc) 
(mobile) 

;;~~;-= .... r·_·-_-···-_·-·····-_· ___ --..... ··· r -------· · ······------·-------··--··-------·- -------------------------- ----··--

··· ... ···· .... 

-·"'' '(b)(3)-P.L. 86-36 

sent: Friday, May 23,2014 06:12PM .----~------------------, 
To: Delong, John M; De, Rajesh; Vines, Vanee M; I IGrimes, Arlene U; 
DL MLTF _staff; DL PAOMedia; Bauman, Ethan 
Subject: REPLY: NBC NEWS/ EDWARDSNOWDEN INQUIRY 

. . .. ·· ... ·· .... ·· .. 

1 
(b)(5) 
(b)(3)-P.L. 86-36 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



DOCID: 4249178 

From: Delong, John M 
Sent: Friday, May 23, 2014 1:56.rP...;.M....;..._ ____________________ ___, 
To: De, Rajesh; Vines, Vanee M;l I Grimes, Arlene U; 
DL MLTF _staff; DL PAOMedia; Bauman, Ethan 
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

All, 

John 

John Delong, CCEP 
Director of Compliance 
National Security Agency 

From: De, Rajesh 

(b)(3)-P.L. 86-36 

Sent: Friday, May 23r-'--=2:.;;:.0.=..14..:....;:;.10:::.:::..;:;1.:::.8..:..A::..M.:...._ ________________ ....,.., 

(b)(5) 
(b){3)-P.L. 86-36 

(b)(5) 
(b)(3):P.L. 86-36 

To: Vines, Vanee M; Grimes, Arlene U; DL 
MLTF _staff; DL PAOMedia; Delong, John M; Bauman, Ethan 
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

This is the same topic I 
1-;d:rri s::-:c::-:-u:-:::-s::-:se::-::dr:w~itt:'h-:m~e~d:rri-::-a 7ro~u~n~~a =e-li:ht::isc:"w:-:-e~. e::;k:-. "c~a::-n-;;:N;rB;rC~p~r:-:::o7:v:::i di::e:-::a:-::n::-:-y:-::m::::-::-o:-:re:-c::;l-::-a r:::.i t::-:-y:-:a:-::s-::t~o-:-w:-:;h::-::a:-::t-;:tt:'h~e y are r e fe rri ng to so that we 

can confirm if it is the same thing? AddingEthan. 

From: Vines, Vanee M 
Sent: Friday, May 23, 2014 09:31AM 
To: De, Rajesh;l !Grimes, Arlene U; DL MLTF _staff; 
DLPAOMedia; D~e~1o-n-g-,~Jo~h-n~M~------------~------~ 

Subject: Fw: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Mr. Raj, w/ its story done, NBC is asking us to fact-check. Incredible. We'll getn10re info soon from the producer. In the 
meantime, there's apparently a fresh claim about email the leaker allegedly senttoOGC or a compliance official. Please 
see the producer's note below. Our December statement about ... no evidence .... is wha.t PAO has. 

vanee' 

This: 

(b)(~) 

From: Cole, Matthew (NBCUniversal) [~ 
Sent: Friday, May 23. 2014 09:21AM ~....-_______ ____. 

To: Vines, Vanee M;.Lr,l ,.,.,...,,...,.......,.,......,.....,.......,..-....,........,.,,..,....,...,........,.,...-=-.,........,.-----__. 
Cc: DL PAOMedia; 'DNI-Media@dni.gov' <DNI-Media@dni.gov>; nsapao 
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DOCID: 4249178 
Subject: RE: i\iBC NEWSj EDWARD SNOWDEN INQUIRY 

Yes, have read that story closely, and noted NSA's response. Am asking again, based on more detailed claims in our 
interview, whether Mr. Snowden sent any emails to the OGC or any other compliance office within the agency regard his 
concerns about any of the NSA's programs. Further, were any emails sent by Mr. Snowden specifically in 2013 to anyone 
in the NSA that displayed or suggested Mr. Snowden's concerns or objections to NSA programs. 

I'm at my desk,L.~--------1 
(b)(6) 

From: Vines, Vanee Ml 
Sent: Friday, May 23, ..,~0,.,.1.-:4""""'9:""1:1...,/~A"M~-------' 
To: Cole, Matthew (NBCUniversal)j 
Cc: DL PAOMedia; 'DNI-Media@dn.,..l.""'go.,..,v..,.,.,...; ""'ns""'a""p""'a""'o ____ __. 

(b)(3)-P.L. 86-36 

Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

What do you mean? An email about *what*? Have you seen Mr Gellman's story from December? This is what we said 
then in response to the allegations that Mr Gellman reported on: 

"After extensive investigation, including interviews with his former NSA supervisors and co·V1forkers, we have not found 
any evidence to support Mr. Snowden's contention that he brought these matters to anyone'sattention." 

I'll call soon. Thx! 

v 
(b)(6) 

---·-·············-··-·--·-- -·--· - ........... ................. -·--·-· --~.;..;;..,;;...;.;·.;;;;····...;.;······;;;;.··--,;;;;·····-;;;;.·.;;;;···-:.;..--,;;;;--·...;.;· .;;;.;·.;;;.;·· ;;....;;....;..· ;,;;;;·····-··-·· •.. -- -- -- ---·-··· ---"- --- ----- _,_ -

From: Cole, Matthew (NBCUniversal) [~ 
Sent: Friday, May 23,2014 09:07AM L--------------~ 
To: Vines, Vanee Mb 
Cc: DL PAOMedia; ,,..,..,N""I _..,..M.,..,e""'d...,la'"'@.,..d.,..n"""'l""'.g"""o""'v.-' """<""D""N""I -"""M..,.,e"""d""'la"""(a""'\..,.d""n l'"'.g""o,.,.v,.,..>...,.;"""n""'s""'a""pa""o,....-......~ 
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Let's start with this one, but I will still need to have a follow up phone conversa~ion. 

.(b)(3) 
OGA 

ODNI 

Can the NSA and/or DNI confirm or deny that Mr. Snowden sent emails to the NSA's OGC or any other internal/agency 
legal compliance body? 

NBC News is aware that in the past NSA has denied that they can find any such emails. 

From: Vines, Vanee M.,__,__.,............,.....___,-----__. 
Sent: Friday, May 23,2014 8:52 A1-!M----------, 
To: Cole, Matthew (NBCUniversal);l 
Cc: DL PAOMedia; 'DNI -Media@dni""'.g_o_v,...'; -n-sa--p""'a~o ____ __, 
Subject: Re: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Will call. But can you also put it in writing now so that we can work it faster? Writing is easier. Thx. 

v 
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From: Cole, Matthew (NBCUniversal) [~ 
Sent: Frida::£ Ma.:i 23. 2014 08:42AM L---------------' 

~:~Jed: N:: NtwSt EDWARD SNOWDEN INQUIRY ~ines;VaneeuM 
Shawn and Vanee, 

(b)(6) 

(b)(3) 
OGA 

ODNI 

As you may have seen, NBC News will be airing a long interview with Edward Snowden. Given that he makes plenty of 
claims in the interview, I have the enviable job of checking the veracity of said claims. Is it possible to discuss by phone 
at your earliest convenience. I have initial inquiry, then, by mid day, I should have the final 3 or 4. 

Regards, 

Matthew Cole 
Investigative Producer 
NBC News 
30 Rockefeller Plza 
New York, NY 10112 

0: 212-664-2047 

e:L-1 ------1 

(b)(6) 

4 



'DOCID: 

I 
From: 
Sent: 
To: 

4249179 
!N~A-04 USA CIV 

~~--~~f'.JSA-04 USA CIV 
Monday,June 09, 201410:23 AM 

I NsA-s3M2 usA crv 
Cc: OL OGC Medjale,ks (···A·· ... J_IJ\S) ~.2.·. 3;·· ... DL d_· .. ig_tasker (ALIAS) D; DL ads_registry (ALIAS) Q09; I _NSA-D USACIV; OL OOOC_Medialeaks (ALIAS) 04; OL ssct (ALIAS) Sl; 

DL NTQC_ML (ALIAS) V2 
Subject: RE: (U) Final "reference" document: Q&Afor@o\,r\'den's Concerns and Notification 

Classification: CO~~FIDE~~TIALH~~OFOR~~ 

Attached is ODOC feedback on the revised document, Mostly small tweaks. 

With regard to your response to 

I Thank yorf~rthe opportunity to review, 

ANAL QA_archive 
doc_20140406 ... 

(U//ml:IOj 

~~ =---=--=---:::------:--:----__.~CEP 
Training Program Manager 

Office of the Director of Compliance, 04 
OPS 2: 2B8054 
Personal: 963-2510 (.i=-Js):.:..~,l ___ ....,.-:~j{b) 
Office: 963-1705 (s),J Hhl 

DropBox:http://urn. nsa. ic.gov /dropboxJ 

(U/fFOl:IQ) 

From~ ~SA-S3f\12USA CIV 
Sent: Friday, June 06, 20144:43 PM 

(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

'''(bj(3)-P.L. 86-36 

To~ INSA-Q USA CIV 
Cc: DL OGC_Medialeaks (ALIAS) 023; DL d_ig_tasker (ALIAS) D; DL ads_registry (ALIAS) Q09;1 rNSA-D 
USA CIV; DL ODOC_Medialeaks (ALIAS) 04; DL ssct (ALIAS) 51; DL NTOC_ML (ALIAS) V2 ....__ ____ __, 
Subject:·RE: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification 

1 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



Thanks for the suggestions! 

(b){3}-P.L 86-36 
(b)(5) 

Just to let:.ou know::Jalso received the suggestion to 
!will consider your addition~lnarrative in that context ... and then take another holistic look at the entire 

L-re_s __ p-:-o-ns--e~e~fo~re deciding. ·······..... . 

I 

Thanks again! 

Rgds, 

Media Leaks Task Force 
OPS 28, 288090 
969-5009 (s) 

I lu) 

frOml lr'JsA~Q USA CIV 
Sent: Friday, June 06, 20143:49 PM 
To: I NSA-S3M2 USA CIV 

/ (b)(3)-P.L. 86-36 

Cc: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ads_registry (ALIAS) Q09; I INSA-D 
USA CIV; DL ODOC_Medialeaks (ALIAS) D4; DL ssct (ALIAS) Sl; DL NTOC_ML (ALIAS) V2 L-------1 

Subject: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification 

Classification: CO~~FIDENTIALHt~OFORt~ 

D Just~ couple of suggested tweaks.! ___ ..... -············· 

······························.... / 

······-..... _______ !Thanks for the opportunity to review. 
L---------------------~~ 

ADS&CI Chief of Staff 
968-6000(s); L-1 ___ __. 

(b)(3)-P.L. 86-36 

«File: FINAL QA_archive doc_20140406.docx >> 

frOm] ~SA~S3M2 USA CIV 
Sent: Friday, June 06, 2014 1:44PM 
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(b){3)-P.L. 86-36 
(b)(5) 

······ ... ·· .. 

···· ... 



D~~of!!~_Me"afei~ib7s?D23; DL d_ig_tasker (ALIAS) D; DL Q_REGISTRY;j INsA-D USA CIV; 
DL ODOC_Medialeaks (ALIAS) D4 L...---------1 

Cc: DL ssct (ALIAS) 51; DL NTOC_ML (ALIAS) V2 
Subject: (U) Final"reference" document: Q&A for Snowden's Concerns and Notification 

Classification: CONFIDEP~TIAL/INOFO~N 

(b)(3)-P.L. 86-36 

(U) As you may know, the releas_e of that single email from Snowden to O~~caysedltttfe bit of a stir, and we provided 
your input to the White House and others to help them navigate tbruthe news conferences and follow-up questions. 
Thank you for your help on that! 

U Post-event has beenre!atfvely quiet, but could still bubble up if the media or Snowden wants to push the issue. 
etOmmended tha·t we change the Q&A paper to an archive or "reference" document so that we can 

._re_s_p_o-nd-r--q"""'ui,...cr-ry_.to any further issues on this release ... and to create a living document should there be any further 

queries on the release or any potential discoveries of similar evidence as the investigation continues. We will post this 
paper in the appropriate MLTF action folder (MLTF 1602) as well as the talking points areas.of the MLTF web site to 
make it more accessible to Agency employees. 

(U) Attached, please find the "reference" document for your review. It incorporates your most recent updates and 
corrections, as well as some structure for readability for anyone who might follow us in the world of Media Leaks. 

« File: FINAL Q&A_archive doc_20140406.docx » 

(U) Would appreciate one last look by your offices before we post this on the MLTF web site. 

Thank you again! 

Rgds, 

Media Leaks Task Force 
OPS 28, 288090 
969-5009 ( s) 

I l(u) 

Classification: COt~FI DEt~TIALl/t~OFORf~ 
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Dateel: 20070 1 08 
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Classified By:l 
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Classification: GONFIDE~~TIALH~~OFOFU~ 
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DOCTD: 4249179 

Date: 06 June, 2014 

CONfiBElffli\bMCFORN 

National Security Agency 
Media Leaks Task Force 

Re: (Uh'fOUOt Reference Document: Q&A Prep for Snowden's Claim of Concerns and 
Notification 

(U) Executive Summary 

(Uh'f0l:J9) Following the NBC interview with Edward Snowden broadcast on 28 MAY 14, the 
Intelligence Community decided to release the only lffiewfl-email exchange (known to exist at 
the time) between Edward Snowden and the NSA Office of the General Counsel in which a basic 
question of legal precedence was asked and answered by an OGC lawyer. A Question & Answer 
paper was developed for US Government officials to provide background and unclassified 
talking points to support the release at news conferences and any potential follow-up questions. 
Selected portions of that paper were actually used by the public affairs offices at the White 
House and ODNI level.· 

(Ul'YOUO~ As the event progressed the Q&A package was modified to become the paper that 
follows below. This new paper is intended to be a reference source for the event, or as a starting 
point should any further evidence come to light in the continuing investigation-. 

(U) Bolding and emphasis in this paper is primarily for the benefit of the reader, and is not 
required to be included in any formal responses to queries on these topics. 

(U) The Trigger Event 

(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about 
the lawfulness of certain NSA activities to NSA colleagues, leadership, and through official 
channels. The following serves as an authoritative accounting of facts as relates to this claim and 
should be used as the basis for considering any responses related to these issues. 

CmiHDB'HIAL//+lOFOR:-1'( 

Classified sA 
JJi!ri"i!il J<rs~+~: ~IgA,rcggM 1 s2 

Da~es: 2QQ7QJQ8 
Deelassify On. 28398681 

(b)(3)-P.L. 86,36 



'DOCI'D: 4249179 

CONFIDE1ffiALNt4'0FOitH 

(U) Framing Questions 
J 

(U,•vuv1 

A. Did Snowden raise concerns with NSA as he said he did? 

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of 
General Counsel asking for an explanation of some material that was in a training course he had 
just completed. The question was received and an answer was provided to Mr. Snowden. There 
was not additional follow-up noted. There are numerous avenues that Mr. Snowden could have 
used to raise other concerns or whistleblower allegations. We have searched for evidence of 
outreach from him in those areas and have not discovered any engagements related to his 
claims. ((Note: This paragraph was publicly released via the White House Press office on 29 
MAY14)) 

B. How did NSA respond to the NBC FOIA request? 

(U) NBC issued a FOIA request for any and all evidence that Edward Snowden had formally 
filed his concerns with Agency authorities. The FOIA request was being handled according to 
the normal process when it was overtaken by a decision on the part of the NSA Director to 
release the text of the one e-mail referenced above. 

(Uh'FOUO) Shortly after noon on 28 May 2014, NSA provided the response to Question A. 
above, along with a redacted version of the one email inquiry. A copy of that redacted version is 
stored in ML TF Action folder 1602. 

(UtfFOU~ NSA contacted NBC the following week to close out the request and informed them 
that the one email that responded to their inquiry was now public record for all. 

2 
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COHFIDEtffh\L/;~(OfORit 

NSA Background to Potential Q&A Responses: 

1. What is the training and awareness provided to government and contractor 
employees about reporting activities they perceive to be inconsistent with law and 
policies? 

Training 

(U) NSA/CSS provides training to all employees in order to maintain a high degree of 
sensitivity to, and understanding of the intelligence-related laws, regulations and policies 
associated with the protection of privacy rights during mission operations. Throughout the 
curriculum, the instruction repeatedly emphasizes the employee's responsibility to report 
questionable activity and the mechanisms to do so. 

(UHFOUO~ Selected courses are mandatory before an employee (civilian, military or contractor) 
can gain access to certain SIGINT operational systems. These specific training courses discuss 
the limitations of SIGINT authorities and mission operations to include reminders and guidance 
about who to contact with questions about scope of authorities, and who to contact if there are 
known or even potential compliance concerns. 

The Basics-- ovsctooo 

(U) Below are examples from NSA's core Intelligence Oversight (IO) course "NSA/CSS 
Intelligence Oversight Training" (OVSCIOOO). This course provides training to all employees 
in order to maintain a high degree of sensitivity to, and understanding of the intelligence-related 
laws, regulations, and policies associated with the protection of U.S. person privacy rights during 
mission operations. 

(U) Most contractors are required to take this course. However, it is not mandatory 
for all contractors and will depend on their assignment, duties, and the stipulations of 
their controlling contract. Snowden's role as a systems administrator supporting SIGINT 
operations, and later as an analyst-in-training in APR-MAY 2014 would clearly place 
him in tffis-the category of those required to complete OVSC I 000. 

(C4~ff) N.B. Snowden's training record is considered Personallyidentifiable 
Information, and the protection or dissemination ofthatjnformation is governed by U.S. 
law and Agency policy, and is notpart ofthisQ&A paper. For more information about 
Snowden's database<lccesses; sklll set, and training record, see actionl I 

I lfor more information. 

(U) In OVSC I 000, sStudents are familiarized with the major tenets of core TO documents, 
including Directive Type Memorandum (DTM) 08-052: "DoD Guidance for Reporting 
Questionable Intelligence Activities and Significant or Highly Sensitive Matters." The 
following are examples of guidance provided within OY8C I 000 the course:. 

3 
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(U) If you become aware of a violation of the authorities, you should report it 
immediately. If you are unsure if a violation has been committed, consult with your 
manager, your organization's 10 representative, or Compliance organization. You ,f!lay 
also contact the NSA OGC or the NSA/CSS Office of the Inspector General or 0/G for 
assistance. 

(U) It is important for personnel to understand that for pwposes of intelligence activities 
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures 
for use within DoD. These procedures also reflect DoD policies for employee conduct 
that require you to be familiar with restrictions on the collection, retention and 
dissemination of U.S. person information and the responsibility to report questionable 
intelligence activities to the NSA OGC or NSA/CSS /G. 

(U) Employees shall report any questionable activity to the NSA OGC or NSAICSS 
0/G. A questionable activity is defined as any conduct that constitutes, or is related to, 
an intelligence activity that maybe unlawful or contrary to executive order, presidential 
directive, or applicable DoD policy. Employees may also report questionable activities 
directly to the DoD General Counsel or Assistant to the Secretary of Defense for 
Intelligence Oversight, ATSD(/0). 

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against im 
employee because the employee reports a questionable intelligence activity pursuant to 
the established procedures. In addition, DTM 08-052 contains specific requirements for 
reporting to the President's Intelligence Advisory Board questionable intelligence 
activities and significant or highly sensitive matters that could potentially impugn the 
reputation or integrity of the DoD Intelligence Community or otherwise call into question 
the propriety of an intelligence activity. Should you need clarification or have questions 
about the reporting requirements for possible significant or highly sensitive matters, you 
should consult with your manager, your compliance organization, the NSA OGC or the 
NSAICSS 0/G. 

(U) Report questionable or significant and highly sensitive intelligence activities to the 
NSA OGC or NSAICSS 0/G. You can find contact information can be found in the 
Resources section. 

Awareness 

(U/~ NSA employees are provided information on how to report concerns regarding their 
work, or their work environment in a number of different venues to include formal training, 
briefings to large and small audiences, Agency static and electronic billboards and wall displays, 
and Agency-wide emails and announcements. All employees are made aware of how they may 
report concerns, even anonymously, within or outside their supervisory management chain. The 
relevant processes are reinforced in recurrent, mandatory training. Depending on the particular 
issue and individual circumstances, NSA employees may report concerns through many different 

'"""" ;n,;d, NSA, "'"" tho·E«outiw Bmnoh, 'nd to Cong<'"· The NSA OJG wobi 
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COtiflDEtc/'fiALh'lc/OFORic/ 

provides information about submitting hotline complaints and addresses anonymity and 
confidentiality concerns. 

(U) Prior to the Snowden incident (pre-MAY 2013), the OIG issued a number of agency-all 
messages summarizing investigation results of illegal activity and messages covering policies 
and avenues for reporting suspected mismanagement and violations of law, policy, and 
regulations. While not every IG report during this time frame dealt with intelligence matters, 
they all contained the following statement about the mission of the OIG and how concerns can be 
reported: 

The NSA Office of the Inspector General actively investigates allegations of fraud against 
the Agency. The OIG is committed to eliminating fraud, waste, mismanagement of 
Agency resources, and abuse of authority. If you are aware of potential fraud, waste, or 
abuse, please report your concern to the OIG by visiting the Hotline office in 287088, 
calling 963-5023, or visiting the OIG Hotline website. You may remain anonymous when 
submitting concerns to the OIG Hotline. If you choose not to remain anonymous, your 
identity will be protected. 

(U) After MAY 2013 and the issuance of NSA/CSS Policy 1-60, the IG issued a specific 
message addressing reporting policies and how to submit concerns in JUN 2013 and repeated 
this message in 2014. 

(U) Within the Agency and the Federal Government, there are several avenues for 
reporting suspected mismanagement and violations of law, policy, and regulations. We 
recommend that you first t1y to resolve problems by bringing them to the attention of your 
leadership; managers are ofien in the best position to assess concerns, recognize process 
shortfalls, and take corrective action. 

(UJI.FQf:f8)"1f you believe that management has not been able to resolve your concerns, 
the Office of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that 
NSA/CSS personnel report to the OIG possible violations of law, niles, or regulations; 
mismanagement; gross waste of funds; misconduct by senior officials; or abuse of 
authority. A complainant's identity is protected by law, and NSA/CSS Policy 1-62 protects 
employees from reprisal for communications with the OIG. You can contact the OIG by 
telephone (963-5023), in person (OPS 287088), or anonymously through our Web site 
("go IG"). 

(U) The intelligence Community Whistleblower Protection Act (ICWPA) allows employees 
to report "urgent concerns" to the intelligence committees of Congress. A complaint made 
in accordance with the ICWPA ensures that your concerns are addressed and that 
classified information is protected. ICWPA complaints are made through the NSAICSS 
OIGor the Department of Defense JG. 

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG") 
or contact the IG Hotline hotline@nsa.ic.gov) on NSANet. Contact the US. Cyber 
Command I bout problems involving that organization. 

(b)(3)-P.L 86-36 
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CmiFIDEtfFIAb'HiOFORii 

2. What are the mechanisms by which that reporting can occur? 

(b)(3)-P.L. 86-36 
(b)(S} 

(Uh'FOUO) There are·various mechanisms Hl-Qy_which reporting can occur. Employees and · r------------....;;.,.__..., 
contractors may provide information to the DoD OIG, IC OIG, NSA PIG[?I)~!l~().l!~Jl', __ th~.9.lQ ___ .. ·j 
website via phone, in writing or to various offices within NSA such as: 

• the Office of Equal Employment Opportunity & Diversity, 

• the Office of the Director of Compliance, · L--------------__,J 
• the Office of the General Counsel, and 
• the Privacy and Civil Liberties Office. 
• the Associate Directorate for Security & (Counterintelligence 

(U) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (JCWP A), also provides contractors and employees of intelligence agencies a mechanism for 
reporting to Congress classified information alleging wrongdoing. Employees may contact the 
intelligence committees directly only if the employee-

a) before making such a contact, furnishes to the head of the establishment, through the 
Inspector General, a statement of the employee's complaint or information and 
notice of the employee's intent to contact the intelligence committees directly; and 

b) obtains and follows from the head of the establishment, through the Inspector 
General, direction on how to contact the intelligence committees in accordance with 
appropriate security practices. 

3. What is the process, accountability for addressing such reports? 

(Uh'FOUO+- When an allegation is presented to the NSA OIG or referred to them by an internal 
agency element, the OIG Investigations Division reviews it to determine the appropriate action. 
The NSA OIG also responds to referrals from external agencies when appropriate. Complaints 
regarding systemic process problems may be referred to the OIG Audit or Intelligence Oversight 
Divisions. Concerns involving violations of law or policy are pursued via a preliminary inquiry, 
and if warranted, via an investigation, by the Investigations Division. All complaints and their 
outcomes are tracked through the Inspector General case management system. 

(U) If an inquiry is reported directly to Congress and a copy is not provided to Agency 
authorities (see Question 2 above), then the NSA OIG may not have knowledge of such a 
request. 
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4. Is there a record of these kinds of inquiries and responses? 

I (U//~OUO) The NSA OIG keeps a record of all inquiries and actions taken. 

5. Do we JNSAI have any examples of reported activity which resulted in corrective 
measures? 

(U/;'fOUO) Activity that is found to be a violation of law, directive, or policy is thoroughly 
reviewed to determine corrective action. NSA's incidents are most often tied to human error or 
technical malfunction that is corrected by local management within the capabilities of the 
existing systems in consultation with the NSA OIG and senior leadership. As of JUN 2014 and 
as previously reported to the intelligence committees, the OIG is aware of thirteen instances of 
intentional misuse of the SIGINT system by individuals over the last 10 years. Most were 
referred to the Department of Justice, and eventually ended with the departure of the employee 
involved. Auditing and monitoring processes in the operational areas where many of these 
violations took place were significantly modified or improved. 

(Uh'fOUO) Other than violations reported by NSA OGC to the Department of Justice, we are 
not aware of any SIGINT programs or activities that are inconsistent with the law. Each quarter, 
the OIG and OGC review reported instances of non-compliance with SIGINT and Information 
Assurance authorities that are typically the result of human error or technical malfunction. These 
matters are addressed by local management or through other corrective actions takeR-both 
directed by, and in concert with,byNSA's compliance organizations. 

6. (OGC) Did we receive correspondence from Edward Snowden about his 
concerns? 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 
8. (OGC) Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the NSA Inspector 
General, the Office of General Counsel, or his supervisors wherein he expressed constitutional 
concerns about NSA 's intelligence operations or authorities. We have found one instance of an 
e-mail inquiry to the office of General Counsel asking for an explanation of the content of some 
training material. 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of 
General Counsel questioning the hierarchy of several NSA authorities identified in a training 
course. 
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(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive 
Order, policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry 
question whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to 
his question and the attorney offered to discuss the issue further if he desired to do so~ There is 
no evidence that any additional correspondence or contact occurred on this matter. 

9. (Q/TD) How was our search for any correspondence from him conducted? 

(UfffOU~ As of JUN 2014, the investigation was still ongoing .. We have reviewed all of the 
email and NSANet social media posts authored by Edward Snowden which we have been able to 
obtain. This review has included manual reviews of his email and posts, as well as searches of 
that email tailored to identify any responsive correspondence. 

(U/;'FOUO) We have located additional email between Snowden and members of Office of 
General Counsel and Oversight and Compliance relating to his job duties and work on 
troubleshooting IT issues, but these emails do not contain any questions or concerns about the 
legal authorities under which NSA operates. 

10. (Q/TD) Was it exhaustive and authoritative? 

(U/WOUO) Given the importance of this issue and the repeated claims by Mr. Snowden, the 
effort to uncover any written or recollected evidence ofthese engagements has been thorough 
and involved cognizant authorities in each area of review. 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 

(Uh'f'OUO) We cannot completely rule out the possibility that something may have been 
overlooked, but we have high confidence that the searches and interviews for relevant 
information we undertook would have uncovered evidence of assertions that rise to the level of 
outreach and protestation claimed by Mr. Snowden. They have not. 

~""'"'c ..... u_/if'_o_u_o"-1) IL.....-----------------------1!,; 
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CJ ... ·········· ... Plea. se ~~~iev.f--l,nd I had this last week while you were out, but it's not final so there is 
new opportunity to~ 

1 
\. Deputy Inspector General, NSA/ CSS 
\ 963-3544 secur.e 
1 l cmcl 

2B8076 OPS. 2B .Suite 6247 

\\ "Tell me what you know. Tell me what you don'tknow. Tell me what you think. Always distinguish 
\Which is which." 

·.\: Colin Powell 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~dLY 

Thank you for the opportunity to review. ODOC comments are incorporated into the 

attached document 

Best regards, 
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CCEP 

Training Program Manager 

Office of the Director of Compliance, D4 

OPS 2: 288054 

Personal: 963-2510 {st ._l ___ ____.lu{b) (b)(3)-P.L. 86-36 

Office: 963-1705 {sd hb} 
Drop Box: http://u rn .nsa.ic.gov /dropbo~ 

{U//FOUO) 

FrOn1l N5A-S3M2 USA CIV 

Sent: Monday, June····0···2r2014·5···:59 YO · · 
To: I INSA-D23 USACIV;! !NsA-D4tJSA CIV; I INsA-D14 usA CIV; 

I IM NSA-Q USA CIV 
Cc· Dl OGC Medj~e9ks (ALIAS) D23i DL ODOC Medialeaks (ALIAS) D4; DL d_ig_tasker (ALIAS) D; I -.SA-D USA CIV; I / INSA-D USA CIV; DL Q_REGISTRY 
Subject: (U) Q&A: Snowden Concerns (b)(

3
)-P.L. 

86
_
36 

{b)(5) 
Classification: UNCLASSIFIED//FOR OFFICIAL USE Or--JLY 

Thank you for all your input and commentary for theQ&A package supporting the release of 
the Snowden-OGC email. When we first ass~;mbled this package,! 

l:.so we thank you for that! 
'------------------~ 

We have not fielded any follow-on questions about Snowden's claim, or his reaction to the 

release ... so far. But, we will continue to develop this package for the factual history and as 

a hedge against any future questions. 

Now that the email has been release and the media has completed at least one swirl on 

Snowden's response! !thought we should revisit this package and place it into the 

MLTF library as a "source document" for future related releases, and to continue serving as 

the authoritative statement about the Agency's effort to find and report on any efforts by 

Snowden to communicate his concerns to NSA management or authorities. 

Attached iOmark ~p, to include some new verbiage to show that the initial event has 
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passed. I have already accepted all of his "cosmetic" narrative changes to make it a little 

easier to read; however, I retained a few of his "commentary" boxes and at least one mark­

up that I will need your help to resolve before going final. 

« File: FINAL_Snowden_concerns_QA_Ver3 Oocx>> 

And .. l have not forgotten that some of you made similar comments about the purpose of 

this package, and if some of the Q&A's might be more appropriate for another paper ... or 

even as a classified addendum to this package. We can still consider those here in this 

version. 

Would welcome your thoughts and advice! 

I would like to go final on this by COB TUE, or WED at the latest. Please let me know if 

that's not possible. 

Thank you! 

Rgds, 

.--I -------. 

Media Leaks Task Force 

OPS 28, 288090 

969-5009 (s) 

.___ __ __.I (OJ 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~dl¥ 
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(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the 
lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The 
following serves as an authoritative accounting offacts as relates to this claim and should be used as 
the basis for considering any responses related to these issues. 

Framing questions 

(b)(3)·P .L. 86-36 
(b){~). 

( ~..._r_a_m-in_g_g_u-es-t-io_n_s----------------------'~"cc::: ________________________ .-IJ.,......,......,......,......,......,......,......,......,......,......,......,......,......,......,......,..,.I 

A. Did Snowden raise concerns with NSA as he said he ~idk_ _____________________ _______________ ,,,j 
(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General 

Counsel asking for an explanation of some material that was in a training course he had just completed. 1.... --------------___. 

The question was received and an answer was provided to Mr. Snowden. There was not additional 
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those 
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was 
publicly released via the White House Press office on 29 MAY 14)) 

B. How did NSA respond to the NBC FOIA request? 

(U) The FOIA request was being handled according to the normal process when it was overtaken by a 
decision on the part ofthe NSA Director to release the text of the one e-mail referenced above. 

(U//FOt:JEJ) Shortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along 
with a redacted version ofthe one email inquiry. The copy ofthat redacted version is stored in MLTF 
Action folder 1602. 

(U//FOUO) NSA contacted the FOIA originator NBC to close out the request. 

NSA Background to Potential Q&A Responses: 

1. What is the training and awareness provided to government and contractor employees 
about reporting activities they perceive to be inconsistent with law and policies? 

(U) ~NSA/CSS Comprehensilfe Mission Compliance Program provides training to all employees in 
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws, 
regulations and policies associated with the protection of privacy rights during mission operations. 
Throughout the curriculum, the instruction repeatedly emphasizes the employee's responsibility to 

UNCLASSIFIED/)'FEJFt OFFICIAL t,iSE 9NL¥ 
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report questionable activity and the mechanisms to do so. 

(Uh'FOt,;O) jNs(~r::!~~~~~~~~ -~r.!l.PJ9.Y~~~-!<?.S~P.9!! _<:.<?.r:!~~r:.'l~.!"~~~~~~'l~~~~~r:.':!:~r:.~PL'!:'.9!~-~r::!~~p-n_f_!l~!l~- ~'l-~-
a number of different venues to include formal training, briefings to large and small audiences, Agency 
static and electronic billboards and wall displays, and Agency-wide emails and announcements. All 
employees are made aware of how they may report concerns, even anonymously, within or outside 

their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory 
training. Depending on the particular issue and individual circumstances, NSA employees may report 
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The 

NSA OIG website provides information about submitting hotline complaints and addresses anonymity 
and confidentiality concerns. 

(Uh'rEJI::lO) The NSA OIG also provides briefings on how to report concerns to various NSA training 

classes, including the new hire orientation class, mid-level leadership classes, and other classes specific 
to skill communities, such as 

(U/~ Selected courses are mandatory before an employee (civilian, military or contractor) can 

gain access to certain SIGINT operational systems. These specific training courses discuss the limitations 
of SIGI NT authorities and mission operations to include reminders and guidance about who to contact 
with questions about scope of authorities and who to contact if there are known or even potential 
compliance concerns. 

(U) Below are examples from NSA's core Intelligence Oversight (10) course "NSA/CSS Intelligence 
Oversight Training" (OVSClOOO). This course provides training to all employees in order to maintain a 
high degree of sensitivity to, and understanding ofthe intelligence-related laws, regulations, and 
policies associated with the protection of U.S. person privacy rights during mission operations. 

(U) ~Most contractors are required to take this course. However, it is not mandatory for all 
contractors and will depend on their assignment, duties, and t he requireFt1eots of Lthe stipulations of 

their controlling contract. 

(U) Students are familiarized with the major tenets of core 10 documents, including Directive Type 
Memorandum (DTM l 08-052: Guidance for Activities and 

Significant or Highly Sensitive Matters." The following are examples of guidance provided within !!:!.§_ 
OVSClOOO course: 

representative, or Compliance organization. You 
Office of the Inspector General or 0/G for assistance. 

{U} It is important for personnel to understand that for purposes of intelligence activities 
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use 
within DoD. These procedures also reflect DoD policies for employee conduct that require you to 
be familiar with restrictions on the collection, retention and dissemination of U.S. person 
information and activities to the NSA OGC 

or NSA/CSS /G. 

{U} Employees 

(b)(3)·P.L. 86-36 
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questionable activity is defined as any conduct that constitutes, or is related to, an intelligence 
activity that maybe unlawful or contrary to executive order, presidential directive, or applicable 
DoD policy. also activities to the DoD General 
Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, 

{U} DIRNSA is also responsible for ensuring that no adverse action is taken against an employee 
because the employee reports a questionable intelligence activity pursuant to the established 
procedures. In addition, DTM 08-052 contains specific requirements to the 
President's lntelligenc e Advisory Board questionable intelligence activities or 
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD 
Intelligence Community or otherwise call into question the propriety of an intelligence activity. 
Should you need clarification or have questions about the reporting requirements for possible 
significant or highly sensitive matters, you with 
organization, the NSA OGC or the NSA/CSS 0/G. 

(U) The OIG also issues agency-all messages covering policies and avenues for reporting suspected 
mismanagement and violations of law, policy, and regulations. The following is a recent example of a 
Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector ~eneraiL ____ ___ _________ _______ ..,.. ~~~ 

{U} Within the Agency and the Federal Government, there are several avenues for reporting 
suspected mismanagement and violations of law, policy, and regulations. We recommend that 
you first try to resolve problems by bringing them to the attention of your leadership; managers 
are often in the best position to assess concerns, recognize process shortfalls, and take corrective 
action. 

{U;)IF9WQ.,' If you believe that management has not been able to resolve your concerns, the Office 
of the Inspector General {GIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel 
report to the 0/G possible violations of law, rules, or regulations; mismanagement; gross waste 
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is 
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications 
with the 0/G. You can contact the 0/G by telephone {963-5023}, in person {OPS 287088}, or 
anonymously through our Web site ("go IG"). 

{U} The Intelligence Community Whistleblower Protection Act {ICWPA) allows employees to 
report "urgent concerns" to the intelligence committees of Congress. A complaint made in 
accordance with the /CWPA ensures that your concerns are addressed and that classified 
information is protected. /CWPA complaints are made through the NSA/CSS 0/G or the 
Department of Defense /G. 

{U} If you have questions about how to report a concern, go to the IG Web site ("go IG") or 
contact the IG Hotline {ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG 

J ~bout problems involving that organization. 
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2. What are the mechanisms by which that reporting can occur? 

(UHFOt::IO) 'fhe IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for 

reporting to Congress classified information alleging wrongdoing. An employee or contractor may 
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA, 
employees and contractors may also raise concerns with offices as diverse as: 

the Associate Directorate for Security & Counterintelligence, 
the Office of Equal Employment Opportunity & Diversity, 

the Office ofthe Director of Compliance, 
the Office ofthe General Counsel, and 
the Privacy and Civil Liberties Office. 

(U7'7'FOioiQ.1. When an allegation is presented to the OIG or referred to them by another agency element, 
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding 
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions. 
Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via 

an investigation, by the Investigations Division. All complaints and their outcomes are tracked through 
the Inspector General case management system. 
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request. 

4. Is there a record of these kinds of inquiries and responses? 

(U/~ The OIG keeps a record of all inquiries and actions taken. 

5. Do we have any examples of reported activity which resulted in corrective measures? 

(U/ ~Activity that is found to be a violation of law, directive, or policy requires some corrective 
action. NSA's incidents are most often tied to human error or technical malfunction that is corrected by 

local management within the capabilities ofthe existing systems in consultation with the OIG and senior 
leadership. As previously reported to the intelligence committees, the OIG is aware ofthirteen 
instances of intentional misuse ofthe SIGINT system by individuals over the last 10 years. Most were 
referred to the Department of Justice, and eventually ended with the departure ofthe employee 

involved. Auditing and monitoring processes in the operational areas where many ofthese violations 
took place were significantly modified or improved. 
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(UHF91,19) Other than violations reported by OGC to the Department of Justice, we are not aware of 
any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC 
review reported instances of non-compliance with SIGINT and Information Assurance authorities that 
are typically the result of human error or technical malfunction. These matters are addressed by local 
management or through other corrective actions taken by NSA's compliance organizations. 

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns? 
7. (OGC) If so, in what form, on what dates and with what specificity as to content? 
8. (OGC) Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office 
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's 
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of 
General Counsel asking for an explanation of the content of some training material. 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General 
Counsel questioning the hierarchy of several NSA authorities identified in a training course. 

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order, 
policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question 
whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his 
question and the attorney offered to discuss the issue further if he desired to do so There is no evidence 
that any additional correspondence or contact occurred on this matter. 

9. (Q/TD) How was our search for any correspondence from him conducted? 

I 
~----------------------------------------------------------------~-

(U/,lFQI,,Q) We have located additional email between Snowden and members of Office of General 
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails 
do not contain any questions or concerns about the legal authorities under which NSA operates. 
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10. (Q/TD) Was it exhaustive and authoritative? 

(U~ .Given the importance ofthis issue and the repeated claims by Mr. Snowden, the effort to 
uncover any written or recollected evidence ofthese engagements has been thorough and involved 
cognizant authorities in each area of review. 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 

~J/1!:~:~·:9!::~~-c~-n_t!_<?_~~.?-~P!~~~y_~~~~-~~!_t!J~_ P.?:~~b~~!Lt!J_a}_~<?_~-~t_!l~~g-~_a_y_!J~~~- ~~~_!1_ .?~~~~o_<?_~~q, ___ _ 
but we have high confidence that the searches and interviews for relevant information we undertook 
would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed 
by Mr. Snowden. They have not. 
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Date: 
Attachments: 

SA-01 USA CIV 

SA-01 USA CIV 

RE: (U}ACTIQN: Q&A: Snowden Concerns 

Wednesday, June 04;2014):34:14 AM 

FINAL Snowden concerns OA Ver3 ~ 

Classification: UNCLASSIFIED//FOR OFFICIAL USE Qt.,jLY 

See attached - I have a few more comments about things that need some 

work/clarification in addition to what you mention below. Regard ing the agency ails, we 

talk about re ortin mechanisms on all messa es that we send out -for exam le: 

they aren't as focused as the two you mention, and we might need to massage the words a 

little . 

Counsel to the Inspector General 

National Securi ty Agency/Central Securi ty Service 

963~0946 {s) 

<< ... >> 

From:i iNSA-D1 USA CIV 
Se1t: T!Jesday l!J~e 03, 2014 3:51 PM 
To:_ _ NSA-D1 USA CIV 
Subject: FW: (U) ACTION: Q&A: Snowden Concerns 

Remaining text is duplicated 
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~SA~fij()g USA ~TR 
From: 
Sent: 
To: 

Green Miller Marci L NSA-DNl USA CIV 
Tuesday, May 27, 2014 8:27 AM 

(b)(3)-P.L. 86-36 

Cc: 
~SA-D USA CIV 

~D-:-L-m-e-:-d.-ia-:-le-:ak-s-_c_o_,re (ALIAS) D; DL PAOMedia (ALIAS) DNl 

Subject: RE: (U) REPLY: (U) FORWARDED FOR FOLLOW-UP: (U) REPLY: SSCI Expectations 
Regarding NBC Snowden Story 

Classification: CONFIDENTIALHNOFORN 

Marci 

(U} MarciL. Green Miller 

NSA Public Affairs Office 
Personal:! ~/96~-7$()35 
PAO Office: I IB/ 969-7499 S 
Media Line: 301-688-6524 

BlackBerry:! 
U nclass em._a:-:-il :r-1 -----'----. 

F;~;J NsP.~o usP. C:iv 
Sent: Tuesday, May 27, 2014 8:25 AM 
To: Green Miller Marci L NSA-DN1 USA CIV 
Cc: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1 
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Subject: (U) REPLY: (U) FORWARDED FOR FOLLOW-UP: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 

Classification: COt~FIDEt~TIALh't~OFOFU~ 

IU//FOUOl Thanks Marci. I assumel 

Thanks, 

I 

National Security Agency/Central Security Service 
OPS 2B 288090 
JWICS I 
UNCL _ 
NSTS ~9:":"169~-5~0-:r:11r------1 
BLACK !.__ ___ __. 

From: Green Miller Marci L NSA:DN1 USA CIV 
Sent: Tuesday. May 27, 2014 8:21 AM 
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Cc: Fleisch Frances J NSA-D USAC:IV; Stone Corin R USA CIV; De Rajesh NSA-D2 USA CIV; I INsA-D2 
USA CIV;I INSA-D28 USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Ensor Leoine! K NSA-Q USA CIV; 
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Subject: RE: (U) FORWARDED FORFOLLQ\Af~UP: (O)REPLY:SSCI Expectations Regarding NBC Snowden Story 
Importance: High ·· .. 

Classification: CO~~FIDENTIALHP~OFORf~ 

Please let me know if you have any questions/concerns. 

Thanks, 

Marci 

(U} MarciL. Green Miller 

NSA Public Affairs Office 

::~0~~:~~ 1 Bub9/6~6~~~!9~ S 

Media Line: 301-688-6524 

BlackBerry: I 
U nclass emL,a i,...l : ..-1 -------"'------, 

F;~;=l NsA.=o usA.C:iv ··· ·· · 
Sent: I uesday, May 27, 1o14 S:O~AM 

;;:ii '?(b)(3)-P.L. 86-36 

::h,·~ 

(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

To: DL PAOMedia (ALIAS) DNl. .· .· · · · · · · 
Cc: Fleisch Frances J NSA-D USACIV; StoneCorin R USA CIV; De Rajesh NSA-D2 USA\CIV; I INsA-D2 

~~....&..li...L----,_...,...-;;....___JNSA-D28 USA CIV· Brooks Elizabeth R NSA~DC USA CIV; Ensor Leoine! K NSA::.Q USA CIV; 
~:-:-::::-:---:=-:~:::-:-=:-:~~~3'-···.:::.US~A~CIV; NSA-D USA CIV; Bauman Ethan \.L NSA-DL USA CIV;!-:J ~-:-:-::::--:--____. 

~;;....;;;._;;.;;;;;....;;...;;.;;.~~=-:--:-:::-:-~NSA- NSA-D USA CIV;J ~SA-D USA 

Classification: COP~FIDENTIALt/~JOFO~~d 

TO: ML PAO 

(E//~~ Barring fu rther direction or insight that would cause us to revisit, please take Admiral Rogers' guidance as the 

official NSA position in you r approach to interagency and Washington Post engagement on this topic going fo rward. 

Thanks, 

2 



DO((ID: 
I 
4249194 

I I 

~-=--:--:=------1 ···:····· 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 2B 2B8090 
JWICS I 
UNCL . 
NSTS ._,.9~69~-51:"1'10~11~------' 

BLACK ~...I ___ ..... 
_,,; ;::'(bj(3)-P.L. 86-36 

~~~~: T~~~~~y,M~:~ei7~ ~g~ ~~t~u;~now1 n USA USN I. .>·>' 
To: Ledqett Richard H Jr NSp....,p USACIV; .. ~?A~D U$.1\CIV 

Cc: I INSA-n~: I!~A nv~~ Elejsch. ·.······F·····r·····ances JNSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Grimes 
Arlene U NSA-DN USA CIV;I __ _, __ tNSA-D USA CIV; De Rajesh NSA-D2 USA CIV; NSA-D2 
USA CIV; Stone Corin R USA V: mes anee M NSA-DNl USA CIV; Ensor Leoine! K NSA-~~A.....:..fi.IV.:...·....__~=-=-=-:-"!"":"=":--...J 
NSA-Q3 USA CIV; I INsA~Q31 USA CIV; Bauman Ethan L NSA-DL USA CIV; SA-DL USA 
CIV 
Subject: RE: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 
Importance: High 

Classification. CO~~FIDDHIALI/~JO~O~~~ 

I like Option 1.1 

ADM Michael S. Rogers, USN 
Commander, U.S. Cyber Command 

Di rector, NSA I Chief, CSS 

FT George G. Meade, M D 

NSA NET:I I 

SIPR: I I 
Comm._l ____ ____, 

(b)(3)-P.L. 86-36 
(b)(5) 

.. :::;::: "Ib)(3)-P.L. 86-36 

From: Ledgett Richard H Jr NSA-D USf\CIV 
Sent: Monday, May 26, 201412:28 PM 

Ei~e u NSA-DN USA~~J%2~~~"av: Flei~~A~f:~£~~~ ~~,~~~:g~~ff~'~~"r'-1-L~~~~Mc~~A~~~es 
USA CIV; Stone Corin R USA CIV; VinesVall~e M NSA-DNl USA CIV; Ensor Leoine! K NSA-~Q~U;;_;S;_A_C;;_IV....:;:a...."""r.::::-:--:::-:-"';"";';::'-::---___. 
NSA-Q3 USA CIV;I NS,I\.,.Q3l USA CIV; Bauman Ethan L NSA-DL USA CIV; 
CIV; Rogers Michael S ADM NSA-I,lnkflown USA USN ~....-___ ____. 
Subject: RE: (U) REPLY: SSCIExpectatio ns Regarding NBC Snowden Story 

Classification: GO~JFIDE~HIALI/~JOFOR~J 

v/r, 

3 

(b)(3)-P.L. 86-36 
(b)(5) 



DOCID: 4249194 
Rick 

Rick Ledgett 
Deputy Director 

From: I fNs~=o ' 'l.lsA civ 

,.{b)(3)-P.L. 86-36 

Sent: Monday, May 26, 2014 S:O~AM 
To: Ledgett Richard H Jr 1\JSA-D USA CIV 
Cc:l INSA-D28 USA CIV; Fleiscp,.Frances J NSA-D USACIV; Brooks Elizabeth R NSA-DC.USA CIV; Grimes 
Arlene U NSA-DN USA CIV;I / INSA-D USA CIV; De Rajesh NSA-D2 USA CIV; I \ \ IM NSA-D2 
USA CIV; Stone Corin R USA CIV; VinesVanee M NSA-DNl USA CIV; Ensor Leoine! K NSA-0 USA dV;I 
NSA-Q3 USA CIV; I IN5A-Q31 USA CIV; BaumanEthan L NSA-DL USA CIV;f"l ....:..;::;;....;....,;::;;;....;..(,L-·I:":lN~SA~-D=-:L~U~S::-:-A-....J 
CIV 
Subject: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 
Importance: High 

Classification: CONFIDENTIALH~~OFOR~J 

+ Arlene Grimes/Vanee Vines~L-___ ___.P' LAO 

Rick, 
(E/IP<IF) There has been extensive dialog on this on the low side. I'll try to capture t he varied positions below, welcome 

corrections from others if they feel I have not accurately captured positions as extracted from the e-mail t rain. Point of 

clarification in the th read below, the outreach by Snowden was to an 

(C/;'PJF) Context: 

NBC did not contact USG about this story until they started promoting it publicly (Friday 23 May) and as of today 

have not shared any specifics beyond the one question for which they are seeking comment (per NBC to DNI 
PAO Turner and NSA PAO Vines 23 May 8:42 AM low side) 

NBC has a working relationship with Glenn Greenwald (per Vines 23 May 6:40 PM lowside) 

Cognizent authorities have undertaken searches and analysis and have uncovered no additional contacts or 
evidence of contacts from Snowden in which he expresses concerns about the lawfu lness or appropriateness of 
NSA activities. 

Option 1 - Engage NBC in dialo before their ro ram airs about our factual understandin 

barely relevant to his claim s), 

4 

le out reach noted 

(b)(3)-P.L. 86-36 
(b)(5) 
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(b)(3)-P.L. 86-36 
(b)(5) 



puCID: 474-g1:9~ 

, ... u .••....• u. 

'-M~Te~ar:-::,a..,.L~ea~k::-s 'T'"!j a~sr:-k ~Fo:":':'rc~e 
National Security Agency/Centra l Security Service 
OPS 2B 2B8090 
JWICS I 
UNCL _ 
NSTS L-::9~69::--5~0~1 1..------.....1 
BLACK ._I ___ ____, 

From: Ledgett Richard H Jr NSA~D:USA CIV 
Sent: Sunday, May 25, 291.4JO:Sl AM 

.. · (b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

To~ PSA-D USA CIV; De Rajesh NSA-D2 USA CIV 
Cc INSA-D28 USA CIV; Fleisch Frances J NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV 
Subject: FW: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 
Importance: High 

Classification: CO~dFIDE~HIALI/~JO~O~~J 

Thoughts on this? 

Rick Ledgett 
Deputy Director 

From: Rogers Michael S ADM NSA-unknown USA USN 
Sent: Saturday, May 24, 2014 5:46 PM 
To: Fleisch Frances J NSA-D USA CIV 
Cc: Ledgett Richard H Jr NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; DL ddir_staff (ALIAS) S 
Subject: RE: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 

Classification: CO~~FIDDHIAL//~~OFOR~~ 

I'd love to share the specifics of the only e-mail we have that which asked a very broad question on the 
hierarchy of law vs the direction in regulation and other publications and which never mentioned privacy concerns once. 
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DOCID: 4249194 

ADM Michael S. Rogers, USN 
Commander, U.S. Cyber Command 
Di rector, NSA I Chief, CSS 
FT George G. Meade, MD 

NSA NET:I I 

SIPR: ~ I 
Comml._ _____ __, 

From: Fleisch Frances J NSA-D USA CIV 
Sent: Friday, May 23, 2014 4:50 PM 

' (b)(3)-P.L. 86-36 

To: Rogers Michael S ADM NSA-unknown USA USN 
Cc: Ledgett Richard H Jr NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; DL ddir_staff (ALIAS) S 
Subject: FW: (U) REPLY: SSCI Expectations Regarding NBC Snowden Story 

Classification. CONFIDEt~TIAL71r~OFORr~ 

(U/fFOUO) Fu rther details on the NBC interview of Snowden due to air next week. 

Fran 

Frances J. Fleisch 
Executive Director 
OPS2B 288036 Suite 6242 
963-65 1 3~ I 
http://urn.www.nsa/dropbox] 

F;~;=l·· · ···· · ·· ·· ············· ··~sA.~o-usA.Civ 
Sent: Fnday, lvlay 231 20~4 4:49 PM 

, ,, •. (b)(3)-P.L. 86-36 

To· Eleisch Era~c;s 1 ~SA·D USA CIV / • 
Cc~: JNSA-D USA CIV;j !NSA-D USA CIV 
Su ]ect: FW:U REPLY: SSCI Expectatto ns Regaramg I BC Snowden Story 

Classification: GO~JFIDE~~TIALHP~OFORt-J 

The Edward Snowden interview by Brian Williams will be on Wednesday, May 28, at 10 PM. Williams went to Russia to .-------. 
conduct t he interview. Laura Poitras, Glenn Greenwald, and David Miranda may also be involved in the broadcasLI 

/// 

P.S. NBC contacted NSAPAO today with a question about the veracity of Snowden's claim to havecontacted NSA OGC or 

some other compliancy body about this concerns. 

7 (b)(3)-P.L. 86-36 
(b)(5) 



DOCID: 4249194 

I 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 2B 2B8090 

Jw1cs l 
UNCL _ 
NSTS L-,g.,6...-9-..,..,50.,...06,.....-------,.-1 
BLAC11._ ____ _, 

F;~;l ~sP.~E usP."C:Iv 
Sent: Friday, May 23,2014 12:38 PM 

?)Y(b)(3)-P.L. 86-36 

To: I lxJSA-DL USA OV 
Cc: Bauman Ethan L NSA-DL USA CIVyDLmedialeaks_c:ore (ALIAS) D; DL PAOMedia\.(ALIAS) DNl;l 
NSA-D USA OV;I lNSA-D liSA CIV; Ledgett Richard H Jr NSA-D USA CIV; Flel...:'is~c-:-h-:F:-ra-n-ce-s~J:-:N~S:::-:A:--0~ 
USA OV; Stone Corin R USA CIV;J INsA-D USA ov;j JNSA-D USA CIV;I I 
NSA-D USA OV; I ~SA-F32 USA ov 
Subject: (U) RtPLY: SSCI Expectations Regarding NBC Snowden Story 

Classification: COP~FIDENTIALH~~OFOR~J 

D 
(e/J'fql") Re~eived your note about SSCI Chair's expectations for a "forceful" NSA response to the NBC broadcast next 

week. Thanks f()rtbe heads up. You can help temper expectations by making clear that we were not aware of this story 
before it was publicly adv~rtised and until yesterday had not been contacted to respond to any issues. We have not 
been and don't expect to begiv~n much if any detail beyond the public "teaser." We can only crystal ball so much, 
especially when the protagonist is not bound by facts or the truth. Our intent will be to be as aggressive and responsive 
as we can be, bearing in mind thatl . ~nayhave their own views about how much we'll be 
allowed to say/do. 

Regards, 

I 
(b)(5) 
(b)(3)-P.L. 86-36 

~--·u······· 

L.....r:-,M~ed:r.-:la:-1[-:::e-::-rak::::-s ""~'t::-:=as~k "!"'Fo=-==rc=-==e~ (b)(3)-P.L. 86-36 

National Security Agency/Central Security Service 
OPS 2B 2B8090 
JWICS I 
UNCL _ 
NSTS L-,9..,..69,...-5,...,.0"'"'11,--------1 

BLACK ... I ___ ___, 

Classification: CONFIDE~~TIALN~JOFOR~J 

8 

Cl~~~ifieel By:J I 
Derived Froffi: ~~SA/CSSM 1-52 

Dated. 20070108 
Declassif)l 81"1. 20390501 

Classified By:\1 
Delived f10111. NSA/CSSM 1 52 

Doted. 20070 ICB 
Declassify 811. 20390501 



DOCID: 4249194 

Classification: CQtqfiDEP<JTIAL/ft<JOFORN 

Classification: CQtqfiDENTIAL/ff~OFOFU~ 

Classification: CO~~FIDENTIAL/ft<JOFORtst 

(b)(J)-P.L. 86-36 

Classification: CONFIDENTIAL/ft~OFORt~ 

Classification : CO~JFIDE~JTIAL//~JO~OR~J 

Classification: CO~dFIDE~dTIAL/l~dOFOR~d 

Classification: CONFIDENTIALHNOFORN 

9 

Classified By_ fjfleis 
Derived fi'OI,i. NSA/CSSM 1-52 

Dated. 20070108 
Declassify 811. 20390501 

elassifieel[3y:l 
Denved FrouL r~SA/CSSM 1-52 

Dated. 20070108 
Declassify 81"1: 20390501 

GlaSS ifieeluuBy:ml 
De lived F1 viii. f\ISA/CSSM 1-52 

Dated. 20070108 
Declassify On: 20390501 

Classified By: mlgroo3 
Derived F10111. r~8A/C88M 1-52 

DBteel: 200701 08 
Declassify On: 20390501 

Classified By:j I 
Derh;ed Froffi: ~dSA/CSSM 1 52 

Dated: 20070108 
DeeiBssifg 811. 20390501 

Classifiod Sy· mlg ree3 
Delived F1u111. r~8A/C88M 1-52 

Doted. 20070 1 08 
Declassify On: 20390501 



DOCID: 4249195 

lNS,A-DJ09 USA CTR 

From: 
Sent: 
To: 

Vines Vanee M NSA-DN1 USA CIV 
Tuesday; May 27, 2014 12:29 PM 

Cc: I ~SA-D USA CIV 
lNSA~Q3JUSA CIV; DL medialeaks_core (ALIAS) D; Grimes Arlene U 

" 1St\ mt USA CIV; DL PAOMedia (ALIAS) DN1; De Rajesh NSA-D2 USA crv·l I NsA~028 usA crvl ··············... INSA-D2 usA crv;l'r ..:.wo..l.~lf.J.L...."""'l-:-Ns"::""':A--__. 

D21 USA CIV 
Subject: RE: (U) REPLY: (U) NBC's note today/leaker 

Classification: UNCLASSIF ED /tFOR OFFICIAL USE ONLY 

No, si r. NBC hasn't said anything else about the claim. 

vanee' 

F;~;=l JNsA.=o·u~P. civ 
Sent: I uesday, May 211 2014 12:J8Pf-1 
To: Vines Yaoee M N~A-[)Nl USA.CIV · 
Cc: I ~SA .. Q31USA CIV; DL medialeaks core (A~IAS)D; Grimes Arlene U NSA-DN USA CIV; DL PAOMedia 
CALlAS) ONl· De Rajesh NSA-D2 USA CIV~ rsA-D28 USA CIV;I rsA-D2 USA CIV; 

I INSA-D21 USA CIV 
Subject: (U) REPLY: (U) NBC's note today/leaker 

Classification: UNCLASSIFIED J./FOR OFFICIAL USE: O~JLY 

Vanee, 
(U//FOU O) I agree with you. l 

I D id wegetnothing further with respect to Snowden's claim of having raised his co~cerll son 
~m~u-r.: 1t~1 pT-.::I te-:o::--:c-::::-.ca::--:s~lo~ns~. ~r--___. 

Regards, 

I I 

r·······.·.··· 
~M~ed':""ia~L-ea-:-ks"""'T~as-:-k"':"F-orc__,e 
National Security Agency/Central Security Servicf; 
OPS2B ~2~B8~0~90~----~ 
JWICS I 
UNCL . 
NSTS 'l'l'g6!l"''9~-5"~'~"o11"'!!'1-------' 

BLACK .... I ______ __, 

From: Vines Vanee M NSA-:DNl USA CIV 

: 'i(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

Se?t: Tuesday May r' 2014 12:08 PM · · · 
ToNSA-[) !JSA OV;I ~~SA-031 USA OV; DL ~edialeaks core <ALIAS~ D; Grimes 
Arlene U NSA-DN USA CIV;DL PAOMedia CALlAS) DNl; De Rajesh NSA-D2 USA CIV;I SA-D28 USA 
CIV~ INSA-D2 USA CIV;I INSA-D21 USA CIV 

1 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



DOCID: 4249195 
Subject: (U) i\iBCs note todayiieaker 
Importance: High 

Remaining tex is duplicated in DOC I D 424917!3 
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DOCID: 4249196 />{b)(3)-P.L. 86-36 

From: 
Sent: 
To: 
Subject: 

Green Miller, . .Marci L 
Wednesday;May 28, 2014 1.:42 PM 
DL PAOMedia 
Fw: NBC!email 

Pretty sure this is yes. May wahl to check with ethan a on high side: 

From: Hayden, Caitlin 
Sent: Wednesday, May·.~ ~,....,..,~~r-:""''"'"'"""""'"rr-......,......_...,... ........ ___,...__....,........ 
To: Vines Vanee M;.oe, Rajesh; 

(b)(3) 
OGA 

ODNI 

NBC is asking whether our search was just of e-mails to OGC or also to the Compliance Office. Can folks confirm? 

Fro~: Vi~~~, v~~e~ Ml 
Sent:Wednesday,May~~2~8-,2~0~1~4;~~l~O~:s;2~A~M~~~~~~ ................................................ _. ................................................ r-................................................................ _, 
To: Hayden, Caitlin· De Ra·esh· 
Evaris, Stuart; Beaghley , Sina; ~ ................................ _"--.............. 
~ ................................ ....~Richards, Rebecca J 
Cc: Grimes, Arlene U; DL PAOMedia; E an, .Brian J.; Heinzelman, Kate; Fonzone 

Ensor, Leoine! K;·....,_-.....,.... ................ - ................ - ................................ _ ........................................ =-"~ ................................ ...,...~ ........................ _... 
Subject: RE: NB emai 

Roger that. Thanks, CH. 

Vanee' Vines 
Public Affairs Specialist 
NSA Public & Media Affaifs 
NEW***********Media line:~ ................ .,....-----1 

lb)(6) . 

~~~~~---.....,.......r 
... ,_,_ ------- ·-··-··------···----:~-- .••• ---~--- .. ____ ,,~~~--------··/ ...... ,.~-----·"···l-·i--···-··" - - --~~--. -~·~~----""'' 

Brian J. · Heinzelman Kate· Fonzo 

1 

>(b)(3) 
OGA 

ODNI 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249196 



Q~~D: 4~4~~&-------------------------------~ 
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DOCID: 4249198 

From: 
Sent: 
To: 

(b}{3) 
OGA 

Cc: ODNI 

(b)(5) 

(b)(3J~u~: 

ifl!?:J(3):P.L. 86-36 

----------------~--;....._;_.;;...... __ """"--'-_ _._.:.;._ ____ _._ ______ ·_,.......... .. > >:.(b)(6) 

Cc: Grimes Arlene U 

Remaining text is duplicated in DOC I D 42491771 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



~o~~Di 4~4~~9,------------------------------~ 



~er&:~~-~r91H-----------------------------~ 





~er&:~~-~r91H-----------------------------~ 



DO~~Di 4~4~~9------------------------------~ 



po~~Di 4~4~~9------------------------------~ 



ID: 474 



LJLID: 4249198 



po~~Di 4~4~~9------------------------------~ 



qeer&:~~-~r91H-----------------------------~ 



DOCID: 4249199 {b)(3)-P.L. 86-36 

From: 
Sent: 
To: 

Cc: 

Subject: Re: NBC/email 

(b)(5) 
(b)(3)-P.L. 86-36 ODNI 

Strobel of Reuters just said he may now report on NBC's claim a 

28, 2014 10:34 PM 

Ensor Leoinel K· 

Subject: Re: NBC/email 
Femaining text is duplicated in DOCID 4249177) 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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poc~D: 4~~~~----------------------------~ 



, Dee-r:B-:-4'"2-4-9r-:t9~Yr-----------------___, 
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DOCID: 4249200 /(b)(3) 

OGA ODNI 

From: 
Sent: 
To: 

!Beagh!iy , Sina; 
L-00,-___ ___..___.. ____ ___,_ Richards, 

Cc: 

Subject: 

Thanks, Caitlin. NSA supports this plan. 

Marci 

From: Hayden, Caitli~.~:::·~·~·-·::-:····::-::-·~·--...,-::-:·-~·---:--···':"":"':'"_· ·_-_-_-_-·_· ____ __.r·----,:·--· -~·-·· .... , ........ . 

Sent: Tuesday, May 27, 2014 7:fl AM 

To: Vines, Vanee M· De Ra·esh·[ I 
Evans Stuart eaghley, Sina~ fDNI-media@dni.gov';l r , e ecca J ...._ _______ ___.. L-------....1 

Cc: Grimes, Arlene u· DL PAOMedia· E an Brian J. · Heinzelman 
Ensor, Leoinel K; 
Su~ect:RE:N~ern~----------------------~==~==~~~~~~~~~~~~ 

Remaining text is duplicated in DOCID 4249177) 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249200 





DOCID: 

I 
From: 
Sent: 
To: 

Cc: 

Subject: 

4 2 4 rj~ttii6-36 (b)(6) 

I 

'(b)(~) 
(}GA 

DONI 

···········-·· - - --- - F· ·;;.;;;····.;;;;.· =====--=···=·····=--;;,;;;·· ==~"-'1·········· · --··--· ·· 

(b)(5) 
OGA 

DONI 

r:.::!!..!!:!!:!l..I.....!.:..!.::~:::L..!;~~..:..::::=.....:.:.:.:..;.UT---------------------==-=tRobert t..itt;l~--r-----,-------=J;;;.;,,;___--, 
,L----------.L..!E;;..lv~a~n..:..S'""S"-l;tol;l:ua~..__ _____ ....J B~aghley ; SII1a),._ __________ _. 

Kate· Fonzone 

(b)(6) 

(b)(3)-P.L. 86-36 

Subject: Re: NBC/email Remaining text is duplicated in ODCID 424g177) 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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DOCID: 4249202 

From: Vines .. Vanee M 
Sent: 
To: 

Friday, May 23, 2014 6:04 PI~---------------------, 
oelong .la/lh f\11; De, Rajesh 

I brimes, f.rlene U; '-= D=:-:L~M:-:-L"'l"T'=""F _-s-:-ta-:ff'l"";""="D~L-:P~A::-:0=:-:M:-:--ed"':"'i-a;-:B~a-u-m-a-n-, '=""E:-:-th_a_n ____ __.. 
Subject: Re: NBC NEWS/EDWARD SNOWDEN INQUIRY 

Update 

~-----------------------~~~ I'm sure this will"evolve" over the weekend. 

Happy Friday, 
vanee' 

tt 

From: Delong, John M 

(b)(5) 
(b)(3)-P.L. 86-36 

The producer has yet to call me again. 

.(b)(3)-P.L. 86-36 

Sent: Friday, May 23, 2014 Ol:S.;.r;6_..P.M-'-------------------------, 
To: De, Rajesh; Vines, Vanee M;l jGrimes, Arlene U; 
DL MLTF _staff; DL PAOMedia; Bauman, Ethan 
Subject: RE: NBC NEWS/ EDWARD SNOWDEN INQUIRY 

Remaining text is duplicated in DOCID 4249178) 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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~ocrn: .~~~

2
G

2 
____________________________ __ 



From: Vines, Vanee M 
Sent: 
To: 

Frida Ma 23 20146:28PM 
Delqn~,Johnfv1;pe, Rajesh;l 

~.n-:~1"1""4-.Grime$,f\rlene U; DLMLTF staff~PL PAbMed1a; Bauman, Ethan 
L Y: NBC NEWSIEDWARDSNOWDENJNQUIRY Subject: 

This just in from C Hayden, NSC: (b)(3)-P.L. 86-36 

Start -

## 
(b)(5) 
(b)(3):P:l. 86-36 

From I J~--,,~---·-----·----··- __.-.7,.'""-------~- ------·--··-·-··- -····-·-------~·· · ----~-~--·-..,.,_ --------··---

Sent: Friday, May 23, 2014 06:12PM 
To: Delong, John M; De, Rajesh; Vines1Vanee M; Grimes, Arlene U; 
DL MLTF _staff; DL PAOMedia; Bauman, Ethan 
Subject: REPLY: NBC NEWS/EDWARD SNOWDEN INQUIRY 

.. · .. · .... ·. 

From: Delong, John M 
Sent: Friday, May 23, 2014 1:56r-:P:....:.M...:...... ____________________ __, 
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From: 
To: DL PAOMedia CALlAS) ON1 ; DL ssct (ALIAS) SO ; OL OGC Medialeaks (ALIAS) 023 ; OLd iq tasker CALlAS) 0 ; 

DL LAO Media Leaks CALlAS) DL; OL medialeaks staff (ALIAS) K1 ; DL ODOC Medialeaks CALlAS) 04 

Subject: (U) Archive Document: Q&A Prep for Snowden"s Claim of Concerns and Notification 

Date: Wednesday, June 11, 2014 6:15:27 PM 

Attachments: FINAL O&A archive doc 20140409.docx 

Classification: CO ~~FIDE ~~TIALff~~OFOR~J 

All, 

(U/ /FOUO) Attached is the final version of the Question and Answer (Q&A) prep that was 

developed to support the release of the single Snowden-OGC email. Most of the material 

contained in this document was passed to public affairs offices and the White House 

Spokesperson for delivery to the press in the immediate hours after the email was released 

by NSA. 

<< >> 

(U/fFOUe) Later, in an effort to archive and retain this information for future use, the Q&A 

was modified to reflect more of the background, facts, and procedures that implement the 

notification process at NSA that an employee is informed of, and expected to apply when 

reporting a potential problem or violation. 

(U) This is a living document that can and should be modified as similar events warrant. 

For this initial document, the date/time stamp is 9 JUN 2014. 

(U//"FOUO}- This document will be filed on the MLTF Sharepoint website under MLTF 1602. 

It will also be added to the "classified talking points" tab on the left side of the screen. 

While the majority of the material is written to an UNCLASS or U/ /FOUO level, there are 

selected items that push the document to CONFIDENTIAL/NOFORN. 

(U) Attached is a copy for your records. 

Rgds, 

Media Leaks Task Force 
(b)(3)-P.L. 86-36 

OPS 28, 288090 

969-5009 (s) 

.....__ __ __.l{u) 
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Date: 09 June, 2014 

CO~WfDHi'fiALHHOFORTi 

National Security Agency 
Media Leaks Task Force 

Re: (U//FOUO} Reference Document: Q&A Prep for Snowden's Claim of Concerns and 
Notification 

(U) Executive Summary 

(U//FOUO) Following the NBC interview with Edward Snowden broadcast on 28 MAY 14, the 
Intelligence Community decided to release the only email exchange known to exist at the time 
between Edward Snowden and the NSA Office of the General Counsel in which a basic question 
oflegal precedence was asked and answered by an OGC lawyer. A Question & Answer paper 
was developed for US Government officials to provide background and unclassified talking 
points to support the release at news conferences and any potential follow-up questions. 
Selected portions of that paper were actually used by the public affairs offices at the White 
House and ODNI level. 

(U//FOUO} As the event progressed the Q&A package was modified to become the paper that 
follows below. This new paper is intended to be a reference source for the event, or as a starting 
point should any further evidence come to light in the continuing investigation . 

(U) Bolding and emphasis in this paper is primarily for the benefit of the reader, and is not 
required to be included in any formal responses to queries on these topics. 

(U) The Trigger Event 

(U) Edward Snowden has repeatedly claimed to have made attempts to express his concerns 
about the lawfulness of certain NSA activities to NSA colleagues, leadership, and through 
official channels. The following serves as an authoritative accounting of facts as relates to this 
claim and should be used as the basis for considering any responses related to these issues. 

(b)(3)-P.L. 86-36 
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(U) Framing Questions 

····························· ... 

A. Did Snowden raise concerns with NSA as he said he did? 

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of 
General Counsel asking for an explanation of some material that was in a training course he had 
just completed. The question was received and an answer was provided to Mr. Snowden. There 
was not additional follow-up noted. There are numerous avenues that Mr. Snowden could have 
used to raise other concerns or whistleblower allegations. We have searched for evidence of 
outreach from him in those areas and have not discovered any engagements related to his 
claims. ((Note: This paragraph was publicly released via the White House Press office on 29 
MAY 14)) 

B. How did NSA respond to the NBC FOIA request? 

(U) NBC issued a FOIA request for any and all evidence that Edward Snowden had formally 
filed his concerns with Agency authorities. The FOIA request was being handled according to 
the normal process when it was overtaken by a decision on the part of the NSA Director to 
release the text ofthe one e-mail referenced above. 

(UHFOUO) Shortly after noon on 28 May 2014, NSA provided the response to Question A. 
above, along with a redacted version of the one email inquiry. A copy of that redacted version is 
stored in MLTF Action folder 1602. 

(U//FOU01 NSA contacted NBC the following week to close out the request and informed them 
that the one email that responded to their inquiry was now public record for all. 
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NSA Background to Potential Q&A Responses : 

1. What is the training and awareness provided to government and contractor 
employees about reporting activities they perceive to be inconsistent with law and 
policies? 

Training 

(U) NSA/CSS provides training to all employees in order to maintain a high degree of 
sensitivity to, and understanding of the intelligence-related laws, regulations and policies 
associated with the protection of privacy rights during mission operations. Throughout the 
curriculum, the instruction repeatedly emphasizes the employee's responsibility to report 
questionable activity and the mechanisms to do so. 

(U//FOU07 Selected courses are mandatory before an employee (civilian, military or contractor) 
can gain access to certain SIGINT operational systems. These specific training courses discuss 
the limitations ofSIGINT authorities and mission operations to include reminders and guidance 
about who to contact with questions about scope of authorities, and who to contact if there are 
known or even potential compliance concerns. 

The Basics -- OVSClOOO 

(U) Below are examples from NSA's core Intelligence Oversight (IO) course "NSA/CSS 
Intelligence Oversight Training" (OVSClOOO). This course provides training to all employees 
in order to maintain a high degree of sensitivity to, and understanding of the intelligence -related 
laws, regulations, and policies associated with the protection ofU.S. person privacy rights during 
mission operations. 

(U) Most contractors are required to take this course. However, it is not mandatory 
for all contractors and will depend on their assignment, duties, and the stipulations of 
their controlling contract. Snowden's role as a systems administrator supporting SIGINT 
operations, and later as an analyst-in-training in APR -MAY 2013 would clearly place 
him in the category ofthose required to complete OVSCIOOO. 

(C,~~W) N.B. Snowden's training record is considered Personally Identifiable 
Information, and the protection or dissemination of that information is governed by U.S. 
law and Agency policy, and is not part of this Q&A paper. For more information about 
Snowden's database accesses, skill set, and training record, see acti9nl I 

~....-____ ....... ror more information . 

(U) In OVSCI 00, students are familiarized with the majortenets of core IO documents, 
including Directive Type Memorandum (DTM)08~052: "DoD Guidance for Reporting 
Questionable Intelligence Activities aU(tSignificant or Highly Sensitive Matters." The 
following are examples of guidance provided within the course: 
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(U) If you become aware of a violation of the authorities, you should report it 
immediately. If you are unsure if a violation has been committed, consult with your 
manager, your organization's IO representative, or Compliance organization. You may 
also contact the NSA OGC or the NSAICSS Office of the Inspector General for 
assistance. 

(U) It is important for personnel to understand that for purposes of intelligence activities 
governed by E.G. 12333, DoD Regulation 5240.1-R contains the approved procedures 
for use within DoD. These procedures also reflect DoD policies for employee conduct 
that require you to be familiar with restrictions on the collection, retention and 
dissemination of U.S. person information and the responsibility to report questionable 
intelligence activities to the NSA OGC or NSAICSS IG. 

(U) Employees shall report any questionable activity to the NSA OGC or NSAICSS 
OIG. A questionable activity is defined as any conduct that constitutes, or is related to, 
an intelligence activity that maybe unlawful or contrary to executive order, presidential 
directive, or applicable DoD policy. Employees may also report questionable activities 
directly to the DoD General Counsel or Assistant to the Secretary of Defense for 
Intelligence Oversight, ATSD(IO). 

(U) DIRNSA is also responsible for ensuring that no adverse action is taken against an 
employee because the employee reports a questionable intelligence activity pursuant to 
the established procedures. In addition, DTM 08-052 contains specific requirements for 
reporting to the President's Intelligence Advisory Board questionable intelligence 
activities and significant or highly sensitive matters that could potentially impugn the 
reputation or integrity of the DoD Intelligence Community or otherwise call into question 
the propriety of an intelligence activity. Should you need clarification or have questions 
about the reporting requirements for possible significant or highly sensitive matters, you 
should consult with your manager, your compliance organization, the NSA OGC or the 
NSAICSS OIG. 

(U) Report questionable or significant and highly sensitive intelligence activities to the 
NSA OGC or NSAICSS OIG. You can find contact information can be found in the 
Resources section. 

Awareness 

(U//FOU07 NSA employees are provided information on how to report concerns regarding their 
work, or their work environment in a number of different venues to include formal training, 
briefings to large and small audiences, Agency static and electronic billboards and wall displays, 
and Agency-wide emails and announcements. All employees are made aware ofhow they may 
report concerns, even anonymously, within or outside their supervisory management chain. The 
relevant processes are reinforced in recurrent, mandatory training. Depending on the particular 
issue and individual circumstances, NSA employees may report concerns through many different 
avenues inside NSA, across the Executive Branch, and to Congress. The NSA OIG website 
provides information about submitting hotline complaints and addresses anonymity and (b)(3)-P.L. 86-36 

confidentiality concerns. 
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(U) Prior to the Snowden incident (pre-MAY 2013), the NSA OIG issued a number of 
agency -all messages summarizing investigation results of illegal activity and messages covering 
policies and avenues for reporting suspected mismanagement and violations oflaw, policy, and 
regulations. While not every IG report during this time frame dealt with intelligence matters, 
they all contained the following statement about the mission of the NSA OIG and how concerns 
can be reported: 

The NSA Office ofthe Inspector General actively investigates allegations offraud against 
the Agency. The OIG is committed to eliminating fraud, waste, mismanagement of 
Agency resources, and abuse of authority. If you are aware of potential fraud, waste, or 
abuse, please report your concern to the OIG by visiting the Hotline office in 2B7088, 
calling 963-5023, or visiting the OIG Hotline website. You may remain anonymous when 
submitting concerns to the OIG Hotline. Ifyou choose not to remain anonymous, your 
identity will be protected. 

(U) After MAY 2013 and the issuance ofNSA/CSS Policy 1-60, the IG issued a specific 
message addressing reporting policies and how to submit concerns inJUN 2013 and repeated 
this message in 2014. 

(U) Within the Agency and the Federal Government, there are several avenues for 
reporting suspected mismanagement and violations of law, policy, and regulations. We 
recommend that you first try to resolve problems by bringing them to the attention of your 
leadership; managers are often in the best position to assess concerns, recognize process 
shortfalls, and take corrective action. 

(UkFQ[J-0) Ifyou believe that management has not been able to resolve your concerns, 
the Office of the Inspector General (OIG) can assist. NSAICSS Policy 1-60 requires that 
NSAICSS personnel report to the OIG possible violations of law, rules, or regulations; 
mismanagement; gross waste of funds; misconduct by senior officials; or abuse of 
authority. A complainant's identity is protected by law, and NSAICSS Policy I -62 protects 
employees from reprisal for communications with the OIG. You can contact the OIG by 
telephone (963-5023), in person (OPS 2B7088), or anonymously through our Web site 
("go IG''). 

(U) The Intelligence Community Whistleblower Protection Act (ICWP A) allows employees 
to report "urgent concerns" to the intelligence committees of Congress. A complaint made 
in accordance with the ICWP A ensures that your concerns are addressed and that 
classified information is protected. ICWP A complaints are made through the NSAICSS 
OIG or the Department of Defense !G. 

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG'') 
or contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber 
Command I~ !about problems involving that organization. 

(b)(3)-P.L. 86-36 
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2. What are the mechanisms by which that reporting can occur? 

(U//FOUO' There are various mechanisms by which reporting can occur. Employees and 
contractors may provide information to the DoD OIG, IC OIG, NSA OIG anonymously, the OIG 
website via phone, in writing or to various offices within NSA such as: 

the Office ofEqual Employment Opportunity & Diversity, 
the Office ofthe Director ofCompliance, 
the Office ofthe General Counsel, and 
the Privacy and Civil Liberties Office. 
the Associate Directorate for Security & Counterintelligence 

(U) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (ICWP A), also provides contractors and employees of intelligence agencies a mechanism for 
reporting to Congress classified information alleging wrongdoing . Employees may contact the 
intelligence committees directly only if the employee -

a) before making such a contact, furnishes to the head of the establishment, through the 
Inspector General, a statement of the employee's complaint or information and 
notice ofthe employee's intent to contact the intelligence committees directly; and 

b) obtains and follows from the head of the establishment, through the Inspector 
General, direction on how to contact the intelligence committees in accordance with 
appropriate security practices. 

3. What is the process, accountability for addressing such reports? 

(UffFOUQt When an allegation is presented to the NSA OIG or referred to them by an internal 
agency element, the OIG Investigations Division reviews it to determine the appropriate action. 
The NSA OIG also responds to referrals from external agencies when appropriate. Complaints 
regarding systemic process problems may be referred to the OIG Audit or Intelligence Oversight 
Divisions. Concerns involving violations oflaw or policy are pursued via a preliminary inquiry, 
and if warranted, via an investigation, by the Investigations Division. All complaints and their 
outcomes are tracked through the Inspector General case management system. 

(U) If an inquiry is reported directly to Congress and a copy is not provided to Agency 
authorities (see Question 2 above), then the NSA OIG may not have knowledge of such a 
request. 
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4. Is there a record of these kinds of inquiries and responses? 

(U//FOU01 The NSA OIG keeps a record of all inquiries and actions taken. 

5. Do we [NSA] have any examples of reported activity which resulted in corrective 
measures? 

(U//FOUO~ Activity that is found to be a violation oflaw, directive, or policy is thoroughly 
reviewed to determine corrective action. NSA's incidents are most often tied to human error or 
technical malfunction that is corrected by local management within the capabilities of the 
existing systems in consultation with the NSA OIG and senior leadership. As of JUN 2014 and 
as previously reported to the intelligence committees, the OIG is aware of thirteen instances of 
intentional misuse of the SIGINT system by individuals over the last 10 years. Most were 
referred to the Department ofJustice, and eventually ended with the departure ofthe employee 
involved. Auditing and monitoring processes in the operational areas where many of these 
violations took place were significantly modified or improved. 

(U//fOU01 Other than violations reported by NSA OGC to the Department of Justice, we are 
not aware of any SIGINT programs or activities that are inconsistent with the law. Each quarter, 
the NSA OIG and OGC review reported instances ofnon-compliance with SIGINT and 
Information Assurance authorities that are typically the result ofhuman error or technical 
malfunction. These matters are addressed by local management or through other corrective 
actions both directed by, and in concert with NSA's compliance organizations. 

6. Did we receive correspondence from Edward Snowden about his concerns? 
7. If so, in what form, on what dates and with what specificity as to content? 
8. Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the NSA Inspector 
General, the Office of General Counsel, or his supervisors wherein he expressed constitutional 
concerns about NSA's intelligence operations or authorities. We have found one instance of an 
e-mail inquiry to the office ofGeneral Counsel asking for an explanation ofthe content of some 
training material. 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of 
General Counsel questioning the hierarchy of several NSA authorities identified in a training 
course. 
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(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive 
Order, policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry 
question whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to 
his question and the attorney offered to discuss the issue further ifhe desired to do so There is no 
evidence that any additional correspondence or contact occurred on this matter. 

9. How was our search for any correspondence from him conducted? 

(U//POUO) As ofJUN 2014, the investigation was still ongoing. We have reviewed all ofthe 
email and NSANet social media posts authored by Edward Snowden which we have been able to 
obtain. This review has included manual reviews ofhis email and posts, as well as searches of 
that email tailored to identify any responsive correspondence. 

(U//FOUO) We have located additional email between Snowden and members ofOffice of 
General Counsel and Oversight and Compliance relating to his job duties and work on 
troubleshooting IT issues, but these emails do not contain any questions or concerns about the 
legal authorities under which NSA operates. 

10. Was it exhaustive and authoritative? 

(Ui'tfOU~ Given the importance of this issue and the repeated claims by Mr. Snowden, the 
effort to uncover any written or recollected evidence of these engagements has been thorough 
and involved cognizant authorities in each area of review. 

11. Is it possible there is correspondence we overlooked, didn't record? 

(U//FOU07 We cannot completely rule out the possibility that something may have been 
overlooked, but we have high confidence that the searches and interviews for relevant 
information we undertook would have uncovered evidence of assertions that rise to the level of 
outreach and protestation claimed by Mr. Snowden. They have not. 
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From: 
To: 

Cc: lNSA-Q31 USA CIV; 
psA-o usA crv; 

Subject: 

Date: 
Attachments: 

(U) Draft Q&A to support Snowden"s.Ciaims of Voicing Concerns 

Thursday, May 29, 2014 5:34:42 PM 
FINAL Snowden concerns Q&A,docx 

Classification: UNCLASSIFIED//FOR OFFICIAL ugE: Or\JLY 

L...--------..... let al. 

Thank you for your input. Great stuff! 

I have attempted to place it all under the right questions/themes, and will admit that it's a 

lot of material and there may be some redundancies. To some extent, this may be OK in 

the sense that more than one particular question may invoke a portion of more than one 

response. As a reference guide to the reader or the speaker .... a little repetition may be 

helpful. 

I have added a few of my own sentences based on some pointers from some of you, as well 

as my own experiences. (In yellow hilite.) I'm not wedded to these items, and consider 

everything in this draft open to comment and correction! 

Please take a look tonight if possible so that we can support any last minute calls for 

background from downtown (always a possibility!). If not .. .first thing in the morning please, 

asOhas an 0900 THUR with ADM Rogers on this NBC interview ... and this information 

will be germane . 

Rgds, 

(b)(3)-P.L. 86-36 

Media Leaks Task Force 

OPS 28, 288090 

969-5009 (s) 

..__ ___ ..... leu) 
Classification: UNCLASSIFIED//FOR OFFICIAL USE O~dLY 
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Framing questions: Responses provided to the White House 
PAO the morning of 28 MAY 14 

A. Did Snowden raise concerns with NSA as he said he did? 

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. 
The question was received and an answer was provided to Mr. Snowden. There was not additional 
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those 
areas and have not discovered any engagements related to his claims. 

B. How do you plan to respond to the FOIA request? 

(U) We received the request from NBC this week and are following normal procedures for processing 
the request. 

Potential Q&A Responses: 

1. What is the training and awareness provided to gov't and contractor employees about 
reporting activities they perceive to be inconsistent with law or ethics? 

employees are made aware of how they may report concerns, even anonymously, within or outside 
their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory 
training. Depending on the particular issue and individual circumstances, NSA employees may report 
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The 
NSA OIG website provides information about submitting hotline complaints and addresses anonymity 
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and confidentiality concerns. 

(U//FOUO) The NSA OIG also provides briefings to various NSA training classes, including the new hire 
orientation class, mid-level leadership classes, and other classes specific to skill communities, such as 

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in 
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws, 
regulations and policies associated with the protection of privacy rights during mission operations. 
Throughout the curriculum, the instruction repeatedly emphasizes the employee's responsibility to 
report questionable activity and the mechanisms to do so. 

(U) Below are examples from NSA's core Intelligence Oversight (10) course "NSA/CSS Intelligence 
Oversight Training" (OVSClOOO). This course provides training to all employees in order to maintain a 
high degree of sensitivity to, and understanding of the intelligence -related laws, regulations, and 
policies associated with the protection of U.S. person privacy rights during mission operations. 

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors 
and will depend on their assignment, duties, and stipulations in their contract. 

(U) Students are familiarized with the major tenets of 10 documents, including DTM 08-052: "DoD 
Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive 
Matters." The following are examples of guidance provided within OVSClOOO course: 

{U) If you become aware of a violation of the authorities, you should report it immediately . If 
you are unsure if a violation has been committed, consult with your manager, your 
organization's 10 representative, or Compliance organization. You may also contact the NSA 
OGC or the NSA/CSS Office of the Inspector General or 0/G for assistance. 

{U) It is important for personnel to understand that for purposes of intelligence activities 
governed by E.G. 12333, DoD Regulation 5240.1-R contains the approved procedures for use 
within DoD. These procedures also reflect DoD policies for employee conduct that require you to 
be familiar with restrictions on the collection, retention and dissemination of U.S. person 
information and the responsibility to report questionable intelligence activities to the NSA OGC 
or NSA/CSS /G. 

{U) Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0/G. A 
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence 
activity that maybe unlawful or contrary to executive order, presidential directive, or applicable 
DoD policy. Employees may also report questionable activities directly to the DoD General 
Counsel or Assistant to the Secretary of Defense for Intelligence Oversight, ATSD(J 0}. 

{U) DIRNSA is also responsible for ensuring that no adverse action is taken against an employee 
because the employee reports a questionable intelligence activity pursuant to the established 

UNCLASSI FIED//FOR OFFICIAL USE OmY 



DOCID: 4249205 
UNCLASSIFIE D//FOR: OFFICIAL USE Of~LY 

procedures. In addition, DTM 08-052 contains specific requirements for reporting to the 
President's Intelligence Advisory Board questionable intelligence activities and significant or 
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD 
Intelligence Community or otherwise call into question the propriety of an intelligence activity. 
Should you need clarification or have questions about the reporting requirements for possible 
significant or highly sensitive matters, you should consult with your manager, your compliance 
organization, the NSA OGC or the NSA/CSS OIG. 

{U) Report questionable or significant and highly sensitive intelligence activities to the NSA 
OGC or NSA/CSS OIG. You can find contact information can be found in the Resources section. 

(U) The OIG also issues agency-all messages covering policies and avenues for reporting suspected 
mismanagement and violations of law, policy, and regulations. The following is a recent example of a 
Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector General: 

{U) Within the Agency and the Federal Government, there are several avenues for reporting 
suspected mismanagement and violations of law, policy, and regulations. We recommend that 
you first try to resolve problems by bringing them to the attention of your leadership; managers 
are often in the best position to assess concerns, recognize process shortfalls, and take corrective 
action. 

{U//FOtJB} tf you believe that management has not been able to resolve your concerns, the Office 
of the Inspector General {DIG} can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel 
report to the 0/G possible violations of law, rules, or regulations; mismanagement; gross waste 
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is 
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications 
with the 0/G. You can contact the 0/G by telephone {963-5023}, in person {OPS 287088}, or 
anonymously through our Web site ("go IG"}. 

{U) The Intelligence Community Whistleblower Protection Act {ICWPA) allows employees to 
report "urgent concerns" to the intelligence committees of Congress. A complaint made in 
accordance with the /CWPA ensures that your concerns are addressed and that classified 
information is protected. /CWPA complaints are made through the NSA/CSS 0/G or the 
Department of Defense /G. 

{U) If you have questions about how to report a concern, go to the /G Web site ("go IG"} or 
contact the /G Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command /G I loboutproblefT)sjnvolving that organization. 

(b)(3)-P.L. 86-36 

2. What are the mechanisms by which that reporting can occur? 

(UI/FOUO) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for 
reporting to Congress classified information alleging wrongdoing. An employee or contractor 

information to the OIG Rrfl~~~ 
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3. What is the process, accountability for addressing such reports? 

(U/ii"OUO) When an allegation is received by the OIG, the OIG Investigations Division reviews it to 
determine the appropriate action. Complaints regarding systemic process problems may be referred to 
the OIG Audit or Intelligence Oversight Divisions. Concerns involving violations of law or policy are 
pursued via a preliminary inquiry, and if warranted, via an investigation, by the Investigations Division. 
All complaints and their outcomes are tracked through the Inspector General case management system. 
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request. 

4. Is there a record of these kinds of inquiries and responses? 

(U/IFOUO) The OIG keeps a record of all inquiries and actions taken. 

5. Do we have any examples of reported activity which resulted in corrective measures? 

intelligence committees, the OIG is aware of thirteen instances of intentional misuse of the SIGINT 
system by individuals over the last 10 years. Most were referred to the Department of Justice, and 
eventually ended with the departure ofthe employee involved. Auditing and monitoring processes in 
the operational areas where many of these violations took place were significantly modified or 
improved. 

(U//FOUO) Other than violations reported by OGC to the Department of Justice, we are not aware of 
any SIGINT programs or activities that are inconsistent with the law. Additionally, each quarter, the OIG 
and OGC review reported instances of non-compliance with SIGINT and Information Assurance 
authorities that are typically the result of human error or technical malfunction. These matters are 
addressed by local management or through other corrective actions taken by NSA's compliance 
organizations. 

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns? 
7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

UNCLASSI FIED//I"CFt Cl"l"lt::IAL U!iE Cf\ltt 
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8. (OGC) Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office 
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's 
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of 
General Counsel asking for an explanation of some material that was in a training course he had just 
completed. 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General 
Counsel questioning the hierarchy of several NSA authorities identified in a training course. 

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order, 
policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question 
whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his 
question and the attorney offered to discuss the issue further if he desired to do so There is no evidence 
that any additional correspondence or contact occurred. 

9. (Q/TD) How was our search for any correspondence from him conducted? 

(b)(3)-P.L. 86-36 
(bj(5) 

(U//FOUO) We have located additional email between Snowden and members of OGC and Oversight 
and Compliance relating to work on troubleshooting IT issues, but these emails do not contain any 
questions or concerns about the legal authorities under which NSA operates. 

10. (Q/TD) Was it exhaustive and authoritative? 

(U/#OUot It has been as exhaustive and authoritative as possible given the evidence we have been 
able to discover after a comprehensive investigation into Snowden's activities at NSA. Due to the 
ongoing criminal investigation, we are unable to provide details. 
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11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 

(b)(3)-P.L. 86-36 
(b)(5) 
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(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the 
lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The 
following serves as an authoritative accounting offacts as relates to this claim and should be used.as 
the basis for considering any responses related to these issues. 

Framing questions 

· (b)(3)-P.L. 86-36 
(b}(5) 

L-F-ra-m-in_g_q_u_e_s-ti_o_n_s ____________________ __.~----------------------------~~ .... l......,......,......,......,......,......,......,......,......,......,......,......,......,......,......,.,.t~ 
A. Did Snowden raise concerns with NSA as he said he did? 

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. 
The question was received and an answer was provided to Mr. Snowden. There was not additional 
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those 
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was 
publicly released via the White House Press office on 29 MAY 14)) 

B. How did NSA respond to the NBC FOIA request? 

(U) The FOIA request was being handled according to the normal process when it was overtaken by a 
decision on the part ofthe NSA Director to release the text of the one e-mail referenced above. 

(U~ Shortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along 
with a redacted version ofthe one email inquiry. The copy ofthat redacted version is stored in MLTF 
Action folder 1602. 

(U/7'F8t::JEJ) NSA contacted the FOIA originator NBC to close out the request. 

NSA Background to Potential Q&A Responses: 

1. What is the training and awareness provided to government and contractor employees 
about reporting activities they perceive to be inconsistent with law and policies? 

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in 
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws, 
regulations and policies associated with the protection of privacy rights during mission operations. 
Throughout the curriculum, the instruction repeatedly emphasizes the employee's responsibility to 
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report questionable activity and the mechanisms to do so. 

(U/~ ~s~~r:!~<2~~~~~~-~r.!l.PJ9.Y~~~-!<?.S~PP!! _<:.<?.r:!~~~r:!~.!"~~~!~~'!.~~~~l':.':!:<2~~.9L'!:'.9!~-~r:!~~2-n_f_!l~!l~- ~'!. -~~~~ 
a number of different venues to include formal training, briefings to large and small audiences, Agency 
static and electronic billboards and wall displays, and Agency-wide emails and announcements. All 
employees are made aware of how they may report concerns, even anonymously, within or outside 

their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory 
training. Depending on the particular issue and individual circumstances, NSA employees may report 
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The 

NSA OIG website provides information about submitting hotline complaints and addresses anonymity 
and confidentiality concerns. 

(U/fFet;et The NSA OIG also provides briefings to various NSA training classes, including the new hire 

orientation class, mid-level leadership classes, and other classes specific to skill communities, such as 
contracting. 

(UHF91d0) Selected courses are mandatory before an employee (civilian, military or contractor) can 

gain access to certain SIGINT operational systems. These specific training courses discuss the limitations 
of SIGINT authorities and mission operations to include reminders and guidance about who to contact 
with questions about scope of authorities and who to contact if there are known or even potential 
compliance concerns. 

(U) Below are examples from NSA's core Intelligence Oversight (10) course "NSA/CSS Intelligence 
Oversight Training" (OVSClOOO). This course provides training to all employees in order to maintain a 
high degree of sensitivity to, and understanding ofthe intelligence-related laws, regulations, and 
policies associated with the protection of U.S. person privacy rights during mission operations. 

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors 
and will depend on their assignment, duties, and the requirements ofthe stipulations of their 

controlling contract. 

(U) Students are familiarized with the major tenets of 10 documents, including D1M 08-052: "DoD 

Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive 

Matters." The following are examples of guidance provided within OVSClOOO course: 

{U) If you become aware of o violation of the authorities, you should report it immediately . If 
you are unsure if a violation has been committed, consult with your manager, your 

organization's 10 representative, or Compliance organization. You may also contact the NSA 
OGC or the NSA/CSS Office of the Inspector General or 0/G for assistance. 

{U} It is important for personnel to understand that for purposes of intelligence activities 
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use 
within DoD. These procedures also reflect DoD policies for employee conduct that require you to 
be familiar with restrictions on the collection, retention and dissemination of U.S. person 
information and the responsibility to report questionable intelligence activities to the NSA OGC 
or NSA/CSS /G. 

{U} Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0/G. A 
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence 
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activity that maybe unlawful or contrary to executive order, presidential directive, or applicable 
DoD policy. Employees may also report questionable activities directly to the DoD General 
Counsel or Assistant to the Secretory of Defense for Intelligence Oversight, ATSD(I 0}. 

{U} DIRNSA is also responsible for ensuring that no adverse action is taken against an employee 
because the employee reports a questionable intelligence activity pursuant to the established 
procedures. In addition, DTM 08-052 contains specific requirements for reporting to the 
President's Intelligence Advisory Board questionable intelligence activities and significant or 
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD 
Intelligence Community or otherwise call into question the propriety of an intelligence activity. 
Should you need clarification or have questions about the reporting requirements for possible 
significant or highly sensitive matters, you should consult with your manager, your compliance 

organization, the NSA OGC or the NSA/CSS DIG. 

{U) Report questionable or significant and highly sensitive intelligence activities to the NSA 
OGC orNSA/CSS DIG. You can find contact information can be found in the Resources section. 

(U) The OIG also issues agency-all messages covering policies and avenues for reporting suspected 
mismanagement and violations of law, policy, and regulations. The followi is a recent example of a 

Senior Executive Message from Dr. George Ellard, NSA/CSS Inspector -------------------------~-~ 

{U} Within the Agency and the Federal Government, there are several avenues for reporting 
suspected mismanagement and violations of law, policy, and regulations. We recommend that 
you first try to resolve problems by bringing them to the attention of your leadership; managers 
are often in the best position to assess concerns, recognize process shortfalls, and take corrective 
action. 

{U;S'ree;e; If you believe that management has not been able to resolve your concerns, the Office 
of the Inspector General (DIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel 
report to the 0/G possible violations of law, rules, or regulations; mismanagement; gross waste 
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is 
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications 
with the 0/G. You can contact the 0/G by telephone {963-5023}, in person {OPS 287088}, or 
anonymously through our Web site ("go IG"). 

{U} The Intelligence Community Whistleblower Protection Act {ICWPA) allows employees to 
report "urgent concerns" to the intelligence committees of Congress. A complaint made in 
accordance with the /CWPA ensures that your concerns are addressed and that classified 
information is protected. /CWPA complaints are made through the NSA/CSS 0/G or the 
Department of Defense /G. 

{U} If you have questions about how to report a concern, go to the IG Web site ("go IG") or 
contact the IG Hotline {ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG 

.._ _____ _,I about problems involving that organization. 

(b)(3)-P.L. 86-36 
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2. What are the mechanisms by which that reporting can occur? 

(U~ The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for 
reporting to Congress classified information alleging wrongdoing. An employee or contractor may 

provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA, 
employees and contractors may also raise concerns with offices as diverse as: 

the Associate Directorate for Security & Counterintelligence, 
the Office of Equal Employment Opportunity & Diversity, 
the Office ofthe Director of Compliance, 

the Office ofthe General Counsel, and 
the Privacy and Civil Liberties Office. 

(U~ When an allegation is presented to the OIG or referred to them by another agency element, 
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding 
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions. 
Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via 
an investigation, by the Investigations Division. All complaints and their outcomes are tracked through 

the Inspector General case management system. 
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request. 

4. Is there a record of these kinds of inquiries and responses? 

(UHF9t,J9) ;rhe OIG keeps a record of all inquiries and actions taken. 

5. Do we have any examples of reported activity which resulted in corrective measures? 

(U//F9t,J9) Activity that is found to be a violation of law, directive, or policy requires some corrective 
action. NSA's incidents are most often tied to human error or technical malfunction that is corrected by 
local management within the capabilities ofthe existing systems in consultation with the OIG and senior 

leadership. As previously reported to the intelligence committees, the OIG is aware ofthirteen 
instances of intentional misuse ofthe SIGINT system by individuals over the last 10 years. Most were 
referred to the Department of Justice, and eventually ended with the departure ofthe employee 
involved. Auditing and monitoring processes in the operational areas where many ofthese violations 

took place were significantly modified or improved. 

(U/t~e9U9)- Other than violations reported by OGC to the Department of Justice, we are not aware of 
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any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC 
review reported instances of non-compliance with SIGINT and Information Assurance authorities that 
are typically the result of human error or technical malfunction. These matters are addressed by local 
management or through other corrective actions taken by NSA's compliance organizations. 

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns? 
7. (OGC) If so, in what form, on what dates and with what specificity as to content? 
8. (OGC) Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office 
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's 
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of 
General Counsel asking for an explanation of the content of some training material. 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General 
Counsel questioning the hierarchy of several NSA authorities identified in a training course. 

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order, 
policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question 
whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his 
question and the attorney offered to discuss the issue further if he desired to do so There is no evidence 
that any additional correspondence or contact occurred on this matter. 

9. (Q/TD) How was our search for any correspondence from him conducted? 

(UNF91,19) We have located additional email between Snowden and members of Office of General 
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails 
do not contain any questions or concerns about the legal authorities under which NSA operates. 
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10. (Q/TD) Was it exhaustive and authoritative? 

(U 1~1 F01,10) .Given the importance ofthis issue and the repeated claims by Mr. Snowden, the effort to 
uncover any written or recollected evidence ofthese engagements has been thorough and involved 
cognizant authorities in each area of review. 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 

~J2!.Q.~!'_L~~-c_a_r:_~~!~.?-~P!~!.~L~l!_l~-~~!_t!J~_ P.?::~~i~!Lt.!J_a!_~~~-~0~~g-~_a_y_!J~~~- ~~~.!1- .?~~~~o-~~~q, ___ _ 
but we have high confidence that the searches and interviews for relevant information we undertook 
would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed 
by Mr. Snowden. They have not. 
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Joe, attached is the OIG response approved by Dr. Ellard. Tha nk you 

<< ... >> 

{U//FOUO) ~...I ___ ___. 

Executive Officer 

Off ice ofthe Inspector General, Dl 

OPS288076, suite 6247 

963-2978 {S) 

I NSA-S3M2 USA CIV 
"='r--~.;o,.,.....-::-:---=29~ 2014 11:25 AM 

~"""-------.::-:-:::-:~1'-JSA~Q USA CIV; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4; 
NSA-T USACIV 

.......,.c""":...,..,.....,...,...,..._.......,.e~la·Leaks (ALIAS)D23;I INSA-D23 USA CIV; DL ssct (ALIAS) Sl; DL 
PAOMedia (ALIAS) DNl; DL Q_REGISTRY;t I NSA-Q31 USA CIV 
Subject: (U) ACTION: Snowden's Claims of Voicing Concerns 
Importance: High 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O P~LY 

Good morning, 

DDIR andDare following up on Edward Snowden's claims that he contacted Agency 

authorities regarding his concerns about the legality of NSA SIGINT activities. This is not new 

turf, of course ... but the White House, NSC and ODNI are preparing for the obvious questions 

and follow-up queries that are sure to follow last night's NBC broadcast. 

Dnd Raj had an email exchange on the low side this morning and they decided to pose 

several questions internally to gather the right information, fidelity and confidence in order 

to prepare the PAO offices at the IC and WH levels. Those questions (also attached) are a 
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guideline for the information we intend to pass ... and it is not necessarily an exam where 

each question must be answered separately. 

REQUEST: that you identify your POC for this action, so that we can collaborate and craft 

the basic information that responds to the DDIR's task. 

MLTF has nominally assigned a lead organization to each of those questions to help us pull 

the final response together. .. but this will clearly be a team effort, and everything is 

negotiable at this point. 

~-.-____ _.I has been tagged as the OGC lead, and he is looking into the questions about 

Snowden's contact with their office and how it was adjudicated. (1 email known to date) 

There are also a number of questions at the top regarding the process and mechanisms for 

how an Agency affiliate might voice a concern. MLTF is pulling the standing responses to 

those items from our library ... but we may need further insight and assistance from the OIG, 

to include: 

n Questions 3 & 4: We will clearly need OIG help in determining how many cases 

have been brought to the attention of Agency officials, and how those cases were closed out 

(i.e. a characterization of what the Agency deals with on a regular basis, and how we handle 

them). 

n Question 5: We will also need to discuss tne I 

The last three questions (9-11) areptobably best suited to Q Group, or perhaps TD. We 

have some standard langL!age that has been used publically, but we believe! 

I Below is the stat~mentthafNSA made in DEC 2013, and has been the L-.---......,..-----1 
standard ever since: 

(b)(3)-P.L. 86-36 
(b)(5) 

"After extensive investigation, including interviews with his former NSA 

supervisors and co-workers, we have not found any evidence to support Mr. 

Snowden's contention that he brought these matters to anyone's attention." 

We continue to search for other supporting data and statements, and will share that with 

you as we pull it from our records. 

<< ... >> << >> 

MLTF POC i~L-------~' Ple(]s~ use the Medialeaks_core alias to keep our entire team 

in the loop. 

Thank you! 
(b)(3)-P.L. 86-36 
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1. (IG/ODOC) What is the training and awareness provided to gov't and contractor employees 
about reporting activities they perceive to be inconsistent with law or ethics? 

2. (IG/ODOC) What are the mechanisms by which that reporting can occur? 

3. (IG/ODOC) What is the process, accountability for addressing such reports? 

4. (IG/ODOC) Is there a record of these kinds of inquiries and responses? 

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective 
measures? 

6. (OGC) Did we receive corresponded from Edward Snowden about his concerns? 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

8. (OGC) Were his inquiries responded to? If so, how and when? 

9. (Q/TD) How was our search for any correspondence from him conducted? 

10. (Q/TD) Was it exhaustive and authoritative? 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 
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1) What is the and awareness provided to gov't and contractor employees about 
activities they perceive to be inconsistent with law or ethics? 

(U/IFOUO) NSA encourages employees to report concerns regarding their work or work environment. 
All employees are made aware of how they may report concerns, even anonymously, within or outside 
their supervisory management chain. The relevant processes are reinforced in recurrent, mandatory 
training. Depending on the particular issue and individual circumstances, NSA employees may report 
concerns through many different avenues inside NSA, across the Executive Branch, and to Congress. The 
NSA OIG website provides information about submitting hotline complaints and addresses anonymity 
and confidentiality concerns. 

(U//FOUO) The NSA OIG also provides briefings to various NSA training classes, including the new hire 
orientation class, mid-level leadership classes, and other classes specific to skill communities, such as 
contracting. The OIG issues agency-all messages covering policies and avenues for reporting suspected 
mismanagement and violations of law, policy, and regulations. 

(U//FOUO) The following is a recent Senior Executive Message from Dr. George Ellard, NSA/CSS 
Inspector General 

(U) Within the Agency and the Federal Government, there are several avenues for reporting 
suspected mismanagement and violations of law, policy, and regulations. We recommend that 
you first try to resolve problems by bringing them to the attention of your leadership; managers 
are often in the best position to assess concerns, recognize process shortfalls, and take 
corrective action. 

(U/ ~) If you believe that management has not been able to resolve your concerns, the 
Office of the Inspector General (OIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS 
personnel report to the OIG possible violations of law, rules, or regulations; mismanagement; 
gross waste of funds; misconduct by senior officials; or abuse of authority. A complainant's 
identity is protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for 
communications with the OIG. You can contact the OIG by telephone (963-5023), in person 
(OPS 287088), or anonymously through our Web site ("go IG"). 

(U) The Intelligence Community Whistleblower Protection Act (ICWPA) allows employees to 
report "urgent concerns" to the intelligence committees of Congress. A complaint made in 
accordance with the ICWPA ensures that your concerns are addressed and that classified 
information is protected. ICWPA complaints are made through the NSA/CSS OIG or the 
Department of Defense IG. 

(U) If you have questions about how to report a concern, go to the IG Web site ("go IG") or 
contact the IG Hotline (ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG I ~b()utproblems involving that organization. 

Dr. George Ellard 
NSA/CSS Inspector General 

(b)(3)-P.L. 86-36 
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2) What are the mechanisms by which that can occur? 

(b)(3)-P.L. 86-36 
(b)(5) 

(U//FOUO) The IG Act of 1978, as amended by the Intelligence Community Whistleblower Protection 
Act (ICWPA), also provides contractors and employees of intelligence agencies a mechanism for 
reporting to Congress classified information alleging wrongdoing. An employee or contractor may 
provide information to the OIG anonymously, via phone, the OIG website, or in writing. Within NSA, 
employees and contractors may also raise concerns with offices as diverse as the Associate Directorate 
for Security & Counterintelligence, the Office of Equal Employment Opportunity & Diversity, the Office 
of the Director of Compliance, the Office of the General Counsel, and the Privacy and Civil Liberties 
Office. 

3) What is the process, accountabi lity for addressing such ? 
(U//FOUO) When an allegation is received by the OIG, the OIG Investigations Division reviews it to 
determine the appropriate action. Com pi aints regarding systemic process problems may be referred to 
the OIG Audit or Intelligence Oversight Divisions. Concerns involving violations of law or policy are 
pursued via a preliminary inquiry, and if warranted, via an investigation, by the lnvestigati ons Division. 
All complaints and their outcomes are tracked through the Inspector General case management system. 
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request. 

(U//FOUO) The OIG keeps a record of all inquiries and actions taken. 

5) Do we have any examples of activity which resulted in corrective measures? 

(U//FOUO) As previously reported to the intelligence committees, the OIG is aware of thirteen instances 
of intentional misuse of the SIGINT system by individuals over the last 10 years. Other than violations 
reported by OGC to the Department of Justice, we are not aware of any SIGINT programs or activities 
that are inconsistent with the law. Additionally, each quarter, the OIG and OGC review reported 
instances of non-compliance with SIGINT and Information Assurance authorities that are typically the 
result of human error or technical malfunction. These matters are addressed by local management or 
through other corrective actions taken by NSA's compliance organizations. 

6) Did we receive from Edward Snowden about his concerns? 

(U//FOUO) The NSA/CSS Office of the Inspector General has no evidence that Edward Snowden filed a 
complaint with this office. 

7) If so, in what form, on what dates and with what specificity as to content? 

na 
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8) Were his 

UNCLASSIFIEDf/FOR OFFICIAL USE OPJL¥ 

to? If so, how and when? 
(b)(3)-P.L. 86-36 
(b)(5) 

Per MLTF POC: The last three questions (9-11) are probably best suited to Q Group, or perhaps TD. We 
have some standard language that has been used publically, but we believ 

Below is 
the statement that NSA made in DEC 2013, an has been the standard ever since: 

"After extensive investigation, including interviews with his former NSA supervisors and co­
workers, we have not found any evidence to support Mr. Snowden's contention that he brought 
these matters to anyone's attention." 

9) How was our search for any from him conducted? 

10) Was it exhaustive and authoritative? 

11) Is it possible there is we overlooked, didn't record? 

UNCLASSIFIED//FOR OFFICI,L',L USE OPJLY 
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r ~SA-01 USA CIV 
I flSA~Dl USA CIV 

From: 
To: 
Subject: FW: (U) question - ACFIQN: Q13tA: Snowden Concerns 

Date: Wednesday, June 04, 2014 9:56.:51 

Attachments: ex 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

(U/fFOUO) I 
Executive Officer 

Office of the Inspector General, Dl 

OPS2B8076, suite 6247 

963-2978 (S) 

From: I INSA~DlUSACIV 
Sent: Wednesday, Jun~04;2014 7:34AM 
To: I ~SA-D1 USA CIV 
Subject: RE: (U) ACTION: Q&A: Snowden Concerns 

Classification: UNCLASSIFIED//FOR OFFIGI/\L US~ 01\11 Y 

See attached -I have a few more comments about.things that need some 

'•,, ,,,,, ____ '·· 

.: •. (b)(3)-P.L. 86-36 

work/clarification in addition to what you mention below. Regarding the agency ails, we. talk 

about reporting mechanisms on all messages th.at we send out -for example: 

they aren't as focused as the two you mention, and we might need to massage the words a 

little . 

Counsel to the Inspector General 

National Security Agency/Central Security Service 

963-0946 {s) 

<< ... >> 

FrOinl INsA-D1 usA civ 
Sent: Tuesday, June03, 2014 3:51 PM 
To:l INSA-D1 USA CIV 
Subject: FW: (U) ACTION: Q&A: Snowden Concerns 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 
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O welcome back - missed you!! 

We worked on this last week when you were gone and I really could use your expertise to 

correct a few things so we can submit on Wed ... . and I lean also weigh in again .. .. 

Technically we are not quite briefing NEO yet - O still trying to get OIG on schedule 

- D did state 014 provides .some briefings and video to some LEAD and COR classes -

he was going tofiod out what classes so I'll ask him again 

I can't find any agency~aJI or exec messages prior to Snowden about reporting 

mechanism #835 -18 June 2013; #423 - April25, 2014 

{U//FOUO)._I ___ __, 

Executive Officer 

Office of the Inspector General, 01 

OPS2B8076, suite 6247 ·:·:.:::'(b)(3)-P.L. 86-36 

963-2978 {S) 

From: I IN?A-S3M2 USACIV 
Sent: Monday, June 0~, 2014 S~SQ Pf'1 
To~ NSA~.D ... ·23 LISA CIV;i rsA. -D4USA CIV;I INSA-014 USA CIV; I ]NSA-Q USA CIV L....------' 

Cc· Dl OGC Medj~LeakS (ALIAS) D23: DL ODOC MedialeakS (ALIAS) D4; DL d_ig_tasker (ALIAS) D; 
I JNSA-D USA CIV; I INSA-D USA CIV; DL Q_REGISTRY 

Subject: (U) Q&A: Snowden Concerns ~B-e..-1 o_w_t,_e_xt.,...,....i s-d..-u-p...,.,1 i-c a"'"'t_e....,.d..,...i n--=o'""o""'c""I"=D,....4.,..,2,.....4"""9,....,1"""9""'2""") 
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(U) Edward Snowden has repeated claimed to have made attempts to express his concerns about the 
lawfulness of certain NSA activities to NSA colleagues, leadership, and through official channels. The 
following serves as an authoritative accounting offacts as relates to this claim and should be used as 
the basis for considering any responses related to these issues. 

Framing questions 

{b)(3)-P.L. 86-36 
(b){S) 

.. I_Fr-am-in_g_q_u_e-st-io_n_s -------------------'~-"'~-~~-------------------------~~~~ 1'""============,..,..~ 
A. Did Snowden raise concerns with NSA as he said he did? 

(U) We have found a single instance of one email inquiry by Edward Snowden to the office of General 
Counsel asking for an explanation of some material that was in a training course he had just completed. 
The question was received and an answer was provided to Mr. Snowden. There was not additional 
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for evidence of outreach from him in those 
areas and have not discovered any engagements related to his claims. ((Note: This paragraph was 
publicly released via the White House Press office on 29 MAY 14)) 

B. How did NSA respond to the NBC FOIA request? 

(U) The FOIA request was being handled according to the normal process when it was overtaken by a 
decision on the part ofthe NSA Director to release the text of the one e-mail referenced above. 

(U//F9t,J9) Shortly after noon on 28 May 2014, NSA provided the paragraph in response A, above along 
with a redacted version ofthe one email inquiry. The copy ofthat redacted version is stored in MLTF 
Action folder 1602. 

(UHF9t,J9) NSA contacted the FOIA originator NBC to close out the request. 

NSA Background to Potential Q&A Responses: 

1. What is the training and awareness provided to government and contractor employees 
about reporting activities they perceive to be inconsistent with law and policies? 

(U) The NSA/CSS Comprehensive Mission Compliance Program provides training to all employees in 
order to maintain a high degree of sensitivity to, and understanding of the intelligence -related laws, 
regulations and policies associated with the protection of privacy rights during mission operations. 
Throughout the curriculum, the instruction repeatedly emphasizes the employee's responsibility to 

UNCLASSIFIED/7'FOFt OFFICIAL USE ONLY 
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report questionable activity and the mechanisms to do so. 

(UNFOt,iO) concerns ""'~rrlin"' 
their work or work environment in a number of different venues to include formal training, briefings 
large and small audiences, Agency static and electronic billboards and wall displays, and Agency-wide 
em ails and announcements. All employees are made aware of how they may report concerns, even 
anonymously, within or outside their supervisory management chain. The relevant processes are 
reinforced in recurrent, mandatory training. Depending on the particular issue and individual 
circumstances, NSA employees may report concerns through many different avenues inside NSA, across 
the Executive Branch, and to Congress. The NSA OIG website provides information about submitting 
hotline complaints and addresses anonymity and confidentiality concerns. 

(U//ffit:let Selected courses are mandatory before an employee (civilian, military or contractor) can 
gain access to certain SIGINT operational systems. These specific training courses discuss the limitations 
of SIGI NT authorities and mission operations to include reminders and guidance about who to contact 
with questions about scope of authorities and who to contact if there are known or even potential 
compliance concerns. 

(U) Below are examples from NSA's core Intelligence Oversight (10) course "NSA/CSS Intelligence 
Oversight Training" (OVSClOOO). This course provides training to all employees in order to maintain a 
high degree of sensitivity to, and understanding ofthe intelligence-related laws, regulations, and 
policies associated with the protection of U.S. person privacy rights during mission operations. 

(U) Many contractors are required to take this course. However, it is not mandatory for all contractors 
and will depend on their assignment, duties, and the requirements ofthe stipulations of their 
controlling contract. 

(U) Students are familiarized with the major tenets of 10 documents, including D1M 08-052: "DoD 
Guidance for Reporting Questionable Intelligence Activities and Significant or Highly Sensitive 
Matters." The following are examples of guidance provided within OVSClOOO course: 

{U) If you become aware of o violation of the authorities, you should report it immediately . If 
you are unsure if a violation has been committed, consult with your manager, your 
organization's 10 representative, or Compliance organization. You may also contact the NSA 
OGC or the NSA/CSS Office of the Inspector General or 0/G for assistance. 

{U} It is important for personnel to understand that for purposes of intelligence activities 
governed by E.O. 12333, DoD Regulation 5240.1-R contains the approved procedures for use 
within DoD. These procedures also reflect DoD policies for employee conduct that require you to 
be familiar with restrictions on the collection, retention and dissemination of U.S. person 
information and the responsibility to report questionable intelligence activities to the NSA OGC 
or NSA/CSS /G. 

{U} Employees shall report any questionable activity to the NSA OGC or NSA/CSS 0/G. A 
questionable activity is defined as any conduct that constitutes, or is related to, an intelligence 

UNCLASSIFIED/;'FOR OFFICL\L [,!£[ONLY 
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activity that maybe unlawful or contrary to executive order, presidential directive, or applicable 
DoD policy. Employees may also report questionable activities directly to the DoD General 
Counsel or Assistant to the Secretory of Defense for Intelligence Oversight, ATSD(I 0}. 

{U} DIRNSA is also responsible for ensuring that no adverse action is taken against an employee 
because the employee reports a questionable intelligence activity pursuant to the established 
procedures. In addition, DTM 08-052 contains specific requirements for reporting to the 
President's Intelligence Advisory Board questionable intelligence activities and significant or 
highly sensitive matters that could potentially impugn the reputation or integrity of the DoD 
Intelligence Community or otherwise call into question the propriety of an intelligence activity. 
Should you need clarification or have questions about the reporting requirements for possible 
significant or highly sensitive matters, you should consult with your manager, your compliance 

organization, the NSA OGC or the NSA/CSS DIG. 

{U) Report questionable or significant and highly sensitive intelligence activities to the NSA 
OGC orNSA/CSS DIG. You can find contact information can be found in the Resources section. 

(U) The OIG also issues agency-all messages ""'~~""'"~~~~=~~~~~~~~~~~~=~ 
messages covering policies and avenues for reporting suspected mismanagement and violations of law, 
policy, and regulations. 

{U} Within the Agency and the Federal Government, there are several avenues for reporting 
suspected mismanagement and violations of law, policy, and regulations. We recommend that 
you first try to resolve problems by bringing them to the attention of your leadership; managers 
are often in the best position to assess concerns, recognize process shortfalls, and take corrective 
action. 

{U~ If you believe that management has not been able to resolve your concerns, the Office 
of the Inspector General (DIG) can assist. NSA/CSS Policy 1-60 requires that NSA/CSS personnel 
report to the OIG possible violations of law, rules, or regulations; mismanagement; gross waste 
of funds; misconduct by senior officials; or abuse of authority. A complainant's identity is 
protected by law, and NSA/CSS Policy 1-62 protects employees from reprisal for communications 
with the OIG. You can contact the OIG by telephone {963-5023}, in person {OPS 287088}, or 
anonymously through our Web site ("go IG"). 

{U} The Intelligence Community Whistleblower Protection Act {ICWPA) allows employees to 
report "urgent concerns" to the intelligence committees of Congress. A complaint made in 

UNCLASSIFIEDI/FCR 15""1eiAL tJ:'i E elNLi 
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accordance with the /CWPA ensures that your concerns are addressed and that classified 
information is protected. /CWPA complaints are made through the NSA/CSS 0/G or the 
Department of Defense /G. 

{U} If you have questions about how to report a concern, go to the IG Web site ("go IG") or 
contact the IG Hotline {ighotline@nsa.ic.gov) on NSANet. Contact the U.S. Cyber Command IG 

J !about problems involving that organization. 

(b)(3)-P.L. 86-36 

2. ~hat are the mechanisms by which that reporting can occur? 

lb)(3)-P.L. 86-36 
(b)(S) 

~~~~~~------------~1 ~~I 

(U~When an allegation is presented to the OIG or referred to them by another agency element, 
the OIG Investigations Division reviews it to determine the appropriate action. Complaints regarding 
systemic process problems may be referred to the OIG Audit or Intelligence Oversight Divisions. 
Concerns involving violations of law or policy are pursued via a preliminary inquiry, and if warranted, via 
an investigation, by the Investigations Division. All complaints and their outcomes are tracked through 

the Inspector General case management system. 
If an inquiry is reported directly to Congress, the NSA OIG may not have knowledge of such a request. 

4. Is there a record of these kinds of inquiries and responses? 

(U~The OIG keeps a record of all inquiries and actions taken. 

UNCLASSIFIED//F9R 9FFIE IPtL l,Jfi~ 9NLY 
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5. Do we have any examples of reported activity which resulted in corrective measures? 

local management within the capabilities of the existing systems in consultation with the OIG and senior 

(b)(3)-P.L. 86-36 
(b)(5) 

(U~ Activity that is found to be a violation of law, directive, or policy tequiresh~!:f!~ _c_?_r_!"~~!i.Y~- - - --~~~~ 
action. NSA's incidents are most often tied to human error or technical malfunction that is corrected by 

leadership. As previously reported to the intelligence committees, the OIG is aware ofthirteen 1-----------------' 
instances of intentional misuse ofthe SIGINT system by individuals over the last 10 years. Most were 
referred to the Department of Justice, and eventually ended with the departure ofthe employee 
involved. Auditing and monitoring processes in the operational areas where many ofthese violations 
took place were significantly modified or improved. 

(U/~ Other than violations reported by OGC to the Department of Justice, we are not aware of 
any SIGINT programs or activities that are inconsistent with the law. Each quarter, the OIG and OGC 
review reported instances of non-compliance with SIGINT and Information Assurance authorities that 
are typically the result of human error or technical malfunction. These matters are addressed by local 
management or through other corrective actions taken by NSA's compliance organizations. 

6. (OGC) Did we receive correspondence from Edward Snowden about his concerns? 
7. (OGC) If so, in what form, on what dates and with what specificity as to content? 
8. (OGC) Were his inquiries responded to? If so, how and when? 

(U) No such correspondence has been discovered. 

(U) NSA is unaware of any correspondence Edward Snowden had with the Inspector General, the Office 
of General Counsel, or his supervisors wherein he expressed constitutional concerns about NSA's 
intelligence operations or authorities. We have found one instance of an e-mail inquiry to the office of 
General Counsel asking for an explanation of the content of some training material . 

(U) On Friday 5 April 2013 at about 4PM, Edward Snowden sent an email to the Office of General 
Counsel questioning the hierarchy of several NSA authorities identified in a training course. 

(U) The inquiry did not raise any concerns with the substance of any particular statute, Executive Order, 
policy, or regulation. 

(U) The inquiry did not suggest that NSA was violating any legal authority; nor did the inquiry question 
whether NSA had authority to conduct specific operations. 

(U) On Monday 8 April 2013, the next business day, the Office of General Counsel responded to his 
question and the attorney offered to discuss the issue further if he desired to do so There is no evidence 
that any additional correspondence or contact occurred on this matter. 

9. (Q/TD) How was our search for any correspondence from him conducted? 

UNCLASSIFIED//FOR OFFICI;C;L t,iSE ONLY 

.(b)(3)-P .l. 86-36 
(b)(5) 



DOCID: 4249210 

UNCLASSIFIED/;'FOR OFFICIAL USE ONLY 

(U~ We have located additional email between Snowden and members of Office of General 
Counsel and Oversight and Compliance relating to work on troubleshooting IT issues, but these emails 
do not contain any questions or concerns about the legal authorities under which NSA operates. 

10. (Q/TD) Was it exhaustive and authoritative? 

(U/~ .Given the importance ofthis issue and the repeated claims by Mr. Snowden, the effort to 
uncover any written or recollected evidence of these engagements has been thorough and involved 
cognizant authorities in each area of review. 

11. (Q/TD) ~sit possible there is correspondence we overlooked, didn't record?L _____________ _ 

~Jl£Q~§))_~~-c_?_n_t!_<?_~~.9-~P!~~~y_~l!_l~-~~!_t!J~_ P.?:~~b~~!Lt!J_a_!:_~<?_~-~t_!l~~g-~_a_y_!J.?~~- ~~~.!1- 9~~~!<?.<?.~~9~---
but we have high confidence that the searches and interviews for relevant information we undertook 
would have uncovered evidence of assertions that rise to the level of outreach and protestation claimed 
by Mr. Snowden. They have not. 

UNCLASSIFIED//FOR OFFICIAL USE DriLY 
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From: 
To: 
Subject: 
Date: 

RE: (U) Final "reference'' document: Q&A for Snowden"s Concerns and Notification 

Friday, June 06, 2014 1:5!;):27 PM 

Classification: COf<JFIDEr'4TIAL!fr<JOFORt<J 

Thanks! Great job. 

Counsel to the Inspector General 

National Security Agency/Central Security Service 

963-0946 {s) 

From: I iNSAcoruUSAC1V 
Sent: Friday, June 06, 2014):54UPM 
To:i ~NSA~D1 USA CIV 
Subject: FW: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification 

Classification: CO~~FIDE~~TIALH~dO~O~I!'J 

fyi 

{U//reue) ~.-1 ___ ____. 

Executive Officer 

Office of the Inspector General, Dl 

OPS288076, suite 6247 

963-2978 {S) 

> .. (b)(3)-P.L. 86-36 

I I .· Remaining 
From:NSA-S3M2 USA CIV 
Sent: Friday, June 06, 2014 1:44 PM ext iS 
To: DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL Q_REGISTRY; ~.-1 ____ ___.I ~Uplicated 
NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) 04 n DOC I D 
Cc: DL ssct (ALIAS) S1; DL NTOC_ML (ALIAS) V2 
Subject: (U) Final "reference" document: Q&A for Snowden's Concerns and Notification ~249 179 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137
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From: ~sA~ot···osA:·erv 
To: 
Cc: 

Subject: 
Date: 

RE: (U) Q&A: Snowden Concerns 

Wednesday, June 04, 2014 12:15:18 PM 

Classification: UNCLASSIFIEDIJFOR OFFICIALlJSE eNLY 

My favorite answer. 

I I 
Deputy Inspector Gen~ral, NSA/ CSS 
963-3544 secpre 

I f c~cl 
2B8076 OPS 2B Suite 6247 

"Tell me what you know. Tell me what you don't know. Tell me/what you think. Always distinguish 
which is which." · 
- Colin Powell 

From:l INSA-[Yl USA CIV 

Sent: wednesdar Jun(04, 2.01··4 12: 1.··s········P· M To:~ / lNSA-D1 USA CIV 
Cc: NSA-D14 USA CIV 
Subject: RE: (U) Q&A: Snowden Concerns 

Classification: UNCLASSIFIED//FO.R OFFICIAL USE Ot~LY 

I've been working with O on this todayi -1 have provided her a number of comments 

and she isworking with the documen.f 

D 

I Counsel to tle Inspector General 

National Security Agency/Central Security Service 

963-0946 {s) 

FrOil1i ~SA-D1 USA CIV 
SeJt: Wedoesda;. June 04, 2014 12:14 PM 
To_ _ jNSA-D1 USA CIV 
cc NSA-D14 usA CIV Remaining text is duplicated in DOC I D 4249180 ) 
Subject: FW: (U) Q&A: Snowden Concerns 
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lNSA~D28 USA CIV 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

L...-___ _,INSA~D23 USA crv 
rb,, rsdav Mav 29 20141Q:38AM I ~~~'62~i~~: ovl~..... -~---'~sA-o usA crv 
(U) Q&A processing. 
Email Q and A.docx 

Classification: UNCLASSI Fl EDHFOR OFFICIAL tJSE Of-.Jt'l' 

INTERNAL/DEll BE RATIVE 

After hearing frorrQ:hisA~and then speaking withothis suggestion, it appears we are really working a few 
different "products": 

1. What does NSA know about all these questions. This is a factual document that is being prepared so that NSA 
has verification about what we know/don't know and what we did to get the answers. 

2. The next product is a draft set of UNCLASSIFIED questions and answers that can be developed for Public Affairs 
to use to address inquiries about the Snowden's claims that he contacted various people within NSA to complain 
about specific issues. Obvsiously per the call this AM-the attached will serve as a starting point, but we may 
need to modify these a bit. 

3. Finally, then, we might have additional Q and A that are more specific to the release of the email itself. These 
may be a subset of #2. 

As I understand now, you have already reached out to the IG and Q. I am curious as it relates to Question #1---is this 
something that MLTF already has assembled or is this something that should be staffed to SV and or ADET? 

Thanks, 

.....U( Uij_/t:t/F:::!;O!::!;L!::!;' 0!±) =:::.:::.:..:-.::.;- ----------
1 

Deputy Associate GC 
Administrative Law and Ethics 
NBP1, Rm 3A-67 
Phone--NSTS: 992-3930 
Outside:! 

'"(b)(3)-P.L. 86-36 

ATTORNEY WORK PRODUCT// ATTORNEY CLIENT 
PRIVILEGED COM MU NICA !ION 

Not to be released without OGC approval 

Classification: UNCLASSIFIEDI/FOR OFFICIAL USE ONLY 

1 
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1. What is the training and awareness provided to gov't and contractor employees about reporting 
activities they perceive to be inconsistent with law or ethics? 

2. What are the mechanisms by which that reporting can occur? 

3. What is the process, accountability for addressing such reports? 

4. Is there a record ofthese kinds of inquiries and responses? 

5. Do we have any examples of reported activity which resulted in corrective measures? 

6. Did we receive corresponded from Edward Snowden about his concerns? 

7. If so, in what form, on what dates and with what specificity as to content? 

8. Were his inquiries responded to? If so, how and when? 

9. How was our search for any correspondence from him conducted? 

10. Was it exhaustive and authoritative? 

11. Is it possible there is correspondence we overlooked, didn't record? 
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1. (IG/ODOC) What is the training ;and awareness provided to gov't and contractor employees 
about reporting activities they perceive to be inconsistent with law or ethics? 

2. (IG/ODOC) What are the mechanisms by which that reporting can occur? 

3. (IG/ODOC} What is the process, accountability for ;addressing such reports? 

4. (IG/ODOC} Is there a record of these kinds of inquiries and responses? 

5. (IG/ODOC} Do we have any examples of reported activity which resulted in corrective 
me;asures? 

6. (OGC)Did we receive correspondencee& from Edward Snowden about his concerns? 

A. NSA is unaware of any correspondence Edward Snowden has had with the ~nspector 
General, the Office of General Counsel, or his supervisors !where he expressed constitutional _ .. -­
concerns ;about intelligence operations or NSA authorities: ·[NsJ.I:tiasfot;nda-single· l~;tance-· -
of one e-mail inquiry by Edward Snowden to the office of General Counsel asking for an 
explanation of some material that was in a training course he had just completed~ ... .. . ...... . 

On Friday 5 April 2.013 at about 4PM in the afternoon, it appears Mr. Snowden emailed 
questions to the Office of General Counsel about the precedence between federal statutes 
and an Executive Order, as well as the interplay of DoD and ODNI regulations. 

The inquiry did not raise any concerns with the substance of any particular statute and 
Executive Order or DoD and DNI regulations. Nor did the inquiry question whether NSA had 
authority to conduct specific operations or raise concerns that NSA might be violating the 
constitution or any other law, regulation, or policy. 

On Monday 8 April 2013, the next business day, the Office of General Counsel provided 
specific answers to the questions and the responding attorney offered to discuss the 
questions further. No additional correspondence has been identified. 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

A. N/A 

8. (OGC) Were his inquiries responded to? If so, how and when? 

A. N/A 

9. (O)TD) How was our search for any correspondence from him conducted? 

10. (O)TD) Was it exhaustive and authoritative? 

11. (O)TD) Is it possible there is correspondence we overlooked, didn't record? 

(b)(3)-P.L. 86-36 
(b)(~) 
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1. (IG/ODOC) What is the training and awareness provided to gov't and contractor employees 
about reporting activities they perceive to be inconsistent with law or ethics? 

2. (IG/ODOC) What are the mechanisms by which that reporting can occur? 

3. (IG/ODOC) What is the process, accountability for addressing such reports? 

4. (IG/ODOC) Is there a record of these kinds of inquiries and responses? 

5. {IG/ODOC) Do we have any examples of reported activity which resulted in corrective 
measures? 

6. (OGC)Did we receive correspondenceetl- from Edward Snowden about his concerns? 

A. NSA is unaware of any correspondence Edward Snowden has had with the Inspector 
General, the Office of General Counsel, or his supervisors where he expressed constitutional 
concerns about intelligence operations or NSA authorities. 

On Friday 5 April 2013 at about 4PM in the afternoon, it appears Mr. Snowden emailed 
questions to the office of general counsel about the precedence of an Executive Order, as 
well as the interplay of DoD and ODNI regulations. 

The inquiry did not raise any concerns with the substance of any particular Executive Orders 
or DoD and DN! regulations. Nor did the inquiry question whether NSA had authority to 
conduct specific operations. 

On Monday 8 April2013, the next business day, the Office of General Counsel provided 
specific answers to the questions and the responding attorney offered to discuss the 
questions further. No additional correspondence occurred. 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

A. N/A 

8. (OGC) Were his inquiries responded to? If so, how and when? 

A. N/A 

9. (0/TD) How was our search for any correspondence from him conducted? 

10. (0/TD) Was it exhaustive and authoritative? 

11. (0/TD) Is it possible there is correspondence we overlooked, didn't record? 
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1. (IG/ODOC) What is the training and awareness provided to gov't and contractor employees 
about reporting activities they perceive to be inconsistent with Jaw or ethics? 

2. (IG/ODOC) What are the mechanisms by which that reporting can occur? 

3. (IG/ODOC) What is the process, accountability for addressing such reports? 

4. (IG/ODOC) Is there a record of these kinds of inquiries and responses? 

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective 
measures? 

6. (OGC)Did we receive correspondenceee from Edward Snowden about his concerns? 

A. NSA is unaware of any correspondence Edward Snowden Has-had with the Inspector 
General, the Office of General Counsel, or his supervisors wherein he expressed 
constitutional concerns about NSA's intelligence operations or NSA-authorities. 

On Friday 5 April 2013 at about 4PM in the afternoon, it appears Mr. Snowden sent an 
email emailed questions to the Qeffice of g§.eneral ~counsel questioning the hierarchy of 
several NSA authorities identified in a training course. about the preceelence of an 
Executive Order, as well as the interplay of DoD anel ODNI regulations. 

The inquiry did not raise any concerns with the substance of any particular Executive 
Order,s-e-f-DOD__Qi_~ DNI regulation;. Nor did the inquiry question whether NSA had the 
authority to conduct specific operations. 

On Monday 8 April 2013, the next business day, the Office of General Counsel responded to 
his question provided specific answers to the questions and the responding attorney 
offered to discuss the issue further if he desired to do so.questions further. There is no 
evidence that any Nfl..additional correspondence or contact occurred. 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

A. N/A 

8. (OGC) Were his inquiries responded to? If so, how and when? 

A. N/A 

9. (0/TD) How was our search for any correspondence from him conducted? 

10. (0/TD) Was it exhaustive and authoritative? 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 
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WILLIAMS: and welcome back. as we enter our second half hour, as we continue to hear from edward snowden, part of 
a wide-ranging conversation taped a week ago in moscow. we have already heard some extraordinary things, but as you 
will see, he's not done yet 

SNOWDEN: i'm doing this to serve my country. i'm still working for the government. being a patriot means knowing 
when to protect your country. if i could go anywhere in the world, that place would be home. 

WILLIAMS: edward Snowden's last posting was in hawaii. there he rented a house where he lived with his girlfriend and 
performed electronic surveillance for the nsa. it was said he took his last position to gain access to the final documents 
he wanted to steal and then leak. 

how long prior to leaving hawaii did you start to say to yourself, i'm going to gather this, i'm going to put this away, i'm 
going to expose this? 

SNOWDEN: i think given the ongoing investigation that something better not to get into in a news interview, but i would 
be happy to discuss this with the government. 

WILLIAMS: what is the number? what's the closest you have come to estimating the number of documents? 

SNOWDEN: i will say the 1.7 million documents figure that the intelligence community has been bandying about, the 
director of nsa himself keith alexander said just a week ago in the australian financial review, i believe, that they have no 
idea what documents were taken at all. their auditing was so poor, so negligent that any private contractor, not even an 
employee of the government could walk into the nsa building, take whatever they wanted, and walk out with it and they 

would never know. now, i think that's a problem. and i think that's something that needs to be resolved. people need to 

be held to account for. has it happened before? could it happen again? 

WILLIAMS: what didn't you grab? was there a threshold? 

SNOWDEN: right. i didn't want to take information that would basically be take then and thrown out in the press that 

would cause harm to individuals, that would cause people to die, that would put lives at risk. so a good gauge of what 
information was provided to the journalists is a representation of what you see in the press. now the nsa and the 
defense intelligence agency and some of these other organizations have claimed that lives are at risk, that all this 
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miiitary information was out there, that, you know, i took all this information about missiles and warheads and tanks, 
but we don't see any of that in the newspaper. we haven't seen any stories on that. 

WILLIAMS: snowden turned over the secret documents to glenn greenwald and laura poitras, both of whom traveled to 
russia for our interview. in his book "no place to hide," greenwald discussed the moment he met snowden in hong kong. 

what did you make of him? 

GREENWALD: the initial impression was one of extreme confusion. i was expecting to meet someone in his 60s or 70s, 
someone very senior in the agency because i knew almost nothing about him prior to our arrival in hong kong. 

SNOWDEN: it was a really intimidating moment. you know, it was the most real point of no return because the minute 
you start talking to a journalist as an intelligence officer on camera, there is really no going back from that. that's where 
it all comes together. 

WILLIAMS: also, you had this tangible evidence. in effect he was saying to you if i wasn't legit, where else would i have 
gotten this? 

GREENWALD: right. that was certainly a good start to establishing his credibility and his authenticity was the fact he was 
able to produce many thousands of documents from the most secretive agency of the world's most powerful but at the 
same time there were government. questions about the authenticity of the documents t providence, the motives that 
led to his taking them and what it was he would say when he identified himself to the world as the source. 

WILLIAMS: by handing over the documents to journalists, snowden said he wanted to put some space between himself 
and what he himself stole are from government computers. he wanted others to break the stories and do the reporting 
and check to see which stories might cause undue harm. 

SNOWDEN: and that's the reason that the journalists have been required by their agreement with me as the source, 
although they could obviously break that or do whatever they want, but i demanded that they agreed to consult with 
the government to make sure no individuals or specific harms could be caused by any of that reporting. 

WILLIAMS: that includes nbc news which has reported on its own batch of snowden documents and has a reporting 
relationship with glenn greenwald. 

SNOWDEN: when it comes to specific stories about the specific collection programs, about specific targets, these aren't 
decided by me. these are decided by newspapers. 

WILLIAMS: you see the part of this and for a lay audience looking on, they know that this came from you. the bulk 
release to the journalists came from you. they are guessing that you had decisions to make within what you had access 
to, so then they hear you saying, i didn't put that out, the journalists did. 

SNOWDEN: right. that's a fair question. anyone can second guess my judgment. again, i'm a human being. i could make 
mistakes. i could make the wrong call. but the reality is the situation determined that this needed to be told to the 
public. 

WILLIAMS: to your knowledge, there is nothing in what you have handed over to the journalists materially damaging or 
threatening to the military or national security? 

SNOWDEN: there is nothing that would be published that would harm the public interest. these are programs that need 
to be understood, that need to be known, that require deep background and context for research. they are difficult to 
report. but they are of critical public importance. 
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WILLIAMS: JUSt for clarification here note that snowden didn't deny turning over military secrets. he asserted instead 
they wouldn't be published. another break. when we continue, how snowden justifies what he did. 

(COMMERCIAL BREAK) 

WILLIAMS: on the range between ticker tape parade entence, what do you think ought to happen to you if and when 
you return to the united states? 

SNOWDE: these are things that no individual should empower themselves to really decide. you know, i'm going to give 
myself a parade. but neither am i going to walk into a jail cell to serve as a bad example for other people in government 
who see something happening, some violation of the tion who think they need to say something about it. 

WILLIAMS: you hear often in the united states are why doesn't he come home and face the music? 

SNOWDEN: it's a fair question. why doesn't he face charges? but it's also uninformed. because what has been lain 
against me aren't normal charges. they are extraordinary charges. we have seen more charges under the espionage act 
in the last administration than we have in all other administrations in american history. the espionage act provides 
anyone accused of it of no chance to make a public defense. you are not allowed to argue based on all the evidence in 
your favor because that evidence may be classified, even if the it is exculpatory. when people say why don't you face the 
music, i say you have to understand the music is not an open court and a fair trial. 

WILLIAMS: what would you do if you had an aience with the president right now? what would you say? 

SNOWDEN: i would leave advising the president to his advisers. that's-- i wouldn't presume to place myself on the level 
to be able to suggest what his course of action should be. 

WILLIAMS: would you ask him if you could come home free and clear? 

SNOWDEN: i think that's a decision he'll weigh and decide based on what he believes would serve the public interest. i 
think that's proper and appropriate. 

WILLIAMS: in your mind though, are you blameless? have you done, as you look at this, just a good thing? have you 
performed, as you see it, a public service? 

SNOWDEN: i think it can be both. i think the most important idea is to remember that there have been times throughout 
american history where what is right is not the same as what is legal. sometimes to do the right thing you have to break 
a law. and the key there is in terms of civil disobedience. you have to make sure that what you are risking, what you are 
bringing onto yourself doesn't serve as a detriment to anybody else, it doesn't hurt anybody else. if you are volunteering · 
yourself to be used as a negative example, to spend a lifetime in prison rather than to spend a time in prison -- a short 
period where you will come out, advocate, emerge stronger and inspire other people to resist these policieses, spolicies, 
are you doing good or bad? 

' 
WILLIAMS: legal sources tell nbc news that snowden's legal team has been in contact with the government's lawyers, 
but negotiations have t begun. 

are you looking for clemency or amnesty? would you like to go home? 

SNOWDEN: i don't think there has ever been any question that i wid like to go home. from day one i have said i'm doing 
this to serve my country. i'm still working for the government. now whether amnesty or clemency becomes a possibility 
is not for me to say. that's a debate for the public and the government to decide. but if i could go anywhere in the world, 
that place would be home. 
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WiLLIAMS: and when we continue, an american in russia. edward snowden talks about what his life is like now in exile 
and how he feels about coming home. 

(COMMERCIAL BREAK) 

WILLIAMS: this is a big cultural change. you, in effect, moved to russia from hawaii. what is your life like? 

SNOWDEN: you know, it's-- it is a major cultural gap. it requires adjustment. but even though i didn't choose to be here, 
even though, you know, circumstances really trapped me here, i can adapt. i can live life as an american more or less. 
that's the beauty of the internet. we are no longer tied to our communities merely by, you know, miz call physical 
connections. right now i'm watching a show, "the wire." i'm really enjoying it. second season, not so great, but--

WILLIAMS: what do you make of the fact that president putin's standing in the world, let's say, has changed so 
dramatically during the time you have been here? 

SNOWDEN: it's really frustrating for someone who is working so hard to expand the domain of our rights and our privacy 
to end up stuck in a place where those rights are being challenged in ways that i would consider deeply unfair. the 
recent bloggers' registration law in russia, i can't think of any basis for a law like that. not just in russia, but any country. 
the government shouldn't regulate the operations of a free press whether it is nbc or some blogger in their living room. 
there is so much that needs to be defended here in russia, but i am limited by my inability to speak russian and so on 
that it's an isolating and frustrating thing. i really hope that russia, the united states and many other countries will work 
to push back against this constantly increasing surveillance, this constant erosion and abrasion of public rights. 

WILLIAMS: correct me if i'm wrong. the arc of your life is you went from signing up for the military of after 9/11, in effect 
saying you were willing to die for your country to then telling people you half expected to die via abduction or 
assassination after what you have done in this instance. that's a pretty dramatic arc since 2003, 2004. 

SNOWDEN: i think that's actually a solid representation of the dramatic arcses sthat have happened within our 
government in the same period. do you think our government has changed since 9/11? have the policies changed? has 
civil engagement with the government changed? have our politics changed? are things radically different in terms of 
partisanship? there have been radical changes within our government. 

WILLIAMS: do you see yourself as a patriot? 

SNOWDEN: i do. you know, ithink patriot is a word that's thrown around so much that it can be devalued nowadays. but 
being a patriot doesn't mean prioritizing service to government above all else. being a patriot means knowing when to 
protect your country, knowing when to protect your constitution, knowing when to protect your countrymen from the 
violations of and encroachments of adversaries and those adversaries don't have to be foreign countries. they can be 
bad policies. they can be officials who, you know, need a little bit more accountability. they can be mistakes of 
government and simple overreach and things that should never have been tried or that went wrong. 

WILLIAMS: did you say earlier you were still serving your government? 

SNOWDEN: yes. 

WILLIAMS: how so? 

SNOWDEN: when you look at the actions that i have taken, when you look at the carefulness of the program ares that 
have been disclosed, when you look at the way this has been filtered through the most trusted journalistic institutions in 
america, the way the government has had a chance to chime in on this and to make their case, and when you look at the 
changes that it's resulted in, we have had the first open federal court to ever review these programs declare it likely 
unconstitutional and orwellian and you see congress agreeing that massive surveillance, bulk collection needs to end. 
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w1th ail of these things happening thatheovernment agrees all the way up to the president, again, make us stronger how 
can it be said that i did not serve my government? how can it be said that this harmed the country when all three 
branches of government have made reforms as a result? 

WILLIAMS: many in government say snowden should say for what he's done whether or not he comes home. 

what do you miss about home? 

SNOWDEN: i think the only-- the only answer to something like that for somebody in my situation is, you know, what 
don't i miss? what would you miss? what wouldn't you miss? i miss my family. i miss my home. i miss my colleagues. i 
miss the work. because caught up in all these issues, people havJ: unfairly demonized the nsa to a point that's too 
extreme. these are good people trying to do hard work for good reasons. the problem that we are confronted with, the 
challenge that we are facing is not the working level guy, some mustache-twirling villain out to destroy your life. it's the 
fact that senior officials are investing themselves with powers that they are not entitled to, and they are doing it without 
asking the public for any kind of consent. 

WILLIAMS: is what i heard you feeling bad for the damage to the nsa as a result of what you have exposed from the nsa? 

SNOWDEN: well, what you need to understand in what i was saying-- i guess not what you need to understand, but 
what i'm saying is not damage to the nsa. it's the sort of conspiratorial that can emerge when there are abuses that le 
tnk they can do no good and the government has legitimate programs and purposes and they can do great things. the 
nsa can as well. i think it's important to remember that people don't set their lives on fire. they don't say good-bye to 
their families, actually pack up without saying good-bye to their families. they don't walk away from their extraordinary 
comfortable lives. i made a lot of money for a guy with no high school diploma. and burn down everything they love for 
no reason. 

WILLIAMS: so you're a kid from north carolina and while i, after this interview, am free to fly back to the united states, 
you can't. does that hurt you? 

SNOWDEN: i think no american could be prohibited from coming home or traveling anywhere else without feeling a 
sense of loss. but, again, i may have lost my ability to travel, but i have gained the ability to go to sleep at night, put my 
head on the pillow and feel comfortable that i have done the right thing even when it was the hard thing. i'm 
comfortable with that . 

. WILLIAMS: a good number of americans, of course, feel that because of what they see as an act of treason, they sleep 
less soundly at night fearing this massive leak of secrets has endangered the country. there is more on the way. glenn 
greenwald says the next story he is going to public based on the snowden documents may be the biggest yet in terms of 
impact. that is our broadcast for tonight. we're going to keep going in the studio to ask the question, in part to take on 
the same question is snowden a hero or a traitor? we have assembled correspondents and former government officials. 

From: Hayden, Caitlin 
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10 PM ET: NBC Brian Williams Reports 
Edward Snowden 
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BRIAN WILLIAMS: good evening. i'm brian williams. he is routinely called the most wanted man in the world. last week in 
moscow, cloaked in secrecy and after months of behind-the-scenes back and forth, we sat down with edward snowden 
for his first american television interview. let's begin with a reminder of what this 30-year-old has done and why he's 
living in exile overseas, wanted for espionage in this country. the classified documents he stole, downloaded from the 
nsa and handed over to journalists blew the lid off data mining programs that had been launched in the wake of and in 
the name of 9/11. they have names like prism and boundless informant and xkeyscore . some of them designed to 
vacuum up phone and internet data are from companies like verizon and google and apple and yahoo! and some of 
them could zero in on any one of us. snowden came to this interview armed with talking points, ready to tell his story. 
he knew he would be receiving no compensation and no question was off limits~ already just today based on prereleased 
snippets of what you're about to see secretary of state john kerry launched a full-on fredricton it willontal assault on 
snowden calling him a traitor, challenging hill to come home to face justice. we'll hear what edward snowden has to say 
about that. he arrived alone carrying only a backpack into our moscow hotel. he came up a back stairway into the 
elevator. the moment he sat down and our ~amera focused on him, it became clear that this was the first good long look 
at him the world had had. we saw him framed against the hotel window in hong kong and appearing from undisclosed 
locations on closed circuit video. he was here now, introducing himself as ed. a lot of people say you have badly 
damaged your country. · 

EDWARD SNOWDEN: can you show that? is there any dman vagsemonstration? i have been asking for a year now. if 
after a year they can't show a single individual who has been harmed in any way by this reporting, is it really so grave? is 
it really so serious? can we really trust those claims without scrutinizing them? i would argue we can't. we should be 
open to them. it's fair, the possibility. if this has caused serious harm, i plirnlwould like to know about it. 

WILLIAMS: keith alexander has said you have done, quote, significant and irreversible damage to the nation. he said 
there is, quote, concrete truth that terrorist groups and others are taking action and making changes and it's going to 
make our job tougher. and this amounts to telling our enemy our playbook. 

SNOWDEN: so what's interesting is that we see the exact same language, the exact same accusations being levelled 
against whistleblowers,against any critic of any government program throughout history, throughout time. 

WILLIAMS: what are you doing in russia? 

SNOWDEN: all right. so this is a really fair concern. i personally am surprised that i ended up here. the reality is i never 
intended to end up in russia. i had a flight from cuba to latin america. the united states revoked my passport to trap me 
in the moscow airport. when people ask why are you in russia, i say please ask the state department. 

WILLIAMS: the u.s. state department says snowden's passport was pulled before he boarded that flight to moscow and 
yet he was somehow still able to leave hong kong, a city he had chosen to fly to initially upon leaving the u.s. a formerly 

high ranking american official said if snowden's equivalent russian kid was in our hands in the united states we would be 
working mightily to, a, befriend him and, absent that, infiltrate what hes has, what he know~ . what has your relationship 

been to the host nation? have you met putin? have you spoken with him? 

SNOWDEN: i have no relationship with the russian government at all. i have never met the russian president. i'm not 

supported by the raugs government-- russian government. i'm not taking money from the russian government. i'm not a 
spy. the best way to make sure, for example, the russians can't break my fingers and compromise information or hit me 
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with a bag of money until i give them something was not to have it at all. the way to do it was by destroying material i 
was holding before i transited through russia. 

WILLIAMS: people are going to find it hard to believe that president putin hasn't taken a run at you or what you know. 
you can state declaratively that that hasn't happened? 

SNOWDEN: yeah. i mean, the way-- the way to think about this is, again, i already know how to deal with 
counterintelligence. beyond that, i took nothing to russia, so i could give them mothing. 

WILLIAMS: you say you're not carrying around any of the materials. you are handing them off. if i gave you a laptop, 
could you access the documents? 

SNOWDEN: no, no. 

WILLIAMS: no, you couldn't remotely, electronically access material? 

SNOWDEN: no. 

WILLIAMS: it's gone from your control? 

SNOWDEN: right. i don't have any control-- let's put it this way. if i'm traveling through russia-- and i know i'm traveling 
through russia and they have a very aggressive, very professional service. and i look like tweety bird to sylvester the cat, 
a little walking chicken leg with all the documents if i have control over that, that's a very dangerous thing for me. 

WILLIAMS: we'll take our first break here. up next when we continue, the impact of 9/il on edward snowden. 

(COMMERCIAL BREAK) 

WILLIAMS: going back almost a year to when this story first broke, edward snowden was defined early on, and not 
altogether accurately. the president famously called him a hacker. we in the news media passed along and repeated 
terms like systems analyst and outside contractor that didn't really mean all that much and according to snowden didn't 
really describe what he did for a living. 

(VIDEO BEGINS) 

WILLIAMS: how do you define yourself? are you-- were you trained as a spy? specifically i'm talking about the titles 
systems analyst, contractor. it seems to me spies probably look a lot more like ed snowden and a lot less like james bond 
these days. 

SNOWDEN: well, it's no secret that the u.s. tends to get more and better intelligence out of computers nowadays than 
they do out of people. i was trained as a spy in sort of the traditional sense of the word. i lived and worked under~over, 
overseas pretending to work in a job that i'm not and even being assigned a name that was not mine. now the 
government might deny these things, frame it in certain ways and say, oh, he's a low level analyst but what they are 
trying to do is they are trying to use one position that i have had in a career here or there to distract from the totality of 
my experience which is that i have worked for the central intelligence agency undercover overseas. i have worked for 
the national security agency undercover overseas. and i have worked for the defense intelligence agency as a lecturer at 
the joint counterintelligence training academy where i developed sources and methods for keeping our information and 
people secure in the most hostile and dangerous environments around the world with. so when they say i'm a low level 
systems administrator that i don't know what i'm talking about it's somewhat misleading. 

WILLIAMS: snowden said his life changed when he was still a teenager on the worst day in modern american history. 
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what did 9ji1 mean to you? 

SNOWDEN: i have never told anybody this. no journalist. but i was on ft . meade on septembeth right outside the nsa . so 
i remember-- i remember the tension on that day. i remember hearing on the radio . i remember thinking my 
grandfather who worked for the fbi at the time was in the pentagon when the plane hit it. i take the threat of terrorism 
seriously. i think we all do. i think it's really disingenuous for the government to invoke and sort of scandalize our 
memories, to sort of exploit the national trauma that we all suffered together and worked so hard to come through to 
yufjustify programs that are have never been shown to keep us safe but cost us liberties and freedoms that we don't 
need to give up, and our constitution says we should not give up. 

WILLIAMS: then there is this way of looking at it-- our nation had been attacked in this nonlinear way. we were hurting. 
post pearl harbor hurting. why not cast the widest net possible? innocent people around the country were-- all felt the 
same w.ay. i've got nothing to hide. we've got to find this enemy we can't see. 

SNOWDEN: the definition of a security state is any nation that prioritizes security over all other considerations. i don't 
believe the united states is or ever should be a security state. if we want to be free we can't become subject to 
surveillance. we can't give away our privacy. we can't give away our rights. we have to be an active party. we have to be 
an active part of our government. and h say there are some things worth dying for. i think the country is one of them. 

WILLIAMS: like a lot of young men in our country, and especially given the fact that your grandfather was at the fbi, your 
dad's a vet. like a lot of young men across america you wanted to join up, and you did. 

SNOWDEN: in 2004, i joined the u.s. army under the 18 x-ray special forces recruit program. i have to give high respect 
to everyone many the military and the graduates of those programs. they are better men than i. i was injured very early 
on in the program and i washed out. i don't hide that. 

WILLIAMS: snowden reportedly left the military after breaking both of his legs in training, 

SNOWDEN: the fact is that i tried. you know, i saw what was going on in the world . i believed the government's 
arguments that we were going to do good things in iraq, that we were going to free the oppressed. and i wanted to do 
my part to help share the national burden and create not just a better america but a better world. the problem was, as 
time went on, as i rose to higher and higher levels of the intelligence community, i gained more and more access, as i 
saw more classified information at the highest levels i realized that so many of the things that we are told by the 
government simply aren't true. much like the arguments about aluminum tubes and weapons of mass destruction, colin 
powell's discussion about anthrax is a dama -- saddam was going to bring againstus. the iraq war i signed up for was 
launched on false premises. the american people were misled . whether that was due to bad faith or simply mistakes of 
intelligence, i can't say for sure. but i can say it shows the problem of putting too much faith in intelligence systems 
without debating them in public. 

WILLIAMS: we'll take another break here. coming up, how edward snowden says the nsa can reach into our lives via our 

phones. 

(COMMERCIAL BREAK) 

WILLIAMS: welcome back. government was now able, if they wanted to, to use our computers to reach into american 
lives and whatever you think of him, what edward snowden told us about spying on our data and our personal devices 
was chilling. and as an example, we used the phone in my hand. 

(VIDEO BEGINS) 

WILLIAMS: i want to ask you about this device. this is not my iphone. this is what drug dealers resort to. this is called a 
burner. it's a temporary. it's the one i brought to cover the olympics because our i.t. people told me that the russians are 
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so good at infiitration. how good? and how good are the americans? what can the nsa do with this device, if they 
wanted to get into my life? 

SNOWDEN: so, first off, that's probably the most expensive burner i have ever seen. but i guess w'e are at the up market 
of drug dealers here 

WILLIAMS: i'm using a term of art. this is turned off. it's inert. 

SNOWDEN: the nsa, the russian intelligence service, the chinese intelligence service, any intelligence service in the world 
that has significant funding and a real technological research team can own that phone the minute it connects to their 
network. as soon as you turn it on, it can be theirs. they can turn it into a microphone. they can take pictures from it, 
they can take the data off of it. but it's important to understand that these things are typically done on a targeted basis. 
right? it's only done when people go, this phone is suspicious. i think it's being held by a drug dealer. i think it is being 
used by a terrorist. 

WILLIAMS: can anyone turn it on remotely if it's off? can they turn on apps? did anyone know or care that i googled the 
final score of the rangers/canadiens game last night because i was traveling here? 

SNOWDEN: i would say yes to all of those. they can absolutely turn them on with the power turned off the device. that's 
pretty scary. the thing about the rangers game ises also salsa scary. you might say, does anybody care that i'm looking 
up the score for the rangers game? well, a government or a hacker or some other nefarious individual would say yes. 
that tells a lot about you. you probably speak english. you are probably an american. you are interested in this sport. 
they might know what your habits are. where were you i~ the world when you checked the score? do you check it when 
you travel? do you check it when you're at home? they could tell your pattern of life. when are you doing these 
activities? when do you wake up? when do you go to sleep? what other phones are around you? are you with someone 
who's not your wife? are you some place you shouldn't be, according to the government which is arbitrary, you know. 
are you engaged in any kind of activities we disapprove of, even if they aren't technically illegal? all of these things can 
raise your level of scrutiny. these activities can be mis misinterpreted and used to do you wrong. the problem is the 
capabilities themselves are unregulated, uncontrol are edun krol uncontrol uncontroledded and dangerous. 

WILLIAMS: all because i googled rangers, canadiens, final score. 

SNOWDEN: exactly. 

WILLIAMS: snowden says he was astonished at the access he had at his fingertips including a computer program that, as 
he put it, could get inside your thought process. 

SNOWDEN: when i think about an instance that really just struck me as, oh, my god, we can do this. and we can do it to 
anyone was that people at nsa, analysts, can actually watch people's internet communications. watch them draft 
correspondence and actually watch their thoughts form as they type. s as you write a message, an analyst at nsa or any 
service using this attack against people can actually see you write sentences and backspace over your mistakes, change 
the words, pause, and think about what you wanted to say and then change it. it's this extraordinary intrusion not just 
into your communications, your finished messages but your actual drafting process,, into the way you think. 

WILLIAMS: you must have been aware spying is sometimes called a dirty business. lives have been taken and unsavory 
deeds have been committed. 

SNOWDEN: you know, i don't think anybody who 's's been in the intelligence community for almost a decade as i have 
been, is really shocked by the specific types of general operations when they are justified. what's more shocking for 
anybody is not the dirtiness of the business. it's the dirtiness of the targetsing. it's the dirtiness of the way these things 
are being used. it's the lack of respect for the public because-- the lack of respect for the intrusiveness of surveillance. 

9 
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WiLLiAMS: when the president and others have made the point that you should have gone through channels, become a 
whistleblower and not pursued the route you did, what's your response? 

SNOWDEN: i actually did go through channels. and that is documented. the nsa has records. they have copies of e-mails 
right now to their office of general counsel, to their oversight and compliance folks from me raising concerns about the 
nsa's interpretations of its legal authorities. i have raised the complaints not just officially in writing through e-mail to 
these offices and these individuals but to my supervisors, to my colleagues, in more than one office. i did it in ft. meade. 
i did it in hawaii. and many, many of these individuals were shocked by these programs. they had never seen them 
themselves. and the ones who had went, you know, you're right. these are things that are are really concerning. these 
aren't things we should be doing. maybe we're going too far here. but if you say something about this, they're going to 
destroy you. do you know what happens to people who stand up and talk about this? 

WILLIAMS: what did you report? what was the response? 

SNOWDEN: so i reported that there were real problems with the way the nsa was interpreting its legal authorities. and 
the response more or less in bureaucratyerreaucratic language was you should stop asking questions. one of my final 
acts in government was continuing one of these communications with a legal office. in fact, i am so sure that these 
communications exist that i have called on congress to write a letter to the nsa to verify that they do. write to the office 
of general counsel and say, did mr. snowden ever communicate any concerns about the nsa's interpretation ofits legal 
authorities? 

WILLIAMS: now about that last point there about the paper trail that snowden says exists within the nsa, so far nbc 
news has learned from multiple sources that snowden did, indeed, send at least one e-mail to the general counsel's 
office raisingic and legal questions. we have filed a request under the freedom of information act to look for any other 
records. and when we continue here tonight, the are the secrets of the u.s. military safe? 

{COMMERCIAL BREAK) 
/(b)(6) "{b)(3):P.L. 86-36 

Egan, Brian J.; Heinzelman, Kate; Fonzone, Christopher; 
... ,.(b)(3) 

OGA 

(b)(5) ODNI 
(b)(3)-P.L. 86-36 

2014 10:38 PM Eastern StandardTime 

Robert Litt· 
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FIED//FOR OFFICIAL USE Of\JLY 

ADS&CI reviewed the subject document and offer the following comments for your 

consideration: 

(b)(3)-P.L. 86-36 
(b)(5) 

Question 9, first para: Change to read as follows for purposes of accuracy: (U/7'FOUO) We 

have reviewed all of the email and NSANet socia l media posts authored by Edward Snowden 

which we have been able to obtain. This review has included manual reviews of the email 

and posts, as well as sea rches of the email tailored to identify any responsive 

correspondence. 

Please let us know if you have any questions. 

Thanks. 

»•·'!'"(b)(3)-P.L. 86-36 

ADS&CI Chief of Staff 

968-6000(';); L-1 ___ ____. 

Classification: UNCLASSIFIED//FOR OFFICIAL USE 0 

cmmolte
Text Box
Approved for Release by NSA on 11-13-2015, FOIA Case #78137



DOCID: 4249222 Remaining text is duplicated in DOCID 4249180 J 



DO~~D: 4~~~------------------------------~ 



DOCID: 4249222 



DOCID: 4249222 



DOCID: 4249222 



DOCID: 4249222 



DOCID: 4249222 



DOCID: 4249222 



DOCID: 4249223 

NSA:-028 USA CIV 

From: 
Sent: 
To: 
Cc: 

I N.s~~p23 usA crv 
Thursday, May 29, 201412:21 PM 

I INsA~Q311 usACIV 
I INsA~D23ys~crv 

Subject: RE: (U) 2014_05_29 - ACTION: Snowden's Claims ofVdtdng ~oncerns 
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Subject: RE: (U) NBC News Freedom/of Information Act Request 
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NSA Office of General Counsel 
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Cc: Phillips Pamela N NSA-DJ4 USA CIV;J ~SA-D28 USA CIV; NSA-D23 USA CIV; 
Blacker Cindy S NSA-DJ41 USA CIV 
Subject: RE: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE OP~LY 
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Litigation Practice Group 
Office of General Counsel 
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Outside:JL..-----=---------.....1 
ATTORNEY CONFIDENTIALITY NOTICE. The information contained in this email and any accompanying attachments 
constitutes attorney work product and/or client advice, which are legally privileged. 

~ INsA-D28 usA civ 
Sent~ Thursday, May 29, 2014 2:17PM 
To: Blaskowski Paul J NSA-DJ4 USA CIV; Sherman David J Dr NSA-DJ USA CIVr-------....., 
Cc: Phillips Pamela N NSA-DJ4 USA CIVj f'JSA-D28 USA Ciy;j INSA-D23 USA CIV; 

I INSA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV 

I 

S1,1bject: RE: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIED/!FOR OFFICIAL USE OP~LY 

ueputy Associate ~c, Litigation 
NSA Office of General Counsel 
963-5047 (secure) 

(unclassified) 

I 

(b) (3)-P.L. 86-36 
(b) (5) 

L....,-___ _.(STE) 

**ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED 
COMMUNICATION** 

~{b)J3)-P.L. 86-36 
Not to be released without OGC approval. 

From: Blaskowski PaulJ NSA-DJ4 USA CIV 
Sent: Thursday, May 29, 20142:12 PM 
To~ ~SA-D28 USACI\f; Sherman David J Dr NSA~DJUSA(:IV 
Cc: Phillips Pamela N NSA-DJ4 USA CIVI ~SA-D28 USA CIV;j jNSA-D23 USA CIV; 

l f-JSA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV L...--------1 

Subject: RE: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIED//FOR OFFICIAL USe O~JLY 
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VIR, 

Paul 
(U)******************************** 
Paul J Blaskowski 
Deputy Chief, DJ4 
Freedom of Information and Privacy Office 
OPS2A, 2A1118, Suite r-62;;;..4.;..;;8;...._ ___ __, 

Personal: 966-4072s.,.:..l.:......----............. 
Office: 963-5827s I I 

~~-------r 

From: NSA-D28 USA CIV 
Sent: urs ay, ay 29, 2014 1:26PM 

' """''''" ( b ) ( 3 ) - P . L . 8 6- 3 6 

To: Sherman David J Dr NSA~DJUSA CIV 
Cc· Phillins Pamela 0 I'JSA~O.J4 USA CIV: Blaskowski Paul JNSA-DJ4 USA CIVI fNSA-D28 USA CIV; 

I !NSA-D23 USA CIV~ INSA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV 
Subject: RE: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIED//FOR OFFICIAL USE: O~~LY 

Dave -1 

vir 

(b) (3)-P.L. 86-36 
Deputy Associate GC, Litigation (b) ( 5) 

NSA Office of General Counsel 

~~~)classified) 
L______jsTE) 
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Tol INSA-D28 USA CIV ··.... r------..., 
Cc: Phillips Pamela N NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4lJSACivj jNsA-D28 USA CIV; 
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I INSA-023 USA CIV; I INsA-D28 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV 
Subject: RE: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIED//FOYQ 
====================================================== 

(U/fFOUQ.11 take it you meanour initial written confirmation that the NBC request has been received and we are 
working on it. I'll need DJ4 to execute. 

(U//FOUO) I also would appreciateyour view onl 

Dave 
«File: Snowden USSID 18_Redacted.pdf >> 
David J. Sherman 
Associate Director for Policy and Records 
National Security Agency 
Room 2A0858 

From:l INsA-D28 USA CIV 

(b) (3)-P.L. 86-36 
(b) (5) 

Sent: Thursday, May 29, 20141:08 PM 
To: Sherman David J Dr NSNDJ USA CIV 
Cc: Phillips Pamela N NSA-DJ4 USACIV; Blaskowski Paul J NSA-DJ4 USA CIVJ INsA-D28 USA CIV; 

1 INSA-D23 usA cf\1 ····... ~sA-D28 usA c1v L...-----....1 

Subject: FW: (U) NBCNews Freedom df.Jnformation Act Request 
Importance: High 

Classification: UNCLASSIFIED/tF"OR OFFICIAL USE or~LY 

Dave- since this is going out through PAO to the WH arid-NBC right n0 w, we need to follow up today with a standard 
written response. 

Deputy Associate GC, Litigation 
NSA Office of General Counsel 
963-5047 (secure) 

I ~~~~~~assified) 

(b) (3)-P.L. 86-36 

**ATTORNEY WORK PRODUCT// ATTORNEY CLIENT COMMUNICATION//PRIVILEGED 
COMMUNICATION** 
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Not to be released without OGC approval. 

''',(b ) ( 3 ) - P . L . 8 6- 3 6 

From: Sherman David J Dr NSA-DJ USA CIV 
Sent: Thursday, May 29, 2014 9:12 j\1\1 
To: Grimes Arlene U NSA~[)I'LUSACIV . . . 
Cc:l INSA-D USA CIV; [)Lmedi~leaks"""core(ALIAS)D; DeRajesh NSA-D2 USA CIV; 1 I 
NSA-D2 USA CIV;I INSA-D28 U?ACIV; DL pao(ALIAS}DN3;D DIR STAFF; Ledgett Richard H Jr NSA-D 
USA CIV; DL ddir_staff (ALIAS) S; Fleisch Frances J NSA-DUSA CIV;.DL EXDIR_STAFF (ALIAS) D; Brooks Elizabeth R 
NSA-DC USA CIV; Soule Trumbull D NSA~DC USA CIV;DL cos_staff (ALIAS) DC; DL OGC_Medialeaks{ALIAS D23· 
Bauman Ethan L NSA-DL USA CIV; SA-DL US CIV· Delong John M NSA~r=D;...:4...:U::.::S::..;A:..::C:::.IV:...~.·...L...-"'T"::~~-..... 
F NSA-D4 USA CIV; RichardsRebecca SA-DS USA CIV; SA-D23 
USA CIV;I INSA-D28 USA CIV; SA-D28 USA CIV; Kuntz Cheryl R NSA-DJ USA CIV; Phillips 
Pamela N NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4 USA CIV; Blacker Cindy S NSA-DJ41 USA CIV 
Subject: (U) NBC News Freedom of Information Act Request 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Arlene: 

(Uh'JZOUO) You asked whether NBC has filed a FOIA with NSA with regard to Mr. Snowden's communications with NSA. 

(U/IFOUO) It has. Specifically, one was filed Monday via the FOIA page on the NSA public website by Matthew Cole of 
NBC News. It seeks: 

"Any and all emails, documents or any other form of communication sent by or from EDWARD SNOWDEN to the 
Office of General Counsel, or equivalent, or to any lawyer or legal office within the agency during the years 2012 
and 2013, as well as any communication in response to Mr. Snowden." 

(U//FOUO) We have been in telephonic contact with Mr. Cole to confirm receipt of this request. We will follow up with 
written acknowledgement within a few days. The next step will be to task out a formal search for responsive 
documents. I am aware that one has been surfaced separately. 

Dave 

David J. Sherman 
Associate Director for Policy and Records 
National Security Agency 
Room 2A0858 

969-2850 (secure) 

I ~commercial) 

====================================================== 
Classification: UNCLASSIFIED//POUO 

====================================================== 
Classification: UNCLASSIFIED//W9UO 
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Classification: UNCLASSIFIEDh'FOR OFFICIAL USE O~~LY 
====================================================== 
Classification: UNCLASSIFIED//POUO 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE O~~LY 
====================================================== 
Classification: UNCLASSIFIED//FOUO 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE or~L't' 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

Classification: UNCLASSIFIED/1FOR OFFICIAL USE Ot~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 
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From: 
To: 
Cc: 

Subject: 
Date: 
Attachments: 

Classification : COP~ FIDE ~~TIALh'~~O F 0 R~J 

Team, 

Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 28 288090 
JWICS r:::::::::Jg]nsakgov 
UNCL L____lgtnsagov 
NSTS 969-5006 

BLACK ~...I ___ __. 

Classification : COr~ FIDE NTIAL/it~O F 0 Rf~ 

TO: DIR 

DDIR 

ExecDIR 

GC,D/GC 
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LAO,D/LAO 

(UHFOUO) :rhis Thursday Vanity Fair plans to publish in its May issue a long anticipated article on 

the Edward Snowden case. DDIR Ledgett is among government officials interviewed for the article. 

The preview information is attached. NSA has not seen the full article and doesn't expect to before 

it is published. 

(U//FOUO) The preview quotes Snowden responding to statements that he made no formal 

complaints about his concerns regarding NSA activities, 

"The N.S.A. at this point not only knows I raised complaints, but there is evidence that I 

made my concerns known to the N.S.A.'s lawyers, because I did some of it through e-mail. 

directly challenge the N.S.A. to deny that I contacted N.S.A. oversight and compliance bodies 

directly via e-mail and that I specifically expressed concerns about their suspect 

interpretation of the law, and I welcome members of Congress to request a written answer 

to this question [from the N.S.A.]." 

(E#Po33 Levu Eliffll'eeliiel•t Se113itivej All of NSA's forensic analysis and multiple interviews of 

personnel I bavejailedto produce any evidence of Snowden's claim that he 

reported concerns to anyone. The closest thingtoaoyenga~ement by him on this topic was a web­

based query to the OGC submitted in April 2013 while he was atNSA\Nashington training for his 

National Threat Operations Center (NTOC) job. 

(U/iFOUOj Here is his request, submitted on 5 April: 

states 

not not seem 

is 

of 

as it seems to 

(b) (3) -P.L. 86-36 
(b) (7) (E) 
(b) (7) (A) 
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in 

ODNI 

And here is the response he received from an OGC attorney on 8 April: 

me if 

NOTHING FOLLOWS 

(U//FOUot 

Regards, 
r--'1 '-----, 

............................................ 

Media Leaks Task Force 
National Security Agency/Central Security $ervice 
OPS 28 288090 

~~~LS II G~:t·~i~o~ov 
NSTS 969-5011 

BLACK .... I ____ ..... 

of 

to 

are correct 

(3)-P.L. 86-36 
5) 

"'"".\(b) (3) -P.L. 86-

Classified Ely: IL....-___ ___. 
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Full article not available till10 April. 

Photo Illustration by Sean McCabe. 

"Every person remembers some moment in their life where they witnessed some injustice, 
big or small, and looked away, because the consequences of intervening seemed too 
intimidating," former National Security Agency contractor Edward Snowden tells Vanity 
Fair about his motivation for leaking tens of thousands of secret documents. "But there's a 
limit to the amount of incivility and inequality and inhumanity that each individual can 
tolerate. I crossed that line. And I'm no longer alone." 

Snowden's extensive response is part of a 20,000-word narrative in Vanity Fair's May issue, 
by special correspondent Bryan Burrough and contributing editors Suzanna Andrews and 
Sarah Ellison. The article is the first comprehensive account-bolstered by interviews with 
dozens of key players - providing an inside look at how a geeky dropout from the Maryland 
suburbs found himself alone in a Hong Kong hotel room, releasing some of America's most 
carefully guarded secrets to the world. 

Snowden writes to Vanity Fair about the N.S.A. 's allegations that he never filed a formal 
complaint (and directly challenges it to deny he contacted internal oversight); about why 
he's not a spy; about what he calls the "post-terror generation"'s views on defending the 
Constitution; about the crucial ways in which he differs from WikiLeaks founder Julian 
Assange; about his amusement at being labeled a right-winger; and more. 
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Among the highlights of Snowden's response: 

Snowden challenges allegations that he never filed a formal complaint about 
the N.S.A. to internal oversight and compliance bodies: N.S.A. deputy director Rick 
Ledgett, who led the internal investigation of Snowden, claimed Snowden made no formal 
complaints. And if he complained personally to anyone, Ledgett tells Vanity Fair, he or she 
has not acknowledged it. 

In response to this claim, Snowden replies, "The N.S.A. at this point not only knows I raised 
complaints, but that there is evidence that I made my concerns known to the N.S.A.'s 
lawyers, because I did some of it through e-mail. I directly challenge the N.S.A. to deny that 
I contacted N.S.A. oversight and compliance bodies directly via e-mail and that I specifically 
expressed concerns about their suspect interpretation of the law, and I welcome members of 
Congress to request a written answer to this question [from the N.S.A.]." 

When asked about his initial reaction to the revelation that Snowden was the leak, Ledgett 
tells Vanity Fair there was a personal sense of betrayal, stating, "It was like getting kicked in 
the stomach." 

On using his personal credit card in Hong Kong to prevent spy accusations: 
Snowden tells Vanity Fair that when he checked into the Mira, a hotel in Hong Kong's 
Kowloon district, he used his personal credit card so the government could immediately 
verify he was entirely self-financed, was independent, and had, over time, withdrawn 
enough financial resources to survive on his own without assistance. He writes, "My hope 
was that avoiding ambiguity would prevent spy accusations and create more room for 
reasonable debate. Unfortunately, a few of the less responsible members of Congress 
embraced the spy charges for political reasons, as they still do to this day. But I don't think it 
was a bad idea, because even if they won't say it in public, intelligence -community officials 
are regularly confirming to journalists off the record that they know with a certainty that I 
am not an agent of any foreign government." 

On rumors concerning the number of documents he has: Snowden cautions about 
some ofthe numbers that investigators have publicized, especially the 1.7 million figure, 
which, he tells Vanity Fair, is "simply a scare number based on an intentionally crude 
metric: everything that I ever digitally interacted with in my career." He adds, "Look at the 
language officials use in sworn testimony about these records : 'could have,' 'may have,' 
'potentially.' They're prevaricating. Every single one ofthose officials knows I don't have 1.7 
million files, but what are they going to say? What senior official is going to go in front of 
Congress and say, 'We have no idea what he has, because the N.S.A.'s auditing of systems 
holding hundreds of millions of Americans' data is so negligent that any high -school 
dropout can walk out the door with it?' " 

"I know exactly how many documents I have," Snowden continues. "Zero." But for the other 
players involved, ''I'm not sure we'll ever know who has what," The Guardian's U.S. editor, 
J anine Gibson, says. 

On what he calls the "post-terror generation's" views on defending the 
Constitution: "What we're seeing today in America is a new political movement that 
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crosses party lines. This post-terror generation rejects the idea that we have to burn down 
our village in order to save it-that the only way to defend the Constitution is to tear it up." 

On allegations that he has "a doomsday cache" in his possession: In response to 
whispers in the intelligence community that Snowden has "a doomsday cache" in his 
possessiOn, Snowden retorts, "Who would set up a system that incentivizes others to kill 
them?" 

On the crucial ways he differs from WikiLeaks founder Julian Assange: "We 
don't share identical politics. I am not anti-secrecy. I'm pro-accountability. I've made many 
statements indicating both the importance of secrecy and spying, and my support for the 
working-level people at the N.S.A. and other agencies. It's the senior officials you have to 
watch out for." 

Why he admires WikiLeaks: "They run toward the risks everyone else runs away from. 
No other publisher in the world is prepared to commit to protecting sources-even other 
journalists' sources- the way WikiLeaks is ." 

On how he's amused by reports of his "right -wing politics" and would describe 
his political thought as "moderate": Snowden tells Vanity Fair he's amused by reports 
of his "right-wing politics, based on what seem to be Internet rumors and third-hand 
information." He continues, "I'd describe my political thought as moderate." 

Sources close to the situation discuss Snowden's living arrangements in 
Moscow and his desire to be granted asylum in Germany or another 
democratic state: One source close to Snowden tells Vanity Fair that he and WikiLeaks 
staffer Sarah Harrison moved multiple times and at one point lived with an American family 
outside Moscow. Snowden and Harrision's time together "was a little bit of a love-hate 
thing," says a person close to WikiLeaks. "They were stuck in close quarters there for a long 
time." Snowden is fastidious and Harrison is not, this person says. Harrison moved to Berlin 
in November, but shortly before she did, a German politician had dinner with her and 
Snowden, who expressed a desire to be granted asylum in Germany or another democratic 
state. Mostly, the politician says, Snowden wished he could go home. 

For the full story, subscribe now and get the digital edition , available April1o 
for download. 
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!NSA-028 USA CIV 

From: 
Sent: 
To: 

Green Miller Marci L NSA-ON1 USA CIV 

Thursday. Ma: 29, 2014 2:08 PM 
I NsA-02 USA CIV;I rsA-04 USA CIVJL...-___ ____. 
M NSA"OS4SA CIV; OL PAOMedia (ALIAS) ON1; OL OGC_Medialeaks (ALIAS) 023; OL 
OOOC Medialeaks (ALIAS) 04 

I INsA-FlY usA CIV; I INsA-S0121 usA CIV~ Cc: 

Subject: 
I F~A-028 USACIVt . t'JSA-023 USA CIV L...------1 

RE: (U) ACTION: Request for Information in Support of Media Leaks Action (1) 

Classification: UNCLASSIFIEDI/FOR OFFICIAL l:JSE O~JLY 

Thank you! ONI is pushing it now. 

(U) MarciL. Green Miller 
NSA Public Affairs Office 
Personalt ~/969·7503US 
PAO Office: 443-634-0721 B /969-7499 S 
Media Line: 301-688-6524 
BlackBerry:! I 
Unclass email: mlgree3@nsa.gov 

From~ IN5A~D2 USA CIV 

;·::Y( b ) ( 3 ) - p . L . 8 6- 3 6 

Sent: Thursday, May 29, 2014 2:07 Pf\1 
To: Green Miller MarciL NSA-DNll)SACiv;l INsA~D4 USA CIV;L..I --:--~---~-__.lNSA-OS4 USA CIV; 
OL PAOMedia ALIAS) ON1;{)LOGC_Medialeaks (ALIAS) 023; DL OOOC_Medialeaks CALlAS) 04 
Cc: . SA~F1 Y USA CIV; I INSA-S0121 USA CIV;I ~SA-028 USA CIV; 

NSA-023 USA CIV L----------1 

~.:S,_u,...,bJ .... e""""ct,....:-=R=E"""": (,...,U,....) ~ACTION: Request for Information in Support of Media Leaks Action 

Classification: UNCLASSIFIED1LfFOR OFFICIAL USE O~JLY 

DMarci, 

Confirmed with our Litigation practice group fhanhecopyprqvided is fine to post on the website with OGC's 
organizational designator, phone numbers and room number. 

~~----____.1 ::•· (b) ( 3) - P. L. 

Office Manager to the Deputy General Counsels 
Office of General Counsel (D2) 
963-5548.1 1 
OPS2B 288140, Suite: 6250 
(U/fFOUO) My Dropbox 

From: Green Miller MarciL NSA-ONLUSACIV 
Sent: Thursday, May 29, 20142:01 PM 
To~ ~NSA-D4 USACIV;r-1 ""'-------.....,INSA-02 U?ACIV;I INsA-DS4 USA CIV; OL 
PAOMedia (ALIAS) ON1; [)LOGC_MediaLeaks (ALIAS) 023; DL ODOC_Medialeaks (ALIAS) 04 
eel INSA-F1 v usA civ;l INsA-S0121 usA CIV; I ~sA~D28 usA civ 
Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action 

@lpproved for Release by NSA on 02-0S-2016. FOIA Case# 7813n 
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Classification: UNCLASSIFIED//FOR OFFICIAL USE QfqLY 

GC has provided approval to post the document as it was provided to PAO. 

Marci 

(U) MarciL. Green Miller 
NSA Public Affairs Office 
Personal:! Is; 969-7503 5 
PAO Office: 443-634-0721 B/ 969-7499 5 
Media Line: 301-688-6524 
BlackBerry:! I 
Unclass email: mlgree3@nsa.gov 

From:l ~SA-04 USACIV 
Sent: Thursday, May 29, 20142:00 PM 
To: Green Miller Marci L NSA-ONLUSA CIV;I INSA-02 USA CIV;._I -----~NSA-OS4 USA CIV; 
OL PAOMedja CAl lAS) ~N·1 .. ; OL OGC--MediaLeaks 023; OL OOOC_Medialeaks (ALIAS) 04 
cd ~sA~F1Y usA civ; . . . NSA-so121 usA civ; 1 ~sA-o28 usA civ 
Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action 

Classification: UNCLASSIFlEDHFOR OFFICIAL USE O~~LY 

Marci, 

Suggest confirming with OGC that keeping OGC's organizationald~signator, phone numbers and room number 
unredacted is appropriate. 

D 
(U//FOUO) 

Training Program Manager 
Office of the Director of Compliance, 04 
OPS 2: 2B8054 
Personal: 963-2510 (s),l kb} 
Office: 963-1705 (s),r--.;1 ~--.....:-l~b} 

DropBox:http ://urn. nsa. ic.gov I d ropbox1 

(U//FOUO) 

. ,iJt·( b ) ( 3 ) - P o L o 8 6- 3 6 

From: Green Miller MarciL NSA-ONlUSA CIV 
Sent: Thursday. Mav 29/20141:38 PM 
To:l jNSA-D2USA CIVJr-------,J'JSA-DS4 USA CIV; DL PAOMedia (ALIAS) ON1; OL 
OGC MediaLeaks (ALIAS)D23; OL OOOC Medialeaks (ALIAS) 04 
Cc: I INSA-F1 Y USA CIV;I INsA-S0121 USA CIV;I I NSA-028 USA CIV 
Subject: RE: (U) ACTION: Request for Information in Support of Media Leaks Action 

Classification: UNCLASSIFIED/tFOR OFFICIAL USE O~~LY 
2 
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All, 

We are going to post the email to nsa.gov and ICon the Record ASAP. Is there any issue with posting as it appears in the 
this attachment? 

Please advise ASAP. 

Marci 

(U) MarciL. Green Miller 
NSA Public Affairs Office 
Personal:! IB/969c7503S 
PAO Office: 443-634-0721 B /969-7499 S 
Media Line: 301-688-6524 
BlackBerry:L..I _____ _. 

Unclass email: mlgree3@nsa.gov 

From~ INSA~b2 USACIV 

m : ::~'!'( b ) ( 3 ) - p 0 L 0 t 

Sent: Thursday. May 29 201412:56 PM 
To: I ~SA-DS4 ljSAClV; !)L PAOM~dia (AliAS) DI'.JltDl OGC_Medialeaks (ALIAS) D23; DL 
ODOC Media leaks (ALIAS) [)4 
Cc:l INSA-F1Y USA CIV! ~NSA-5012lUSAClV;I ~SA-D28 USA CIV 
Subject: RE: (U) ACTION: Requestforlnformatlon m Support of Media LeaksAction 

Classification: UNCLASSIFIED/1FOR OFFICIAL USE ONLY 

Attached is the email. 

Office Manager to the Deputy General Counsels 
Office of General Counsel (D2) 
963-5548, I I 
OPS2B 288140, Suite: 6250 
(Uf/FOUO) My Dropbox 

From:l NsAODS4 USA CIV 
Sent: Thursday, May 29, 20.14 12:12 PM 
To: DL PAOMedia (ALIAS}DN1; DL OGC_~edjal eaks CAl lAS) ~23; DL ODOC_Medialeaks (ALIAS) D4 
Cc: NSA-DS4 USA CIV NSA-F1Y USA CIVJ INSA-S0121 USA CIV 
Subject: (U) ACTION: Request for Information in Support of Media Leaks Action 
Importance: High 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE: Ot~LY 

All, 

(U/ fFOUO)"The Media Leaks Outreach team has been tasked to do a "fact check" of the 28 May 2014 NBC interview 
transcript. In the interview, Mr. Snowden stated that he sent emails to the OGC and Oversight and Compliance raising 
concerns about the NSA's interpretation of its legal authorities. Respectfully request a copy of the email. We will not 
release the information without permission. 

3 
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Thanks, (b) (3) -P.L. 86-36 

Deputy Chief, DS4 
Detailed to the Media Leaks TaskForce 
Room 2A1034 
963-7763s 

PRIVACY SENSITIVE- any misuse or unauthorized access may lead to disciplinary action. 

Classification: UNCLASSIFIED//FOR OFFICIAL US~ O~JLY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

Classification: UNCLASSIFIEDh'FOR OFFICIAL USE O~~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE Of~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE Of~LY 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE Qj')~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

4 
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From: 
Sent: 
To: 
Cc: 

I I 
Thursday, May 29, 2014 1:11 PM 
Ro ers Michael S ADM 

(b) (3)-P.L. 86-36 

PAOMedia: Ledqett Richard H; Fleisch, Frances J; Stone, Carin R; De, Rajesh..__--=---=-"":"""":'___. 
I pL ML TF _core; Bauman, Ethan; I pherman, David J 

Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript 

Sir, 
Based on dialog with the White House the plan is now to have press spokesman Carney use the following material in 

his press brief: 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuseJ but posed a legal question that Office of Counsel addressed. There was not 
additional follow-up noted. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

The additive difference from what was provided below is the intent to release the e-mail. At this time NSA Media Leaks 
PAO is reaching out to NBC and media outlets which have inquired about Snowden's claim to notify them of our intent 
to share the text of the internal corres ondence between Snowden and the OGC. It is the same beni n e-mail that ou 

NSA's Leg Affairs officewif[beinfdrmed so 
~------~----------------------------------------~ they can advise Senator Feinstein's office. 

Please advise if you have any questions/concerns. 

Regards, 

I 

(b) (3)-P.L. 86-36 
(b) (5) 

·········"r···=···=· ======·=··.,·························· ················ ................. .................... ~ .. ............... ~ ........................................................... .............................................................................................. . 
From:._! _____ ___. 
Sent: Thursday, May 29, 2014 12:26PM 
To: R ers, Michael S ADM 
Cc,__~--~"""':"""--------------------------"""':"""-r------------.....£:.L PAOMedia; Ledgett, 
Richard H; Fleisch, Frances J; Stone, Carin R; De, Rajesh; L MLTF _core 
Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript 

Sir, 
Reference the request from the White House, we just provided the following: (b) (3)-P.L. 86-36 

--Did Snowden raise concerns with NSA as he said he did? 

We have found a single instance of one email inquiry by Edward Snowden to the office of 
General Counsel asking for an explanation of some material that was in a training course he 
had just completed. The question was received and an answer was provided to Mr. Snowden. 
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could 

@lpproved for Release by NSA on 02-05-2016. FOIA Case# 7813n 
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have used to raise ether concerns or whistleblower allegations. We have searched for 
evidence of outreach from him in those areas and have not discovered any engagements related 
to his claims. 

- -How do you plan to respond to the FOIA request? 

we received the request from NBC and are following normal procedures for processing the 
request. 

NOTHING FOLLOWS 

2 
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From: 
Sent: 
To: 

r, 'esda11 March 10, 20154:40 PM 

I 
Subject: FW: NBC/email 

(b) (3)-P.L. 86-36 

Deputy Associate General Counsel 

Litigation Practice Group 

Office of General Counsel 

National Security Agency 

Tel:~...l _____ ..... 

FromJ~... _____ ..... 

Sent: Saturday, May 24,2014 1:15 PM 

To:l I 
Subject: Re: NBC/email 

That's what I said. For what it is worth I was at the movies this morning. Enjoy the game.~...l _ ____. 

From: ._I ____ ____. 

Sent: Saturday, May 24, 201401:13 PM Eastern Standard Time 

Toi I 
Subject: Re: NBC/email 

At Orioles game but can do more substantive analysis this evening. 

From:l I 
Sent: Saturday, May 24, 2014 01:05 PM 

(b.) ( 3 ) - P . L . 8 6- 3 6 
(b) (5) 

(b) (3)-P.L. 86-36 

@\pproved for Release by NSA on Oi-05-2016. FOIA Case# 7813n 
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To:l I 
Subject: Fw: NBC/email 

From .... l _____ __, 

Sent: Saturday, May 24, 2014 01:01 PM Eastern Standard Time 
To: De, Rajesh 
Subject: Re: NBC/email 

(b) (3)-P.L. 86-36 

\b)(3)-P.L. 86-36 
(b) (5} 

I have no idea. Am 
r---~---------------------------~ now at an appt 
L...------1 

From: De, Rajesh 
'(b) (3)-P.L. 86-36 

Sent: Saturday, May 24, 201412:52PMEasterh$tandard Time 

To:l I 
Subject: Fw: NBC/email (b) (6) 

Why is doj weighing in on our obligations un(je{privacy act? 

From 
~-~~-~~~~~=---------~ Sent: Saturdav. May 24, 2014 12:46 PM 

Tqj I IDe Raiesh: Vines Vanee M· 

(b) (3) 
OGA 

JDNI-Media@dni.gov' <DNI-Media@dni.gov>;l I 
~----~~~~~-~----~ L...-----~ !Richards, Rebecca J 
'-------~ 

Cc: Grimes, Arlene U; DL PAOMedia 
Subject: Re: NBC/email (Text below is duplicated in DOC I D 4249177) 
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From: I INSA -D2 USA CIV 
Sent: Friday, May 23, 2014 2:44PM 
To: Vines Vanee M NSA-DNl USACIV; Grimes Arlene U NSA-DN USA CIV; I INSA-D2 USA 
CIV;I IN$,6.-I USA CIV; DL ~AOMedi a (ALIAS) DNl 

Cc: De Rajesh NSA-D2 USACIV; Baum····.a·· .. n. Ethan I NS~ ... -.. D·· ... L USA CIV; Sherman David J Dr NSA-DJ··· ... USA CIV 
Subject: RE: (U) PAO RESPONSE RE: (U~ ptem 

Classification: CO~~F IDENTIAU/NOFORN 

I don't have the email on the low side. 

Principal Deputy General Counsel 
Office of General Counsel 
OPSB2B. Room 288140 

I lur/963 ss48\s) 

From: Vines Vanee M NSA-DNl USA CIV 

: ;)''(b)(3)-P.L 86-36 
;'/ 

Sent: Friday, May 23, 2014 2:43PM ··/ /1 f u · 

To:l ~SA~D2 U?ACIV; Grim~~ Arlene U NSA-DN U$AClV;NSA-D28 
USA CIV;I INSA~D USA CIV; DL PAOMedia (ALIAS) DNl 

Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan I NS1-9~USA CIV; Sh .. e····r.ma.·n····.·.·.·.9a\lid J D.·r···· NSA-DJ USA ...... / CIV 
Subject: RE: (U) PAO RESPONSE RE: (U)I _Item 

Classification: CO~~FIDENTIAL/IP~OFOR~~ 

Thanks, ma'am. I'll include DoJ. 

May I have the e-mail on the Low Side, too? 

Best, 
vanee' 

From: I INsA-D2 USACIV 
Sent: Friday, May 23, 2014 2:30.P:M · 
To: Vines Vanee M NSA-DNl USA CIV; Grimes Arlene U NSA~DN USA CIV;I ~SA-D28 
USA CIV; I INSA-D USA CIV; DL PAOMedia/(ALIAS) DNl 
Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-DJ USA 
CIV;I INSA-D2 USA CIV r------, 
Subject: RE: (U) PAO RESPONSE RE: (U~ litem 

Classification: COr~F I DENTIALI/NOFORN 

Vanee, 

For clarity, I am not suggesting cutting DOJ out of the coordinat ion. 

@lpproved for Release by NSA on 02-05-2016. FOIA Case# 7813n 
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Principal Deputy General Counsel 
Office of General Counsel 
OPSB2B. Room 288140 

I t uT/963 -5548(s) 

From: Vines Vanee M NSA -DN1 USA CIV 

(b)(3)-P.L. 86-36 

To:[ NSA-D2 USA CIV; Grimes Arlene U NSA-DN USA CIV; NSA-D28 
Se"t: Frj~ay. May 23. ~014 2:29PM I I 

USA CIV; _ ~SA-D USA CIV; DL PAOMedia (ALIAS) DNl L...--------1 

Cc: De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; Sherman David J Dr NSA-DJ USA CIV 
Subject: RE: (U) PAO RESPONSE RE: (U)I ~tern 

Classification: GO~Jr i DE:~JTIAL//~JOF"O~N 

Roger t hat, ma' am. I'll ask the NSC and ODNI on the High (and share the document now). 

Best, 
vanee' 

From: I !NsA -D2 USA CIV 
Sent: Friday, May 23, 2014 2:27 PM 
To: I ~~A-D2 USACIV; Grimes Arlene U NSA-DN USA CIVJ INSA-D28 
USA CIV; Vines Vanee M NSA-DNl USA CIV;I ~SA-D USA CIV; DL PAOMedia (ALIAS) 
DNl 
Cc: De Rajesh NSA-D2 USA CIV; Bau111an Ethan L NSA-DL USA CIV;. Sherman David J Dr NSA-DJ USA 
CIV; I IN$A-D2 USA CIV ,---____;-----, 
Subject: RE: (U) PAO RESPONSE RE: (Uj ~tern 

Classification: CONFIDE NTIAL//P~O FOR~~ 

Vanee, 

Thanks for taking the call and agreeing to coordinate. 

I will still be here for a wh ile if someth ing comes up and you need me. 

Principal Deputy General Counsel 
Office of General Counsel 
OPSB2B, Room 288140 

I fu}/963 ~S548(s) 

·::,.(b)(3)-P.L. 86-36 
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From:l INsA-D2 USA CIV 
Sent: Friday, May 23, 2014 2:25 PM .-------. 
To: Grimes Arlene U NSA-DN USACiy;l ~SA-D28 USA CIV; Vines Vanee M NSA-DNl 
USA CIV;I N~A-D USA(IV; DL PAOMedia (ALIAS) DNl 

~~;re Raiesh NSA-n?~~~~-~i~.·.····B·S·.~u~~n Eth~~L NSA.-... D .. L USA CIV;Sh··.e··.rman David J Dr NSA-DJ USA 

SubJect: RE: (U) PAO RESPONSE RE: (U~ litem 

Classification: COt~F IDEf~TIALfiNOFORN 

Arlene, 

Not clear why NSA OGC would coordinate the release. Seems like thafispartofthe, normal PAO 
coordinat ion process. Raj has signed off and understand that Stu Evans has asw~lh:ibth.e low side. 

D 
Principal Deputy General Counsel 
Office of General Counsel 
OPSB2B, Room 288140 I lu)/963S548(;) 

··· ·· ·· ······················ ... 

From: Grimes Arlene U NSA-DN USACIV 
Sent: Friday. May 23. 20142:09PM 
To:l ~sA~D28l)SACIV; Vines ~apee M NSA-DNlUSA CIV; I INsA-D 

:;y(b)(3)-P.L 86-36 

USA CIV: DL PAOMedia (A~lAS) DNl 
cd IN5A-D2 USA CIV;DeRajesh NSA::D2USA CIV; Bauman.Ethanl NSA-DL USA CIV; 
Sherman David J Dr NSA-DJ USA CIVr--------, 
Subject: (U) PAO RESPONSE RE: (UJ hem 

Classification: CONFIDE~~TIAL//NOFOR~J 

L---____.~A~ supports publicly releasing th is information. Of course, DoJ,the WH and ODNI would also 
need to approve. Several reporters continue to ask about th is.matter.so we agree with Raj that we need 
to get out in front of th is one. 

Can OGC please coordinate with DoJ, the WH and ODN.I? 

Thank you, 
(U//FOUO) 

rlene 
Arlene U. Grimes 
Chief, NSA Media Leaks Public Affairs Office 
285053 
Personal: 969-7505s 
PAO Office: 969-7499L-s"""/-----'-----, 
Blackberry /external email · 
After-hours media queries: L----------' 
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(~)(3)-P.L. 86-36 

My dropbox (for large files): 
~------------------------------------~ 

Froml NsA-D28 USA CIV 
Sent: Friday, May 23, 2014 1:56 PM 
To: Vines Vanee M NSA-DN1 USA c:rv;l INSA-D USA CIV; DL PAOMedia (ALIAS) DN1; 
Grimes Artene U NSA-DN USACIV 
Ccd / NSA-D2 USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; 
Sherman David JDr NSA-DJ USA CIV 
Subjec1:: RE: (U~ ~tern 

Classification: UNCLASSIFIED/ /POUO 

Vi nee 

We defer to your judgment on this. Perhaps it is worth a phone call to indicate that when th is issue first 
surfaced we looked and could on ly find one inquiry to OGC and it consisted of a basic legal question ..... 

f\aLvvould prefer to get in front of th is in the best way 
~po~s~s~lb~l,e~.------------------------~ 

Deputy General Cou nsel 
Litigation and Management 
NSA Office of General Counsel 
963 -5548 (secure) 

1 ~ unclassified) 

ATTORNEY WORK PRODUCT//ATTORNEY CliENT COMMUNICATION 
PRIVIlEGED COMMUNICATION 

Not t o be re leased without OGC approval 

From: Vines Vanee M NSA-DN1 USA CIV 
Se · 2014 1:35 PM 

(b)(3)-P.L. 86-36 
(b)(5) 

To NSA-D28 USA CIV;1 INSA-D USA CIV; DL PAOMedia (ALIAS) DN1; 
,._.....l....li.I:....L..Ill......w..~.~--..I;'N USA CIV 
L:--:---::-::-~-r--......E...;N=SA~-_,D2 USACIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV 

Item 

Classification: GO~JFIDE:~JTIAL//~JOF"ORN 

Ma'am, PAO certainly defers to OGC and LAO regarding the propriety of a public release. I do know that 
reporters would be very interested in the item. 

(b)(3)-P.L. 86-36 
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Speaking strictly in terms of media relations, I wonder whether! 

Best, 
vanee' 

# 

From: .J JNSA-D28 USA CIV 

(b)(3)-P.L. 86-36 
(b)(5) 

Sent: Friday, May 23, 2014 12:21 PM.----------. 
To: Vines Vanee M NSA-DN1 USA CIVJ ~SA-D USA CIV; DL PAOMedia (ALIAS) DN1; 
Grimes Arlene U NSA-DN USA CIV 

Cc.·:l··· INSA-q2 U.· SA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV·· ... 
Subject: RE: (U~ Jitem 

Classification: UNCLASSIFIED/ /FOUO 

All, 

I 
Deputy General Counsel 
Litigation and Management 
NSA Office of General Counsel 
963 -5548 (secure) 

I !(unclassified) 

fb)f3)-P.L 86-36 ATTORNEY WORK PRODUCT/ /ATTORNEY CliENT COMMUNICATION 
PRIVIlEGED COMMUNICATION 

Not to be released without OGC ap p roval 

From: Vines Vanee M NSA-DN1 USA CIV 
Senf:Frida Ma 23 2014 11:18AM J I 
To SA-D28 USA CIV~NSA-D USA CIV; DL PAOMedia (ALIAS) DN1; 

·~~~~....l..llo.oi<~N USA CIV L...-----.....1 

L:-....,.......,...,........,..,.,-----~.~"""""t USA CIV; De Rajesh NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV 
Item 

Classification: GO~JF I DE ~~TIAL/fPqQfORt~ 
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(b){6) 

Thanks, ma'am. 
~------------------------------------------------------~ 

If memory serves, DoJ was not in favor of a release in December. But I know that much has changed 
since then! 

Best, 
vanee' 

From :I INsA-D28 USA CIV 
Sent: Friday, May 23, 2014 11:12 AM 
To: I IN$~-D USA CIV;DL PAOMedia (ALIAS) DNl; Vines Vanee M NSA-DNl USA CIV; 

~~t::,rl::, ~sA-~,2~;~[V; De ~jesh ~~-02 USA OV; Bauman Ethan L NSA-DL USA OV 

Classification: UNCLASSIFlED//FOUO 
-------------------------------~ ~---~---~~-------------------------------------------- ---~,..,....---~---.....,..-------------

Deputy General Cou nsel 

Litigation and Management 

NSA Office of General Counsel 
963 -5548 (secure) I Fundassified) 

ATTORNEY WORK PRODUCT/fATr()RNEY .l:llENT COMMUNICATION 
PRIVILEGED COMMUNrCATION 

Not t o .berele13sed witho ut OGC approval 

Froml INsA~022 usA CIV 

T
S

0

en: t·L-:E:-r:-:id-av---=M-:-a-"-:2::-::3:--::~,20.1411 :05 AM 

Sub~ect: FW: (Ul f.i!iA-,~.~sA OV 

Classification: UNCLASSJFIEDNFOR OFFICIAL USE: O~JLY 

This confirms that the HPSCI/SSCI and Minority/Majority House and Senate leadership staff were 
provided a minimally redacted copy of the email (redactions of NSA personnel names). 

Associate General Counsel (Legislation) 
Office of General Counsel 
963-3208 
OPS2B7112 
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**ATTORNEY WORK PRODUCT//ATTO RNEY CLIENT 
COMMUNlCATION//PRIVlLEGED COMMUNICATION ** 

Not to be released without OGC approvaL 

Fro~ IN?A-DL USA CIV 
Sent: Friday, May 23, 2014 H:Ol AM 

To: Lehner J~-... 0····.2··.2 USACIV·· ... Subject: (U)L______jitem 

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Jon 

ment Ethan sent. It went to H House 

... :;;. 
(b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~dLY 

Classification: CO~<JFIDENTIAL//NOFORN 

Classification: UNCLASSIFIED//FOUO 

Classification: CONFIDE~~TIAL/ffqQfOFH~ 

Cla:s:si'fiecl By: vmvine3 
Derived Frol"l"'. ~~SAfCSSM 1 52 

DBted. 20070108 
Declassify On: 20390501 

Classified By: vmvine3 
De1ived flvi lt. fqSA/CSSM 1-52 

Dated. 20070108 
Declassify 811. 20390501 
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Classification: UNCLASSIFIED/ /FOUO 

Classification: CONFIDE~JTIALH~dOFOR~d 

Classification: CO~~FIDE~~TIALH~~OFOR~d 

Classification: CO~~FIDE~~TIALH~~OFORN 

Classification: GO~dFIDE~JTIALH~~OFORN 

Classification: GO~dFIDE~dTI/\LH~dOFOR~d 

{1>)(3)-P.L. 86-36 

Gl~ssif'ied By: augrim8 
De1 ived Frol"l~. ~~SAfCSSM 1 52 

Oat8Q: 2007010g 
Dcclassif'y On: 20390501 

Denved ~l~s~~~~M 1-52] 
Dated. 20070 1 08 

Declassify On. 20390501 

Cl~ssified By:J 
Derive(;! From: ~JSJ\/G88M 1 52 

Date(;!: 200701 og 
Declassify\ On: 20390501 

Classified \By. Vlllvirle3 
D8riveg From: N~/\/C~SM 1 52 

DB ted. 20070 1 08 
DeciEJssiry 811.\20390501 

: s~· ~~ \~ I 
Deri-o·ed F ::: ~~~ ~SM 1-52 

Dated: 200701Qg 
DeciEJssiry 81 1. 2039050 1 

Classified By: vm'vino3 
Dcrirvcd Frern: ~~SA/CSSM 1 52 

Dated: 200701Qg 
Declassify 811. 20390501 
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Classification: GO~dFIDE~~TIALh'~qQfOFU~ 

Classification: CONFIDE:~JTII\LH~~OFORr~ 

Classification: CO~~FIDENTIALI/NOFORN 

(b)(3)-P.L. 86-36 

Derivlld F7!::5~=tM 1-52 I 
Dated: 20070108 

DeeiBssif-y 81,. 20390501 

CIBssified By. 11 ilg1 ee3 
Del ived F1 ullt. t~SAfCSSM 1-52 

Dated: 200701 08 
DeeiBss ity On: 20400701 
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Blacker Cindy S NSA-DJ4 USA CIV 

From: 
Sent: 
To: 

Cc: 

Rogers Michael S ADM NSA-D USAl..JSJ\1 
Monday, July 14, 2014 6:28 PM 

Sherman David J Or NSA-OJ lJSA CI¥.fledgett R. i.e. hard··.··••··. H J.r·· ... NSA-D·· ... USA CIV; Stone 
Corin R USA CN;I jNSA-D USA CN 
D DIR STAFF; DL ddir_staff (ALIAS) S; DL EXDIR_STAFF \(ALIAS) D; DL medialeaks_core 
(ALIAS) D; Brooks Elizabeth R. NSA~DC USA CIV; Soule Trumbuii D NSA::DC USA CN; DL 
cos_staff (ALIAS) DC; Bauman Ethan L NSA- DL USA CN;( INSA-DL USA 
CIV; Grimes ArleneU NSA~DN .USA CIV; DL pao (ALIAS) DN3; Richards Rebecca J NSA-

DS USA CIV; I // . // INs. A-DS USA CIV; Delany John M. NSA-D4 USA CIV;I I 
l----rNSA-D4 usA ciV; I )'JsA-S02\ usA crv1 I 

NSA-Sb2 USACIV; De Rajesh NSA-D:2 USA CIV; NSA-D2 

....;::.;:::..:....:....:::.:...:...J!::::::=~----____.E NSA-D28 USA CIV; NSA-D23 USA CIV; 
~...-___ ___.INSA-D28 USA CIV; NSA-D28 USA CIV; Kuntz Cheryl R 

NSA-DJ USA CIV; Phillips Pamela N NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4 USA 
CIV 

Subject: RE: (U) Additional FOIA Requests for Snowden Email, Related Internal and External 
Deliberations 

Classification: UNCLASSIFIED/IF OR OFFICIAL USE O~~LY 

Copy and keep me informed here please. 

/r, 
MSR 

ADM Michael S. Rogers, USN 
Commander, U.S. Cyber Command 
Director, NSA I Chief, CSS 
FT George G. Meade, MD 
NSA Nr;.;E...;_TI._ _____ .....,.___. 

Sl PR: a...,l ,....-------____. 

Com m ~.-I ____ ____. 

From: Sherman David J Dr NSA-DJ USA CIV 

(b)(3)-P.L. 86-36 

Sent: Monday, July 14, 2014 2:47 PM 11 
To: Roqer~S~:~a~~; ~?vM NSA-D USA USN; Ledgett Richard H Jr NSA-D USA CIV; Stone Corin R USA CIV;L______J 

Cc: D DIR STAFF; QLddir_staff (ALIAS) S; DL EXDIR_STAFF (ALIAS) D; DL medialeaks_core (ALIAS) D; Brooks Elizabeth 
R NSA-DC USA CIV; Soule Trumbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; Bauman Ethan L NSA-DL USA CIV; 

L...,..,..,,...,.....,.,....,....---..l.l.:lioO~~ USACIV;Grimes Arlene U NSA-DN USA CIV; DL pao ALIAS DN3; Richards Rebecca J NSA-DS 
r-=:-=::....:.....;::~L....----,-----1 SA:PS USACIV· Delon John M NSA-D4 USA CIV; SA-D4 /USA~C::::..IV:..;_..., 

SA-S02 · A-S02 USA ; e a)es - .. 2 USA rntJ L 
r-----,~:-:-:::-::--:::-::~ NSA~D28 USA CIV; I . INSA-D23 USA CIV[7 J 

NSA-D28 USA ov; •.. SA::"P2~.·.lJ.SACIY;··· KJ.· .. u.·QtZ Sh··.·.·.e··.·.ry·······I·····R·.·.····N· s~~D.·J·····.u··.SA CIV; Ph··.i .. l.lips Pa.m· ... ela······.·.·.·.·.·.N······NSA-DJ4 USA CIV; Blaskowski Paul J NSA-DJ4 USACIV < 

Subject: RE: (U) Additional FOIA Requests for Snowden Emeil, Related)Qternat (lnd External Deliberations 

~pproved for Release by NSA on 
~2-05-2016. FOIA Case # 78137 

1 

(b)(3)-P.L. 86-36 
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Classification: UNCLASSIFIEDi=71 FOUG-

(U//FOUO) We have provided a final response to all but one of the ~10 requests NSA received on this matter. 

(U//FOUO) Most sought all email correspondence between Mr. Snowden and either OGC or OIG. We have responded 
by providing the one exchange known to exist in this regard and previously released to the public. 

(UffFOUO) A few requested all of Mr. Snowden's email correspondence from either 2006 or 2009 to 2013. We have 
responded by indicating the complete set of Mr. Snowden' s email are part of an ongoing investigation and cannot be 
released (a few media outlets are choosing to ignore that first part and instead say that we refuse to release them, 
which is a distortion of the facts). However, we did include the one email noted above and reaffirmed that we have 
found no other complaints to OGC or OIG. 

(U//FOU O) The single outstanding request is a complex one seeking all of our exchanges with the Senator Feinste in, the 
SSCI, NBC, and other media outlets regarding Mr. Snowden's emails as well as our internal deliberations/ta lking points 
on the one released. This request has been added to our growing backlog and will wa it its turn for further processing, 
the next step in which would be to taskj ~with searches for responsive documents. I cannot 
estimate a time when we get to it. 

Dave 

David J. Sherman 
Associate Director for Policy and Records 
National Security Agency 
Room 2A0858 

969-2850 (secure) 

I l(commerdal) 

From: Roge~ MichaeiSADMNSA:~~~~· US~· : >: 

. ··· ···' '?(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

Sent: Monday!)uly14, 2014 7:01AM / / . ·· 

rf~~~~;A ~d J Dr NSA-Dl u~ :.~; l£<liiett Rich~r<f>~ JfNSA/ USA OV; S~ne ~~ ~ b~~cN~ I 
Ld: D DIR STAFF; DLd(jir:.__staff ~J\kiAS) S; DL EXDIR_STAFF (ALIAS) D; DL medialeaks_core\(ALIAS}.D; Brooks Elizabeth 
r-'-'-' ......... .........,-.............,CIY; Soule Tryrnbull D NSA-DC USA CIV; DL cos_staff (ALIAS) DC; Bauman Ethan L NSA-DL USA CIV; 
~~~....--_...,N..,.S.,_A ...... -D9L9SACIV; Grimes Arlene U NSA-DN USACIV; DL pro CALlAS). PN3: Rjchf_ rds.Re· .. becca· .. J NSA-DS 

NSA-DS USA · . . - 4 USA CIV; _ \ _ NSA-:04 USA~C=IV'-'-; -...., 
,...::.::::....:....:::..:..!......__--=-N:-::SA-:-I-S02 USA CIV SA-S02 USA CIV; De Rajesh NSA-D2 USACIV; I I 
L:-:-=-:--:::-::-=-'NSA-D2 USA CIV· SA-D28 USA CIV~ INSA-D23 USA CIV;I I 
NSA-D28 USA CIV; NSA-D28 USA CIV 
Subject: RE: (U) Additional FOIA Requests for Snowden Email, Related Internal and External Deliberations 

Classification: UNCLASSIFIED//F OR OFFICIAL USE O~~LY 

David : 

Where are we on this one? 

2 
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/ r, 
MSR 

ADM Michael S. Rogers, USN 
Commander, U.S. Cyber Command 
Di rector, NSA I Chief, CSS 
FT George G. Meade, MD 

NSA NETj I 
SIPR: I I 
Comm ._I ______ _. 

Classification: UNCLASSIFIED//FOUO 

INFORMATION ONLY; NO ACTION REQUI.RED 

ADM Rogers, Rick, Corin, anD 

(U/fFOUO) Since Brian Williams' interview with Mr. Snowden ran last week, we have received a series of requests under 
the Freedom of Information Act from major media outlets seeking additional information about the latter's email 
activities during his period of association with the agency. 

(U/fFOUO) Many of these simply repeat NBC's request for correspondence between Mr. Snowden and OGC. We will 
respond by providing the requesters with the email released publically last week. 

(U/fFOUO) llowever, we also have a separate set of requests which collectively are seeking the following: 

All of Mr. Snowden's classified and unclassified email from either 2006 or 2009 to 2013; 

Information describing how NSA searched for purported emails which Mr. Snowden claims document his 
concerns about our operations and practices; 

Our exchanges with NBC News regarding Mr. Williams' interview with Mr. Snowden; 

Any and all media inquiries to us regarding purported emails involving Mr. Snowden and our responses to these 
inquires; 

Our exchanges on this matter with the SSCI and particularly Senator Feinstein; 

Our internal deliberations regarding the release of the email made public last week; and 

Talking points prepared in connection with that release. 

3 
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(U//1 uuuj 1 hese requests were made by The Washington Post, ai-Jazeera, Business Insider (a website specializing in 
business news which has run occasional stories on NSA), The Examiner (which I would characterize as a non-traditional 
"citizen media" site), and an independent journalist who has published in various outlets but most recently in The 

Guardian. 

(U//FOUO) As requests for Mr. Snowden's emails more generally potentially involve information associated with an 
ongoing investigation, OGC and Security will be consulted regarding the appropriate course of action in responding to 
them. 

(U/IFOUO) I also will discuss with OGC how to address the requests enumerated in the above bullets. Responses to 
them would require considerable assistance from OGC, PAO, MLTF, LAO, and others. I do not expect a quick turnaround 
on any of the requests. 

(Uf/FOUO) Separately, I regret that we have received some unfavorable media coverage (attached) regarding a series of 
internal emails released under FOIA last week dealing with our initial response last June to a surge of requests from 
individuals seeking records of NSA surveillance directed against them. 

(U//FOUO) We GLOMAR (i.e. neither confirm nor deny we have such records) all such individual requests as to respond 
in one instance -say, to tell your typical law-abiding citizen that we understandably have no surveillance records on him 
or her-- would require us for reasons of equitable treatment to respond similarly in all cases and thus enable an actual 
or potential foreign intelligence target, i.e. a terrorist, to file a FOIA request and receive confirmation as to whether he 
or she is a subject of surveillance or has successfully evaded it. We now include this explanation in our GLOMAR 
response to individuals seeking records on themselves in order to provide them with the reasons for our position. 
However, by focusing on our internal back-and-forth as we worked through this issue- which also needed to be heavily 
redacted to protect classified information -- The Guardian does not report the outcome of that discussion, which was to 
provide the public more information in the form of a reasoned explanation of the rationale why we cannot be more 
forthcoming. 

Dave 

« File: Surge in FOIA Requests.pdf » 

David J. Sherman 
Associate Director for Policy and Records 
National Security Agency 
Room 2A0858 

969-2850 (secure) 

I ~commercial) 

Classification: UNCLASSIFIED//FOUO 

Classification: UNCLASSIFIED/iF OR OFFICIAL USE Ot~LY 

Classification: UNCLASSIFIED//FOUO 

Classification: UNCLASSIFIED/IF OR OFFICIAL USE O~~LY 
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From: 
To: 

Cc: 

Subject: 
Date: 

(U) INFORMATION ONLY: Update re: Post NBC Follow-Up 

Thursday, May 29, 2014 2:09:05 PM 

Attachments: Snowden USSID 18 Redacted.pdf 

Classification: UNCLASSIFIEDI/FOR OFFICIAL USE O~~LY 

TO: Admiral Rogers 

DDIR 

EXDIR 

CoS 

ADS&CI 

GC 

LAO 

SID 

lAD 

MLTF 

NTOC 

NSOC 

ODOC 

CLPO 

FAD 

NCSC 

TD 

(U#FOUO) I wanted to provide you with a quick update regarding the actions we've taken today. An 

interagency decision was made to release the redacted email (attached) and the following press 

statement, both of which will be posted to ICON THE RECORD and nsa.gov shortly. 

BEGIN STATEMENT 

NSA has now explained that they have found one email inquiry by Edward Snowden to the Office of 

General Counsel asking for an explanation of some material that was in a training course he had just 

completed. The e-mail did not raise allegations or concerns about wrongdoing or abuse, but posed 

a legal question that the Office of General Counsel addressed. There was not additional follow-up 

noted. The e-mail will be released later today. 

@lpproved for Release by NSA on 02-05-2016. FOIA Case# 7813n 
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There are numerous avenues that Mr. Snowden could have used to raise other concerns or 

whistleblower allegations. We have searched for additional indications of outreach from him in 

those areas and to date have not discovered any engagements related to his claims. 

### 

(U/fFOUO) We've provided responses to the following media outlets that have submitted queries 

thus far this afternoon: ABC, BNO News, The Hill, Huffington Post, Mother Jones, National Journal, 

NBC, Reuters, U. S. News and World Report, Washington Business Journal, Washington Post, and 

Wall Street Journal. 

Thank you, 

(U/IFOUO) 

Arlene 
Arlene U Grimes 
Chief, NSA Media Leaks Public Affairs Office 

285053 
Personal: 969-7505s ~ I 
PAO Office: 969-7499s tl I 
Blackberry/external email: L...p=-----==; ....... 
After -hours media queries: 

My dropbox (for large files) : L..~---......,...,..;;....----....,......,..;;....-___.....,...... __ ......,.......,........,._..•l/ 

From: Grimes Arlene U NS)\~DN USA CIV / / • // // / / 
Sent: Thursday, May?9,2014 8:16AM ./ / // • //// / 

)(3)-P.L. 86-36 

Frances J NSA-D USA CIV: Stone CorinRUSA CIV; Shea•Teresa H NSA-S USAXIV;! _ L To: .. R··· oger·s···· Mich9el S ADM NSA-u. nkn .. o· w .. ··n···· USAUS.· N··•·;······L·•e·······d··· ~~tt Richard H.· .J····r .. ·.·.·.·.N····S ... ·.A ..•.. ·[) .. ' .. U· ~A 0~: Ftejsch 

~A-S USA CIV; ~ . /]NSA-S U.·S· .·A••··.···U··· SN; Plunkett Debora AN···SA~ .. ~ .. USA CIV "j 
UNSA-V USA CI\T;l / !NSA-V USACIV:;< . - . ,,CIV;I • • • I 

NSA-D2 USA CIV; Delon~tJohn M NSA-D4 US:J\.CIV; SA'D4 USA CIV; Bauman 
Ethan I NSA-01 !!SACIV;I /NSA-DL USA CIV; CIV; 

1 INsA-DP usA civ; Riw · sA-os usA 
CIV; Brooks Elizabeth R NSA-DC USACIV; NSA-D21 
USA CIV; Ensor Leoinel K NSA- · USA CIV;t-------~ 
NSA-K USA CIV; NSA-C U 
NSA-T USA CIV; NSA-T USA CIV; 
Cc SA-D2 USA CIV; DC'L..m=e =1a""'e=a=. ,...._=co=re~ALIAS) D; DL PAOMedia (ALIAS) DNl; 

L....;-;-;.:-:-"?'~----INSA-Q3 USA CIV; I INSA-Q31 USA CIV;I r'JSA-Q31 
USA CIV 
Subject: (U) INFORMATION ONLY: Post NBC Follow-Up 

Classification : UNCLASSIFIED//FOR OFFICIAL USE O~JLY 

TO: Admiral Rogers 

DDIR 

EXDIR 

CoS 

ADS&CI 
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GC 
LAO 

SID 

lAD 

MLTF 

NTOC 

NSOC 

ODOC 

CLPO 

FAD 

NCSC 

TO 

(U/fFOUOj I wanted to give you a quick perspective about actions following last night's NBC 

interview with Edward Snowden so that you and your leadership teams have information to share 

with your respective work force. 

(Ui/FOUO) NSA was not made aware of this story by NBC until commercials began running late 

last week. NSA personnel were engaged through the weekend with the ODNI and the National 

Security Council Staff to see what we could learn about the focus of the planned program. We 

received a few fact-check inquiries from the network, but they provided no discernible insight and 

requests by us for more information went unanswered. The inquiries seemed more about 

solidifying their story, and given the lack of prior engagement with the government about the 

interview, an interagency decision was made to not comment prior to last night's airing. 

(U/.,4"0UotAs the story aired and overnight there has been an active dialog between and amongst 

multiple agencies, the National Security Council Staff and the ODNI Public Affairs. This morning we 

will be focused on a detailed fact-check of the transcript and interagency engagement about 

possible follow-ups today. Thus far, related media inquiries have been light, but we expect that may 

change later in the morning. One area of current focus is whether or not to rebut Snowden's claim, 

which he has made before, that he had expressed his concerns about NSA activity to officials on 

multiple occasions. A question and answer set on that issue will be developed today and various 

stakeholders-particularly the Department of Justice-will be consulted to determine the 

downstream implications of any actions in this regard. 

(U//FOUO) We will endeavor to keep senior agency leadership informed on key developments. 

Thank you, 

(UI+FOUO) 

Arlene 
Arlene U Grimes 
Chief, NSA Media Leaks Public Affairs Office 
285053 
Personal: 969-7505s A ·r---------"......., 
PAO Office: 969-7499~ 
Blackberry/external emai~L------------' 

(b)(3)-P.L. 86-36 
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After -hours media queries: 

My dropbox (for large fil es):L...-_____________ ____J (b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE OP~LY 
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Classification: UNCLASSIFIED//FOR OFFICIAL ~SE ONLY 

-----Original Message-----
From: 
Sent: Monday, April 08, 2013 1:37 PM 
To: Snowden Edward J NSA-FHV USA CTR 

Subject: RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW: 
Comments from the D2 General Counsel Email Us Form 

Classification: UNCLASSIFIED//FOR OFFICIAL ~SE ONLY 

Hello Ed, 

Executive Orders (E.O.s) have the "force and effect of law." That said, you 
are correct that E.O.s cannot override a statute. 

In general, DOD and ODNI regulations are afforded similar precedence though 
subject matter or date could result in one having precedence over another. 

Please give me a call if you would like to discuss further. 

Regards, .. 
Office of General Counsel/D21 
963-3121 NSTS/(301) 688-5015 Commercial 
OPS 28, 288134, Suite 6250 
-----Original Message-----
From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov] 
Sent: Friday, April 05, 2013 4:11 PM 
To: DL gc_web (ALIAS) D2 
Cc: Snowden Edward J NSA-FHV USA CTR 
Subject: Comments from the D2 General Counsel Email Us Form 

Classification: UNCLASSIFIED//FOR OFFICIAL Y~~ Q~LY 

SID: ejsnowd 

fullname: Ed Snowden 

Org: FHV 

Affiliation: Contractor 

Secure_Phone: N/A 

Message: Hello, I have a question regarding the mandatory USSID 18 training. 
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The training states the following: 

(U) The Hierarchy of Governing Authorities and Documents is displayed from the 
highest authority to the lowest authority as follows: 

U.S. Constitution 
Federal Statutes/Presidential Executive Orders (EO) 
Department of Defense (DoD) and Office of the Director of National 

Intelligence (ODNI) Regulations 
NSA/CSS Directives and Policies 

USSIDs 
SID Management Directives and Policies 
Office Policies 

I'm not entirely certain, but this does not seem correct, as it seems to imply 
Executive Orders have the same precedence as law. My understanding is that 
EOs may be superseded by federal statute, but EOs may not override statute. 
Am I incorrect in this? Between EOs and laws, which have precedence? 

Similarly, between DOD and ODNI regulations, which has greater precedence? 

Could you please clarify? 

Thank you very much, 

Ed 

Classification: UNCLASSIFIED//~QR Q~~ICI 0 L 11~~ O~LY 

Classification: UNCLASSIFIED/~F8~0 

Classification: UNCLASSIFIED//FOR 8FFIEIAL Y§~ Q~LY 
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~--------------~ 

I I (b)(3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 

Subject: 

I've just been added to this thread so I apologize if I am going over old ground . 

. ·· .·· .· .· .·· 

Raj, if you are looking for 188% assurance there isn't possibly any correspondence that 
may have been overlooked I can't give you that. If you asked me if I think we've done 
responsible, reasonable and thoughtful searches I would say "yes" and would put/my name 
behind sharing the e-mail as "the only thing we've found that has any relationship to his 
allegation. 

Give Snowden's track record for truth telling we should be prepared that he could 
produce falsified e-mails and claim he sent them. The burden then falls to us to prove he 
didn't (you know how that will end). 

From: L~--------------~ 
Sent: Saturday, May 24, 2814 89:55 AM 

~ ~ ~ .,___I ...,...........----=-=-=-.,.....----,.-.-----~~ 
Subject: Fw: NBC/email 

Eastern Standard Time 

(b)(3)-P.L. 86-36 
(b)(5) 

:::;: ~'! •• 

(b)(3)-P.L. 86-36 

Dsee···be·low. 

From: De, Rajesh 
Sent: Saturday, May 24, 

~~~~I --------------~1 Subject: Fw: NBC/email 

2814 89:4eAM Eastern Standard Time >(b)(6) 
(b)(3) 
OGA 

ODNI 

I need very senior confirmation (Kemp/MoultrieD) that all possible steps have been taken 
to ensure there are no other emails from S to OGC. 

From: Evans, Stuart [mailtoJ~--------~._----------~ 
Sent: Saturday, May 24, 2814 89:25 AM 
To: Hayden, Caitlin j [Vines , V a nee M; Beaghl efl, Sin a 

~....--1 ---~n 1 

@lpproved for Release by NSA on 02-05-2016. FOIA Case# 7813n 



~~c~n: 4~:L12UA ~t~~~=-~~~~-~~-=~~~~~~~~~~~~~~LO~N~J~-~~a~~~!~~?Y' <DNI-Media@dni.gov>; 

c: nmes, Ar ene U; DL PAOMedia (b)(3) 

Subject: Re: NBC/email OGA 

(b)(6) ODNI 

+Raj (Caitlin's note is below). 

(b)(3)-P.L. 86-36 

From: Hayden, Caitlin 
Sent: Saturday, May 24, 2e14 e9:2e AM 
To: 'Vines Vanee M' I IBealihlev Sinr~· Evr~n< Stuart; 'Robert./Litt' T xt b I . 

I .... ··········· 1· DNI-Media · <DNI- e e ow 15 

Media@dni. gov>; IL---:-:-:-r~~~~~~~-,.~,..;;·~··········~········-;'! k@1 usdoj. gov> ~uplicated in 
Cc: 'Grimes, Arlene U 'I I'DL PAOMedia 'I I bOCID 
Subject: RE: NBC/email ~249177 





DOCID: 4272148 



DOCID: 4293882 

I 

hsA-028 USA CIV 

From: 
Sent: 
To: 

Cc: 

Subject: 

Importance: High 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE ONLY 

Than ks.L-1 _ ___.lfortheuremindedu© 
(b)(3)-P.L. 86-36 

To ALL, 

I forgot to include a suspense. 

We need your POC right away so that we can talk/horse trade/and write against these questions today. 

Jay Carney (White House spokesman) is going in front of the press at 1230 today ... he will get the standard fair that we 
have used over the past few months ... we can't possibly pass anything useful to him by that time. 

ADM Rogers has scheduled a update on the NBC interview in his office tomorrow at 0900. Our info will be usedthere as 
well. 

So ... we need to have our input written and ready by 1400 today. 

Thanks! 

Rgds, 

Media Leaks Task Force 
OPS 2B, 288090 
969-5009 (S) 

(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

L..--___ __.l(u) 

From:l INsA-Q USA av 
Sent: Thursday, May 29, 2014 11:29 AM 

@\pproved for Release by NSA on 04-22-2016, FOIA Case# 781371 



DOC~D: 42~3882 
To: I IJUNSA~S3M2USAC1V 

(b)(3)-P.L. 86-36 

Subject: RE: (U) ACTION: Snowden's Claims of Voicing Concgrns 

A DS&Cl Chief ofStqfj" 

968-6000(.\); L-1 ___ ____. 

From:l ~SA-S3M2USA OV 
Sent: Thursday. May 29. 2014 11:25 AM 
To:l INsA-Q USA CIV; DLd_ig_tasker (AtlAS) D; DL ODOC_Medialeaks (AUAS) 041 
NSA-T USA CIV L---------J 

Cc: DL OGC_Med~·;:::k: (AI aAS1 Q23J INSA-023 USA av; DL ssct (ALIAS) 51; DL PAOMedia (ALIAS) DNl; 
DL Q_REGISTRY;_______ __ ~ jNSA-Q31 USA CIV 
Subject: (U) AC : now en s Claims of Voicing Concerns 
Importance: High 

(Text below is duplicated in DOC I D 4249209) 



DOCID: 4293882 



DOCID: 4294451 

MATIHEW J WIECEK 

Dear Mr. Wiecek: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78121 
9 June 2014 

(b)(6) 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 29 May 2014, which was received by this office on 
30 May 2014, for "Any and all correspondence from Edward Snowden to any 
entity within the NSA in which he notes his concern about the scope and/ or 
legality of a US surveillance program. I would also like a copy of the response 
he received, if any." This letter acknowledges that we have received your 
request and provides some administrative information. Your request has 
been assigned Case Number 78121. Due to a significant increase in the 
number of requests being received by this Agency, we are experiencing delays 
in processing. We will begin to process your request and will respond to you 
again as soon as we are able. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph of 
this letter. Your letter should be addressed to National Security Agency, FOIA 
Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 20755-
6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it should 
be marked for the attention of the FOIA office. The telephone number of the 
FOIA office is 301-688-6527. 

Sincerely, 

FOIA Customer Representative 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 4294452 

MATIHEW J WIECEK 

Dear Mr. Wiecek: 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 78121A 
1 July 2014 

(b)(6) 

This responds to your Freedom of Information Act (FOIA) request of 
29 May 2014, which was received by this office on 30 May 2014, for "Any and 
all correspondence from Edward Snowden to any entity within the NSA in 
which he notes his concern about the scope and/ or legality of a US 
surveillance program. I would also like a copy of the response he received, if 
any." For purposes of this request and based on the information you provided 
in your letter, you are considered an "all other" requester. There are no 
assessable fees for this request. 

Your request has been processed under the provisions of the FOIA. A 
thorough search of our files was conducted, but there are no documents 
indicating that Mr. Snowden contacted agency officials to raise concerns about 
NSA programs. 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. The fact that we were unable to 
locate records responsive to your request may be considered by you as an 
adverse determination, and you are hereby advised of this Agency's appeal 
procedures. Any person notified of an adverse determination may file an 
appeal to the NSA/ CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days after the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/ CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. To aid in processing the 
appeal, it should reference the inability of the Agency to locate the records you 
seek, in sufficient detail and particularity, and the grounds upon which you 
believe this Agency maintains such records. The NSA/CSS FOIA Appeal 
Authority will endeavor to respond to the appeal within 20 working days after 
receipt, absent unusual circumstances. 

@lpproved for Release by NSA on 04-27-2016. FOIA Case# 7813n 



DOCID: 4294452 

FOIA Case: 78121A 

As you may be aware, one document was located that shows that Mr. 
Snowden raised questions about the agency's interpretation of NSA's legal 
authorities. Although it is not responsive to your request since it does not 
discuss NSA programs or raise concerns about NSA programs, we are providing 
the document to you as a courtesy as it was previously released. The 
document can also be found posted on the icontherecord.tumblr.com website, 
as well as on NSA.gov. 

Encl: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 



DOCID: 4294457 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 

lP)(3)-P.L. 86-36 
(b)(5) FOIA Case: 78071 

M/R: (U) Final/ Partial Denial 

(U) This letter further responds to Mr. Matthew Cole's FOIA 
request of 23 May 2014, received in the FOIA office on 27 May 2014, for 
"Any and all emails, documents or any other form of communication sent 
by or from EDWARD SNOWDEN to the Office of General Counsel, or 
equivalent, or to any lawyer or legal office within the agency during the 
years 2012 and 2013, as well as any communication in response to Mr. 
Snowden." 

(U) For the purposes of this request, and based on the information 
provided by the requester, he is considered a representative of the media. 
The requester states that he is affiliated with NBC News. A search of 
their website. confirms that Mr. Cole is a current writer for NBC. NOTE: 
Mr. \.Cole has also posted an article, dated 29 May 2014, titled "Paper 
Trail? NSA Releases Email Snowden Sent to Agency Officials." 

.(.U/ /Dr\T Tr:>. J JT-.JVVJ I 

(U//FOUO) \1 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 4294457 

86-36 
(b)(5) 

UNCLASSIFIED//FOR OFFICIAL USE ONUl 

FOIA Case: 78071 

(U) We provide the requester with 1 document (2 pages) with a 
Partial Denial response, explaining the exemptions cited and providing 
NSA appeal rights. 

(U//FOUO) ~....l _____ ____.la,nd Cindy Blacker, DJ41, 966-4073, 
29 May 2014 

(U) Paul Blaskowski, DJ4, 966-4072, 29 M<1,y 2014 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 4294458 
UNCLASSIFIED//FOR OFFICIAL USE ONUl 

FOIA Case: 77440 

M/R: (U) FINAL RESPONSE - NO RECORDS 

(Uf/FOUO~ The attached letter responds to Mr. Jason Leopold's 
FOIA request of 8 April 2014 for "any and all emails written by former 

contractor Edward Snowden in which Mr. Snowden contacted 
officials through email to raise concerns about NSA programs." 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
(b)(3)-P.L. 86-36 



DOCID: 4294458 
(b)(3J-P.L.ss-3s UNCLASSIFIED//FOR OFFICIAL US:B ONUl 
(b)(5) 

FOIA Case: 77440A 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 4294458 
(b)(3)-P.L. 86-36 
(b)(5) 

UNCLASSIFIED//FOR OF'F'ICIAL USB ONLY 

FOIA Case: 77440A 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 

86-36 

4 2944 58 
UNCLASSIFIED//FOR OFFICIAL USE ONUl 

FOIA Case: 77440A 

(U) The requester is advised that he is considered a "representative 
of the media". We inform him that there are no assessable fees for this 
request. We explain that there are no responsive records relating to 
concerns about NSA programs, and provide appeal rights. We do advise 
that there is one email between Mr. Snowden and the OGC that raises 
questions about NSA 's interpretations of legal authorities and advise that 
we are providing it as a courtesy, although it is not responsive to his 
request. We enclose a copy of the document (2 pages) which was located 
by OGC and previously released in Case 78071. The requester is 
informed that this document has also been made publicly available and 
can be found at as well as on the IC on the Record website 
(IContheRecord. tumblr.com). Finally, appeal rights are provided for the 
"no record" response . 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 



DOCID: 42944 58 
UNCLASSIFIED//FOR OFFICIAL USE ONUl 

FOIA Case: 77440A 

(U) Cindy Blacker - 5 J une 2014 
(U) pnphill 6/ 5/ 14 (pending meeting and OGC concurrence) Updated 
6/ 23/ 14 

UNCLASSIFIED//FOR OFFICIAL USE ONUl 



DOCID: 4294459 
UNCLASSIFIED//FOR OFFICIAL USE ONirY 

fp)(3)-P.L. 86-36 
{~1(5). FOIA Case: 78104 

M/R: (U) FINAL/PARTIAL DENIAL 

(U) The attached letter responds to Mr. Paul S Szoldra's FOIA request 
of 29 May 2014, for "Any and all emails, letters, records, or other 
correspondence sent by Edward J. Snowden to the National Security 
Agency Office of General Counsel. I also request any and all emails, 
letters, records, or other correspondence sent in response to his queries." 

fTJjl r:-nr rnl l 

(U//FOUO) I 

(U I /Dr'>T T"- _I 
~: '--' v '--' 

\\\ 

(U I fF8H8) \1 

UNCLASSIFIED//FOR OFFICIAL USE ONUl 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 

I 



DOCID: 
(b)(3)-P. L. 86-36 
(b)(S} 

4294459 
UNCLASSIFIED//FOR OFFICil\L USE ONLY 

FOIA Case: 78104 

(U/tf'e~~~~ 

(U /-I FOUot I 

(U) The requester is advised that he is considered an "all other" 
requester. We inform him that there are no assessable fees for this 
request. We enclose a copy of the document (2 pages) which was located 
by OGC and previously released in Case 78071. A Partial Denial response 
is provided, explaining the exemptions cited. The requester is informed 
that this document has also been made publicly available and.can be 
found at on the IC on the Record website 
(IContheRecord.tumblr.com), and on NSA.gov. Finally, appeal rights are 
provided for the cited redactions. 

(U/fFOue,-1 lnJ41,9§6-4075, 3 June 2014 
(U) Cindy B.":-1a-c-,:-k-e-r ------:4- J-=-u----'ne 2014 
(U) pnphill 6/ 23/ 14 

UNCLASSIFIED//FOR OFFICIAL USE ONUl 

(b)(3)-P.L. 86-36 



DOCID: 4294461 
UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 

86-36 FOIA Case: 78107 

M/R: (U) GRANTED-IN-FULL (publically available) 

(U) The attached letter responds to David A. Garrett's FOIA request of 
29 May 2014, for a copy of an e-mail from Edward Snowden to the NSA's Office 
of the General Counsel, which has recently been mentioned in the press. 

(U) Mr. Garrett shows an affiliate of "Examiner .com," which is a blog 
media outlet that anyone can join. Per the web site, "Examiner.com is fully 
powered by Examiners, thousands of writers who are self-motivated 
independent contributors. Each Examiner is able to express through words 
and photos a deep expertise in a topic." To join this web site, the person 
should be "credible, passionate and knowledgeable subject matter expert." As 
Mr. Garrett did not provide any evidence as such, and because there are no 
fees for this request, we are not addressing his fee category. The "all other" 
category was selected in CTS for admin purposes. For case 74230 shown 
below, he was given "media" status, but for any future requests, his category 
should be fully investigated; he may need to provide evidence of his "deep 
expertise in a topic." 

UNCLASSIFIED//FOR OFFICIAl. USE ONI.Y 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 4294461 

(b)(5) 

UNCLASSIFIED//FOR OFFICIAL USB ONL31:l 

FOIA Case: 78107 

(U) We inform Mr. Garrett of his assigned case number, and because there 
are no assessable fees for his request, we have not addressed his fee category. 
We inform him the responsive material requested is available on the NSA.gov 
web site and provide him the exact web address. Finally, we inform him that 
we have administratively closed his request. 

(U//FOUO) L...-___ __.10~~1, 966-4076s, 6 June 2014 

86-36 (b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICI1A.a:L USE ONLY 



DOCID: 4 2944 62 
UNCLASSIFIED//FOR OFFICIAL USE ONLTt' 

(b)(3)-P.L. 86-36 
(b)(S) FOIA Case: 78111 

M/R: (U) NO RECORDS 

(U) The attached letter responds to Matthew Keys's FOIA request of 
29 May 2014, for "any and all e-mails sent by Edward J Snowden using thee­
mail address ejsnowd@nsa.ic.gov to any and all National Security Agency 
officials, including officials at the Office of General counsel, for the time period 
between January 1, 2014 and April 1, 2014." Per information in his request, 
he is placed in the "all other" fee category. The referenced e-mail account is to 
NSA internal (NSANet) e-mail. 

(U//:POUO) We inform Mr. Keys of his "all other" fee category, and that 
there are no assessable fees for his request. We infonn him that we confinned 
with the appropriate office (Security) that because Mr. Snowden ceased to be 
affiliated with NSA in June 2013, there are no records responsive to his request 
since he did not have an active NSA email account after that time. Finally, we 
provide our appeal procedures. 

(U I /FOUO) .L-:-1 ~~-____.IDJ41, 966-4076s, 6 June 2014 
(U) pnphill 6/ 23/ 14 

UNCLASSIFIED//FOR OFFICI1A.a:L USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case# 7813n 

(b)(3)-P.L. 86-36 



DOCID: 4294464 
UNCLASSIFIED//FOR OFFICIAL USE ONL~l 

{9)(3)-P.L. 86-36 
(b)(5) FOIA Case: 78113 

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL 
DENIAL OF REMAINING EMAILS 

(U //FOUO) This letter responds to Mr. Paul Szoldra's request of 
29 May 2014, for "any and all email correspondence sent and received by 
Edward J. Snowden, an intelligence contractor working for the National 
SecurityAgency, date range approximately from Jan. 2006 to Mar. 2013. 
He used the following email address: He also may 
have used these email addresses as well: 
edward. j. snowden@nsa. ic. gov, " 

(U I '""'"T T" I 
~'-''-"''-' 

(U//FOUO)I 

(U fDf"'TTr.. I 
~·'-'v\J 

UNCLASSIFIED//Ji'OR OPPICIAL USE ONL¥ 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
(b)(3)-P.L. 86-36 



DOCID: 4294464 
ti?)(3)-P. L. 86-36 
{9)..(5) 

I 
\\ \\ 

UNCLASSIFIED//FOR OFFICIAL USEONL¥ 

FOIA Case: 78113 

(U I /T.'I\1 T')t-f 

(U ~TT"\f I fL''-JV'-J)l 

(U f '""'r'>T T= _I 
~ '-JVVJ I 

(Uf/FOUO) I 

UNCLASSIFIED//FOR OFFICIAL USE ONI.Y 

(b)(3)-P.L. 86-36 



DOCID: 4294464 
UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 

(b)(3)-P.L. 86-36 

(b)(S) FOIA Case: 78113 

(U //FOUO) The requester is advised of his all other fee category 
and that there are no assessable fees for this request. Since there are no 
fees associated with this request, we explain that we are not addressing 
his request for a fee waiver. Appeal rights are provided for any denial (no 
records of complaints; redactions in the released Snowden email if 
responsive to the request; and/ or full denial of all other Snowden emails. 

(U//FOUO) L-1 ____ ____.~1, 966-4078, 25 June 2014 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONL~l 



DOCID: 4294466 
UNCLASSIFIED//POR OF'Ji'ICIAL USE ONLY 

(ll)(3)-P.L. 86-36 
(b)(S) FOIA Case: 78119 

M/R: (U) FINAL/PARTIAL DENIAL 

(U) The attached letter responds to Mr. Gregory T. Korte's FOIA 
request of 29 May 2014, for "Any and all communications to and from 
Edward Snowden to the National Security Agency's Office of General 
Couns.el. This request includes communications, in whatever format, 
and does not have a time limit." Mr. Korte advises that he is a journalist 
employed with USA Today, A review 
of the News Media Yellow Book confirmed that he is a reporter with USA 
Today. 

(u' 'FOUO) I (/ 

nu 'T:'r'\TTr'\ I 
\' I ~ '-"V'-" "I 

UNCLASSIFIED//FOR OPPICIAL USE ONL~l 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 
(1:1)(3)-P.L. 86-36 
(b)(5) 

4294466 
UNCLASSIFIED//FOR OFFICIAL USE ONLTt' 

FOIA Case: 78119 

(U) The requester is advised that he is considered a "representative 
of the media". We inform him that there are no assessable fees for this 
request; therefore, we did not address his request for a fee waiver. 

we the 
We enclose a copy of the document (2 

pages) which was located by OGC and previously released in Case 78071. 
A Partial Denial response is provided, explaining the exemptions cited. 
The requester is informed that this document has also been made 
publicly available and can be found at as well as on the IC 
on the Record website (IContheRecord.tumblr.com). Finally, appeal 
rights are provided 

(U) pnphill 6/3/ 14 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 4294467 
UNCLASSIFIED//FOR OFFICIAL USE ONL~l 

{b)(3)-P.L. 86-36 FOIA Case: 78121A 
(b)(5) 

M/R: (U) FINAL RESPONSE/NO RECORDS 

(U I fFOUO) The attached letter responds to Mr. MA TIHEW J 
WIECEK's FOIA request of 29 May 2014 for "Any and all correspondence 
from Edward Snowden to any entity within the NSA in which he notes 
his concern about the scope and/ or legality of a US surveillance 
program. I would also like a copy of the response he received, if any." 

(U)\ For the purposes of this request, and based on the 
information provided by the requester, he has been placed in the "all 
other fee category. Since there are no documents responsive to this 
request, no fees were assessed. 

fU''"'~ ~~~'--' 

(U "DI""\TTI""\•\r 
I ~'-''-''-' 

UNCLASSIFIED//FOR OFFICIAL USE ONL''l 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
(b)(3)-P.L. 86-36 



DOCID: 4294467 
UNCLASSIFIED//FOR OFFICIAL USE ONLwl 

FOIA Case: 78121A 

(U h'FOUO) The requester is advised of his "all other" fee category 
and that there are no assessable fees for this request. Appeal rights are 
provided along with our "no records" response. 

(U//FOUO) L...l _____ ___.fP!41, 966-4073, 1 July 2014 

(b)(3)·P.L. 86·36 

UNCLASSIFIED//FOR OFFICIAL USB ONLY 



DOCID: 

(b)(3)-P.L. 86-36 
(b)(5) 

4294469 
UNCLASSIFIED//FOR OFFICIAL USE ONL~l 

FOIA Case: 78115A 

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL 
DENIAL OF REMAINING EMAILS 

(U I fFOUOJ The attached letter responds to Mr. Evan Hill's FOIA 
request of 29 May 2014 for "Copies of any and all emails or messages 
sentto or from the following National Security Agency e-mail address: 
ej snowd@nsa. ic .gov." 

(UJ. Mr. Hill, who is affiliated with AI Jazeera America was granted 
expedited processing on 6 June 2014. We also advised him that he was 
considered a .media requester and that there were no assessable fees for 
his request. 

(U/f~Qt+Q)I 

(U I /TN\TTI}\\f 
I~~~~ 

UNCLASSIFIED//F'OR OFFICIAL USE ONL¥ 

@lpproved for Release by NSA on 04-27-2016. FOIA Case# 7813n 

(b)(3)-P.L. 86-36 



DOCID: 4294469 
UNCLASSIFIED//FOR OFFICIAL USE ONL~l 

FOIA Case: 78115A 

(U//FOUO) 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 4294469 

86·36 
(b)(5) 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

FOIA Case: 78115A 

(U //FOUO) Appeal rights are provided for the denials (redactions 
in the released Snowden email and full denial of all other Snowden 
emails). 

(U//FOUO) Pamela N. Phillips, Ch/DJ4, 966-4071, 6/26/14 

UNCLASSIFIED//FOR OFFICIAL USE ONL,.i 



DOCID: 

{b)(3)-P.L. 86-36 
(b){5) 

(b)(3)-P.L. 86-36 

4294470 
UNCLASSIFIED//FOR OFFICIAL USB ONL¥ 

FOIA Case: 78114 

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL 
DENIAL OF REMAINING EMAILS 

(U I jFOUO) This letter responds to Ms. Rosie Gray's request of 29 
May 2014, for "any and all email communications to or from the email 
address ejsnowd@nsa.ic.gov ." 

(U/fFOUO}I 

(lJJ /TY\T T/\\ r 

(Uf/FOUO): 

UNCLASSIFIED//FOR OFFICI1A.a:L USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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DOCID: 4294470 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 

FOIA Case: 78114 

(U//FOUO) 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 

(b)(3)-P.L. 86-36 
(b)(5) 

4294470 
UNCLASSIFIED//FOR OFFICIAL USB ONL¥ 

FOIA Case: 78114 

(U j /fi'OUO) The requester is advised of her all other fee category 
and that there are no assessable fees for this request. Appeal rights are 
provided for any denial (no records of complaints; redactions in the 
released Snowden email if responsive to the request; and/ or full denial of 
all other Snowden emails. 

(U/tfi'ouo)l L-____ ____.jnJ41, 966-4078, 26 June 2o14 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//Ji'OR OFFICIAL USB ONLY 



DOCID: 4294471 
UNCLASSIFIED//FOR OFFICIAL USE ONLwl 

{b)(3J-P.L 86-36 FOIA Case: 7827 4A 
(b)(S) 

M/R: (U) FINAL RESPONSE - PARTIAL DENIAL OF DOC AND FULL 
DENIAL OF REMAINING EMAILS 

(U//FOUO) The attached letter responds to Ms. Rosie Gray's FOIA 
request of 29 May 2014 for "any and all email communications to or from 
the email address ejsnowd@nsa.ic.gov." A 20-day letter was sent on 
18 June.2014. Ms. Gray is affiliated with Buzzfeed.com and claims to be 
a media requester. For purposes of this request, we place Ms. Gray in 
the\ "all other" category and advise her that there are no assessable fees 
for this request. 

(U j rTC'rn Tr'\IJ 
I~ '-"V'-"11 

(U/fF8H8) I 

I 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 
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DOCID: 4294471 

{!lJ{3)'P,L SQ-36 
(p>.f5.) 

\\ 

\\ 

UNCLASSIFIED//FOR OFFICIAL USE ONLTt' 

FOIA Case: 7827 4A 

(U I fFe~e,-1 

\fU I /TV"\T ~ 

(U/ ~J ~ 

J ''-'II 

(U 1 !Df'T Tr\1 \r 

UNCLASSIFIED//FOR OFFICI14.a:L USE ONI.Y 



DOCID: 4294471 

(b)(3)·P.L. 86·36 
(b)(5) 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

FOIA Case: 7827 4A 

(U I /FOUO) "fhe requester is advised of her fee category and that 
there are no assessable fees for this request. Appeal rights are provided 
for the denial (redactions in the released Snowden email and full denial 
of all other Snowden emails). 

(U I fFOUO) Pamela N. Phillips, CHIDJ4, 966-4071, 6126114 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



DOCID: 4294473 
UNCLASSIFIED//F'OR OFFICIAL USE ONL¥ 

{b)(3)-P.L. 86-36 
(b)(5) FOIA Case: 78118 

(b)(3)-P.L. 86-36 

M/R: (U) FINAL/PARTIAL DENIAL 

(U //FOUO) The attached letter responds to Ms. Ellen Nakashima's 
FOIA request of 29 May 2014, for "All e-mails to or from Edward 
Snowden, a former contract employee (Dell, Booz Allen, with the NSA in 
Japan and Hawaii. He worked in Japan from 2009-2013 and in Hawaii 
from 2013-20 14." 

(U)\This request has been assigned case number 78118. The 
requester isa report with The Washington Post and is currently 
recognized as a 'representative of the media.' There are no assessable 
fees for this request. 

(U f"Dn.T Tn. I 
~· '--' v '--' 

(U I 7'F8H8) \1 

UNCLASSIFIED//FOR OFFICI1A.a:L USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case# 7813n 



DOCID: 4294473 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 

FOIA Case: 78118 

UNCLASSIFIED//FOR OFFICIAL USE ONL•t 



DOCID: 4294473 

86-36 
(b)(5) 

UNCLASSIFIED//FOR OFFICIAL USE ONLwl 

FOIA Case: 78118 

(U I fFOUO) The requester is advised of his fee category and that 
there are no assessable fees for this request. If appropriate, we explain 
that we do not address the request for a fee waiver. Appeal rights are 
provided for any denial (no records of complaints; redactions in the 
released Snowden email if responsive to the request; and/ or full denial of 
all other Snowden emails. 

(U//Vouo) L..I ____ __.IDJ41, 966-4075, 24 June 2014 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONL31:l 



DOCID: 4294476 
UNCLASSIFIED//FOR OFFICIAL USB ONL¥ 

{b)(3J-P.L 86-36 FOIA Case: 78399 
(b)(5} 

M/R: (U) FINAL/PARTIAL DENIAL 

(U /-fFOUO) The attached letter responds to Mr. Matthew Keys' 
FOIArequest of 27 June 2014 for "any and all e-mails sent by Edward J 
Snowdenusing the e-mail address ejsnowd@nsa.ic.gov to any and all 
NSA officials, including officials at the office of General Counsel, for the 
time period between January 1, 2013 and June 1, 2013. 

(U/t~8HOH 

(Uj.,LF8U8tl 

(u 1 , TH""\ T lf\ \ \r 
1 ~ '""' '"""' '""' r 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 

FOIA Case: 78399 

(U//FOUO) I 

UNCLASSIFIED//FOR OFFICIAL USE ONLTt' 



DOCID: 
{b)(3)-P.L. 86-36 
(b)(5) 

4294476 
UNCLASSIFIED//FOR OFFICIAL USE ONL¥ 

FOIA Case: 78399 

(U //FOUO) The requester is advised of his fee category and that 
there are no assessable fees for this request. He is provided with a copy 
of the email previously released in Case 78071. Appeal rights are 
provided for any denial (no records of complaints; redactions in the 
released Snowden email if responsive to the request; and/ or full denial of 
all other Snowden emails. 

(U/ /FOUO) """f~,..-,;--:;--__.lnJ"41, 966-4075, 30 June 2014 
(U) pnphill 7; 1/ 14 

(b)(3)-P.L. 86-36 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 



:DOCID: 4294494 
Brooks Elizabeth R NSA-DC USA CIV 

From: 
Sent: 
To: 
Cc: 

Subject: 

~--:--"""":""""----:~'NSA-D USA CIV 
Tuesday, June 03, 2014 5:49 PM 
Rogers Michael S ADM NSA-D USA USN 
Ledgett Richard H Jr NSA~D USA CIV; Stone Carin R USA CIV; Brooks Elizabeth R NSA­
DC USA CIV; Shea Teresa H NSA-S USA CIV; Moultrie Ronald S NSA-S USA CIV; De 

Rajesh NSA-D2 USA CIV;I INsA-D2 USA CIV: Delong John M NSA-C 
USA CIV; Ensor Leoine! K NSA-Q USA CIV;I INsA-D4 USA CIV; 
Richards Rebecca J NSA-QS USA CIV;.DL medialeaks_core (AUAS) D; Grimes Arlene U 
NSA-DN USA CIV; SA-D USA CIV; NSA-

D USA CIV· SA-Q USACIV NSA-Q3 USACIV; 
31 USA CIV; 31 USA CIV; ._I ___ ____. 

~:..:::.::::..::...::::!.!.!.i""==,.....------1.NSA-SO:t USA 
NSA-D USA CIV; I I 

~----~~~--~~~ 
~,........,-------------1-N....,. s...,. A-T USA CIVJ INSA-D USA 

Classification: SECRETh'P~OFORP~ 
•••••• •••••••••••••••••••• 

MAY CONTAIN ATTORNEY/CLIENT PRIVILEGED INFORMATION 
MAY CONTAIN LAW ENFORCEMENT SENSITIVE INFORMATION 

TO: Admiral Rogers 

Sir, 

'·.:,.~:J· 

(b)(3)-P.L. 86-36 

BLUF: (UHFOUO} With specific regard to Mr. Snowden's repeated claims that he expressed his concerns 
about "clearly problematic programs to more than ten distinct officials," I, as the accountable NSA official for 
Media Disclosures issues, accept responsibility for the representation that the only engagement we have 
uncovered is a single web platform e-mail engagement with an attorney in the NSA Office of General 
Counsel. This is the same e-mail released in lightly redacted form on the heels of the recent NBC interview 
(See Attachment A below my signature block). I apologize that my failure to characterize that determination 
with full context, as I set out to do below, left NSA/CSS leadership insufficiently informed about this matter. It 
is my responsibility to keep NSA senior leadership informed about these developments as they occur and I will 
endeavor to correct for that going forward. 

(C7)~qf) In short, there were three interactions between Mr. Snowden and either OGC or SV, only one of 
which involved a written question and answer. During the course of the investigation, standard interview 
questions were used, but were tailored as needed to follow the flow of the interview. It is also important to note 
that there were questions included that were meant to uncover whether Mr. Snowden was dissatisfied with the 
US government. 

BACKGROUND 

1 
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, DO~(~~j we1~2.:1~6~~~ee separate engagements between SV and Edward Snowden. One of those three 
SV engagements resulted in the e-mail exchange with OGC that was released after the NBC story. None of the 
engagements expressed concerns about NSA programs or activities. 

1. tCfflqf) The contact initiated by Edward Snowden on 5 April 2013 about the hierarchy of authorities 
reflected on a slide in a training course was submitted to the NSA OGC via the "Email Us" form on 
their internal website. This form generated an email to an OGC alias and copied Snowden. This 
email was recovered by investigators from Snowden's email Inbox, and was marked as having been 
read but not forwarded or responded to. Because it was about an SV training course (OVSC1800-
Legal Compliance and Minimization Procedures), it was forwarded for action by the OGC to SV's 
lead for Access Oversight Training and Strategic Guidance. Although the individual in SV knew the 
correct response to the question, they determined that it would be best for the OGC to provide an 
authoritative response since the question raised a legal point. Snowden's e-mail was forwarded to 
OGC and the response was made for the record (See Attachment A). There was only one question 
asked and only one answer provided; thee-mails forwarded back and forth did not deal with the 
underlying question, but which organization would answer it. 

(C~iF) We are aware oftwo other contacts by Snowden with SV: 

2. (U/ /FOUO) In early April 20 13 an individual who did not identify himself appeared at the desk of an 
employee in the SV training area. He asked if he could talk to someone about the OVSC1203 (FISA 
Amendment Act Section 702 training) course. In the words of the SV employee he seemed upset and 
proceeded to say that he had tried to take OVSC1203 and that he had failed. He then commented that 
he felt there were trick questions throughout the course content that made him fail. ((Note: SV 
Training has standard responses used to respond to questions like this.)) The SV employee introduced 
herself and informed him that the OVSC courses did not contain any trick questions and that all of 
the answers to the test questions could be located within the course content. She reminded him that 
the course is open book and not timed. He was told that students get multiple attempts to 
successfully pass the course and if he was not successful after multiple attempts, he would need to 
contact the office for further assistance. In the view of the SV employee he seemed to have calmed 
down by then and said he still thought the questions tricked the students, but he would try again. He 
departed the SV training area and to her knowledge did not address the issue with SV training 
again. This interaction did not involve concerns about NSA programs and activities. 

3. (U/1J?OUQ1 While serving as a Systems Administrator with Dell in 2012, Edward Snowden assisted 
NSA Hawaii personnel with access to files related to a "FISA document template" 
process. Subsequent to that an SV employee at NSA Headquarters contacted Snowden to gain 
assistance in solving a similar problem. He addressed that support remotely from NSA Hawaii. This 
activity was within the routine duties performed by Mr. Snowden as part of his employer' s contract 
with NSA. 

(8f?'fqf) Note: The same employee was involved in the first two engagements with SV. In response to the 
June 2013 Agency All (See Attachment B) she provided in writing her account of these engagements. 

DETAILED CONTEXT 

(U/fFOUO) Through interviews, research and solicitations for information in support of investigative and 
other requirements we have accumulated a set of data which represents our best, most authoritative capture of 
encounters initiated by Edward Snowden which may have some bearing on the investigation, media disclosures 
and or his claims. We cannot affirm with 1 00% certainty that this is a complete set of information, that would 

2 



'DOCID· 4294494. . 
l5"e Impossible to acfiteve,1mt if IS a body of knowledge upon which we can and have drawn some defendable 
conclusions. 

-es,~·~ What we know about Edward Snowden's official and even unofficial enJLaJLements is derived from 
this aggregate set of insight. This insight includes I 

/C1 ',. TT'' I 

OUR INTEREST IN HIS ALLEGATIONS 

(CmtF) From his first public claims (The Guardian, 10 June 2013) that he engaged officials to express •• 
concern_s, we have soug?t to account for an: possible engagements. Our focus became more crystallized armmd 
the Apnl to May 2014 t1mefram~ ~o counter Mr. U 
Snowden's assertion in a Vanity Fau mtervtew. In that interview he is quoted as saying: •• 

"The NSA at this point not only knows I raised complaints, but that there is evidence that I made my 
concerns known to the NSA's lawyers, because I did some of it through e-mail. I directly challeng¢ the 
NSA to deny that I contacted NSA oversight and compliance bodies directly/via e-mail and that I •• 
specifically expressed concerns about their suspect interpretation of the law, and I welcome memb.ers of 
Congress to request a written answer to this question [from the NSA]." · ·· 

Although we already had conducted a number of previous checks for responsive material, in the interestof due 
diligence we issued in April2014 a task for an e-mail search by NTOC, OGC,/the Inspector General, SID 
Oversight and Compliance and the Office of the Director of Compliance. All/of them responded saying that no 
additional contacts from Snowden had been uncovered. · · · 

(U/ffOUO) One final note, during the NBC interview with Brian Williams, the following exchange transpired 
with respect to Snowden's claims: 

WILLIAMS: What did you report? What was the response? 

(b )(3)-P. L. 86-36 
(b)(5) 

r 

SNOWDEN: So I reported that there were real problems with the way the NSA was interpre~ing its legal 
authorities and the response more or less in bureaucratic language was you should stop askirig 
questions. One of my final acts in government was continuing one of these communications with a legal 
office. In fact, I am so sure that these communications exist that I have called on congress #o write a 
letter to the NSA to verify that they do. Write to the office of general counsel and say, did Mr. Snowden 
ever communicate any concerns about the NSA's interpretation of its legal authorities? 

L----J~ helikelib.O()cl \V~ \V?~I? have a credible reflection of an assertion made in one of his "fiiml acts in 
government" is high, but no exampleshavebeenJound that rise to the level of his claims. 

3 

i·' 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

• 



(U//fOUO) The information compiled in this document was done so with the support and assistance of the 
Media Leaks Task Force, the General Counsel (D2) and the Office of Counterintelligence (Q3). 

(Uh'fOUO) Once again, my apologies for not having provided this level of detail and context pteviously. If 
you have further questions or concerns please don't hesitate to have your staff contact me. 

/Is// 

a....,..,......,.,........,.......,......,.......,.....,....-....... F········· 
Media Leaks Task Force 
National Security Agency/Central Security S~rviee 
OPS2B~2~B8~0~90~------~ 
JWICS I 
UNCL 
NSTS 1,96,..9,.....-5.,..0...,11,..-------~ 

BLACK L-1 ---....1 

Attachment A 

.(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

Redacted E-mail Publically Released After the 28 May 2014 NBC Interview 

From: 
Sent: Monday, April 08, 2013 1:37 PM 
To: Snowden Edward J NSA-FHV USA CTR 

Subject: RE: (U) Question for OGC re OVSC1800 Course Content- (U) FW: 
Comments from the D2 General Counsel Email Us Form 

Classification: UNCLASSIFIED/fFOR OFFICIAL USE ONLY 

Hello Ed, 

Executive Orders (E.O.s) have the "force and effect of law." That said, you 
are correct that E.O.s cannot override a statute. 

In general, DOD and ODNI regulations are afforded similar precedence though 

subject matter or date could result in one having precedence over another. 

Please give me a call if you would like to discuss further. 

Regards, 

4 



DOCID: 4294494 -
Office of General Counsei/D21 
963-3121 NSTS/(301) 688-5015 Commercial 
OPS 2B, 268134, Suite 6250 

-----Original Message-----
From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov] 
Sent: Friday, April 05, 2013 4:11PM 
To: DL gc_web (ALIAS) D2 
Cc: Snowden Edward J NSA-FHV USA CTR 
Subject: Comments from the D2 General Counsel Email Us Form 

Classification: UNCLASSIFIED/IFOR OFFICIAL USE OP4LY 

SID: ejsnowd 

fullname: Ed Snowden 
Org: FHV 
Affiliation: Contractor 
Secure Phone:N/A 

Message: Hello, I have a question regarding the mandatory USSID 18 training. 

The training states the following: 

(U) The Hierarchy of Governing Authorities and Documents is displayed from the 
highest authority to the lowest authority as follows: 

U.S. Constitution 
Federal Statutes/Presidential Executive Orders (EO) 
Department of Defense (DoD) and Office of the Director of National 

Intelligence (ODNI) Regulations 
NSA/CSS Directives and Policies 

USSIDs 
SID Management Directives and Policies 
Office Policies 

I'm not entirely certain, but this does not seem correct, as it seems to imply 
Executive Orders have the same precedence as law. My understanding is that 
EOs may be superseded by federal statute, but EOs may not override statute. 
Am I incorrect in this? Between EOs and laws, which have precedence? 

Similarly, between DOD and ODNI regulations, which has greater precedence? 

Could you please clarify? 

5 



DOCID: 4294494 
Thank you very much, 

Ed 

Classification: UNCLASSIFIED/iFOR OFFICIAL USE 0~4LY 

Attachment B 
Agency All Message Soliciting Individuals to come forward with information 

(U) R~cent Medi<:t Disclosul'e~· 

:Dlstrlbllllciil: Entire NSII .wa·rlifbfte 

Po~f · · · · · lcm~[9o_s~.nzj 
~As you are vndol;bte.dlv aware ,ther~ ha'll"e been numerous recent c'ilsclosures .aoo allE"IJations: in the press 
:{ibooc NS,O:s !.molligcllco aetivltio~. ~oi.J'Qh e.Ciw41'CI Sn,o ..... (foi), l! C\irreilt NSA. cortl;r<~(tor llnd iotmor CIA alft'5;rt,,, h<Js 
rome· forward as.the .5oun;e of the ~dia IE"aks, the in~esi:io;iation 1ty appn)pnate law imf6:rcement and 
·QOIJO,torir;foufa&t.co .!lui:210I\igl)s co·nt;riu.(l;$; '" · · ·. :. • · ' · · · 

. (~fltEL) Tho Amdate oitilctoi'tJtofor'SI!writ)'.lind Count!lrintolli<;W!ce tAOsaCI), .a.t tho raQ':'Ost of tho Fat, is wovidino sup pert to l.tl1s 
· onQ!.'inQinYastigation .in dose eoordi.natiQ<Il with tt1e<NQ. Office of General cooniel. ti.:·w· Ns;:.Jc:ss affi liate or detailee. who ·has iniormati"o;1 

o~r_taintn~ .~o this ~se ~ntj •. /o-.r·t'a. d co rita~ wiif> ~dwam Snpwdljn is. requested to U)Dt.att Soacial Ail! .... ··· en~ ~hlirf. Q312, 
compr_p.mise.lnl'e~o.a:oons uanct., 9'5S-67.72 _o _ I · 

. ·(U/~ :rhe AOS&.GJ. would !il!e to r.;.mir\d .a.i!'NSAICSS-afftliatGs tO·t~fraf!l frotn.~king U)f!lltic.nt~ 'about t21i:> c.:1se t.mles:> dcared to do Sil 
· by the t.OSeCi in svppcirt()i the offkiaiQGVer!'omeiitc:i¥estigatloo; NSA/CSS a~es 'li.'hiJhava·sewritY co"ncems aboutttiJS.caie are- also 
· .on.:®r~o~.i<1 to.cor'ltacc vour $taff/pio.iect/l~elil.ioti(uri.tY Ql'iico• CQI.'sso:-). · · · · · · · · · · · ·· · · · 

((!~A~ this u~o will tor'l.l:i•'u<l tO rocoivc'rn6di:o {lttontlon. its.<VCSS alfill<l~ .oro romindccl of thoir rq::gontii>ilitr·co rofor lt~Clv:lrio$ 
fi-om th:e P1BSS ar others outside oi NSAi(iSS i:o thE! NSA Public Affairs Offi~;:e (PAC). PAO can be (Bdd'"IBd on 96<3-5825 or Jin -6~-6!>2'1, 'iia.· 
un~a$$rno·;·.t'o-mlr.i ~t nt~~o®nili-<io~. or tit 01. P,;,o. · •· · ./ · · · · · · · · · · · · . 

(b)(3)-P.L. 86-36 
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(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

-294~~--------------------------------~ 
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(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

-294~~----------------------------------~ 
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(b)(7)(E) 



Classification. SE . . CRETh'NOFORf'\J 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

11 

· a By·l I Clsssif1e. .·· i. ssr 
1 1 

52 
SNCv -Deri·ved Fron i. r~: d 20070108 

Date . 
-~,Ow 20390601 Osclass1 1 / · 

(b)(3)-P.L. 86-36 



DOCID: 4294502 .(0)(3)-P.L. 86-36 

Brooks Elizabeth R NSA-DC USA CIV 

From: L...-___ __.!NSA-sv USA CIV 
Sent: Tuesday, June 03, 2014 9:18 AM 
To: Brooks Elizabeth R NSA-DC USA CIV; E .. ·ns.or Leoine! K NSA-0 USA CIVI· Delong John M 

NSA-D4 USA CIV; Delong John M NSA"D4 USA CI~ _NSA-D USA CIV; 
Shea Teresa H NSA-S USA CIV: Mou.ltrie Ronald S NSA-S USA CIV 
DL s_exec (AUAS) s;l fSA-SV USA CIV , Cc: 

Subject: FW: (U) Snowden quest1on for OGC re OVSC1800 Course Content 

Importance: High 

Classification: SECRETHP~OFORN 

Liz, 
(b)(3)-P.L. 86-36 

SV had three interactions related to Snowden: 

• (U//FOUO) The email exchange regard in~ hierarc:hy of authorities actually 
came into OGC initially, and theoffice m~nager tpe~e forwarded it to the SV 
training team. It apRears to be fro~/a~Iink he/clicked on from the OGC web page. 
Our training person,l I said that while she knew the answer J she 
thought it would more appropriate coming/from OGC as it involved legal 
authorities, and sent it back to OGC/for response. SV did not directly engage with 
Snowden in this instance. See below for email I sent to Kemp last June before 
standup of media leaks task force. I will forward a second email trail separately 
that provides Ms.l ~summary of this situation and the next one. 

• (U//FOUO)While TDY to NSAW, Snowden made an in person visit to Ms . 
.__ __ ___.Ito discuss OVSC 12e3, the FAA 7e2 online training course. He was agitated 

and said he had failed the course and camnlained that the questions were difficult 
and included tric:k questions. Ms .I I provided our standard response that the 
test is open book and all the questions can\be answered from the material. 

• (U/tFOUO) The only other exchange with\Snowden was in his official 
capacity as a system administ~aj:or (second attachment). NSA/H had forwarded some 
evaluated, minimized FAA 7e2 traffic: to SV for a standing DOJ Ge-day review. SV 
was unable to open the file and a helpticket was put in to solve the problem. 
Snowden responded to the ticket. Will send ~mail separately as is also encrypted. 

(U//FOUO) 
(b)(3)-P.L. 86-36 

Chief, SID Oversight and Compliance (SV) 

1 
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·nocrn · 4" 94a:; n ? 
lfnnm tw1nA _ <ti, t"P 'r:4"'/~ - -- - --- - . -- - - " - --- -- - - - -

Secure: 966-2479 

Unclassified :L.I _____ ___.IHHm 
> )Y(b)(3)-P.L. 86-36 

-----Original Message-----

From:l INSA ~ SV USA CIV 

::~t ~ n:::d:::i:~:e K l::A::l:s:e ~:: AM ./ .· // / // //// I 
Cc: Shea Teresa H NSA-S USA CIV; Moultrio(;~nald S NS~"{USA CIV; 1/ ·r------___.1_,' 
MG NSA-S USA USA; DL s exec (ALIAS) s;( lNSA-SV USA ciV;lL.. ~~~~---' 
NSA- F6 USA CIV; I JNSA-SlN USA CIV; I ~SA-S203A USA 
CIV 

Subject: (U) Snowden question for OGC re OVSC1800 Course Content 

Importance: High 

Classification: 5ECRET//NOFORN 

Kemp, 

Here's another data point on the Snowden situation. If you have a POC you'd 
prefer I send these to, please let me know. 

Thanks, 

(U//FOUO) 
L-_____ ...... 1· 0 HHHoHH HH H HmHmHmHmHmH mH m mHmHm HHH HHHH HHHHmHm mHHmHmHmHm HmHmHmm H // (b)(3)-P.L. 86-36 

Chief, SID Oversight and Complia nee (S~) Room 3W160, Suite 647~ .. · .... · .. · .. · .. · .. 

-----Original Message-----

2 



·n9~JPP : 4-2"9~-.50"4NsA-SV21 usA civ 

Sent: Monday, June 10, 2013.9:17 AM 

To: ._I ______ ___.INSA-SV21 USA CIV 

Cc: I ~SA-SV21 USA CIV 

Subject: FW: (U) Question fo(' OGC re OVSC1800 Course Content - (U) FW: 

Comments from the D2 General Counsel Email Us Form ( 3 of 4 emails) 

Importance: High 

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) OGC Attorney response to Mr. Snowden's question. 

D 
(U//Fouo) ~...I _____ _. 

SID Oversight & Compliance 
.. : ;;."(b)(3)-P.L. 86-36 

Access Oversight Training and Strategic Guidance 

Team Alias: DL SV_Training Phone: 963-0249s 

Ops 1 Room 3W145 Suite 6476 (U//FOUO) 

-----Original Message-----

From: ~....I ______ ..... INsA-021 USA .CIV 

Sent: Monday, April 08, 2813 1:37 PM 

To: Snowden Edward J NSA-"FHV USA CTR 

cc: I INsA-SV2.~us""A~C-=-IV.:..;ia....I.___ _ ___, _____ ....JtNsA-SV21 usA crv; I l 
lr=-..:......L.--,f-N'"""sA ___ o __ 2_1 ..... usA civ jl IN sA- 02 usA civ j a....l ______ ..... r 
NSA-SV21 USA CIV 

Subject: RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW: 

Below 
'"eleased in 
DOCID 
~228926 



'JOCID: 4294502 
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(b)(7)(A) 
(b)(7)(E) 

(b)(3)-P. L. 86-36 

86-36 
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DOCID: 4294506 

Blacker Cindy S NSA-DJ4 USA CIV 

From: 
Sent: 
To: 
Subject: 
Signed By: 

L-----....IINSA-!423 USA CIV 
Tuesday, March 03, 20151,0:12 AM 

I INsA-D usAnv 
FW: RE: (U) M L TF 1549 -- Vanttyfair: Search of Correspondence 1012am 

~ 

::: ~: " Classification. TOP SECRET/tSI/tNOFORP~ 
(b)(3)-P.L. 86-36 

From:l INsA:sv:-Us..\.civ·---~~--~-~----------·~·-·-~--~--- - ....... ···-- ·· .,............... ...... . ...................... ~.-·-····-·---------·--·--· 
Sent: Tuesday, June 03,20J43:18PM 
To:l ~SA-D USA CIV; DL medialeaks_core (ALIAS}D; DL SV _Media leaks (ALIAS}SV43 
Cc: DL ssct (ALIAS) 51 
Subject: RE: RE: (U) MLTF 1549 -- Vanity Fair: Search of Correspondence 

Classification: TOP SECRET/tSI/fP~OFORP~ 

D 
(U//FOUO) The information was provided to Kemp Ensor on J~F.lar2013. A summary of all the information was 
provided to and discussed with senior leadership this morningL_jwas in attendance). 

(U/fFOUO) The April request was a repeat action. 

Regards, 

(U/fFOUO) 

D/Ch, SID Oversight & Compliance 
OPS 1, Rm 3W160 
963-8174(sLr-l-------. 

"F;~;J INsP.~ou;~~-crv··· · .· ··- ··· -··· ....... ~------------···-------··-----·--·-·-- ...... .. 
Sent: Tuesday, June 03, 2014 2:50PM 
To: DL medialeaks_core (ALIAS) D; DL SV_Medialeaks (ALIAS) SV43 
Cc: DL ssct (ALIAS) 51 
Subject: RE: RE: (U) MLTF 1549 --Vanity Fair: Search of Correspondence 
Importance: High 

Classification: TOP SECRETI/811/P~OFORN 

SSCT, SV, 

We have an urgent follow-up question regarding action MLTF 1549 that you answered in early April. The action was to 
search for and report any interactions between Snowden and a variety of organizations, including SV. Below and 
attached is what SV reported. 

1 
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Our follow-up is we need to confirm whether the information provided back in early April was discovered as part of that 
MLTF action or sometime prior to that. If prior to the MLTF action, at roughly what date (estimate is fine) and under 
what circumstances were these discovered? 

Thanks in advance. Need this asap please. 

Regards, 

.L.I ____ ....J 

Media Leaks Task Force 
969-5008s 

L-----....ltt 
OPS 28- Rm 288090 

--~---1 I '"'" .. ~ ........................... ~---·-···--·--·--·---... ~~-·-·-····-·· ··· ···· ·············-···-···--·-··· 
From:NSA-SV3 USA CIV 
Sent: Thursday, April 10, 2014 8:37AM 
To: DL medialeaks_core (ALIAS) D 
Cc: DL SV_Medialeaks (ALIAS) SV43 
Subject: RE: (U) MLTF 1549 --Vanity Fair: Search of Correspondence 

Classification. TOP SECRET//81/INOFOR~~ 

(b)(3)-P.L. 86-36 

Attached are two documents we discussed. The emails reference the following interactions between SV and the leaker: 

1. OVSC1800 Issue regarding ranking of Authority Documents Used in Course Content OVSC1800 
2. OVSC1203 Issue Regarding Course content and trick questions 
3. An SV Analyst unable to open EMT files forwarded to NSAW from NSAH 

Please let me know if you have any questions. 

Thanks, 

I I 
(U111'"0U6) 

SID Oversight & Compliance (SV) 
Compliance Verification (SV3) 
OPS1, Room 3W145. Syjte J47~ 
966-1833 (s) 11 b) 

Do you have a large file to send me? Please put it in my dropbo><.: 

I 
(UI+FOUej 

2 

(b)(3)-P.L. 86-36 

Classified ByjL---....1 



DOCID: 4294506 
(b){3)•P.L ~6-36 

Classification: TOP SECRETI/811/r~QFORr~ 

Classification: TOP SECRET/181//~~0FOR~~ 

Classification: TOP SECRETHSIH~~OFOR~~ 

Classification: TOP SE:GRE:Tt/SL4'~~0~0R~d 

3 

Oer ived Frorrl. I\J5MC55M 1-52 
DateU. 20070108 

Declassify Ot 1. 20390401 

ClassitiedBy.l I 
Derhted Ft·on"l: ~~SA/CSSM 1-52 

D~ted: 20070108 
Declassify Ot 1. 20390601 

Classified Ely~ 
Derived Froffi: NSA/CSSM 1-52 

Dated: 20070108 
Deel~ssify Ot"l. 20390601 

Cl~ssifieel ByJ._~~__. 
D~rived ~roFfl: ~JSA/CSSM 1-52 

Dateel: 20070108 
Declassify Ot"l _ 20400301 
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I·NsA-·F~o~v··usA . civ 

From: 
Sent: 
To: 
Cc: 

Subject: 

.--------., Q 
L-1 _ __.~~an conect me if I am wrong. 

I 

96(1 7585 

UNClf4SS: L...I ____ __. 

so 

Classification. SECF<ETHSlN~dOFOR~d 

D 

.. .. :i•·'~lb)(3)-P.L. 86-36 ,,,, .. ,,., \ 

is that the conte)(t that discussion is D 
/ (b)(3)-P.L. 86-36 

. (b)(3)-P.L. 86-36 

1 
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969-78785 I b • • • n O nnnn UU 

I OPS28 - Rm 285066 I // 

- - /:. --

Classification: SECRETHSIH~JOFORf>J 

MLTFD // 

... ·· .. --<<~>~ 
.. 

(U//I'OUO) During t he time that E. Snowden w as at NTOC-H,. he did not have any verbal or written 
correspondence with NTOC leadership as it relates to concerns over NSA collection activities. 

(!:i//51/#<!8 a note, one ofthe few .conversations Snowden with the NTOC-H vvas about his 
(Snowden's) possession of a tbat indicated I lh is knowledge of them, 
and his desire to help NTOC-H (in his · pacity) to take advantage of all available sources in 
order to better prosecute the sustained milysis 0~~si<:>_~~ and in particular thel \\ )intrusion 
set. 

V/R 
L-1 ~__,JI 

L-------...J~Cqjp~el, USAF 

Deputy. Chief, Analysis Gr~:~ (\hr· 

NSA/CSS Threat-Operations Center ( NTOC) <.... -----. -----------------------

NSTS: 966-7585 :.(b)(3)-P.L. 86_36 

UNClASS: L-1 ___ -....~! ···························· ·· · · · ······· 

From~ IN};A-S3M2 USA CIV 
Sent: Wednesday, April 09, 2014 4:14PM 
Tq: DL SV_MediaLeaks (ALlAS)SV43; DL ssct (AUAS)Sl; Dl NTOC_ML {ALIAS) V2 
Cc: Dl OGC_Mediateaks (AliAS) 023; Ol dJg_tasker (ALIAS} Di Ol OOOC_Medialeaks (ALIAS) 04 

2 

··~· 

(b)(1) 
(b)(3)-P .L. 86-36 
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Subjee\: Pv'Y : (U) iviLTF.1549 ~-Vanity Fair: Search•of Correspondence 
Importance: High 

Classification: GONFIBEPdTIALHf40FORt~ 

Good afternoon, 

REF the MLTF tasker issued ealiertoday (below). 

yourSAand your assistance, we wanted to alert you to th isaction and askthat you coordinate 
with the Agency OGC, OtG, and ODOC as appropriate. 

NTOC may want to respond directly t o the MlTF POC below. 

please also keep SSCT apraised ofanythingyou might pass to ODOC 

Rgds, 
L.....-____.11 m 

~....--__ __.l uuuuu 

Media Leaks Task Force 

OPS 28, 288090 

969-5009 

L.....-__ __.leof / / / // 

From:! INSA-~j~2 USA CIV 
sent: Wednesday1 April 09, 2014 3:28 PM / 

.. ·····•··•••··••••••••• > .· ... ----------

To: DL OGC_MediaLeaks (ALIAS) 02.3· DLODO tasker (AUAS) D 

·~; ;~~ (b)(3)-P . L. 86-36 

Cc: DL medlaleaks core (ALIAS) D; NSA-D USA CIV; Ellard George Dr 
NSA~Dl USA CIV;I INtJi· ~'":~Ar.CI'I"l'll"i'V;~ • ....t..:.:::::..:....:::...=::::..:....::=,~~~~~ 
Subject: (U) MLTF 1549 -- Vanity Fair: Search o 
Importance: High 

Classification: C0~4FID EfqTIALHf~OFORr<J 

OGC, JG, and ODOC, 

(U) MLTF 1549 has been entered into the system and requires youraction. 

tC/n4F}-AVanityFa ir article due out this week is expected to assert that Edward Snowden made an attempt{s) 
to express his concerns about NSA's activities. Request that the IG, OGC, and ODOC, please search your 
official email, web·based contacts, and correspondence for any evidence that he contacted your office for any 
reason. If found, provide a short recap of the exchange. 

3 



DOCID.: ' 429·45·09 
(C//Nf) The Vanity Fai,r artide is already in publication, and may be on the street as soon as tomorrow. NSA 
and the IC are formu lating a possible response, and need your information as soon as possible. 

{U} POC in Media Leaks is l~... ___ __.f69,-7878s, mu 

Thank you. 
' / ~b)(3)-P . L. 86-36 

I Rgds, I ... __ . . _ . · ············ ····· 

I I 
Media Leaks Task Force 

OPS 26, 288090 

969~5009 (s) .. / 

~....-___ ..... J(uf / -

Clessifie.d \B.v: ·I._ __ _. 

. 
Dclled. '20070 lOS 

Classification: CQfq!WIDEf>;JTIALJ~I'\JOF'O~N 

Derhred FroFA: ~JSA;IGSSM 1 52 

Deci~Hi~ify On: 20390 '1 01 

Classification: GO~JFJDE~dTI/\L~'NOFORN 

Clasa.ified B;,': I._ __ _. 

Ddled. 20070; os 

0@c!assify Or;: 20390401 

Classification: aEC~ETilSIN~~OFOR~4 

4 



DOCID: 

From: 
Sent: 
To: 
Cc: 
Subject: 

All., 

4294513 

I I 
, Tbn,.Sdav !!av OQ ?014 7~57 "" 

FW: REPLY: DNiand WH Status 

See questions below. This is urgent tasker from the 8th deckD... ·.·. a.·.·.·.d· .. answered some of these 
questions before as the head of ADMIN. 

Deputy General Counsel 
Litigation and Management 
National Security Agency 

I 
963-0235 direct, 963-5548 (main line) 

-----Original Message----­
From: De, Rajesh 
Sent: Thursday, May 29, 2Q14 7:54AM 

t:·(b) (3)-P.L. 86-36 

To.i ILedgett, RichardH 
Cc: Grimes, Arlene U; Vines,Vanee M;Bauman, Ethan .. iL.., ___________ ...Jl 

Subject: Re: REPLY: DfjVand WHStatus 

OkD l~gnalawyer to work th.rough authoritative answers to all of these questions 
with ML TF l_____Pis work this). I suspect the issue will be OBE for today.~ but we should work 

to have answers prepared to be thorough. 

----- Original Message -----

From:! I 
Sent: Thursday_, May 29, 2014 07:21 AM 
To: De, Rajesh; Ledgett, Richard H 
Cc: Grimes, Arlene U; Vines_. Vanee M; Bauman, Ethan,iL.., _____ __. 
Subject: REPLY: DNI and WH Status 

Raj, 

1 
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I don't know specifically, but I would expect it would authoritatively address things like: 

What is the training and awareness provided to gov't and contractor employees about 
reporting activities they perceive to be inconsistent with law or ethics? 

What are the mechanisms by which that reporting can occur? 

What is the process, accountability for addressing such reports? 

Is there a record of these kinds of inquiries and responses? 

Do we have any examples of reported activity which resulted in corrective measures? 

Did we receive correspondence from Edward Snowden about his concerns? 

If so, in what form, on what dates and with what specificity as to content? 

Were his inquiries responded to? If so, how and when? 

How was our search for any correspondence from him conducted? 

Was it exhaustive and authoritative? 

Is it possible there is correspondence we overlooked, didn't record? 

-----Original Message----­
From: De, Rajesh 
Sent: Thursday, May 29,2014 7:15AM 
To: Ledgett, Richard H;l I 
Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan;~...! ____ ____. 
Subject: Re: REPLY: DNI and WH Status 

.(b) (3)-P.L. 86-36 

I think the WH request for Q and A is just an attempt to put off decision be Caitlin does not 
want to release the email. I'm not even sure what a Q and A would say. Odo you have any 
idea? DOJ has already said they defer to the /C after pointing out minima/litigation risk. 

----- Original Message ----­
From: Ledgett, Richard H 
Sent: Thursday, May 29, 2014 06:31 AM 

2 



no_,_cp;D: 4294.§-llp 
IDi I . .------..... 
Cc: Grimes, Arlene U; Vines,Vao~e M; Bauman, Ethan; De, Rajesh,i 
Subject: Re: REPLY: DNI and WH Status L...-----...... 

Great -let's mo\lewithglacrity on those fronts. Raj, can you help with the 0/A and expediting 
through DOJ? 
Rick 
Rick Ledgett 
Deputy Director 

----- Original Message -----
From:~...! ______ ____. 

Sent: Thursday, May 29, 2014 06:26AM 

(b) (3)-P.L. 86-36 

To: Ledgett, Richard H 
Cc: Grimes, Arlene U; Vines, Vanee M; Bauman, Ethan; De, Rajesh;L..I ____ ___J 

Subject: REPLY: DNI and WH Status 

Rick, 

-----Original Message~~--­
From: Ledgett, Richard H 

Sent: Thursday, May 29, 20145:34 AM 

To: Bauman, Ethan; De, Rajesh; Murphy, Wayne M,~~---------1 
Subject: Re: 

I'm good with that. Owhgtdo DNI an~WH~(]~ about it? 

Rick Ledgett 
Deputy Director 

----- Original Message ----­
From: Bauman, Ethan 

Sent: Thursday, May 29, 2014 01:2.;:!..5.!:J.A~M:!._ ___ --f----........., 
To: De, Rajesh; Ledgett, Richard H;l 

L--------~----~ 
3 

(b) (3)-P.L. 86-36 
(b) (5) 

,, (b) ( 3) - P. L. 8 6-3 6 
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r .. L..:--""· "-· 
.:JUU)t:I..L. nt:. 

ltojc) 

ltmobile) 
L...------....1 

----- Original Message ----­
From: De, Rajesh 
Sent: Wednesday, May 28,2014 09:19PM 
To: Ledgett, Richard H;l 
Cc: Bauman, Ethan L------------1 
Subject: Re: 

----- Original Message ----­
From: De, Rajesh 
Sent: Wednesday, May 28,201410:30 PM 

To: Ledgett, Richard H~L...---------....1 

We should release the Snowden email asap. 

4 

i~; i;;~P.L. 86-36 

I .......... . 

(b) (3)-P.L. 86-36 

................. 

(b) (3)-P.L. 86-36 
(b) (5) 

(b) (3)-P.L. 86-36 
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bsA""DJ4 u l.JsAUCIV 
From: ..__ ___ ____,INsA~D22 USACIV~..-1 _____ ____. 
Sent: 
To: 

Thursday, June 05, 201410:03 AM 
I NSA-D2 usA crv;l INsA-D2 usA crv 

Subject: RE: (U) Additional Snowden Context - Congressional Notification? 

Classification: SECRET/tt~OFORN 

D 
I I 

Associate General Counsel (LegTSiation) 
Office of General Counsel 
963-3208 
OPS2B7112 

•••••••••••••••••••• •••••• 

.. · .·///.·. 

(b)(3)-P.L. 86-36 
(b)(5) 

.... , .. ::,; ,. 

(b)(3)-P.L. 86-36 

**ATTORNEY WORK PRODUCT//ATTORNJ!:Y: CLIENT COM·M~;~ICATION//PRIVILEGED 
COMMUNICATION ** 

Not to be released wit hout OGC approval. 

From:l ~$A~D2SUSA CIV 
Sent: Wednesday, Jt1ne 04, 2014 6:48 PM 
To:l INSA-D21 USA CIV;rl :....:....:....:...__----:"'".-;...._--,NSA-D22 USA CIV 
Subject: RE: (U) Additional Snowden Cootext -Congressional Notification? 

Classification: S~CRE~ 

Classified By: ~I ~~-~ 
Qg:Jqi,ugc;;l ¥JqOFR: J>iSA/CSS£1 1 52 elated 20070108 
Doclassify .on: 20390801 
-------------------------------- ----------------------
---------~---------------------- ----------------------

D 

1 
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~ 
Deputy General Counsel 
Litigation and Management 
NSA Office of General Counsel 
963 -5548 (secure) 

I l tundassified) 

ATTORN EY WORK PJ:tODUCT / /ATTORNEY CliENT COMM UNICATION 
PRIVIlEGED COMMUNICATION 

Not to b~ released without OGC approval 

Classification: SECRETHNOFOR~~ 

Thanks! 

Deputy General Counsel 
( 0 perations) 
963-5548 (NSTS) 

I I 

.>''''(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

.:::.: .':i"(b)(3)-P. L. 86-36 

--WARNING NOTICE: This communication contains information tfl~tlflay be subject to.the ATTORNEY-CLIENT 
and ATTORNEY WORK PRODUCT privileges that is exempt frQnJ public disclosure with. out the express 
permission of NSA!OGC. --

Classification: SECRET/-/NOFORN 

Secu rity and GC Folks: 

2 

(b)(3),p. L. 86-36 
(b)(5) 
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Thanks, 
Ethan 

Subject: (U) UPDATE: Context Of Snowden Engagements 

(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(5) 

(Below text duplicated in DOC I D 4294494) 
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DOCID: 4294709 

INSA-028 USA CIV 

From: 
Sent: 
To: 
Subject: 

Importance: 

L...---.,....--___.INSA-028 USA CIV 
Tuesday. March 10, 2015 4:27 PM 

I ~s,c..~02sus,a.eiv 
FW: (U) 2014_04_09-~ACTIQN-~Se~rch of Emails-MLTF 1549 

High 

Classification. CON Fl DENTIALHNOFORN 

Deputy Associate GC, Litigation 
NSA Office of General Counsel 
963-5047 (secure) 

I ltonC::h:~ssified) 
I I 

.. ···· (b)(3)-P.L. 86-36 

**ATTORNEY WORK PRODUCT//ATTORNEY CI..IENT COMMUNICATION//PRIVILEGED 
COMMUNICATION** 

Notfo be released without OGC approvaL 

FrOm1 INsA-D2sus~ c1v 
Sent: Wednesday, April 09,2014 4:32PM 
To: DL gc lit (ALIAS).D2. 
cc:l INSA-D28 USA Civl NsA-D28 USA CIV 
Subject: (U) 2014_04_09--ACTION--Search of Emails-MLTF 1549 
Importance: High 

Classification: COMFI DEMTIAL/1MOFORM 

INTERNAL/DELIBERATIVE 

We are asking formally, only because we are not sure anyone has officially asked you to search your emails, like you 
would a FOIA type request---does anyone have any emails from Edward Snowden. Obviously these would have occurred 
prior to May 17, 2013. 

Affirmative/Negative responses required. Please cc- me and~... ___ ___. 

Thanks. 

ATTORNEY WORK PRODUCT//ATTORNEY CLIENT 
PRIVILEGED COMMUNICATION 

Not to be released without OGC approval 

1 

(b)(3)-P.L. 86-36 
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(b)(3)-P.L. 86-36 

From:l INsA~DiUSACI~ 
Sent: Wednesday, April 09, 2014 3:54PM 
To: DL Ops_Tasker (ALIAS) D21; DL GC.c::IA----Tasker (ALIAS) D24; DL gc_leg (ALIAS) D2; DL Lit_Tasker (ALIAS) D; DL 
ART Tasker CALlAS) D25; OGC.:::.AdriiinEthics 
cc~ INsA-D2 USA crv . 
Subject: FW: (U) MLTF 1549 --Vanity Fair: Search of Correspondence 
Importance: High 

Classification: GONFIDE!NTIALHNOFORN 

Please see action below and respond back to me an~._ ___ _,~ith any exchanges as soon as possible. It would be 
best to send a consolidated response to the MLTF. 

Office Manager to the Deputy GeneraiCoonsels 
Office of General Counsel (D2) 
963-5548,1 I 
OPS2B 288140, Suite: 6250 
(U/1FOUO) My Dropbox 

~ ~SA-s3~2 USA CIV 
Sent: Wednesday, April 09, 2014 3:28PM 

"'(b)(3)-P.L. 86-36 

To: DL OGC_Medialeaks (ALIAS) D. 23; DL ODOC Medi.aleilks (AUAS~ ~4~DL d : tas¥>r (AUAS) D 
Cc: DL media leaks core (ALIAS) DJ INSA-0 USA CIVf/ t NSA-D USA CIV; Ellard George Dr 
NSA-D1 usA crv~ ~sA-D usA crv; I sA- usA 1v 
Subject: (U) MLTF 1549 --Vanity Fair: Search of Correspondence 
Importance: High 

(Below text duplicated in DOC I D 4294509) 
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From: 
Sent: 
To: 

NSA-028 USA CIV 

a....,..-.,.........,..,...,...---,-1~~A-D28 USA CIV 
Tuesday, March 10, 2015 4:27 PM 

I ~SA~D28 USA CIV 
Subject: FW: (U) MLTF 1549 -~Vaoity Fair: search of Correspondence- ACTION RESEND- LAST 

CALL 

Classification: GONFIDENTIALHNOFOR~~ ''"<::::<::::::,,,,,,, 

'"'(b)(3)-P.L. 86-36 

**ATTORNEY WORK PRODUCT//ATTORNEY CLIENT COMMUNICATION//PRIVILEGED 
COMMUNICATION** 

No.tt6 be released without OGC approval. 

~ NsA-D2 usA crv 
Sent: Thursday, April 10, 2014 12:29 PM 
To: DL gc_agcusers (ALIAS) 02 
Cc: OL GCSECR 
Subject: FW: (U) MLTF 1549 --Vanity Fair: Search of Correspondence- ACTION RESENO- LAST CALL 

Classification: GONFIDENTIALHNOFORN 

Assoc's, 

Please confirm that the search has been completed by each practice group. Please respond ASAP. 

Office Manager to the Deputy GeneratCounsels 
Office of General Counsel (D2) 
963-5548, 1 1 
OPS2B 288140, Suite: 6250 
(U/IFOUO) My Dropbox 

From:l INSA-02 USA CIV 
Sent: Thursday, April 10, 2014 8:56AM 
To: OL GCUSERS 
Cd ~NSA-02 USA CIV 

(b)(3)-P.L. 86-36 

Subject: RE: (U) MLTF 1549 --Vanity Fair: Search of Correspondence- ACTION RESENO- LAST CALL 

1 
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Classification: GONFIDENTIALH~~OFORP~ 

For those of you who have not completed this action please do so. I will be responding to the Media Leaks Task Force at 
noon today and need to know by then if there are any other exchanges with Snowden. Again please only positive 
responses and respond only to myself an~ lrbanks all for your assistance with this action. 

Office Manager to the Deputy GeneraTCounsels 
Office of General Counsel (D2) 
963-5548, I I 
OPS28 288140, Suite: 6250 
(UftFOU07 My Dropbox 

FrOR1:I INsJ\-[)2 usA c1v 
Sent: Wednesday, April 09, 2014 4:51 PM 
To: DL GCUSERS 
Subject: FW: (U) MLTF 1549 --Vanity Fair: Search of Correspondence- ACTION RESEND 
Importance: High 

Classification: CON Fl DENTIALHNOFORN 

(b)(3)-P.L. 86-36 

Please see action below and respond to myself and I kcc'd) ASAP with any exchanges you had. No need to 
respond if you had none. Many of you have probably already seen this and if you have already responded no need to 
respond again. Thanks. 

Office Manager to the Deputy Geriera+Couns~ls 
Office of General Counsel (D2) 
963-5548,1 I 
OPS28 288140, Suite: 6250 
(U/IFOUO) My Dropbox 

From :I INsA""S3M2 USA CIV 
Sent: Wednesday, April 09, 2014 3:28PM 

(b)(3)-P.L. 86-36 

To: DL OGC_Medialeaks (ALIAS) 0 .. ·23; DL QDOC_Medialeaks (AUASt D4;DL d ~ tllsko/r (AUAS) D 
Cc: DL medialeaks core (ALIAS) D; NSA-D USA CIV· INSA-D USA CIV; Ellard George Dr 
NsA-D1 usA civ;l IN - ·sA-o osAtv 
Subject: (U) MLTF 1549 --Vanity Fair: Search o 
Importance: High 

(Below text duplicated in DOC I D 4294509) 
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DOCID: 
J 

From: 
Sent: 
To: 
Cc: 

4294714 
tNSA-FHV USA CIV 

RE: 

From:~ ~SA-FHV USA CIV 
Sent: ednesday, A~ri l 09, 2,014 5:0~ PM 
To{ _COL NSA-V2 USA 
Ceq SA-FHV USA 
Subject: RE: (U) MLTF 1549 Fair;, Search of 

(b) (3)-P.L. 86-36 

;:;;,,;;,;;;>" 

>':'(b) (3)-P.L. 86-36 

of Correspondence 

: ;:::,;,. ( b ) ( 3 ) - P . L . 8 6- 3 6 
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From ~ t o.L NSA~V2USA 
Sent: Wednesday, 2014t..· . .~Jol ~..... ~m.r....----, 
To: O.l V2 Ofc Chfs (AUAS':.t.· ....!.!:l~---1"":---" 

1 I N'sA-V2;...:u:::.::s::..:A;..:::::...:..~J.__---.... ___ __.. ""~.p~::..:....=~----r~~w~ 
NSA··.IV....5.~..!...1.l~.....L..;....__--,_ __ .J, l/.l ·~:::.::::::!..:::=.:L.U...,.,_,..,...,....~~~~NSAN2 USA 

~ ~~~ 
U NkcYQ7 A!PVl rsA-V3 USA CIV 

tc::J. . . . . hldSA-S3M2 usA CIV; 1 lcoL NSA-v2 usA USAF 
~~=n:; Wl MLTF 1549 Vanity Fair: Search of Correspondence < ::, 

From ~ INsA-S3M2 USA CIV 
Sent: Wednesday, April 09, 2014 4:14PM 
To: SV_Medialeaks {ALIAS) 

OGC_Medialeaks 
Subject: 
Importance: 

......... ::::~~~ll!~f~~/ 

(b) (3)-P.L. 86-36 

. '(b) (3)-P.L. 86-36 

Below text 
~uplicated in 
bOCI D 4294509 
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J)OCID: 4294714 
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DOCID: 4294742 

NsA-DJ4 usA c1v 

From: 
Sent: 

I ·. INSA-DS09 USA CIV 
Wednesday. March 04, 2015 12:18 PM 

To: I ~SA-S35 USA CIV 
Subject: FW: (U) MUF 1549 -·Vanity Fair: Search of Correspondence - ACTION RES END - LAST 

CALL 

Classification: CONFIDE~~TIALHP~OFORt~ 

This was the email I received from your practice group. I haveanotherJolder somewhere just trying to find and it and 

will let you know if I see one just fo r you. 

From:l INsA-D28 USA CIV 
Sent: Thursday, April 10, 2014 1:08PM 
To: I INSA:P2 USA CIV 
Subject: FW: (U) MLTF 1549 ~~Vanity Fair: Search()f Correspondence -ACTION RESEND - LAST CALL 

Classification: CONFIDENTIALHNOFORN 

FYSA-

(U//FOUO) 

Office of General Counsel 

D28 
963-5047,._1 ____ ..... 
OPS2B 2B6106, Suite: 6278 

Drop box 
(U/fFOUO) 

ATTORNEY WORK PRODUCT/1ATT0RNEY CliENT COMMUNICATION 
PRIVII,.EGE[l. cOMMUNICATION 

Not to be relea$ed without OGC approval 

From: I INsA-D28lJSA CIV 
Sent: Thursday, April 101 2014 1:06PM 
To:~ HNSA-D28 USA CIV; I INSA-D28 USA CIV 
Cc:. _NSA-D28 USA CIV 
Subject: RE: (U) MLTF 1549 --Vanity Fair: Search of Correspondence -ACTION RESEND - LAST CALL 

Classification: CONFIDE~~TIALHNOFORN 

1 
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4294742 

Litigation doesnot have any exchanges with Snowden with the caveat thai ~nd l ~mails were 
not searched as they are on leave. I believe that if they had some contact with Snowden, they would have raised it prior 
to this tasking in response to the upcoming Vanity Fair article. 

Attorney 
Litigation Practice Group 
Office of General Counsel 
D28, Rm 2B6106, OPS2B, Suite 6278 
Secure: 963-2374/5047 

Outside~L...------------1 
ATIORNEY CONFIDENTIALITY NOTICE. TheinfcmlJ~tion cont<3ined in this email and any accompanying attachments 
constitutes attorney work product and/or client advi~;:f?, which ar€ legally privileged. 

From: I NsA~[)28 USA CIV 

Sent: Thursday, April 1···0· ... ' ..... 2. 014 12:34r-P .... M ___ ..., 
To:l !NSA-D28. USA CIV; I ···· .. ~NSA~D28 USA CIV 
Subject: FW: (U) MLTF 1549 ~-Vanity Fair: Search ofCQrrespondence -ACTION R,~SEND - LAST CALL 

Classification: UNCLASSIFIED/7'POUO 
-------------------------------- ------------------~~---------------------------------- --------------------~~ 

Is this done? 

Deputy General Counsel 
Litigation and Management 
NSA Office of General Counsel 
963-5548 

"'"" 

ATTORNEY WORK PRODU(:;T//ATTORNEY CliENT COMMUNICATION 
PRIVIlEGED COMMUNICATION 

frOm1 ~SA-D2 USA CIV 
Sent: Thursday, April 10, 2014 12:29 PM 
To: DL gc_agcusers (ALIAS) D2 
Cc: DL GCSECR 

Not tobe released without OGC approval 

... 

Subject: FW: (U) MLTF 1549 --Vanity Fair: Search of Correspondence -ACTION RESEND - LAST CALL 

'::: ''"(b)(3)-P.L. 86-36 

Below text 
uplicated in 
OCID 
294712 



ftG~I-B+---4~·4-=1-4:-t----------------------. 



DOCID: 4294".142 



DOCID: 4294742 



DOCID: 4294751 

I hsA-DJ09 usA CTR 

~pproved for Release by NSA on 
~4-27 -2016. FOIA Case # 78137 

From: L.,-----__.NSA-Q31 USA CIV 
Sent: Friday, May 23, 201411:01 AM r--------, 

DL meqi~leaks_core (ALIAS) D; DL PAOM edia (ALIAS) DN1; I To: 
!ALIAS) S31 L...---------o~ 

1------...~.:IE='"i. nsor Leoine! K NSA-rQ:;....U_S_A_C_IV...;.; ..... ! __ ~,..,.....,,.....,..,~IN· ... SA-r usA Cr 
.,.__ ___ ____,""""'INSA-Q3 USA CJV; I ~SA-Q USA CIV; 
L...--....,.......,....-_.INSA~Q3 USA CIV 

Cc: 

Subject: (U) NBC Story - Emaii\/Vitb OG.§ 

Classification: CONFIDENTIALN~~OFOR~J 

All, 

Given the NBC story and recycled claim that Snowden contacted NSA OGC to rais~ ·CQQ~erns,\I wanted to 

remind everyone that we went through! an exhaustive exercise fo····r·····t···h····e······V·····a····n·····i··t···y·······F····a····i··r······a····r···t···i··c····I··e·············i· .. n. ... ·.·.·.•.A.······ p.r·· .. i.l, which resulted in the below note from ······················································································ ··· .. ;,,, 
•;, 

'';;: ~; ~ ~;::::::::::::-
)(3)-P.L. 86-36 

~:,~=~uesday, Apnl os,l~g;'~~~~Pgv·--------------····-----•••••••• /< //J 
To: Rogers Michael S NSA-D USA····· USN·:···· LedTett R-... i ... Ch ... · .. ·.·a·····rt1··· ~}f; NSA.·.· ... · "'D U$AC······I···V;F.·.·.I .. ersch Frances.· J NS .. A-... DiUS.·A CIV·;···. De 
Rajesh NSA-D2 USA CIV;! ./// / JNSA-D2 USACIV; Bauman Ethanl NSA-DL USA CIV;I i // • ·• •. \ ~SA-DL 

USA CIV ....... ···•••••••••••··················· .... ······••••••••••••••••······.... / .................. · . / / i i Cc / NSA-Q3. y$~§JV;Ensor Leqinet K NSA~QUSApV; . SA CIV;! I 
NSA-Q3 USA CIV; [)~!Tlgdiateaks_core (ALIAS) D; DLJ>AOMedia (ALIAS SA-D USA CIV; 

1\1$~02 USA CIV~ JNSfo.~D21 USA CIV; . USA CIV·.'.· 
I-------""""""A-Q31 usA Civ;_ Ns - NSA-D usA CIV:.,..I,~___, 1 
'r----~.,.--_.....- IV;I fi\JsA-D USA CIV; NSA-D USACIV;I rsrn 

USA CI SA-D USA CIV; Bauman Ethan L NSA-D ; SA-DL USA CIV 
Subject: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article Text below du licated in DOCID 4272116 
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From: 
Sent: 
To: 
Cc: 

L...-----..... INsA-1 USA CN 
Wednesday, April 09, 2014 5:26 PM 
Grimes Arlene U NSA-DN USA CN 
DL PAOMedia (ALIAS) DNl: DLmedjaleaks_c ore (ALIAS) D; I INSA-
D USA CIV; I IN~A-D USACIV L...------....1 

Subject: 

Follow Up Flag: 
Flag Status: 

(U) ACTION: Way Forward for Vanity F~ir Artid~ 

Follow up 
Flagged 

Classification: UNCLASSIFIED //FOR OFFICIAL USE Ot~LY 

Arlene, 
(U//FOUO) Presuming the following conditions are met: 

(b)(3)-P.L. 86-36 

We get word from the organizations asked to revisit their e-mail for any evidence of the outreach claimed by Edward 
Snowden in the Vanity Fair teaser, AND no additional information has surfaced (MLTF Core on the hook to verify this 
for you) 

AND 

We have affirmed froml khat DoJ doesn't have any hold on the one exchange we have of Snowden asking 
a generic authorities question of OGC inApril 2013, 

Please engagd hcopi~d) to cc:>ordinate an outreach to Vanity Fair indicating that our efforts to substantiate 
Mr. Snowden's claim in this regard hasprpduced one, barely relevant e-mail and we intend to challenge the veracity of 
that point if if is published in the final articleandppint out that we brought it to the attention of Vanity Fair. 

(U//FOUO) Let me know if you have any questions/concerns. 

Regards, 
Fl ;..:....__--, 

L...r-r=..,.......,.,..,.,.,......,..,..,.,...~F ........... . 
Media Leaks I ask Force 
National Security Agency/Central Security Service 
OPS 28 288090 
JWICS Fj =.;;..;;.... ____ ?.., ..... 
UNCL I F 
NSTS .... 96,..9 .... -$..,.().-.1 1 ___ _. 

BLACK 1~....-___ _. 

; ; ; ; : '~ 

(b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED HFOR OFFICIAL USE Ot~LY 

1 
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DOCID: 4294814 

I 

From: 
Sent: 
To: 

IN$A-D28 USA CIV 

..____...,.....-_ ____,INSA-D28 USA CIV 
Tuesday,March 10, 2015 4:27 PM 

..___ ___ ____,NSA-D28 US.t\ CIV 

Subject: FW: (U) REPLY APPROVE[:) RESPONSE: (U) OGC draft answers 

Importance: High 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE OMLY < _·.:,; •. ,!bi~I-PU&-3s 

Deputy Associate GC, Litigation 
NSA Office of General Counsel 
963-5047 (secure) 

1 ltrlh(:lfssifiedJ 

**ATTORNEY WORK PRODUCT//ATTORNEYCLIENT COMMUNICATION//PRIVILEGED 
COMMUNICATION** 

NotJobe released without OGC approval. 

From~ INsA-J)tJSA CIV 
Sent: Thursday, M~29, ;!014 12:16 PM 
Toil 01\lSA-028 USA OV; Grimes Arlene U NSA-DN USA OV; DL PAOMedla (AUA~) DNI 
Cc NSA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV;I INSA-D23 USA CIV; DL 
medialeaks_core (ALIAS) D 
Subject: (U) REPLY APPROVED RESPONSE: (U) OGC draft answers 
Importance: High 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE ONLY 

TO: ML PAO 

Please push these responses to the WH for the 12:30 event. OGC has chopped. 

a.....,..,..-.,.,......,.........,........,=--""'".,....-___.r ...... .. 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 28 2BBQ90 
JWICS I 
UNCL . 
NSTS ~9-:--:69-=-5~01~1 ------' 
BLACK L-1 ___ ____. 

. ''' ''"'(b)(3)-P.L. 86-36 

From:l INsA-[)LjSAtiv 
Sent: Thursday, May 29, ~91411:55 AM 
To~ .· NSA-D28 USA CIV; Grimes Arlene U NSA-DN USA CIV; DL PAOMedia (ALIAS) DNl 
Cc: INsA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV;I ~SA-D23 USA CIV 
Subject: (U) REPLY: (U) OGC draft answers 

1 
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Classification: UNCLASSIFIEDh'FOR OFFICIAL USE ONLY 

(b)(3)-P.L. 86-36 

(U//FOUO) I think we need to be more explicit as relates to Snowden's comments and the specific WH questions: 

1. Did Snowden raise concerns with NSA as he said he did? 

We have found a single instance of one e-mail inquiry by Edward Snowden to the office of General Counsel 

asking for an explanation of some material that was in a training course he had just completed. The question 
was received and an answer was provided to Mr. Snowden. There was not additional follow-up noted. There 
are numerous avenues that Mr. Snowden could have used to raise other concerns or whistle blower 
allegations. We have searched for evidence of outreach from him in those areas and have not discovered any 

engagements related to his claims. 

2. How do you plan to respond to the FOIA request? 

We received the request from NBC this week and are following normal procedures for processing the request. 

I 1··········· 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 28 288090 
JWICS I 
UNCL . 
NSTS '-:9~6~9-""~""50:=:-:1:-::-1-------' 
BLACK IL...-___ _. 

From: I !NsA~62s usp, ov 

(b)(3)-P.L. 86-36 

Sent: Thursday, May 29, 2014ll:41AM 
To: Grimes Arlene U N?A~DNUSA CIV; DL PAOMedia (ALIAS) DNl;L-1 ---~~-----''~:..:N.::::SA...:....-.:::.D....::U:.::::S,A CIV 
Cc:l INSA-D28 USA CIV; Sherman David J Dr NSA-DJ USA CIV; I ~SA-D23 USA CIV 
Subject: (U) OGC draft answers 
Importance: High 

Classification: UNCLASSIFIED//FOUO 

(1) There are numerous avenues that Mr. Snowden could have used to raise whistleblower allegations. We have 
searched those avenues and have not surfaced any complaints with those offices. 

(2) With respect to the FOIA, we will process this in accordance with our normal procedures and have only surfaced 
one email communication between Mr. Snowden and OGC. 

On item 2, since OGC has already performed a search which was as extensive as one would have been done under FOIA, 
no new search would be required by our office. One document was identified and that document was redacted and 
provided directly to Dave Sherman earlier in the week. 

Deputy General Counsel 

Litigation and Management 
NSA Office of General Counsel 
963-5548 (secure) 

I !<unclassified) 

(b)(3)-P.L. 86-36 
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ATTORNEY WORK PRODUCT// ATTORNEY CLIENT COMMUNICATION 
PRIVILEGED COMMUNICATION 

Not to be released without OGC approval 

Classification: UNCLASSIFIED/;'FOUO 

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE ONLY 

Classification: UNCLASSIFIEDNFOR OFFICIAL USE ONLY 
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~pproved for Release by NSA on 
b4-27 -2016. FOIA Case # 78137 

I 
From: 
Sent: 
To: 
Cc: 

Subject: 

Rogers, Michael S ADM 
~.I.LI.L.i:w..t::2.1'--LIIlLC:I.II.."-'"~-+O 14 5:49 .PM 

(o)(3)-P. L. 86-36 

PAOMedja· '. edoe,l:t HiHflardH; Fleisch, Frances J; Stone. Carin R: De. Rajesh; I / / jDL MLTF _core; Bauman, Ethan;l lsherm..,..an-, .,.....,......,..... 
Re: fOLLOW-UP: PER YOUR REQUEST: Transcript 

Copy ai0As1Afe discussed, as long as we don't endanger any follow-on legal action we should be proactive and 
transparent with the public. SEN Feinstein adding her thoughts would also be of value to the public I believe. 

/r, 
MSR 86-36 

,_-:-:-:--=--=---:--=------=-~.,.....-;~---:---=--=---=--=---:-1r------------'1..DL PAOMedia; Ledgett, 
Richard H; Fleisch, Franc~§ J; StOne, Corin R; De, Rajesh; '-;:::;:::::::::;=:::;:::==::;::::::;:::::::;=::_:L~M_:,:L:..:.T_;F -~c~o~re~; ,:_Ba~u~m~a~n~1 ~ 
Ethan;l !sherman, David J ..: 
Subject: FOLLOW-UP: PER YOUR REQUEST: Transcript Below text is exactly duplicated in DOCID 4272118 

at 1:11 PM 
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From: 
Sent: 
To: 

Thursday May 29 2014 8·23 AM 
I 

Subject: FW: REPLY: Follow-Up 

Deputy General Counsel 
Litigation and Management 
National Security Agency 

I I 
963-0235 direct, 963-5548 (main line) 

--- - -Original Message-----
From: I I 
Sent: Thursday, May 29, 2914 8:98 AM 
To: De, Rajesh 
cc:r ~ 
Subject: REPLY: Follow-Up 

Raj, 

i l· 

(b)(3)-P.L 86-36 

We searched what we have, but as you know that is an imperfect data set in some cases 
recollected in retrospect. The search for e-mail within the OGC was undertaken by individual 
OGC employees of their personal holdings. 

D 
-----Original Message - ---­
From: De, Rajesh 
Sent: Thursday, May 29, 2914 7:19 AM 
To: I I 
Cc: _ I 
SubJect: Re: Follow-Up 

. """"(b)(3)-P .L 86-36 

o~ l'm ~~en to any suggestions you might have. I was told that the I I and mltf 
teams did searches, as with Is that not the case? Adding I I who 
was tracking this. I also think this should be framed as everything we've been able to find. 
If you are still against releasing because of concernabout risk, please also/weigh in with 
leadership and interagency. 
------Original Message------
From: I I 
To: Rajesh De 
Subject: Follow-Up 
Sent: May 29, 2914 7:14 AM (b)(3)-P.L 86-36 

Raj, 
Given your engagement last night on this topic, the fact that the protagonist specifically 

pointed to e-mail's sent to the OGC and your expectations expressed in the note below I would 
encourage you to work with your staff to give yourself confidence that requests of your folks 
to check for records are/were sufficiently robust to underpin your personal level of 
confidence. I am not in any way suggesting that people did not take the requests seriously-­
they did, but they did so under time pressure. 

1 
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Moreover, I knew that as a career intel professional asking 5 talented people to research a 
topic can lead to 5 different methodologies and 5 different results. 

Very respectfuo 

From: De, Rajesh ············ ... 
Sent: Saturday, May 24, 2el~e9:4e AM Eastern Standard Time 

~~ ~\ I 
Subject: Fw: NBC/email 

r need very senior confirmatio: (~~~p/MO~lt:::ot~at 
to ensure there are no other emails from s to O(jC. · · 

all possible steps have been taken 

••••• ••••••••••••••••••••••••••••••••••••••••••••• 
···~ ... 

(b)(3)-P .L. 86-36 

2 



DOCID: 4294818 

From: 
Sent: 

I . I 
Thursday, May29,401412:?6 PM 

To: Ro 
Cc: 

Subject: 

I PAOMedia: Ledgett Rjc~[dM~;~~~'!fta~~~s J; :tone, Gorin R; De, Rajesh;'---.....,....___. 

FOLLOW-UP: PER YOUR REQUEST:Tr;:~nscript 

Sir, 
Reference the request from the White House, we just provided the fo llowing: 

(b)(3)-P.L. 86-36 

--Did Snowden raise concerns with NSA as he said he did? 

We have found a single instance of one email inquiry by Edward Snowden to the office of 
General Counsel asking for an explanation of some material that was in a training course he 
had just completed. The question was received and an answer was provided to Mr. Snowden. 
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could 
have used to raise other concerns or whistleblower allegations. We have searched for 
evidence of outreach from him in those areas and have not discovered any engagements related 
to his claims. 

--How do you plan to respond to the FOIA request? 

We received the request from NBC and are following normal procedures for processing the 
request. 

NOTHING FOl lOWS (b)(3)-P.L. 86-36 

"-., ., ,, __ ,,,, , . ''·>Y' .,_,_, , ,h'-'""'<'•">"~--~-~'-"'''"''·'"''"0"·"''"""-'No o··www,MVPN'C"Vo.O/,'ow,-'-•<~·.W~C'•<'"-0""""'~'$-'/A-o,-,.,._~~·.·,o-•o "/'/C/'/o ~-Y,','i"0>YNC>/>->"''""'''"'"'~ "''-''C·0""'N,'""'""'"''"';,*.,,"' '"'''-o' 0''' '"''''''""-·~y-o"W''"""">'''•'> '-''•W'•'>>•"''"""C-"A'"'·'"''·'--~•'"'""-"'"/8<~o"'··,,ok/."C.C',"'C<•.W••"->'•''-'''"'''N"~-;'"OO.CcCCC•/•"'''"-"•>'0~.'#"''""'-''"'""'""'"'*'"''''!--•'·''0"f'T'~-<Y~ '~'<<'.•<W0~>N.<JhC0-Wh'~-'<<0"Y'-"0 0h'C'•·:-<-""''''A'-"''"~Oo·-••"'''''-%' ' .. '• 

From:l I 
Sent: Thursday, May 29, 2014 11:39 AM 
To: Ro ers Michael S ADM 
Cc: L--':'"':'""':'"--=:---:---:--~-~--=----:~~------~~~--r------------'1'"1L PAOMedia; Ledgett, 
Richard H; Fleisch, Frances J; Stone, Carin R; De, Rajesh; DL MLTF _core 
Subject: PER YOUR REQUEST: Transcript 

Sir, 
As requested, below is a transcript of the NBC program we obtained from the White House in support of attribution 

work. Since it was not acquired for a fee we're meant to limit our use. I believe it was generated off a CLOSED 
CAPTIONING system so there are a few text garbles. In response to a request we received <30 minutes ago, Media 
Leaks Public Affairs and OGC are at this time preparing information for the White House press office in support of the 
daily press engagement by Jay Carney at 12:30 EST. Specifically answers to two question: 

--Did Snowden raise concerns with NSA as he said he did? 
- -How do you plan to respond to the FOIA request? 

The FOIA request reference is in the transcript below. We do not know ifthe White House plans to present 
this information proactively or have it in reserve if they receive a specific question. We will make certain you receive 
what is sent to the White House. 

Please advise if you have any questions/concerns. 

Respectfully, 

1 
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I 

(b)(3)-P.L. 86-36 

I 
BEGI N TRANSCRIPT 

BRIAN WILLIAMS: good evening. i'm brian williams. he is routinely called the most wanted man in the world. last week in 
moscow, cloaked in secrecy and after months of behind-the-scenes back and forth, we sat down with edward snowden 
for his first american television interview. let's begin with a reminder of what this 30-year-old has done and why he's 
living in exile overseas, wanted for espionage in this country. the classified documents he stole, downloaded from the 
nsa and handed over to journalists blew the lid off data mining programs that had been launched in the wake of and in 
the name of9/11. they have names like prism and boundless informant and xkeyscore. some ofthem designed to 
vacuum up phone and internet data are from companies like verizon and google and apple and yahoo! and some of 
them could zero in on any one of us. snowden came to this interview armed with talking points, ready to tell his story. 
he knew he would be receiving no compensation and no question was off limits. already just today based on pre released 
snippets of what you're about to see secretary of state john kerry launched a full-on fredricton it willontal assault on 
snowden calling him a traitor, challenging hill to come home to face justice. we'll hear what edward snowden has to say 
about that. he arrived alone carrying only a backpack into our moscow hotel. he came up a back stairway into the 
elevator. the moment he sat down and our camera focused on him, it became clear that this was the first good long look 
at him the world had had. we saw him framed against the hotel window in hong kong and appearing from undisclosed 
locations on closed circuit video. he was here now, introducing himself as ed. a lot of people say you have badly 
damaged your country. 

EDWARD SNOWDEN: can you show that? is there any dman vagsemonstration? i have been asking for a year now. if 
after a year they can't show a single individual who has been harmed in any way by this reporting, is it really so grave? is 
it really so serious? can we really trust those claims without scrutinizing them? i would argue we can't . we should be 
open to them. it's fair, the possibility. if this has caused serious harm, i plirnlwould like to know about it. 

WILLIAMS: keith alexander has said you have done, quote, significant and irreversible damage to the nation. he said 
there is, quote, concrete truth that terrorist groups and others are taking action and making changes and it's going to 
make our job tougher. and this amounts to telling our enemy our playbook. 

SNOWDEN: so what's interesting is that we see the exact same language, the exact same accusations being levelled 
against whistleblowers, against any critic of any government program throughout history, throughout time. 

WILLIAMS: what are you doing in russia? 

SNOWDEN: all right. so this is a really fair concern. i personally am surprised that i ended up here. the reality is i never 
intended to end up in russia. i had a flight from cuba to latin america. the united states revoked my passport to trap me 
in the moscow airport. when people ask why are you in russia, i say please ask the state department. 

WILLIAMS: the u.s. state department says snowden's passport was pulled before he boarded that flight to moscow and 
yet he was somehow still able to leave hong kong, a city he had chosen to fly to initially upon leaving the u.s. a formerly 
high ranking american official said if snowden's equivalent russian kid was in our hands in the united states we would be 
working mightily to, a, befriend him and, absent that, infiltrate what hes has, what he knows. what has your relationship 
been to the host nation? have you met putin? have you spoken with him? 

SNOWDEN: i have no relationship with the russian government at all. i have never met the russian president. i'm not 
supported by the raugs government-- russian government. i'm not taking money from the russian government. i'm not a 
spy. the best way to make sure, for example, the russians can't break my fingers and compromise information or hit me 
with a bag of money until i give them something was not to have it at all. the way to do it was by destroying material i 
was holding before i transited through russia. 
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W!LL!Ar-.~s: pecp!e are gc!ng to f!nd it hard to believe that president putin hasn't taken a run at you or what you know. 
you can state declaratively that that hasn't happened? 

SNOWDEN: yeah. i mean, the way-- the way to think about this is, again, i already know how to deal with 
counterintelligence. beyond that, i took nothing to russia, so i could give them mothing. 

WILLIAMS: you say you're not carrying around any of the materials. you are handing them off. if i gave you a laptop, 
could you access the documents? 

SNOWDEN: no, no. 

WILLIAMS: no, you couldn't remotely, electronically access material? 

SNOWDEN: no. 

WILLIAMS: it's gone from your control? 

SNOWDEN: right. i don't have any control-- let's put it this way. if i'm traveling through russia -- and i know i'm traveling 
through russia and they have a very aggressive, very professional service. and i look like tweety bird to sylvester the cat, 
a little walking chicken leg with all the documents if i have control over that, that's a very dangerous thing for me. 

WILLIAMS: we'll take our first break here. up next when we continue, the impact of 9/11 on edward snowden. 

(COMMERCIAL BREAK) 

WILLIAMS: going back almost a year to when this story first broke, edward snowden was defined early on, and not 
altogether accurately. the president famously called him a hacker. we in the news media passed along and repeated 
terms like systems analyst and outside contractor that didn't really mean all that much and according to snowden didn't 
really describe what he did for a living. 

(VIDEO BEGINS) 

WILLIAMS: how do you define yourself? are you-- were you trained as a spy? specifically i'm talking about the titles 
systems analyst, contractor. it seems to me spies probably look a lot more like ed snowden and a lot less like james bond 
these days. 

SNOWDEN: well, it's no secret that the u.s. tends to get more and better intelligence out of computers nowadays than 
they do out of people. i was trained as a spy in sort of the traditional sense of the word. i lived and worked undercover, 
overseas pretending to work in a job that i'm not and even being assigned a name that was not mine. now the 
government might deny these things, frame it in certain ways and say, oh, he's a low level analyst but what they are 
trying to do is they are trying to use one position that i have had in a career here or there to distract from the totality of 
my experience which is that i have worked for the central intelligence agency undercover overseas. i have worked for 
the national security agency undercover overseas. and i have worked for the defense intelligence agency as a lecturer at 
the joint counterintelligence training academy where i developed sources and methods for keeping our information and 
people secure in the most hostile and dangerous environments around the world with. so when they say i'm a low level 
systems administrator that i don't know what i'm talking about it's somewhat misleading. 

WILLIAMS: snowden said his life changed when he was still a teenager on the worst day in modern american history. 

what did 9/11 mean to you? 
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SNO'NDEN: l have never tc!d ;mybody this. no journalist. but i was on ft. meade on septembeth right outside the nsa. so 
i remember·- i remember the tension on that day. i remember hearing on the radio. i remember thinking my 
grandfather who worked for the fbi at the time was in the pentagon when the plane hit it. i take the threat of terrorism 
seriously. i think we all do. i think it's really disingenuous for the government to invoke and sort of scandalize our 
memories, to sort of exploit the national trauma that we all suffered together and worked so hard to come through to 
yufjustify programs that are have never been shown to keep us safe but cost us liberties and freedoms that we don't 
need to give up, and our constitution says we should not give up. 

WILLIAMS: then there is this way of looking at it-- our nation had been attacked in this nonlinear way. we were hurting. 
post pearl harbor hurting. why not cast the widest net possible? innocent people around the country were-- all felt the 
same way. i've got nothing to hide. we've got to find this enemy we can't see. 

SNOWDEN: the definition of a security state is any nation that prioritizes security over all other considerations. i don't 
believe the united states is or ever should be a security state. if we want to be free we can't become subject to 
surveillance. we can't give away our privacy. we can't give away our rights. we have to be an active party. we have to be 
an active part of our government. and h say there are some things worth dying for. i think the country is one of them. 

WILLIAMS: like a lot of young men in our country, and especially given the fact that your grandfather was at the fbi, your 
dad's a vet. like a lot of young men across america you wanted to join up, and you did. 

SNOWDEN: in 2004, i joined the u.s. army under the 18 x-ray special forces recruit program. i have to give high respect 
to everyone many the military and the graduates of those programs. they are better men than i. i was injured very early 
on in the program and i washed out. i don't hide that. 

WILLIAMS: snowden reportedly left the military after breaking both of his legs in training. 

SNOWDEN: the fact is that i tried. you know, i saw what was going on in the world. i believed the government's 
arguments that we were going to do good things in iraq, that we were going to free the oppressed. and i wanted to do 
my part to help share the national burden and create not just a better america but a better world. the problem was, as 
time went on, as i rose to higher and higher levels of the intelligence community, i gained more and more access, as i 
saw more classified information at the highest levels i realized that so many of the things that we are told by the 
government simply aren't true. much like the arguments about aluminum tubes and weapons of mass destruction, colin 
powell's discussion about anthrax is a dama -- saddam was going to bring against us. the iraq war i signed up for was 
launched on false premises. the american people were misled. whether that was due to bad faith or simply mistakes of 
intelligence, i can't say for sure. but i can say it shows the problem of putting too much faith in intelligence systems 
without debating them in public. 

WILLIAMS: we'll take another break here. coming up, how edward snowden says the nsa can reach into our lives via our 

phones. 

{COMMERCIAL BREAK) 

WILLIAMS: welcome back. government was now able, if they wanted to, to use our computers to reach into american 
lives and whatever you think of him, what edward snowden told us about spying on our data and our personal devices 

was chilling. and as an example, we used the phone in my hand. 

{VIDEO BEGINS) 

WILLIAMS: i want to ask you about this device. this is not my iphone. this is what drug dealers resort to. this is called a 
burner. it's a temporary. it's the one i brought to cover the olympics because our i.t. people told me that the russians are 
so good at infiltration. how good? and how good are the americans? what can the nsa do with this device, if they 
wanted to get into my life? 
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SNOWDEN: so, first off, that's probably the most expensive burner i have ever seen. but i guess we are at the up market 
of drug dealers here 

WILLIAMS: i'm using a term of art. this is turned off. it's inert. 

SNOWDEN: the nsa, the russian intelligence service, the chinese intelligence service, any intelligence service in the world 
that has significant funding and a real technological research team can own that phone the minute it connects to their 
network. as soon as you turn it on, it can be theirs. they can turn it into a microphone. they can take pictures from it, 
they can take the data off of it. but it's important to understand that these things are typically done on a targeted basis. 
right? it's only done when people go, this phone is suspicious. i think it's being held by a drug dealer. i think it is being 
used by a terrorist. 

WILLIAMS: can anyone turn it on remotely if it's off? can they turn on apps? did anyone know or care that i googled the 
final score of the rangers/canadiens game last night because i was traveling here? 

SNOWDEN: i would say yes to all of those. they can absolutely turn them on with the power turned off the device. that's 
pretty scary. the thing about the rangers game ises also salsa scary. you might say, does anybody care that i'm looking 
up the score for the rangers game? well, a government or a hacker or some other nefarious individual would say yes. 
that tells a lot about you. you probably speak english. you are probably an american. you are interested in this sport. 
they might know what your habits are. where were you in the world when you checked the score? do you check it when 
you travel? do you check it when you're at home? they could tell your pattern of life. when are you doing these 
activities? when do you wake up? when do you go to sleep? what other phones are around you? are you with someone 
who's not your wife? are you some place you shouldn't be, according to the government which is arbitrary, you know. 
are you engaged in any kind of activities we disapprove of, even if they aren't technically illegal? all of these things can 
raise your level of scrutiny. these activities can be mis misinterpreted and used to do you wrong. the problem is the 
capabilities themselves are unregulated, uncontrol are edun krol uncontrol uncontroledded and dangerous. 

WILLIAMS: all because i googled rangers, canadiens, final score. 

SNOWDEN: exactly. 

WILLIAMS: snowden says he was astonished at the access he had at his fingertips including a computer program that, as 
he put it, could get inside your thought process. 

SNOWDEN: when i think about an instance that really just struck me as, oh, my god, we can do this. and we can do it to 
anyone was that people at nsa, analysts, can actually watch people's internet communications. watch them draft 
correspondence and actually watch their thoughts form as they type. s as you write a message, an analyst at nsa or any 
service using this attack against people can actually see you write sentences and backspace over your mistakes, change 
the words, pause, and think about what you wanted to say and then change it. it's this extraordinary intrusion not just 
into your communications, your finished messages but your actual drafting process, into the way you think. 

WILLIAMS: you must have been aware spying is sometimes called a dirty business. lives have been taken and unsavory 
deeds have been committed. 

SNOWDEN: you know, i don't think anybody who 's's been in the intelligence community for almost a decade as i have 
been, is really shocked by the specific types of general operations when they are justified. what's more shocking for 
anybody is not the dirtiness of the business. it's the dirtiness of the targetsing. it's the dirtiness of the way these things 
are being used. it's the lack of respect for the public because-- the lack of respect for the intrusiveness of surveillance. 

WILLIAMS: when the president and others have made the point that you should have gone through channels, become a 
whistleblower and not pursued the route you did, what's your response? 
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SNOWDEN: i actually did go through channels. and that is documented. the nsa has records. they have copies of e-mails 
right now to their office of general counsel, to their oversight and compliance folks from me raising concerns about the 
nsa's interpretations of its legal authorities. i have raised the complaints not just officially in writing through e-mail to 
these offices and these individuals but to my supervisors, to my colleagues, in more than one office. i did it in ft. meade. 
i did it in hawaii. and many, many of these individuals were shocked by these programs. they had never seen them 
themselves. and the ones who had went, you know, you're right. these are things that are are really concerning. these 
aren't things we should be doing. maybe we're going too far here. but if you say something about this, they're going to 
destroy you. do you know what happens to people who stand up and talk about this? 

WILLIAMS: what did you report? what was the response? 

SNOWDEN: so i reported that there were real problems with the way the nsa was interpreting its legal authorities. and 
the response more or less in bureaucratyerreaucratic language was you should stop asking questions. one of my final 
acts in government was continuing one ofthese communications with a legal office. in fact, i am so sure that these 
communications exist that i have called on congress to write a letter to the nsa to verify that they do. write to the office 
of general counsel and say, did mr. snowden ever communicate any concerns about the nsa's interpretation of its legal 
authorities? 

WILLIAMS: now about that last point there about the paper trail that snowden says exists within the nsa, so far nbc 
news has learned from multiple sources that snowden send at least one e-mail to the general counsel's 
office raisingic and legal questions. to look for any other 
records. and when we continue here tonight, the are the secrets of the u.s. military safe? 

(COMMERCIAL BREAK) 

WILLIAMS: and welcome back. as we enter our second half hour, as we continue to hear from edward snowden, part of 
a wide-ranging conversation taped a week ago in moscow. we have already heard some extraordinary things, but as you 
will see, he's not done yet 

SNOWDEN: i'm doing this to serve my country. i'm still working for the government. being a patriot means knowing 
when to protect your country. if i could go anywhere in the world, that place would be home. 

WILLIAMS: edward snowden's last posting was in hawaii. there he rented a house where he lived with his girlfriend and 
performed electronic surveillance for the nsa. it was said he took his last position to gain access to the final documents 
he wanted to steal and then leak. 

how long prior to leaving hawaii did you start to say to yourself, I'm going to gather this, i'm going to put this away, i'm 
going to expose this? 

SNOWDEN: i think given the ongoing investigation that something better not to get into in a news interview, but i would 
be happy to discuss this with the government. 

WILLIAMS: what is the number? what's the closest you have come to estimating the number of documents? 

SNOWDEN: i will say the 1.7 million documents figure that the intelligence community has been bandying about, the 
director of nsa himself keith alexander said just a week ago in the australian financial review, i believe, that they have no 
idea what documents were taken at all. their auditing was so poor, so negligent that any private contractor, not even an 
employee of the government could walk into the nsa building, take whatever they wanted, and walk out with it and they 
would never know. now, i think that's a problem. and i think that's something that needs to be resolved. people need to 
be held to account for. has it happened before? could it happen again? 
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WILLiAMS: what didn't you grab? was there a threshold? 

SNOWDEN: right. i didn't want to take information that would basically be take then and thrown out in the press that 
would cause harm to individuals, that would cause people to die, that would put lives at risk. so a good gauge of what 
information was provided to the journalists is a representation of what you see in the press. now the nsa and the 
defense intelligence agency and some of these other organizations have claimed that lives are at risk, that all this 
military information was out there, that, you know, i took all this information about missiles and warheads and tanks, 
but we don't see any of that in the newspaper. we haven't seen any stories on that. 

WILLIAMS: snowden turned over the secret documents to glenn greenwald and laura poitras, both of whom traveled to 
russia for our interview. in his book "no place to hide," greenwald discussed the moment he met snowden in hong kong. 

what did you make of him? 

GREENWALD: the initial impression was one of extreme confusion. i was expecting to meet someone in his 60s or 70s, 
someone very senior in the agency because i knew almost nothing about him prior to our arrival in hong kong. 

SNOWDEN: it was a really intimidating moment. you know, it was the most real point of no return because the minute 
you start talking to a journalist as an intelligence officer on camera, there is really no going back from that. that's where 
it all comes together. 

WILLIAMS: also, you had this tangible evidence. in effect he was saying to you if i wasn't legit, where else would i have 
gotten this? 

GREENWALD: right. that was certainly a good start to establishing his credibility and his authenticity was the fact he was 
able to produce many thousands of documents from the most secretive agency of the world's most powerful but at the 
same time there were government. questions about the authenticity of the documents t providence, the motives that 
led to his taking them and what it was he would say when he identified himself to the world as the source. 

WILLIAMS: by handing over the documents to journalists, snowden said he wanted to put some space between himself 
and what he himself stole are from government computers. he wanted others to break the stories and do the reporting 
and check to see which stories might cause undue harm. 

SNOWDEN: and that's the reason that the journalists have been required by their agreement with me as the source, 
although they could obviously break that or do whatever they want, but i demanded that they agreed to consult with 
the government to make sure no individuals or specific harms could be caused by any of that reporting. 

WILLIAMS: that includes nbc news which has reported on its own batch of snowden documents and has a reporting 
relationship with glenn greenwald. 

SNOWDEN: when it comes to specific stories about the specific collection programs, about specific targets, these aren't 
decided by me. these are decided by newspapers. 

WILLIAMS: you see the part of this and for a lay audience looking on, they know that this came from you. the bulk 
release to the journalists came from you. they are guessing that you had decisions to make within what you had access 
to, so then they hear you saying, i didn't put that out, the journalists did. 

SNOWDEN: right. that's a fair question. anyone can second guess my judgment. again, i'm a human being. i could make 
mistakes. i could make the wrong call. but the reality is the situation determined that this needed to be told to the 
public. 
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'."!!LL!AMS: to your kr:ov.:!edge, there is nothing in what you have handed over to the journalists materially damaging or 
threatening to the military or national security? 

SNOWDEN: there is nothing that would be published that would harm the public interest. these are programs that need 
to be understood, that need to be known, that require deep background and context for research. they are difficult to 
report. but they are of critical public importance. 

WILLIAMS: just for clarification here note that snowden didn't deny turning over military secrets. he asserted instead 
they wouldn't be published. another break. when we continue, how snowden justifies what he did. 

(COMMERCIAL BREAK) 

WILLIAMS: on the range between ticker tape parade entence, what do you think ought to happen to you if and when 
you return to the united states? 

SNOWDE: these are things that no individual should empower themselves to really decide. you know, i'm going to give 
myself a parade. but neither am i going to walk into a jail cell to serve as a bad example for other people in government 
who see something happening, some violation ofthe tion who think they need to say something about it. 

WILLIAMS: you hear often in the united states are why doesn't he come home and face the music? 

SNOWDEN: it's a fair question. why doesn't he face charges? but it's also uninformed. because what has been lain 
against me aren't normal charges. they are extraordinary charges. we have seen more charges under the espionage act 
in the last administration than we have in all other administrations in american history. the espionage act provides 
anyone accused of it of no chance to make a public defense. you are not allowed to argue based on all the evidence in 
your favor because that evidence may be classified, even if the it is exculpatory. when people say why don't you face the 
music, i say you have to understand the music is not an open court and a fair trial. 

WILLIAMS: what would you do if you had an aience with the president right now? what would you say? 

SNOWDEN: i would leave advising the president to his advisers. that's-- i wouldn't presume to place myself on the level 
to be able to suggest what his course of action should be. 

WILLIAMS: would you ask him if you could come home free and clear? 

SNOWDEN: i think that's a decision he'll weigh and decide based on what he believes would serve the public interest. i 
think that's proper and appropriate. 

WILLIAMS: in your mind though, are you blameless? have you done, as you look at this, just a good thing? have you 
performed, as you see it, a public service? 

SNOWDEN: i think it can be both. i think the most important idea is to remember that there have been times throughout 
american history where what is right is not the same as what is legal. sometimes to do the right thing you have to break 
a law. and the key there is in terms of civil disobedience. you have to make sure that what you are risking, what you are 
bringing onto yourself doesn't serve as a detriment to anybody else, it doesn't hurt anybody else. if you are volunteering 
yourself to be used as a negative example, to spend a lifetime in prison rather than to spend a time in prison-- a short 
period where you will come out, advocate, emerge stronger and inspire other people to resist these policieses, spolicies, 
are you doing good or bad? 

WILLIAMS: legal sources tell nbc news that snowden's legal team has been in contact with the government's lawyers, 

but negotiations have t begun. 
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an: you looking foi clemency Oi amnesty? would you like to go home? 

SNOWDEN: i don't think there has ever been any question that i wid like to go home. from day one i have said i'm doing 
this to serve my country. i'm still working for the government. now whether amnesty or clemency becomes a possibility 
is not for me to say. that's a debate for the public and the government to decide. but if i could go anywhere in the world, 
that place would be home. 

WILLIAMS: and when we continue, an american in russia. edward snowden talks about what his life is like now in exile 
and how he feels about coming home. 

(COMMERCIAL BREAK) 

WILLIAMS: this is a big cultural change. you, in effect, moved to russia from hawaii. what is your life like? 

SNOWDEN: you know, it's-- it is a major cultural gap. it requires adjustment. but even though i didn't choose to be here, 
even though, you know, circumstances really trapped me here, i can adapt. i can live life as an american more or less. 
that's the beauty of the internet. we are no longer tied to our communities merely by, you know, miz call physical 
connections. right now i'm watching a show, "the wire." i'm really enjoying it. second season, not so great, but --

WILLIAMS: what do you make of the fact that president putin's standing in the world, let's say, has changed so 
dramatically during the time you have been here? 

SNOWDEN: it's really frustrating for someone who is working so hard to expand the domain of our rights and our privacy 
to end up stuck in a place where those rights are being challenged in ways that i would consider deeply unfair. the 
recent bloggers' registration law in russia, i can't think of any basis for a law like that. not just in russia, but any country. 
the government shouldn't regulate the operations of a free press whether it is nbc or some blogger in their living room. 
there is so much that needs to be defended here in russia, but i am limited by my inability to speak russian and so on 
that it's an isolating and frustrating thing. i really hope that russia, the united states and many other countries will work 
to push back against this constantly increasing surveillance, this constant erosion and abrasion of public rights. 

WILLIAMS: correct me if i'm wrong. the arc of your life is you went from signing up for the military of after 9/11, in effect 
saying you were willing to die for your country to then telling people you half expected to die via abduction or 
assassination after what you have done in this instance. that's a pretty dramatic arc since 2003, 2004. 

SNOWDEN: i think that's actually a solid representation of the dramatic arcses sthat have happened within our 
government in the same period. do you think our government has changed since 9/11? have the policies changed? has 
civil engagement with the government changed? have our politics changed? are things radically different in terms of 
partisanship? there have been radical changes within our government. 

WILLIAMS: do you see yourself as a patriot? 

SNOWDEN: i do. you know, i think patriot is a word that's thrown around so much that it can be devalued nowadays. but 
being a patriot doesn't mean prioritizing service to government above all else. being a patriot means knowing when to 
protect your country, knowing when to protect your constitution, knowing when to protect your countrymen from the 
violations of and encroachments of adversaries and those adversaries don't have to be foreign countries. they can be 
bad policies. they can be officials who, you know, need a little bit more accountability. they can be mistakes of 
government and simple overreach and things that should never have been tried or that went wrong. 

WILLIAMS: did you say earlier you were still serving your government? 

SNOWDEN: yes. 
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SNOWDEN: when you look at the actions that i have taken, when you look at the carefulness of the program ares that 
have been disclosed, when you look at the way this has been filtered through the most trusted journalistic institutions in 
america, the way the government has had a chance to chime in on this and to make their case, and when you look at the 
changes that it's resulted in, we have had the first open federal court to ever review these programs declare it likely 
unconstitutional and orwellian and you see congress agreeing that massive surveillance, bulk collection needs to end. 
with all of these things happening thatheovernment agrees all the way up to the president, again, make us stronger how 
can it be said that i did not serve my government? how can it be said that this harmed the country when all three 
branches of government have made reforms as a result? 

WILLIAMS: many in government say snowden should say for what he's done whether or not he comes home. 

what do you miss about home? 

SNOWDEN: i think the only-- the only answer to something like that for somebody in my situation is, you know, what 
don't i miss? what would you miss? what wouldn't you miss? i miss my family. i miss my home. i miss my colleagues. i 
miss the work. because caught up in all these issues, people have unfairly demonized the nsa to a point that's too 
extreme. these are good people trying to do hard work for good reasons. the problem that we are confronted with, the 
challenge that we are facing is not the working level guy, some mustache-twirling villain out to destroy your life. it's the 
fact that senior officials are investing themselves with powers that they are not entitled to, and they are doing it without 
asking the public for any kind of consent. 

WILLIAMS: is what i heard you feeling bad for the damage to the nsa as a result of what you have exposed from the nsa? 

SNOWDEN: well, what you need to understand in what i was saying-- i guess not what you need to understand, but 
what i'm saying is not damage to the nsa. it's the sort of conspiratorial that can emerge when there are abuses that le 
tnk they can do no good and the government has legitimate programs and purposes and they can do great things. the 
nsa can as well. i think it's important to remember that people don't set their lives on fire. they don't say good-bye to 
their families, actually pack up without saying good-bye to their families. they don't walk away from their extraordinary 
comfortable lives. i made a lot of money for a guy with no high school diploma. and burn down everything they love for 
no reason. 

WILLIAMS: so you're a kid from north carolina and while i, after this interview, am free to fly back to the united states, 
you can't. does that hurt you? 

SNOWDEN: i think no american could be prohibited from coming home or traveling anywhere else without feeling a 
sense of loss. but, again, i may have lost my ability to travel, but i have gained the ability to go to sleep at night, put my 
head on the pillow and feel comfortable that i have done the right thing even when it was the hard thing. i'm 

comfortable with that. 

WILLIAMS: a good number of americans, of course, feel that because of what they see as an act of treason, they sleep 
less soundly at night fearing this massive leak of secrets has endangered the country. there is more on the way. glenn 
greenwald says the next story he is going to public based on the snowden documents may be the biggest yet in terms of 
impact. that is our broadcast for tonight. we're going to keep going in the studio to ask the question, in part to take on 
the same question is snowden a hero or a traitor? we have assembled correspondents and former government officials. 

END OF TRANSCRIPT 
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F~~~fgjnal Messaqe-----INSA-D21 USA CIV 

Sent: Tuesday. June 11, 20131:28 PM 
To:l NSA-D21 USACIV 
eel ~$,e..-D28 USAQIV;~I ~---____.NSA-D2 USA CIV 
Subject: RE: (UifFOUO) (U)R~cent Mediapisclosures 

(b)(1) 
(b)(3)-P.L. 86-36 

Classification: GO ~JFI DDJTIAUi._ __ ___;.....,..... __ ___,___,------' 

Yes, I called Speciai.Agentr-1 -----,!Yester:~::~~;~ld~'t~~~ thr~ught:~im, so I followed up in e-mail (ffi the 
suggestion otj Fh() (iDsi,Neredth~phone and sugg~ste(jthat I send an e-mail to him and cc her). 

I I 
Office of General Counsei/D21 
963-3121 NSTSA !commercial 
OPS 28, 288134, Suite 6250 
-----Original Message-----
From:J jNsA~D21 USA CIV 
Sent: Tuesday, June 11, 20131:14PfV1 
Tot ltJSA~[)21 USA Cl\f r--------, 
Cc:l jNSA-D28 USACIVJ !NSA-D2 USA CIV 
Subject: FW: (UI7rOUE?t(U)Recent Media Disclosures 

Please make sure Q (see below) is aware of the question you received from Snowden. 

1 

;:h.l 
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Associate General Counsel 
(Intelligence Law) 
963-3121 (NSTS) 

I I 

.(b)(3)-P.L. 86-36 

--WARNING NOTICE: This communication contains information that may be subject to the ATTORNEY-CLIENT and 
ATTORNEY WORK PRODUCT privileges that is exempt from public disclosure without the express permission of 
NSAIOGC.--

-----Original Message-----
From: Automated Mass Mailer [mailto:agencyall@nsa.ic.gov] 
Sent: Monday, June 10, 2013 11:30 AM 
To: Agency All 2.0 (alias) 
Subject: (U/fFOUO) (U) Recent Media Disclosures 

Classification: CONFIDENT lAY.__ ____________ ___, 

(b)(1) 
(b)(3)-P.L. 86-36 

tO/fREt) As you are undoubtedly aware, there have been numerous recent disclosures and allegations in the press about 
NSA's intelligence activities. Although Edward Snowden, a current NSA contractor and former CIA affiliate, has come 
forward as the source of the media leaks, the investigation by appropriate law enforcement and counterintelligence 
authorities continues. 

tGHREL) The Associate Directorate for Security and Counterintelligence (ADS&CI), at the request of the FBI, is providing 
support to this ongoing investigation in close coordination with the NSA Office of General Counsel. Any NSAICSS affiliate 
or detailee who has information pertaining to this case and/or had contact with Edward Snowden is requested to contact 
Special Agentl I.Chief, 0312, Compromise Investigations Branch, 968-6772 orl J 

(U//~) The ADS&CI would like to ren-tif1d all NSAICSS affiliates to refrain from making comments about this case 
unless cleared to do so by the ADS&CI in support of the official government investigation. NSAICSS affiliates who have 
security concerns about this case are also encouraged to contact your staff/project/field security officer ("go SSO"). 

(U//FOUO) As this case will continue to receive media att~ntion, NSAICSS affiliates are reminded of their responsibility to 
refer inquiries from the press or others outside of NSAICSS to the NSA Public Affairs Office (PAO). PAO can be reached 
on 963-5825 or 301-688-6524, via unclassified e-mail at nsapao@nsa.gov, or at DL PAO. 

(UHFOUO) Release Authority: Cor orate Communications Messaging and Public Affairs, DN1 
(U/J'FOUO) POC for Message: L.......----r------~·nsa.ic.gov] 
(U//FOUO) Content Approval for Message: 
(U/iFOUO) Distro: Entire NSA Workforce ....._ _____ ___, 
DERI"'ED FR:Ofl/1. P>d8A/088rvl 1 52 
~;~o.+e:b>: 8 de1 1tta1 9 2eer 
OECLA~~IFY OP>d. 29329198 

(b)(1) 

(b)(3)-P.L. 86-36 

Classification: GmqfiDDJTIAujL,. _____________ __. 
==================-------------- ---------------------- (b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED/IFOUO 
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From: 
Sent: 
To: 
Subject: 

Importance: 

NSA-DJ4 USA CIV 

.__ _ _,...... __ _,NSA-DS09 USA CIV 
Thursday,. May 29, 2014 11:53 AM 

.__ ___ _.INSA-D23 tJSA CIV 

FW: (U) ACTION: S.nowden's Claims of Voicing Concerns 

High 

Classification: UNCLASSIFIED //FOR OFFICIAL USE:.OHLY 

Qwantgd youto beaware of this sin cOhos be:~ made lead of this~~dia~~a k~ action ... 

I I . 
Office Manager to the Deputy General Counsels 
Office of General Counsel (D2) 
963-5548, I I .. :;:•·(b)(3)-P.L. 86-36 

OPS2B 288140, Suite: 6250 
(Uf/FOUO) My Dropbox 

From:l INsP.-53~2 YSACIV 
Sent: Thursday, May 29, 201411:39 AM . 
To:l ~SA-Q USA CIV; DL d_iJL:task~r (Ai:IAS) D; DL ODOC_Medialeaks (ALIAS) D4;1 
NSA-T USA CIV ....__ ____ __, 

Cc: DL OGC_Medialeaks (ALIAS) D23;l )NSA-D23 USA CIV; DL ssct (ALIAS) 51; DL PAOMedia (ALIAS) DNl; 
DL Q_REGISTRY; I INSA-Q31 USACIV 
Subject: RE: (U) ACTION: Snowden's Claims of Voicing Concerns 
Importance: High 

Classification: UNCLASSIF ED HFOR OFFICIAL USE ONLY 

Thanks, O tor the reminder! · 

I fo rgot to include a suspense. 

We need your POC right away so that we can talk/horse trade/and write against these questions today. 

Jay Carney (White House spokesman) is going in front of the press at 1230 today ... he will get the standard fair that we 

have used over the past few months ... we can't possibly pass anything useful to him by that time. 

That said ... there are still discussions with DOJ about possibly releasing the one email we have between Snowden and the 
OGC..and the potential fo r other press conference later today ... so we need to move fast. 

ADM Rogers has scheduled a update on the NBC interview in his office tomorrow at 0900. Our info will be used there as 
well. 

1 
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I 

so ... we need to have our input written and ready by 1400 today. 

Thanks! 

Rgds, 

I I 
Media Leaks Task Force 
OPS 28, 288090 
969-5009 (s) 

I l(u) 

Fromd f\J$,4.::Q USA CIV 

To:l . NSA-S3M2 USA CIV 
Sent: Thursda~ M~29,)014 11:29 AM · · 

SutiJect: RE: ~);tON Snowden's OaimSof~~i;g.~n;er~ 
O suspense? 

ADS'&CI Chief o(Sta(f 
968-6000(s); IL--___ ____. 

From:l INSA-S3M2 USA CIV 

: ... ··:.ii1'(b)(3)-P .L. 86-36 

Sent: Thursday. May 29. 2014 11:25 AM 
To:l INSA-Q USA CIV; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4;IL-____ ______. 
NSA-T USA CIV 
Cc: DL OGC_Medialeaks (ALIAS) D23; I INSA-D23 USA CIV; DL ssct (ALIAS) 51; DL PAOMedia (ALIAS) DNl; 
DL Q_REGISTRY; I INSA-Q31 USA CIV 
Subject: (U) ACTION: Snowden's Claims of Voicing Concerns 
Importance: High ..,(T""""e_x_t ...,....b-e..,....lo_w_____,d...,...,u...,...,pl,.,....ic_a_te_d...,......,....in--=-o""""o___,c,....,I-=D-4...,...,2,....4..,...,9,....,2,....,0~9) 
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From: 
Sent: 
To: 
Subject: 

!NSA-DJ4 USA CIV 

Grimes Arlene U NSA-DW USA CIV 

Friday, May30, 2014 3:28 PM 

I INSA-D2 USA CIV 
RE: (U) PLEASE REVIEW: R,evised Article for NSA Workforce 

Classification: UNCLASSIF ED /1FOR OFFICIAL USE<Qt~LY 

~....-_ ___.lmanythank$forthe quick response! Greatly appreciate it. 

Cheers, 
(Uh'FOUO) 

rlene 
Arlene U. Grimes 
Chief, NSA Media Leaks Public Affairs Office 
285053 
Personal: 969-7505s j I 
PAO Office: 969-7499S"if I 
Blackberry/external eman : I 
After-hours media queries:~....-n-:::'s-ap_a_o-::=@::-n-:::"s-a.-g-ov-·.,...., 

My dropbox (for large files) : 
~~~----------------~ 

From: I !NsA=D28 USA CIV 

..... .(b)(3)-P.L 86-36 

Sent: Friday,May 30, 2014 3:17 PM 
To: [)Ln'ledialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DN1;1 fNSA-D USA CIV;j 

QJSA-F1Y USA CIV L----------1 L-----------1 

Subject: FW: (U) PLEASE REVIEW: Revised Article for NSA Workforce 

Classification: UNCLASSIFIED//POUO 
-------------------------------- ----------------------

~--------------~ 
Please see small changes below. This is a consolidated OGC response. 

Deputy General Counsel 

Litigation and Management 

NSA Office of General Counsel 
963-5548 (secure) 

~....-____ _.l (t.JndassifiedJ 

(b)(5) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 

ATTORNEY WORK PRODUCT//ATTORNEY CliENT COMMUNICATION 
PRIVllEGED COMMUNICATION 

Not te~. .be released without OGC approval 

F;~;l ff.ls;=o2 usP:civ 
Sent: Friday, May 30, 2014 2:51 PM 

1 
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Subject: FW: (U) PLEASE REVIEW: Revised Article for NSA Workforce 

Classification: UNCLASSIF ED HFOROFFICIAL USE Ot~LY 

From: Grimes Arlene U NSA-DNUSA CIV 
Sent: Friday, May 30, 2014 1:04 PM 

'(b)(3)-P.L. 86-36 

To: DL OGC_M~diateaks (ALIAS) D23 · · r-------, 

Cc: DL medialeaks_core (ALIAS) D; DL PAOMedia (ALIAS) DNl;l f NSA-D USA CIV; I 
nsA-FlY USA CIV L...------------1 ....___ ____ __, 

Subject: (U) PLEASE REVIEW: Revised Article for NSA Workforce (b)(3)-P.L. 86_36 
(b)(5) 

Classification: UNCLASSIFIED /IFOR OFFICIAL USE OP~ LY 

OGC, please review this draft article which is in response to several questions that have been submitted by the 
NSA workforce to the Media Leaks Internal Communications web site since the NBC interview aired on 
Wednesday night. We would greatly appreciate a response by 1500, if possible so it can be shared with the 
workforce as soon as possible . 

(U) On 29 May 2014, NSA Public Affairs released the below statement to the press: 

BEGIN STATEMENT 

NSA has now explained that they have found one email inquiry by Edward Snowden to the Office of the 
General Counsel asking for an explanation of some material that was in a training course he had just 
completed. The email did not raise allegations or concerns about wrongdoing or abuse, but posed a legal 
question that the Office of General Counsel addressed. There was not additional follow-up noted. The email 
will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or whistleblower 
allegations. We have searches for additional indications of outreach from him in those areas and to date have 
not discovered any engagements related to his claims. 

END STATEMENT 

(U//FOUO) We understand the frustration many must feel. Please understand we are making every effort to 
ensure that NSA continues to be transparent with the public while protecting sources and methods and the 
integrity of the investigation. 
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(U) Piease remember that if you are approached by the press regarding any of these allegations; please refer 
them to the NSA Public Affairs Office, 301-688-6524 or nsapao@nsa.gov. 

Thanks much, 
(UHFOUO) 

rlene 
Arlene U. Grimes 
Chief, NSA Media Leaks Public Affairs Office 
285053 
Personal: 969-7505s I 
PAO Office: 969-7499s /Lor-----'---, 
Blackberry/external email : 
After-hours media queries:a........,,..,...,..,,....,....,..,.....,.,....,,...,.....,,.,..,..,..... 

My dropbox (for large files): 

,o''(b)(3)-P.L. 86-36 

~---------------~ 

Classification: UNCLASSIFIED HFOR OFFICIAL USE ONLY 

Classification: UNCLASSIFIED HFOR OFFICIAL USE Ot~LY 

Classification: UNCLASSIFIED HFOR OFFICIAL USE O~<JLY 

Classification: UNCLASSIFIE Of/FOR OFFICIAL USE Ot~LY 

Classification: UNCLASSIFIED//M'OUO 

Classification: UNCLASSIFIED/ /"l!'OUQ-

Classification: UNCLASSIF ED //FOR OFFICIAL USE: O~JLY 
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~sA~DJ09u usA CTR 
'7.{b)(3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 

Subject: 

L...--____ __.INs.A~o usA crv 
Thursday, April 10, 2014 3:32 PM 
Grimes Arlene U NSA-DN USACIV: Bauman Ethan L NSA-DL USACIV 

DL PAOMedia (ALIA$) DNd .· . I'NSA-D USA tiV;\DLmedia!eaks_core 
ALIAS D· De RajeshN$A-D2 USA CIV;I NsA-02 USA CIV, 

SA-DLLJSA CIV; Ensor Lt=oinel K NSA- NSA-Q 

~~;;.:..;...:....~........:,.-;....._,_ __ ___. SA-D USA CIV; NSA~Q31 USA CIV; 
r----,.. ____ ..JNSA-Q3 USA CIV; Bauman Ethan L NSA-DL USA CIV;j I 

NSA-D21 USA CIV 
L--------1 

(U) REPLY: (U) FINAL PAO REPLY RE: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: 

(U) FYSA: Snowden Allegation in Pending Vanity Fair Article 

Classification: COf~FIDEt~TIALHP~OFORN 

Arlene, 

(U/fFOUO) Thanks. If we get any inquiries about that specific issue I assume we will use the same language we have 
previously used (with Bart Gellman) on that topic. 

Ethan B (LAO), 

(U//FaUO) Based on our conversation I am deferring entirely to LAO any action/format with respect to 

communicating with the Hill, either proactively or in response to outreach from them. I ask only that you please keep us 

in the loop in the event any of that engagement ci rcles back in the form of media inquiries. Please deal directly with 

OGC and Q311 ptyou need any version of the April 2013 e-mail exchange involving Snowden and an OGC 
attorney. 

Regards, 
.--1 ---. 

L....,-,-..,........,.-____,.......,,........,...,...----~F' ..... u ••••• 

Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 2B 2B8090 
JWICS I 
UNCL ~--=-=--:~---____. 
NSTS 969-5011 
BLACK L-1 ___ ____. 

Classification: COP~FIDENTIALHNOFORN 

, .. :.:::!i
1"(b)(3)-P. L. 86-36 

;,• ,',' 

1 
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(U~PAO(joes not recommend releasing a statement in response to the Vanity Fair article . We released a 

statement on 30 December'2013and we simply aren't able to provide anything new or substantive at this time. The 
good news is that this article has notreceived any bounce and there have been no med ia queries today. 

Thank you, 
(Ui7'F'OUO) 

rlene 
Arlene U. Grimes 
NSA Public Affairs Office Lead 
2B5053 
Personal: 969-7505s /!: ____ ....~........., 
PAO Office: 969-7499;1L._ -r------.....____, 
Blackberry/external emaii : L.~---=---......1 
After-hours media queries: nsapao@nsa.gov 

My dropbox (for large files) : 

Classification: CONFIDE~qfiALHNOFORN 

.. · :::v'(b)(3)-P.L. 86-36 

(U~correct, this statement would be for release in addition to the CN and only after the CN is released 

today. If OGC and Security approve, we will seek NSC and ODNI approval. 

Thank you, 
(Uh'FOUO) 

rlene 
Arlene U. Grimes 
NSA Public Affairs Office Lead 
2B5053 
Personal: 969-7505s A I 
PAO Office: 969-7499s tl I 
Blackberry/external email : I~-.-__ ..,... __ ___. 
After-hours media queries: nsapao@nsa.gov 

My dropbox (for large files): 

2 
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iassification: COt~FiDENTIALh't~OFOFU~ 

Arlene, 
(U//FOUO) Is it your recommendation that we do so in addition to the CN for the purposes of addressing a factual 

error published by Vanity Fair? Is so, I'd like to see the CN go fi rst so we provide the Hill the courtesy of awareness. In 
the meantime you can run the necessary t raps to clea r language if we're satisfied that the e-mail searches have come up 
empty handed. 

Thanks, 

I 

...,....,..__,,.....,........,........,.....,....,,...........1 """""' 
Media Leaks Task Force 
National Security Agency/Central Security Setvice 
OPS 2B 288090 
JWICS I 
UNCL . 
NSTS ._,9.,..,69,..,-5..,..0,...11-------1 
BLACK ._1 ____ _, 

~··· ·· ··· · · 

Classification: CO~JFIDE:~~TIJ\LN~JOFOR~J 

. :i?'(p)(3)-P.L. 86-36 

(U~for your reference, there was a previous NSA statement released on 30 December 2013, in 
response to a query from Bart Gellman. 

"After extensive investigation, including interviews with his former NSA supervisors and co-workers, we have 
not found any evidence to support Mr. Snowden's contention that he brought these matters to anyone's 
attention." 

(U//FOUO) Does OGC and Security want PAO to release an updated statement today? Here is a proposed 
draft for internal review. 

The Vanity Fair article reports Mr. Snowden saying that he expressed his concerns in emails to NSA's 
attorneys and compliance and oversight authorities. Despite extensive searches, supported by investigative 
interviews, NSA has not yet found anything that substantiates this claim. 

Thank you, 
(UttfOUOl-
Ar/ene 
Arlene U. Grimes 
NSA Public Affairs Office Lead 
285053 
Personal : 969-7505s /L..I _____ ..~.1., 
PAO Office: 969-7499s t.__l ____ _,I 

(b)(3)-P.L. 86-36 
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Biackberry/externai emaii: ._I ---=---_. 
After-hours media queries: nsapao@nsa.gov 

My dropbox (for large files): 

;;;;··: 
... >."'.''.(b)(3)-P.L. 86-36 

L...------~~-~~~---~-~--....1 

From: Bauman Ethan L NSA-DLUSAOV / / // 
Sent: Thursday, April 10,)014 10:26 ~f'll // // // 
To:l INSA-D USA CIV· Grimes Arlene u NSA-DN usA CIV 
Cc: DL PAOMedia ALIAS Dr'Jl, NSA-D USA CIV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2 

NS - SA-DL USA CIV; Ensor Leoine! K NSA-Q USA CIV; 
r-""'"~lo..ll..o.L--~N~S+A-Q~ .. ~U"SA CIV; NSA-D USA CIV; I INSA-Q31 USA CIV; 

L..,-.,....,...-------.....,.-,.._.NSA-Q3 USA CI 
Subject: RE: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: Snowden Allegation in Pending Vanity Fair 
Article 

Classification: CONFIDE~~TIALHP~OFORN 

Understand, however, that anything we provide to Congress, which will be unclassified, will immediately be leaked to 
the media. I'm not sure where that leaves the DOJ position, but that's the reality here. 

From~ INSA-D USA CIV 
Sent: Thursday, April 10, 201410:22 AM 
To: Grimes Arlene U NSA-DN USA CIV 
Cc: DL PAOMedia (ALIAS) DN1; lr-------'""---,INSt-~D USA CIV; DL medialeaks core (ALIAS) D; De Rajesh NSA-D2 
USA CIV; -D2 A IV· Bauman Ethao .. L NSA-DL USA CIV;I INSA-DL USA CIV; Ensor 
Leoinel K NSA-Q U N?A~Q USA CIV;I INSA-D USA\CIV;I I 
NSA-Q31 USA CIV; SA,-QJl)SA CIV • ············· 
Subject: (U) UPDATE: RWARDED FOR FOLLOW~UP: (U)FYSA: Snowden All.egation in Pending Vanity Fair Article 

Classification: CO~JFIDE~~TIALHNOFORN 
(b)(3)-P.L. 86-36 

TO: ML PAO 

Arlene, 
(U//FOUO) It is my understanding that DoJ prefers that any information refuting Snowden's assertions (i.e. the April 
2013 e-mail) not be released so if we are going to pursue a public response we will need some help to re -engage DoJ. 
do not believe this should in anyway preclude a Congressional notification once we've achieved the right level of 

confidence about any actual correspondence. 

r·u·······u·u·· 
a........,M,.,..e_,d.-ia ..,..L-ea..,..ks_,T.,..a--.s k....,F.,..o-rc_.e 

National Security Agency/Central Security Service 
OPS 2B 288090 
JWICS I 
UNCL _ 
NSTS ~9~69'!""!-fi"'l''o"""'l 1r--___ __. 

BLACK ._I -------' 

From :I INsA~D USA CIV 
Sent: Thursday, April 10, 2014 7:43 AM 

(1>)(3)-P.L. 86-36 

To: Grimes Arlene U NSA-DN USr:-A.:..C::::I:,.:.V.;_. -----, 
Cc: DL PAOMedia (ALIAS) DN1;J / / ~NSA-D USA CIV; DL medialeaks core (ALIAS) \D; De Rajesh NSA-D2 
USA CIV;I INSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV;I rsA-DL USA CIV; Ensor 
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Leoinei K NSA-Q USA ov;l INSA-Q USA Civ;j INsA-D USA Civ;J 
NSA-Q31 USA CIV;I lNS}\-Q3 USAQV L...--------1 

Subject: (U) FORWARDED FOR FOLLOW-UP: {U) FYSA: Snpwden Allegation in Pending\ Vanity Fair Article 
Importance: High 

Classification: CO~~FIDENTIALHP~OFORf~ 

TO: ML PAO 
(b)(3)-P.L. 86-36 

Arlene, 
Good Morning (O's Beat Yanks Again · 
(UI/f"CUC) Taking into account the Di rector's expectations below, what we now know about the final article and t he 

update I provided last night (attached), please huddle with your team and the relevant stakeholders this morning and 
provide your recommendation for the best way forward . I think one of the key issues in any response will be the degree 
of certainty we express on the specific issue of outreach by Snowden to express concerns. Please tap any assistance you 
need to accomplish this task and leOorl know how we can help. 

ThaD 

~~~~~~---········: 

Med1a Leaks Task Force 
National Security Agency/Central Security Service 
OPS2B ~2~B8~0~90~------~ 
JWICS I 
UNCL _ 
NSTS ;£gi6Jeg[:.sscoii11:C:=;-......... ~ 
BLACK L.l ______ ____. 

From: Rogers Michael S NSA-I:)USAUSN > ............ · // /iii • · ..• 

Sent: Wednesda A ril99,)014 12:57 PM> ......... / ii i • ••. • 

To: SA-D USA QV;.tedgett .. Richard H Jr NSA-D USA CIV; Fleisch Frances j NSA-D USA CIV; De 
Rajes N A-D u fl. IV; I // / JNSA-D2 USA CIV; Bauman Ethan L NSA-DL USA ~IV;I \\ \ \ rsA-DL 
USA CIV .. ·· .·· / ·· ·· ·· .. .·· .. • •. • 

Cc: USA(IV;I I 

Classification: CO~~FIDDHIALm~OFORfq 

NSA-D. USA CIV; 
·r---.:.&...---r.N-:-FSA-=---:=:Q-.d31 USA CIV; 

r.......w...oll...l....l"""-1-1......__,~--=-~~- SA-D USA CIV:Ii-1----.1 
L-~~-r--____.._. ............................ CIV;I INSA-D 

SA-DL USA CIV 

Let's be ready to be very public here. If his cla ims are factually incorrect and we do not have secu ri ty concerns w ith the 
subject matter we should be very forthright in stating his claims are wrong and factually incorrect. I want us to do the 
coordination ASAP vice waiting fo r an article and then spending three weeks debating our way ahead. 

ADM Michael S. Rogers, USN 

5 



DOCID: 4294833 
commander, u .s. cyber command 

Director, NSA I Chiet CSS 
FT George G. Meade, MD 

NSA NETt j 

~~:~:~._ ____ ..... r 



pg~~~~~·-----------------------------~ 



puCID: 4"2"91t 



DOCID: 4294833 



.. 
DOCID: 4294835 ;:''lt>)(3)-P.L. 86-36 

Brooks Elizabeth R NSA-DC USA CIV 

From: 
Sent: 
To: 

L---=:--:-----:--~~NSA~D USA CIV 
Tuesday, June 03, 2014 8:11 AM 
Brooks Elizabeth R NSA-DCUSACIV 

Cc: Ledgett Richard H Jr NSA-DUSA CIV; Shea Teresa H NSA-S USA.CIV; De Rajesh NSA-D2 
USA CIV .· SA-D2 USA CIV;I . fNSA-D28 USA CIV; 

r----,....,._.;;.;.....____JNSA-Q3 usA CIV; I INsA-Q31 usAov;l I 
NSA-Q31 USA CIV; Soule Trumbull D NS~-pc USA Ciy·! I 

L...r.N""~""AT"_..,.D~U~SA CIV; Grimes Arlene U NSA-DN USA CIV;j FsA-D23 USA 
CIV 

Subject: (U) FOLLOW-UP: 2014_05_30 FYSA---(U)I ltindings 

(b)(1) 

Classification: GONFIDENTIAL~L-----------~ (b)(3)-P.L. 86-36 

Liz, 
(U//rOUO) I understand you may have taken a task this morning to organize a review of the. thoroughness of the 

check for material which may represent outreach by Edward Snowden to officials at NSA along.the lines of what he has 
publicly claimed. Please advise if there is something you need from me or the task force to assist with that action. 

(U//FOUO) Thread below may be of interest/reelvance. 

1 r··:····· 
Med1a Leaks Task Force 
National Security Agency/Central Security Service 

OPS 28 -':8::: ~~~s 1:1 s- 1 
BLACKIL...-___ ___. 

From :1 ~s~,.D28 USA CIV 
Sent: Fnday, May 30, 2014 6:25 PM 

,:;:P (b)(3)-P.l. 86-36 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

To: DL medialeaks core (ALIAS) D; Grimes Arlene U NSA-DN USACIV; Vines Vanee M NSA-DNl USA CIV 
eel INsA-D23 USA CIV~ lf'JSA-D23 USA CIV 
Subject: (U) FW: 2014_05_30 FYSA---(U)I !findings · 

Classification: UNCLASSIFIED//FOUO 
------------------------------------------------------------------------------------------------------------

All, 

(b)(3)-P. L. 86-36 
(b)(5) 

In making sure we had done due diligence with respect to any follow on actions for NBC, we reviewed the SV 
documentation of three Snowden interactions about why he failed an exam, the Dell trouble ticket and the OGC 
question. (excerpted below).! \\ 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



968-'rB : 42 94-8 35 !Thus if engaged and if 

appropriate, we have never denied the existence of correspondence just correspondence containing any complaints. 

Regards 

Deputy General Counsel 
Litigation and Management 
NSA Office of General Counsel 
963-5548 (secure) 

1 l(untlassified) 

.(11}(3)-P.L. 86-36 
(b)(3)-P.L. 86-36 
(b)(5) 

SV information: 
• An email exchange circ~APR 2013 whenSnowden was with FHV, with NSAwsvJ !regarding the 

legal hierarchy resti6n from the·······O VSC1800 course that wa· ... s eventually referredlo···.t··.· .. h·· .. e. OGC. .. and answered by I _(Provides more background on the "one" contact we accounted forin our work today.) 

• A personal exchange circa APR2013 with svJ Jwhen Snowden appeared ather desk with concerns 
about "trick questions" in the test for OVSC1203 being the reason why he failed the test. I !explained 
there are no trick questions, and that directly-related answers can be found verbatim in the course 
material. She also explained that he can retake the test ... which appeared to calm his concerns. 

• Email exchange circa 2012 while Snowden was a SysAdmin with Dell. He helped NSAH personnel regarditr----, 
sysadmin support and access to particular files related to a "FISA document template" process. Later, SVL____J 

L....:-----=-~--~~ontacted Snowden because she had a similar problem and needed assistance, which he provided 
long-distance by email. 

MLTF does not see these as items that show his "concerns" ... but they do show interaction with the Compliance 
elements fa NSA, albeit administrative in nature. 

(b)(3)-P. L. 86-36 

L--_,.......;;...._ __ __.INsA.-Q31 usA civ~._ _____ ____.INsA-Q31 usA c1v; 

indings .___ ___ ___. 

Classificati()r}: GO~~FIDENTIAbiL-______ _____. 

D 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

2 

(b)(1) 
(b)(3)-P.L. 86-36 

(b)(3)-P. L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



·,~OCID: 4294835 

3 
(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



~rn: 4~~~~----------------~--------------~ 

4 (b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



5 
(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



·Ipoc'rn: 4-~1l3"sr--------------------, 

(UHFOUO) 

I I 
Special Agent 
Assigned to 031 1// 
FANX 2, Room A2A048, Suite ~832 
Direct: 968-3374(sl 
office: srs-5441 cs. 
DropBox _ 

~--------------------~ 

(b)(3)-P.L. 86-36 
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'nociD: 4294835 
''This email contains information subject to the Privacy Act. " 

(b)(1) 
(b)(3)·P.L. 86~36 

Classification: CONFIDEr~TIAb'lL.....-______ __. 

Classified By.L-1 __ __. 
Deri·teeJ Froffi: NSAICSSM 1 52 

DBteeJ: /200701 08 
DeclassiJy On: 20690501 

Classified By;L-1 __ ____. 
DeriveeJ Froffi: .NSA/6SSM 1 52 

Dated. 20070108 
Declessify.OR: 20390501 

Classification: COf~FIDENTIAL~==='="="=='="="===~ 
================~==========--------------------======= 

Classification: UNCLASSIFIED/iPOUO 

Classification: CONFIDE~~TIAL~L-----------' 

Classified By:l I 
Derioed From: P~SAICSSM 1 52 

Dated. 20070108 
Declassify 011. 20390601 

(b)(3)-P.L. 86-36 
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DOCID: 4294838 

Blacker Cindy S NSA-DJ4 USA CIV 

From: L...-_____ ___.INSA-D4 USA CIV 
Sent: 
To: 

Monday, June 10,)0Hl2:o6 PM /<' / / 

I :sA-sv usA CIVJ .· /.······/···· // · INsA-~""'s.·...;.,.v .. /'....;;u..;;;;.s;..;.A....;;c;;..;.Iv.._I......., __ ___.INsA-
n32 USA CIV;[ fJsAcSV42 USA CIV;I jNSA-SV4 USA CIV 
(U) I had email contact with him ·· · Subject: 

Importance: High .. (b)(1) 

(b)(3)-P.L. 86-36 

Classification: TOP SECR ETHSIA~,......_ ____ ___. 

This was in relation to not being able toope,n the EMT files forwarded to>me from Hawaii. 

From: Snowden Edward J NSA-FHX1 USA CTR 
Sent: Thursday, August 30, 201~ 6:19 PM 
To SA;:.SV4 USA CIV; I JNSA-FHS2I USA CIV;I I NSA-unknown 
USA CTR; SA-T99 USA CTR .__ __ ___,__, 

Cc: SA-FHX4 USA CIV;I INSA-FHX4 USA CIVI INSA-FHX4 USA CIV 
Suti]e : 1c e IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOP SECRETHSb1._ ______ ___, 
(b)(1) 
(b)(3)-P.L. 86-36 

Ah. Appreciate the clarification . 

. rtf files aren't actually word docs, MS Word just has a default association to open them since they're universally 
readable. This is because Word is "greedy" by design in regards to file associations. To fix that: 

1) Right click one of the .rtf files and hover over the "Open With" option 
2) Click "Choose default program" 
3) Select "Wordpad" from the list of programs, make sure the box in the bottom-left that says "Always use the 

selected program to open this kind of file" is checked, then click ok. 
a. If "Word pad" is not visible on the list, you'll have to click "Browse" and go to the location of the 

executable to find it. You can do a windows search for wordpad.exe, but it's probably in C:\Program 
Files\ Windows NT\Accessories (named wordpad.exe) if NSAW is using a modern OS build. 

Now you just have to double click (or however you prefer to open the files) and Windows will start the proper 
application automatically. 

If you're still having trouble, please feel free to call me directly on the number below. 

Thanks, 

Ed Snowden 
Systems Administrator, DELL- Advanced Solutions 

Computing Services, Office of Information Sharing 
NSA/CSS Hawaii - HT322 

1 
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DOCID: 4294838 
Secure: ~~2-4~01 

>;;;:'!"(b)(3)-P.L. 86-36 

Black: IL--____ __. 

-· -· ~-

From :I INsA0§v4 usA. civ / / / < < .• ! 
Sent: Thursday, August 30, 2012 11:59 AM/ // / > /><.---------------. 
To: Snow n E w r N A-FH)(4 ~SACTR{ jNsA~F~S2I USA CIV; I ~SA-unknown 
~~~ CTR; N A~~;!9Gs~S~I~ INSA,-Ffi~~ USA CivJ ~SA-FHX4 USA CIV 
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight eannot read/access NSAH files 

Classification: TOP SECRET//COMI~~T/L-I-....,...._.,...:-..-----~ 
(b)(1) 

okay, will try that. (b)(3)-P.L. 86-36 

My 2nd question was that I don't want to hav~ too pen word docs in word pad from now on. What is.the ultimate 
solution to this problem. 

From: Snowden Edward J NSA~FHX:4. USA CTR 
Sent: Thursda Au ust 30,. 2012.5:54 PM 
To u./!J;/·SV4 USA CIV; I rsA-FHS2I USA CI~ INsA-unknown 
US NSA-T99 USA qR ~======::::;-___. 
Cc: SA-FHX4 USA CIV;i ~SA-FHX4 USA CIV~ I NSA-FHX4 USA CIV 
Subject: RE: (U) Ticket IM98705 -CRITICAL - NSAW Oversight cannot read/access 1\JSAA flies 

Classification:TOP SECRETHSb~L---------~ 

H iL-l _ ____, 

(b)(1) 
(b)(3)-P.L. 86-36 

The .rtf file format supports embedded images, and Word pad should render them the same as Word. You can test this 
by grabbing an image (Ctri+PrintScreen will capture a screenshot of your desktop, if you don't have one), and saving it 
into an rtf file. It should display, save, etc, the same as any other document viewer. 

Regarding your second question, I'm not sure I understand the question. If you'd prefer a different file format (pdf?), 
that's easy enough to implement, but as a proprietary format, it would be more difficult to programmatically parse that 
a more open standard like rtf, which could limit the production unit's ability to automate this in the future. 

Ed Snowden 
Systems Administrator, DELL- Advanced Solutions 

Computing Services, Office of Information Sharing 
NSA/CSS Hawaii - HT322 
Secure: 952-4501 

Black: L-1 ____ __. 

From:l IN5A-SV4 USACIV 
Sent: Thursday, August 30, 2012 7:39 AM 
To: Snowden Edward J NSA-F~X~ USA CTR;I INSA-FHS2I USA CIV;j INsA-unknown 
usA CTR: I NsA~T99 usA CTR L-------~ 
Cc: I ~SA-FHX4 USA CIV;I ~SA-FHX4 USA CIV; I ~SA-FHX4 USA CIV 
SubJect: RE: (0) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH flies 

Classification: TOP SECRET//COMit~TtiL--______ _. 
(b)(1) 
(b)(3)-P.L. 86-36 
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DOCID: 4294838 
i:d - I was abie to open recent flies in wordpad. Somet imes the word docs contain embedded pictu res - I don't know 

what would happen to them in wordpad though? 

What else can we do to tu rn this problem off at the sou rce? '" '"(b)(3)-P.L 86-36 

L---____, ___ _.INSA-FHS2I USA CIV~ INsA-unknown 
~====:::;~ 

sA~FH~4 usA civ;l . ~5A-FHX4 usA CIV; I INsA-FHX4 usA civ 
.~=r=-"'"''"P'":--rr-TT""''~Ic=r.-="!e IM98705 -CRITICAL - 1\JSAVV Uvers1gni cannot read/access NSAH files 

Classification: TOF/BtCR ETHS 1/~L------------~ 
(b)(1) 

Hell~._ ___ _, 
(b)(3)-P.L 86-36 

Thanks for reaching out. The folks generating these documents are still getting fully trained up on the new process, so 
we suspect they may have missed a small but critical step in the process (i.e. saving the .rtf in a non-MS-Word program. 
not simply saving the document as a .rtf from within MS-Word). 

That said, I suspect you may still be able open the .rtf files you were sent if you use a program to open them that is 
NOT/NOT MS Word. For how to do this: 

Please open "Wordpad (this program is entirely distinct from Microsoft Word, even though it has a 
similar name)." To do so: 

o Hit the start button, then type "wordpad" and hit enter (for Windows Vista or 7), or 

o Hit the start button and then click "run," and then type "wordpad" and hit enter. 

Once the "Wordpad" program is open, try to open the .rtf files. 

The reason this works is because the links that you're having trouble with are only understood by MS Word, which 
seems the embedded links and tries to "phone home." By opening the .rtfs in a non-MS-Office-Suite program (such as 
Wordpad, which is installed by default on Windows systems), you're basically telling the computer "Only show me the 
content of the files, and ignore any MS-Word specific metadata." 

As for the genesis of problem, I can only speak to the technical causes, which are complex, but I'll do my best to simplify 
them.l 

This by itself would not be a problem, since you're being sent the files directly, however, the program used by the 
analysts to generate these files (Microsoft Word) embeds a huge amount of hidden mE;tadata into every file it 
creates. In this case, it's creating a "phone home" link that tells Word where tqgeta copy of the FISA document 
template that was used to create the file (this is really bad design on Microsoft's part, but in their defense they were 
probably assuming an open -sharing environment). That means when someone outside the enclave tries to open the 
document in Word, Word immediately detects the phone home link and tries to go get a copy of the document template 
(from the enclave it can't reach). It also won't IE;tyol.J do anything for roughly five minutes (more bad design) until it 
decides that the enclave is actually inacc:essible, rather than temporarily non-responsive. 

Normally, the simple fixtothis would be "don't create the document from a Word document template," but since the 
analysts rely on macros embedded in the document template for a part of their production process (minimization), we 

3 
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DOCID: 4294838 
have to go w1th a soiut1on that aiiows them to use the macros, and then disassociate all of the "trash" meta data this 
generates from the produced content. That's why the .rtf (a universally readable format) file needs to be created 
outside of Word- non-Word programs don't understand all the phone-homing chicanery and simple omit that 
information from the finished file entirely. Creating the .rtf this way creates a file that you can still open in Word and 
won't phone home- which is our desired result. Conversely, if the .rtf file is saved within Word, you just get a 
universally -readable file that still wants to phone home --this is what I suspect you were emailed. 

However, opening those files in a program that is not Word will still ignore the "phone home" instruction, because only 
Word can understand that instruction. Other text editors will just ignore it, and allow you to open the file anyway. 

I hope that fully answers your question. If you'd like any additional information, please feel free to contact me 
di 

Yours in service, 

Ed Snowden 
Systems Administrator, DELL- Advanced Solutions 

Computing Services, Office of Information Sharing 
NSA/CSS Hawaii - HT322 
Secure: 952-4501 

Black: I.__ ___ ___, 

From: I INsA~SV4 USA CIV 

'' '' '(b)(3)-P.L. 86-36 

Sent: Tuesday, August 28, 2012 9:28 Afv1 
To: Snowden Edward J NSA-FHX4 USACrR;I ~N§A.::FHS2I USA CIV;I INSA-unknown 
USJ1 CIR L-----__. 
cc:l INsA-FHX4 usA civ;l INsA-FHX4 usA civ;l fNsA-FHX4 usA civ 
Subject: RE: (U) Ticket IM98705 - CRITICAL - NSAW Oversight cannot read/access NSAH files 
Importance: High 

Classification: TOP SECRET//COMI~H~L-----------1 

Ed, 

(b)(1) 
(b)(3)-P.L. 86-36 

I am the POC at NSAW who alerted to this problem. The files I rece ived in RTF fo rmat this morning have the same 
problem. 

What is the reason that there are hidden links that we are all struggling to compensate for? What has changed in the last 
month or so .... 

SV/Oversi~ht & ComJ?Iiance 
969-0151 s-
FMHQ OP~1~3w=1 .,.45,.......--__. 

(b)(3)-P.L. 86-36 
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DOCID: 4294838 .. / :·: 
(b)(3)-P.L. 86-36 

From: Snowden Edward J NSA-FHX4 US~ gp, : .. ············· / 

~~r Friday, Auaust 

2

~~::~:~&' 1 1tt~~~~~~;rr:-l R~---....,INSA-FHX4 USA CIV 

Subject: RE: (U) Ticket IM98705 -CRITICAL ~NSAW Oversight cannot read/access NSAH files 

Classification: TOfdSEGRETHSb~L-----------1 
Hi._l __ __, 

Summary: 

(b)(1) 
(b)(3)-P.L. 86-36 

The issue ended up being a process related issue caused by Word's handling of template & macro tracking. As I 
explained on the phone, in simple terms, there were basically "hidden" links in all of the documents your analysts were 
creating that were requiring anybody trying to open the files to be able to reach into the NSAH network. Not all offices 
can do that, which caused the problems NSAW experienced. 

We came up with a solution that would allow your folks to continue with their normal workflow (that utilizes local 
templates) while maintaining readability for external offices. 

If you're interested in the specifics, they are included below. (b)(3)-P.L. 86-36 

Problem: 

The analysts generating the word documents use a special template that implements certain macros they rely on for the 
FISA minimization process, but it creates a link (internal to the document file format) to that template's location and 
some other associated enclave content paths. Since those file locations ar~ I external users not only 
can't view the document's content, but the peculiarities of Microsoft Word's startup process ensure that users cannot 
even "fail" to open the document until a 5 minute network timeout elapses. 

After those five minutes pass, you can use template tricks to fix the document, but this results in a poor user experience 
(and requires a key-management style template tracking process to make sure all recipients have the latest template), 
so it was not recommended as a solution. Unfortunately, saving in a different format within Word (barring perhaps .txt, 
which strips formatting and is therefore undesirable) still preserves the template, and manually disassociating the 
template within word is a roughly "ten click" process, so analysts were having trouble coming up with a simple 
workaround. 

Solution: 

Producers will continue to use Word for workflow, as this allows them to access their macros locally. Once the 
document is finalized, they'll save it into a universally readable, metadata free format that preserves formatting (such as 
.rtf) through a product that does not support Word macros/templates (wordpad) to remove the enclave hardlinks. This 
ensures any user anywhere will be able to read their reporting without the format quibbles. 

Additionally, the Ctri+A/Ctri+C/ A It+ Tab/Ctri+V sequence was suggested as a simple "now" workflow solution. Longer 
term, suggested they write a simple parser to rip the text content from .docs within their working folder and convert it 
to a better format (rtf/txt/html/xml) programmatically, so the analysts don't have to consciously think about changing 
the document format. Probably possible via a simple script. 

Main POC in your office for further information isiL-____ _. 

(b)(3)-P.L. 86-36 
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DOCID: 4294838 
If you have any add1t1onai quest1ons, just let me know. 

Thanks, 

Ed Snowden 
Systems Administrator, DELL- Advanced Solutions 

Computing Services, Office of Information Sharing 

NSA/CSS Hawaii - HT322 
Secure: 952-4501 

Black: ._I _____ _. 

From:~ JNSA::.FHX4 USA CIV 
Sent:nday, August 2 , 201;9:21 AM 
To: NCHI HT322 
Cc: NCHI Customer Advocate; I INsA-FHX4 USA CIV 
Subject: RE: (U) Ticket IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOP SECRET/-iSihjL-_______ ___. 

Good morning, 
Can someone help us out on this situation? 

NSACSS Hawaii Solutions Desk Lead 
FHT332 -IT Customer Solutions 
952-2719(s)l lu) 

"go NSAH-HELP~~J~;tdusliiers, C()m/nl!n 

annoWJcenrents 
aslt;f!Jfes tioFt, co m.1nent. complain{? 

'-='-'-.------=----.-"""INsP.~~nkf1o~r1>DsAcr~ 

.(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)-P.L. 86-36 

. ,, .. ·i''"(b)(3)-P.L. 86-36 

and 

r.::-:-..:....:..:.:::::::..LL....:...A.::::.u"'-i"ust 24, ?:012 8:5? AM / / 
r--...I..-----,..,...,,J~SA"'~1X4 USA CIRJ fNSA-FHX

4 
USA gst-FHX4 USA CTR; ._I ___ ____,~SA-FHX4 USA CTR; 

NSA-FHX4 USA CIV 
~=-"'""rT",_...,.,~,...,cket IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOP SECREThlSL~..__ ______ ____. 

I don't know how to proceed with ticket or who to forward to. Need help 

From:l INsA-FHS2I USA CIV 
Se~•· Fridav A11a11it 24, 2012 8:47 AM 
To:l jNSA-unknown USA CTR 
Subject: RE: (U) Ticket IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOP SECRETHSI1L--______ __. 
(b)(1) 
(b)(3)-P.L. 86-36 

Thanks for all of your help! 

6 
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DOCID: 4294838 
(U/~ 

""·ii!!" (b)(3)-P.L. 86-36 

From I INSA~unknown USACrR 
Sent: Friday, August 24, 20128:45 AM 
Tof ~SA-FHS2I USA(::IV/ 
Subject: RE: (U) Ticket IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOj=) SECRETA'S 1~._ _______ __, 
(b)(1) 
(b)(3)-P.L. 86-36 

I will look into this further and update you as soon I get more info. Apologies for the delay. 

D 
From j INSA"'FHS2lu USAUCIV (b)(3)-P.L. 86-36 

Sent: Friday. Au;r 24, .··2·····0······1·······2···········8·······:···1··· 5 AM To: I NSA"Unknown USAUGR 
Cc: I ···· 12 NSA-FHS2I USA USN 
Subject: RE: (U) Ticket IM98705 -CRITICAL - NSAW Oversight cannot read/access NSAH files 

Classification: TOP SECRETHS I~._ ______ ___, 

D 
(b)(1) 
(b)(3)-P.L. 86-36 

Its you again, huh?;-) 

We arel h ithout issues here at NSAH. The problem comes up when we 
send files to NSAW for legal review; NSAW cannot read the files that we send them. Since those 
files need to be accessible by Dept of Justice, we have a legal issue here. 

~----:-"':""""""': ..... lw~.~ working via phonecon withHX but couldn 't get anything to work, so we finally put in a 
formal ticket, artd ~sked NSAW to do the same: They rece ived information in the attached email, but 
we can 't see if it works until Anne comes in for her. shift at 1400. 

I have to say I'm very disappointeq in NSAH -kput inacritical ticket and it has apparently sat around 
for over a week before it got reviewed ... when I called for a status! Who needs to be contacted about 
this situation , to make sure it doesn 't happen to another customer? 

(U/IFOUO) 

(b)(3)-P.L. 86-36 
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From:l INsA::l.lnkriownmUSA CTR 
Sent: Friday, August 24, 2012 8:Q5 AM 
To~ INsA::fHS2I USA CIV 
Subject: (U) Ticket IM98705 -CRITICAL - NSAW Qversight cannot read/access NSAH files 

Classification: UNCLASSIFIED HFOR OFFICIAL USE OP~LY 

Just got this ticket in ou r queue fo rwarded to us. Does the info rmation listed below satisfy you r request? 

L..--..--....----.-.--.......----.--.................... ,_...,,.----------......,..---......,..----------__.lusing instructions 
posted on the Mag1cdesk FAQ s1te. 

Here is an exce rpt from an email concerninJ,__-__ ___. 

1-----------------------.....___jiThe users that truly need acces~ J 
rper instructions drafted by HT322 t~n:-tn~~e:-a~ltt!"T;a:-c~n~e~a___,.,... 

1...-~--~~~~~-~--~~~~~~-~ document. HT32 will coordinate with HT33 in creatingan Sl\17 Knowledge Article (KA) on the attached 
procedures Monday that can easily be used by the GECCand other helpdesk support personnel in 
addressing issues and.assisting users. 

e as reqmre 

Regards, 

D 

Classification: UNCLASSIF ED HFOR OFFICIAL USE OP~LY 

Please follow the instructions as stated below. You should be able to acces~._ ___ ..... lupon successfully completing 

the instructions. Thanks!!! 

Information below can also be read at the following link: 

8 
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Classification: UNCLASSIFIED HFOR OFFICIAL USE O~~LY \b)(3)-P.L. 86-36 

Classification: UNCLASSIFIED /·/FOR OFFICIAL USE O~qL'f 

Classification: TOP SECRETHSI/1L-______ __. 

Classification: TOP SECRETHSb~"L-------......1 

Classification: TOP /S EGA ETHS I~L----------~ 

Classification'./ TOP SECR ETh'SI4L-______ ___. 

Classification: TOP SE:CR F}"b'Sh~L----------~ 

(b)(1) 
(b)(3)-P.L. 86-36 

10 

Classified\ By:L-1 __ __. 
OQrived From: ~JS/VCSSM 1-52 

Dated: 200701 08 
DeeiBssifg • .•. 01 L 20370801 

Classified\. ByiL-__ ....J 

Derived From: ~JS/VGSSM 1 62 
Dated. 2007C 108 

Declassify 01 1 •• 20370801 

Classified SyJ 
Derived From: NSAfCSSM 1-52 

Dated: 200701 08 
Declassify On; 20370801 

CIBssificel By:j I 
De lived F1 viii. f~8A/C88M 1-52 

Doted: 20070108 
OQcla~~ify On: 20370801 

Classified By: I 
Derived ~rom: ~JSA/CSSM 1-52 

Dated . 20070108 
Declassify 011. 20370801 

Classified By: ejsnowd 
De1 ived F1 ullt. f<l8A/C88M 1-52 

Dated: 20070108 
Declassify 011. 20370801 
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Classification: TOP SECRET/1~1/IL ______ __. 

Classification. "f0!3 gEC~ET//COMI~Hf1L _____ ___, 

Classification: TOP SECRET/t811L ______ ____. 

Classification: TOP SECRETI/COM~~H~Lt ---------~ 

Classification: TOP SECRETHSh1L_ _____ ___. 

Classification: TOP SEE)RGFHCOMI~~~L---------~ 

Classif ication: TOP/8ECREThl81dL ______ __, 

C lassificatiorwTOP ~ ~G R ETijSi~L ______ __. 

(b)(1) 
(b)(3)-P.L. 86-36 

11 

De1 ived Froffi. ~m~OotCSSM 1 62 
D~ted. 20070108 

Declassify Oti. :LCS70BO I 

Classified By: ejsnowd 
Derived From: ~J8/\/G88M 1 52 

DBted: 200701 08 
Declassify On: 2037mW 1 

Derived FrQr:R: ~JgNGSSM 1 52 
Doted: 20070108 

Deela~~ify 011. 20370801 

Classified By: ejsnowd 
De lived F1 ulli. f~8A/C88M 1-52 

Dsted: 200701 tJ8 
Declassify On: 20370801 

Derived FFOI'fl: ~dSNcggiV! 1 52 
6lated: 2QQ7Q1 Qg 

DeclassiFy Or1. 20370801 

CiBssifieel By. ejsnowd 
De lived F1 vi it. f~SA/CSSM 1-52 

Dated . 20070108 
Declassify Or 1. 2tJ~7e8e 1 

if~ ~J I 
De1 ived ~::~. ~~ A~bssM 1-52 

Dated: 20070108 
Deelossity/On: 20380601 

(b)(3)-P.L. 86-36 



DOCID: 4294841 
Brooks Elizabeth R NSA-DC USA CIV 

From: Shea Teresa H NSA-S USA CIV 
Tuesday, June 03, 2014 9:17AM 

{b)(3)-P.L. 86-36 

Sent:' 
To: Rogers Michael S ADM NSA-unknown USA USN; Ledgett Richard H Jr NSA-D USA CIV 
Cc: Delong John M NSA-D4 USA CIV; De Rajesh NSA-D2 USA CIV SA-SV 

Subject: 

USA CIV; Brooks Elizabeth R NSA-DC USA CIV'--------.,....-......:....:.::.:....:....:::....~ .... : .... ::i 
Ledgett Richard H Jr NSA-D USA CIV; Stone Carin R USA CIV"L.........------' 
USA CIV; Moultrie Ronald S NSA-S USA CIV; Ensor Leoinel K NSA-Q USA CIV 
FW: (U) ACTION: Low-side e-mail exchange 

Classificatiou. SECRET~L-----------------' 
(b)(1) 
(b)(3)-P.L. 86-36 

Sir, Rick, 
As a follow up to our discussion this morning, we are getting ground truth betwer SV, oG

1

c. and Media Leaks on exactly 
what email was sent from whom to whom. My comments this AM, were based o note below which stated that 
there was an email from Snowden to SV. 

Further analysis indicates that the email trail appears to originate with Snowden clicking on a link in his OVSC1800 
course which generated an email that went to an OGC D2 alias. The OGC office manager then forwarded the email to 
SV, who forwarded it back to OGC. 

Below, please also find the note documenting both the email and the personal engagement from Snowden with SV that 
documents all contact made with SV. SV will provide email trail in preparation for 1000 this AM. 

V/R, 
Teresa 

FrOm1 IMUNSA~SV21 USACIV 
Sent: Thursday, April 10, 2014 10:-46UAM 
To:l INSA"SV2 ~5,<\c:IV 
cd INsA~sv21 usA c1v 
Subject: (U) Information Regarding My Contact w/Leakef in April 2013 
Importance: High 

Classification: UNCLASSIFIED/tFOR OFFICIAL USE O~~LY 

(b)(3)-P.L. 86-36 

(U//F"OUO) I had two separate contacts with "the leaker" during the timeframe from 5 -12 April 2013, one instance via 
email regarding the OVSC1800 course content and the ranking of the associated authority documents and one instance, 
in person, regarding the OVSC1203 course content. Details of each follow, as well as the individual emails. 

1. (UHF9l::J9) OVSC1800 Issue regarding ranking of Authority Documents Used in Course Content 

(Uh'FOUO) Initially I received an email which was forwarded to me from the OGC Office Manager on 5 April 
2013. The email was sent to the OGC 02 alias and then forwarded to the SV training team via our training alias the same 
day. The individual was questioning the hierarchy of the authoritative documents, ranked by precedence, which are part 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case# 7813n 



· D<JQ~S~1801cfu~~1§t1n~Aithough I felt comfortable answering his question, I thought it was more appropriate 
for OGC to respond since the authority documents involve legalities and the individual wanted them ranked in 
precedence order. I spoke withl lsVTD, who indicated that two of the OGC attorneys had recently 
provided the hierarchy of the authorities during theOvspsoo course development meetings. I forwarded the email 
directly to the two OGC attorneys tQ obtain their comments ahd assistance on 8 April 
2013J lrespond~~~i~ectly to the individual, also on 8April~~dc~'d my supervisorJ )who 
provided the response to me, also6h8ApriLTbE!response closed any furthe((!ction for SV Training. 

'>·. 
2. (U,YFeuet OVSC1203 Issue Regarding Course content and trick questions (b)(3)-PL 86-36 

(U//FOI::IQ) The individual appeared at the side of my desk in the SV training area during the timeframe 
between 5- 12 April 2013, shortly after lunch time. He did not introduce himself and instead asked if he could talk to 
someone about the OVSC1203 course. I indicated that he could talk to me. He seemed upset and proceeded to say that 
he had tried to take OVSC1203 and that he had failed. He then commented that he felt we had trick questions 
throughout the course content that made him fail. SV Training has standard (canned) responses we use to respond to 
questions like this. I introduced myself and provided the information to him. My comments were standard and part of 
our "canned" responses, and informed him that the OVSC courses did not contain any trick questions and that all of the 
answers to the test questions could be located within the course content (our standard response when someone states 
they have failed any of our courses) . Also, as part of our standard response with this type of question, we remind the 
student that the course is open book and not timed, also part of our routine canned respo'nse. I also reminded him that 
students receive multiple attempts to successfully pass the course and if they are not successful after multiple attempts, 
he would need to contact us for further assistance. He seemed to have calmed down by then and said he still thought 
the questions tricked the students but he would try again. Apparently he didn't realize he had multiple attempts. He 
departed the SV training area and did not address the issue with SV training again. When the issue regarding his actions 
came up, and I realized I had contact with him, I immediately tried to pull his training record but it had already been 
pulled from the system. Consequently, I reported the contact to my management and considered the issue closed. 

L.....------1~ ···· 

( u /-fF8tJ~I F 
SID Oversight & Compliance 
Access Oversight Training and Strategic Guidance 
Team Alias: DL SV_Training Phone: 963-8249s 
Ops 1 Room 3W145 Suite 6476 (U//F8U8) 

From:l lNSA:::SVUSA CIV / // / / 
Sent: Monday, June 02, 2Ql410:06 AM / // 
To~ INsA-s USA CIV . /// 
Cc: DL sid_dir_exec (ALIAS) S; DL SV_Exec (ALIAS) SV 
Subject: RE: (U) ACTION: Low-side e~marlexchange 

:: ::::: ::::::::::::::::::::::::::::::::::::,,,, ,,, ,,,, , ,_ 

Classification: UNGLASS~;IEDHFOR OFFICIALUSE ONLY 

L--------1'/ / .. 

"' ,. (b)(3)-P.L. 86-36 

Snowden sent the email in question to the SV trainingt€am as a student in one of our OVSC courses (I believe OVSC 
1800). We forwarded it to OGC, and I tnow retired) provided the answer. The question he asked was very 
straightforward and had to do with the precedence of our legal authorities, as in, what's the hierarchical order. The 
email did not say he had concerns, and no one thought there was an implication he had concerns. It appeared to be 
simply a student seeking clarification. 

2 



DOCID: 4294841 
Snowden had another interaction with the same SV woman, this one in person when he was here TOY. He stopped by 
her desk to complain about OVSC 1203- the FAA 702 course. He said the test was too hard and had trick questions. He 
said he had failed it multiple times (I'd have to check with ADET on that). He did pass the course at some point. 

Please let me know if you need anything else. 

Tks. 

lUHFOUOl 
I I 

Chief, SID Oversight and Compliance (SV) 

~~~~:!1i~P~ite6476 I· / / .// . 

Froml NsA;!;) usACIV 
Sent: Monday, June 0?, 2014 9:10 AM 
To~ INSA-SV USA CIV . 
Cc: DL sid_dir_exec (ALIAS) S; DL SV_E~ee(ALIAS) SV 
Subject: (U) ACTION: Low-side e-1)1ailexchange 
Importance: High •' 

Classification: UN6L~SSIFIED//FOR OFFICIAL USE O~JLY 
L...---------1~ .. · .. · 

... ... 

Can you provide any insight/comments to Ms. Shea on the low-side e-mail exchange asking for comments on the NBC 
interview? You were CC'd w/Raj stepping in asking that no one else comment on the low-side (or add additional folks to 
the e-mail exchange). "!"hanks. 

Regards, 
I lmm • 

(U//FOUO) 

Executive Assistant t~t~e ~ir~ctor, Signals lntellige11ceDire~~~;~~~ 
Ops 1, 2W102 I I .... 
NSTS: 963-3333, CMCL:L,. ____ __._ ....... 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE O~~LY 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE ONLY 

Classification: UNCLASSIFIED//FOR OFFICIAL USE Ot~LY 

Classification: UNCLASSIFIED//FOR OFFICIAL U~e Of!.JbY 

3 

(b)(3)·P .L. 86-36 

Delived f10111. ~~SA/CSSM 1 52 
Cates: 2QQJQ 1 gg 



,DOCID: 4294841 
~--------------------------~ 

Classification:-~eGAETi._ __________________________ ___, 
Deelessify 011. 20390601 

(b)(1) 
(b)(3)-P.L. 86-36 

4 



DOCID: 4294887 

(b}(1J 

From: 
To: 

Cc: 

Subject: 

Date: 

c 

('fS/fSI//PJF) Bringing this up an echelon, into the space of the potential. This is the crux of the 

matter for a very strong way for which we can 'push back,' 'return fire,' whatever words we wish to 

consider. 

The contentions by the fugitive that he had umbrage with programs are not apparent, in any 

fashion, in these communications. 

These types of questions about OVSC 1203, which is standard training for any junior analyst 

or someone new to working SIGINT in NTOC, absolutely fly in the face of his contentions of 

being 'senior' anything,byjobposition, orworking NSA, 

(b)(3}:50USC 3024(i) 
(b)(3)-P.L. 86:36 

etc. Comptatnts about fairness/trick questions are something that I saw junior analysts in 

NTOC (and I had about 8 of them on my team in 20 months) would pose - these were all his 

age and positional peers: young enliste~ ~roops, interns, and new hires. Nobody that has 

taken this test several times, or worked on things! ~or more than a 

couple of years, would make such complaints. It is not a gentleman's course; *I* failed it 

once, the first time I had to renew, but not on subsequent renewals, and I've only been here 

since 2011. I would expect folks who are on keyboard working SIGINT for some years can 

probablytake this test without exhaustive . 

Taking OVSC1~03/1800 a month before his departure is not commensurate with being 

'senior' in anything. More of the 'ink still drying' type of point in a career, regarding 

certifications to access FAA. 

Look at the signature block. System administrator. That is not a lowly or ignoble position, 

but it is not in line with the persOn(3 that he has painted as a 'senior' player. 

(U/fFOUOj- 1 think we (NSA) have a very interesting decision to potentially weigh in on- though the 

decision is probably that of DOJ. At what point do we stop focusing on muddying the waters of a 

*potential* prosecution, and start looking at how we can have an exceptionally strong retort - that 

has a half-life - and help restore our brand/help with hiring, at the expense of tainting the 

potential? Emotionally, we want justice. Empirically, I challenge whether *if* there is a trial, and 

*if* there is a conviction, that t he net gain exceeds what we could do withthis- the substantiation 

that his allegations are false, as is are his claims of his role here - in developing potentially powerful 

external communications to our net benefit. Something I've been impressed by is thQ enor on 

all of t his- dispatches to the workforce that our heads are high, we're marching on, we will 

continue to aggressively develop. 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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(U) Thanks if you're still with me in this thought exercise, 
,,····f"(b)(3)-P.L. 86-36 

,,, ~ y; 

Cheers -D 
(UHFOUO~ lneut~~~ nt Colonel, United States Ar~y 
Chief, SID Strategic Communications Team for Media leaks .... p/eCise sendit¢ms reguir{ng timely 

SSCT attention to 'dl ssct' so the entire team has SA 

National Security Agency, OPS 1, Room 1E024 sui!e 62Q9r-. ------------~ 
NSTS: 963-6775 (group), 966-5491 (desk), Cornn'lemial: I I( desk) 

NSA Journal 

link to my dropbox 

From SA~S3M2 .USA CIV 
Se ·"""""=-=-==~---r'li''::'!"":'"""''7T"""~ .. ~ .. 014 3:05PM 
To NSA-S3M2 USA r:;:.CI:..:..V.u.:l ___ _,.jN=.S.::,A-D4 USA CIV;L INSA-D14 USA 
CIV; NSA-D23 USA CIV~ INSA-Q USA CIV;! t'JSA-D 
USA CIV L--------1 

Cc: I INSA-D USA CIV;I INSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) 
D4~ l\JSA-E92 USA CIV; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) Sl 
Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities 
Importance: High 

Classification: TOP SECRETNS IH~~OFOR~~ 
.,(b)(3)-P.L. 86-36 

All, 

ODOC reminded us of some other "i11teradions" v .. tith Snow.den that may need to be considered for 

this action (thank youl h. 

~....-______ ___.l dugthis one out of theSSCT files for us ... it displays 1-3 additiona l contacts 

with the SV contingent that we need to.consider ... but they do not appear to have any "alarm" or 

"concern" for illegal pr questionable activities on the partNSA. 

They are: 

n An email exchange circa APR 2013 when Sn.owden was with FHV, with NSAW svD 
I !regarding the legal hierarchy question from the OVSC1800 course that was 

eventually referred to the OGC. .. and answered byl • I (Provides more 
background on the "one" contact we accounted fo r in our work today.) 

n A personal exchange circa APR 2013 with SV t f when Snowden appeared at her 

desk with concerns about "trkk questions" in the test for OVSC1203 being the reason why 

he failed the test. I !explained there are no trick questions, and that directly-related 

answers can be found verbatim in the course material. She also explained that he can 

retake the test .. . which appeared to calm his concerns. 

n Email exchange circa 2012 while Snowden was a SysAdmin with Dell. He helped NSAH 
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personnel regarding sysadmin support and access to particular files related to a "FISA 

document template" process. Later, SV I I contacted Snowden because she 

had a similar problem and needed assistance, which he provided long-distance by email. 

MLTF does not see these as items that show his "concerns" ... but t hey doshow interaction with t he 

Compliance elements fa NSA, albeit administrative in nature. 

Does any of the above change your input to our action today? 

I I 
Media Leaks Task Force 
OPS 2B, 288090 
969-5009 (s) 

.___ __ __.l(u) 

F;~;; 1 . l~s~=~i~:r<usA civ 
Sent: Thursday, May 29,)014 2:49PM 
To:l ~$A-S3f'I}2USA CIV 
Cc: DL ssct (ALIAS) Sl; Dlmedialeaks_core (ALIAS) D 
Subject: (U) Your question on Snowden and Authorities 

Classification: TOP SECRETHSIH~~OFOR~~ 

D '~(b)(3)-P.L. 86-36 
I believe that what you are looking for is MLTF 1549. I suspect that youallmayhaveadditional 

information f iled for this, but perhaps this is a start. 

(Uf/FO u 07IL.-.-____ ____. 
81 N2 Technical Director I Detailed to SID Media Leaks 

OPS 1 1 E024 

966-5878s 

Classification: TOP SECRETHSIH~~OFOR~J 
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(U) Hello All, the much anticipated Vanity Fair article with the fugitive is out, please see attached. 

The article could cause additional work for us. 

(U/tFOUQt Probably the most concerning issue in the article is the fugitives assertion that he raised 

complaints with NSA lawyers and oversight and compliance personnel. 

"At Kunia, Snowden would later claim in a statement to the European officials of his concerns about 
overreaching government surveillance, "none of whom took any action to address them," he wrote. 
"Everyone in the intelligence community is aware of what happens to people who report concerns 
about unlawful but authorized operations." But, according to Rick Ledgett, the N.S.A. 's deputy 
director who would lead the internal investigation of Snowden's leaks, Snowden made no formal 
complaints. And if he complained personally to anyone, Ledgett says, they have not acknowledged it. 

The N.S.A. at this point not only knows I raised complaints, but that there is evidence that I made my 
concerns know to the N.S.A. 's lawyers, because I did some of it through e-mail. I directly challenge 
N.S.A. to deny that I contact N.S.A. oversight and compliance bodies directly via e-mail and that I 
specifically expressed concerns about their suspect interpretation of the law, and I welcome 
members of Congress to request a written answer to this question [from the N.S.A.]." 

(TS//Sih'~~F) The MLTF has already asked the IG, OGC, and ODOC, to search their official email, web­

based contacts, and correspondence for any evidence that the fugitive contacted their office for any 

reason. If any evidence was found, they were requested to provide a short recap of the exchange. 

Two folks from SV responded that they had contact with the fugitives, see attached. One of their 

responses was classified TS//51/j Jandthi\ALTF task was C//NF, whichis why this 

paragraph is TS/ /51/ /NF. 

(b)(1) 
(b)(3)-P.L. 86-36 

Communications Team for Media Leaks items 
entire team SA 

Suite 6209 
Commerc:ial: ~.....-------. 

Classification: TOP SECRETHSIH~~OFORN 

Q1(3$~ifieduBy: I 
Fro ffi: ~~SA/OS 6!:-:-Po-=-~ --:-1--=5:-:-2____. 

Dated. 200701 08 
Declassify 011. 20390401 

C I assi fied sy.IL...--__ ____. 
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Delived F1011 1. t~SA/CSSM 1-52 
Dated . 200701 08 

Declassify Ofl: 20390501 

Classification: TOP SEGRET//SLl/~~OF'OR~J 

Classified By:.J ..... _ ___. 
Derived Froffi: ~~SAICSSM 1 62 

Dated: 200701 08 
Declassify Ofl: 20390601 

Classification: TOP SECRETh'SLl/~JOF'OR~J 

Classified liiW:/1 I 
Derhted Froffi: ~~SA/GSSM 1 62 

Doted: 20130930 
Declassify ()A: 20390501 

Classification: TOP SECRETNSIN~JOFOR~J 

(b)(3)-P.L. 86-36 
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NsA-D28 usA c1v 

From: L...-____ ___.!NsA-D28 USA CIV 

Sent: 
To: 
Cc: 

~;.;;;.;.;;..;;;.;;;.o~~29, 2014 1:36 PM 
NSA-D2.3 USA CIV 

i--------&.;_,M NSA,D23 usA crvl ~SA-D28 usA crv.· :0 
..__ __ __,NSA-DZ3USA crv:l INsA-D28 usA crv 

Subject: RE: (tJ) UPDATED VERSION 2014_05_29 -ACTION: SEEKING INPUT on strategy about 
specifics- PROPOSED response to #6 - Snowden's Claims of Voicing Co.ncerns 

Classification: UNCLASSIFIED//!i'CI'tl'CI 
====================================================== 

These are good responses. 

Deputy General Counsel 
Litigation and Management 
NSA Office of General Counsel 
963-5548 (secure) I ~undasstfted) 

::: .•. t·( b) ( 3) - P. L. .. ,y; 
ATTORNEY WORK PRODUC:T// A,JTO'Ii~Ey CLIENT COMMUNICATION 

PRIYilE(;ED COMM.UNICATION 
Not ~o be rE)Jeased without OGC approval 

From:l INs~-D?,3tJS~tiV 
r=-..:..:.:.:.==.I..C....:..:.:;:..I....:j29,.20141:29 PM 

86-36 

.,..._ _____ '\:>.A·D28 USA CIV 

SA-D23 usACivJ INsA-D28 usA CIV; I INsA-D23 usA CIV; 
r=:.u....--~:-:::SA~--:::D~28:::-I:USA CIV 

Subject: (U) UPDATED VERSION 2014_05_29- ACTION: SEEKING INPUT on strategy about specifics- PROPOSED 
response to #6 - Snowden's Claims of Voicing Concerns 

Classification: UNCLASSlFIEDHFOR OFFICIAL USE O~~LY 

This is updated withOcomments-this version is timed at 1325. 
« File: OGC Comments Email Q and A 1325.DOCX » 

Just FYSA---1 suspect you already had this conversation or know this---after speaking with nt does not appear the 
Agency would protect the content of this message in response to the pending FOIA reque'sr.---1. 

Thanks all! 

1 

@\pproved for Release by NSA on 04-27-2016, FOIA Case # 781371 



DOCID: 4294890 ,,, •. :. ( b ) ( 3 ) - P . L . 8 6- 3 6 

ATTORNEY WORK PRODUCT/Ij\l:TC:>RNEY\CLIENT 
PRIVILEGED (;OM~VNICATION 

Not to be rel~ased:lllljthout OGC approval 

From:l INsA~D23 usAcrv 
Sent: Thursday, May 29, 201412:53 PM 
Tol ~SA~D28 USA CIV 
Cc: INSA-D23 USA Civ;l INsA-D28 USA CIV;I ~SA-D23 USA CIV 
Subject: (U) 2014_05_29- ACTION: SEEKING INPUT on strategy about specifics- PROPOSED response to #6-
Snowden's Claims of Voicing/Concerns 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE Ot~LY 

OGC Answer due by 1400-

You can see in here that after working with M LTF---they have asked us to fashion a proposed response to 3 of the 
questions. Obviously we will still review all the Q and A before it goes final. 

I have put together a response in here. Obviously, we could stick with just whatDproposed and has been sent to 
the WH just a few moments ago for the 1230 Briefing. 

My draft is more specific about the inquiry raised. 
I provide the timing of the inquiry (Friday afternoon request and OGC answer on Monday) to show we were 
responsive. 
I also discuss with a bit more detail what the query was concern and that it was NOT about concerns with 
violations of law. 

Obviously getting this specific begs the question as to whether we can then still protect, at least these portions of the 
message in the pending and future FOIA requests. 

« File: OGC Comments Email Q and A.DOCX » 

IU//FOUOl -------------------------

1 
Deputy Associate GC 
Administrative Law and Ethics 
NBP1, Rm 3A-67 
Phone--NSTS: 992-3930 
O'ltside·l 

(b) (3)-P.L. 86-36 

ATTORNEY VIIORK PRODUCT I I ATTORNEY CLIENT 
PRIVILEGED COMMUNICATION 

Notto be released without OGC approval 

From: .... I ___ ___,INsA-D23 USA CIV 

2 
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Sent: Thursday, May 29, 2014J2:26PM 
To:l ~sA::~2~USACIV 
Cc:NSA-D23 USA CI~;I jNsA-D28 USA CIV 
Subject: FW: (U) 2014_05_29- ACTION: $nowden's Claims of Voicing Concerns 

Classification: UNCLASSIFIED//FOR OFFICIAL USE O~~LY 

Just FYSA---See below where Q indicates that they found itL.I ____ ___. 

I suspect OGC may have found it later as well when the OGC "All" went out.... 

Does this sound right? 

From: I fNSA~Q3lluUSA CIV 
Sent: Thursday, May 29, 2014l2:()7PM 
To: I ~NSA~D23 QSJ\CIV 
Cc:( 5A"'D23 USA CIV 
Subject: RE: (U) 2014_05_29- ACTION: Snowden's Claims of Voicing Concerns 

Classification: UNCLASSIFIEDHFOR OFFICIAL USE O~~LY 

D 
I just sen~L.--..... Imv input to the issue and I spoke toOon the phone. 

Q311 Counterintelligence Investigation~ 

FANX 2, Room A2A048, Suite 6832 

Office: 968-3373(s)~L-----~.,..., 

From~ INsA-D23 USA CIV 

Sen~: Thursday ~· y29,2014 11:34 AM 
To:_ _ NSA-Q311 USA CIV 
Cc: . SA-D23 USA CIV 
Subject: (U) 2014_05_29- ACTION: Snowden's Claims of Voicing Concerns 
Importance: High 

3 

(b) (3) -P. L. 86-36 
(b) (5) 

(b) (7) (A) 

(b) (7) (E) 

(b) (3) -P. L. 86-36 

(b) (3)-P.L. 86-36 
(b) (5) 
(b) (7) (A) 
(b) (7) (E) 



DOCID: 4294890 
Classification: UNCLASSIFIEDI-/FOR OFFICIAL USE O~JLY 

INTERNAL/DELl BERATIVE 

I 
2 Things: 

0:?) (3)-P.L. 86-36 
(b){5) 
(b) (7}(A) 
(b) (7) (E) 

1. Forwarding the below ~essage so you can see tha~ 
2. 

!have also received this. 

Thanks, 

ATTORNEY WORK PRODUCT I I ATTORNEY~UENT 
PRIVILEGED COMMUNICATION 

Not to be released withoutOGCapproval 

~ INsA-S3M2 us~c1v 

,,.(b) (3)-P.L. 86-36 

······················ ... 

Sen~: Thurs::v. May 29. 201411:25 AM / / \ 
To: [ fNSA-Q USA CIV;···DL.d_ig_taske···r(ALIAS) D; DL OOOC_Medialeaks (ALIAS) 04~ 
NSA-1 USA 1 .....__ ____ ____, 

Cc: OL OGC_Medialeaks (ALIAS) 023l !NsA-023 USA CIV; OL ssct (ALIAS) Sl; OL PAOMedia (ALIAS) ONl; 
OL Q_REGISTRY;I INSA-Q31 USA CIV 
Subject: (U) ACTION: Snowden's Claims of Voicing Concerns 
Importance: High 

[text below is duplicated in DOCID 4249209) 
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··DOCID: 4294896 
Brooks Elizabeth R NSA-DC USA CIV 

I 

From: I IN~A-SV USA CIV I 
Sent: 
To: 

Tuesday. June 03, 2014 9:22 AM I 

I NSI\.-. SV US.A. .. CIV; Brooks Elizabeth R NSA-DC USA G:IV; Ensor Leoinel K 
I 

NSA-Q USA CIV; Delong John ryl NSA-D4 USA CIV; Delong John fv1 NSA-D4 USA CIV; 
I INSA-D l.JSACI\/;S!lea Teresa H NSA-S USA CIV; Moultrie Ronald S 

NSA-S USA CIV 

DL s_exec (AUAS) s;l ll'J~~~S\fHSJI. CIV 
FW: (U) SV Email contact with Edward Snowden 

I I 

Cc: 
Subject: 
Signed By: 

Importance: High 
(b)(3)-P.L. 86-36 

Classification: TOP SECRETHSI//NOFORN 

And here's the final email trail, this one related to the third bullet in my initial email where we had an exchange with him 

in his official capacity as a system administrator. 

v/r, 

(U//FOUO) 

Chief, SID Oversight and Compliance (SV) 
Room 3W160, Suite 6476 
Secure: 966-r=-24~7~9;.,__ __ ...., 
U nclassified:~.-1 ____ __. 

Classification: TOP SEGRETh'SIN~dOI=ORt>d 

"'' '' (b)(3)-P.L. 86-36 

Below i·s·····a···.n·····e····m······a· ... i .. l··.e···xchange between SV and Edward Snowden. If we find others, we'll forward them to you ...... D 
istheSV lead for this situation. . 

Thanks, 

(UHfQUg} 

I I (b)(3)-P.L. 86-36 

Chief, SID Oversight and Compliance (SV) 
Room 3W160, Suite 64 76 
Secure: 966-2479 
Unclassified: .-1 ___;;, ___ ____, 

1 
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Er::n:: J~:J0

0~l~r;:_=4 u;,~ASVUS~~;L.I ___ ___.~SA-SV3 USA CIV;L.I ----....1 
Subject: (U) I had email contact with him [Text below is duplicated in DOCID 4294838) 
Importance: High 
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DOCID: 

From: 
Sent: 
To: 

4294900 

...__ ____ __.hsA-Q31 USA CIV 
Thursday, April 10, 201410:43 AM 
I NsA~Q311 usA Cl\f 

Subject: RE: (U) REPLY: (U) FOLLOWcUP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending 
Vanity Fair Article 

(b)(3)-P.L. 86-36 

Classification: CO~~FIDE~~TIALH~~OFOH~~ 

We have his TS NSANet email and his UNCLASSIFIED NSA.gov emaiL I 

There was also no mention of any emails or phone calls tojfrom Snowden when we spoke to IG, SV, and •• 
OGC outside of what we have already reported. • • 

I ons on 
968-4802 ( N STS) 

I ~unctass) 

*This thePriyaey A ct* 

From :I ~SA~D USA CIV 
Sent: Thursday, Apnl 10, 2014 10:11 AM 
To:l INSA-Q31 USA CIV 

(b)(3)-P.L. 86-36 
(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

Subject: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 

Classification: CONFIDEt~TIALHP~OFORN 

1 
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Thanks. I'll visit you when they put you in prison fo r talking to DoJ. 

Do we think we had a clean captu re of all of his work e-mail related high -side e-mail-to include any engagement with 
his Booz chain? Sorry, just trying to educate myself. 

a.....,..,...-.,........,.--~,........,.....,....-----11" ' .. " "" 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 2B 288090 
JWICS I 
UNCL . 
NSTS L-:9:-::-69:--5=-:0~11-:--------' 
BLACK L-1 ___ ____. 

From~ INSA~631 usA' civ 
Sent: Thursday, April 10,2014 8:39AM 
To~ INSA-D USA CIV 

''''''(b)(3)-P.L. 86-36 

Subject: RE: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 
Importance: High 

Classification: CONFIBE:fqTIALHNOFORN 

Spoke withl ~t home. She said no telephonic contact after the email. Also confirmed that Snowden 
did not reply to her response which matches with what we see in the email. 

Our review of his email did not turn up any additional emails that match the description in the article. 
truly believe we have the right one. 

I have asked DoJ to call me so we can discuss the release issue. I have heard thatllis not happy that 
I am talking to DoJ, but I am not too concerned with that right now. I will just ad~e list. 

Chief, Q31 
I ons on 

968-4802 ( N STS) 
I ~undass) 

*This ema il contains 

From~ fNsA~D l)SACIV 
Sent: Thursday, April 101 2014 7:46 AM 
To:l INSA-Q31 USA CIV 

, (b)(3)-P.L. 86-36 

Privacy Ace 

Subject: (U) REPLY: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 

Classification: CONFIDEt~TIALHP~OFORN 

Thanks so muchJ~-. _ ___, 

I ........... . 
L-:-M-:-e""':'di-a -:-Le-ak:-s~T,...as-:-k "':"Fo-rc_,e 

2 
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Nationai SeGulity Agency/Centlai Security Service 
OPS 2B 2B8090 
JWICS I 
UNCL . 
NSTS 1..::9:':':'69::--5~0:-:-11:-------' 
BLACK ._I ___ ___, 

From~ · INsA~831···usl\ C:iv 
Sent: Thursday. April 10, 20147:26 AM 
To:l INsA-D USA CIV 

(b)(3)-P.L. 86-36 

Subject: RE: (U) FOLLOW-UP: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 
Importance: High 

Classification: CONFIDENTIALHNOFOR~J 

When this issue came up prior (Gellman article) we spoke toOand she didn't recall any additional 
interaction. I will call her first thing this morning to triple check this and get back to you. 

-------------------------------- ---------
:::""(b)(3)-P.L. 86-36 

I on 
968-4802 ( N STS) 

I tunC! 

*This ema il conta ins info rmation to t he p rt\.lacy Act* 

From: SA~D USA .CIV 
Sent: Thursda~, ~I 10,2014 <;:24 AM 
To:l NSA-Q31USA CIV 
Suti]ect: (O)OLL t-l)P: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 

Classification: CONFIDE ~~TIALH~~OFOR ~~ 

(U//FOUO) Thanks again for responding to my questions last night, based on my queue this morning it doesn't look 
like providing them stimulated any action ... sigh ... where's the fire in the belly for doing the right thing! 

(U/iFOUO) One last question that woke me up last night, do you know i1 lwho received the April e-
mail from Snowden was specifically asked if she received any further correspondence? I askonly because there 
probably isn't anyone checking her e-mail queue since she is now retired. I'm just trying to be as sure as possible we've 
asked the right people and checked the right places for any potential surprises. 

Thanks, 
r-1 ----, 

L.....-___ ____.r···· ··u··· ·· 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS2B r2~B8~0~90~----, 
JWICS .... 1 ______ _. 

(b)(3)-P.L. 86-36 
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UI'IVL 

NSTS 969-5011 )(3)-P. L. 86-36 

BLACK ._I ___ ___, 

Subject: (U) UPDATE: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 

Classification: UNCLASSIFIED NFOR OFFICIAL USE Of"lLY 

(U/ff"OUBj- Here is where we stand as best I can determ ine as of the timeofthise·mail: 

1. DoJ clea rance to makeuseoftheApril20i3~-mail exchange between SnowdE;na~d OGC (Pending withD 
I ~USA an · SAVAE at DoJ HQ) 

2. Due diligence checks for any Snowden e-mails about authorities that may have been missed : 
a. ODOC - Pending, gone for the day 
b. SV- Waiting to see what they found, believe it's the exchange we already have 
c. IG - Pending, gone for the day 
d. OGC - Pending 

3. LAO CN -on hold pend ing approval of #1 above and {fall clear" on #2 
4. Engagement with Vanity Fai r editors to dispute claim by Snowden that he reported concerns (on hold pend ing 

approval of #1 above and {fall clear" on #2) 

Given that we don't have some of the information we need to t rigger action and some elements we're waiting to hear 
from are gone for the day this will need to be resumed in earnest tomorrow. Main effort in my view is to conduct a 
timely determination of our ability and confidence to challenge the assertion that Snowden reported his concerns. 

D 
1 r ........ . 
Med1a Leaks Task Force 
National Security Agency/Central Security Service 
OPS 2B 2B8090 
JWICS r-l--------, 
~~~~60-5ii1 1 

BLACK ... I ____ __. 
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qoc:t.D: 42~4900 
~~~-~-------• _ _.~NSA-UUUSACIV 

Subject: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 
(b)(3)-P.L. 86-36 

Classification: CO~~FIDE~~TIALH~~OFOR~~ 

MAY CONTAIN ATTORNEY CLIENT PRIVILEGED INFORMATION 

(U/fFOUO) After some thought and counsel I think we need greater certainty about whether or not there is/was 
additional correspondence before we stake the reputation of the Agency on a counter narrative. I am going to trigge r an 

Regards, 

I 
~,.....-:---:---"!:'"~____.r ....... . 
Media Leaks Task Force 
National Security Agency/Central Security Service 
OPS 26 ,_.26;:.:;8~09.:.:;;0~-------, 
JWICS I 
UNCL . 
NSTS a,-..,96,..,..9-""""5""'""'01,..,..1 ____ _. 

BLACK L.l ____ _. 

Subject: (U) REPLY: (U) FYSA: Snowden Allegation in Pending Vanity Fair Article 
Importance: High 

Classification: CONf i DE~~T IALh'NOfO~I\I (b)(3) 
OGA 

ODNI 

(UjjFO biO) lots have folks have jumped in to offer to help orhave started action to move forward on the option to 
release a fact to counter the anticipated cha llenge in the/ Vanity Fair article that Snowden tried to communicate his 
concerns while he was still an employee. This kind ofresponsiveness, and especially more proactive actions to 
undermine future and recurring false narratives, isthe direction in wh ich we want to take the work of the MLTF. That 
work will by necessity requi re a closer, quicker more structure engagement w ith you r organizations and others. We 
need to be synch ronized as to actions, timing and message. 

(U/fFOU O) In talking to I I at ODNI PAO who has deep experience in these matters he suggests that if we are 
prepared and cleared to release the information which refutes Snowden's claim, we should seriously consider contacting 
Vanity Fair BEFORE they publish and let them know that we pla n to immediately and publicly challenge that assertion 

5 
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AND make dear that we warned Vanity Fair that the facts are wrong. I believe we need to give this approach serious 
consideration. 

, .. , ... ... ;,; 

L.....rMII"::'ed~,a~Le~akr:"::'s..,.l ":':":as:-r:'k~F'::":or~ce 
National Security Agency/Central Security Service 
OPS2B r2~B8~0~90~------, 
JWICS I 
UNCL ~-~~------~ 
NSTS 969-5011 
BLACK L-1 ______ ____. 

From: Rogers Michael S NSA~D USA USN 
Sent: Wednesday, April OE(2014 12:57 PM 

To: I / .· /NSA-D USAOV; LedJettRichard H.· Jr NS.· A-D.· /USA CIV; Fleis.• ch. Fran .. ces·· .. ···.J·.·. NSA-D USA C:IV: De 
Rajesh NSA-D2 USA CIV; I NSA-D2 USACIV; .Bauman Ethan L NSA-DL USACIV;l INSA-DL 
USA CIV 
cc:l 
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NSA-DJ09 USA CTR 

~pproved for Release by NSA on 04-27-2016. 
F"OIA Case# 78137 

From: 
Sent: 
To: 
Cc: 

Grimes Arlene U NSA-DN USA CIV 
Thursday, April 10, 2014 11:38 AM 

I INSA-D USA CN 
DL PAOMedia (AL1AS} DN:l 

Subject: RE: (U) FOLLOW UP RE: {U}REPLY: (U) PAO REPLY: (U) UPDATE: (U) FORWARDED FOR 
FOLLOW-UP: (U) FYSA: SnowdehAitegation in Pending Vanity Fair Article 

Classification: COt~FIDEt~TIALh,t~OFOFU~ 

Many thanks for the assistance, D (b)(3)-P.L. 86-36 

Vanity Fair reports Mr. Snowden saying that he expressed his concerns in emails to NSA's attorneys and 
compl iance and oversight authorities. Despite extensive searches, supported by investigative interviews, NSA 
has not yet found anything that substantiates this claim. 

(U//FOUO) 

rlene 
Arlene U. Grimes 
NSA Public Affai rs Office Lead 
285053 
Personal: 969-7505s tL l 
PAO Office: 969-749951 I 
Blackberry/external emalfl 
After-hours media queries:~n~sa~p~a~o@~ns~a~.g~ov~ 

My dropbox (for large files 
~--------------------~~----------~ 

From: I INSA::[) ysA CIV ·<''·· < : ::· 

Sent: Thursday, April 10, 2014 11:34 AM > 
To: Grimes Arlene U NSA-DN USA CIV ·················... •••••• ...... 
Subject: RE: (U) FOLLOW UP RE: (U) REPLY: (U) PAO REPLY: (U)J.JPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) 
FYSA: Snowden Allegation in Pending Vanity Fair Article . 

Classification: CONFIDENTIALHNOFORN 

We' ll get it reviewed fo r you if you like. 

From: Grimes Arlene U NSA-DN USA CIV 
Sent: Thursday, April 10, 20~411:25 AM 
To~ INSA-D u..,.A..l....looiii..li:V __ __.;;_ __ .-;;......., 

:: :•·:::;,"(b)(3)-P.L 86-36 

Cc: DL P Nl; SA-D USA (IV; DL medialeaks_core (ALIAS) D; De Rajesh NSA-D2 
N5 -, NSA-DL USA CIV; Ensor Leoine! /K NSA-Q USA CIV; 

r-~~------,~s=A--=::Q~USA CIV; SA-D USA CIVJ fNSA-Q31 USA CIV; 
L...--------1' SA-Q3 USA CIV; Bauman Ethan L NSA-DL USA CIV 

Subject: (U) FOLLOW UP RE: (U) REPLY: (U) PAO REPLY: (U) UPDATE: (U) FORWARDED FOR FOLLOW-UP: (U) FYSA: 
Snowden Allegation in Pending Vanity Fair Article [Below text duplicated in DOC I D 4294833) 
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04-27-2016. FOIA Case # 78137 

INSA-028 USA CIV 

From: t ~SA-D23 USA CIV 
Thursday, May 29, 2014 4:08 PM 

I ·. INSA'-S3M2 usA Civ:l INsA-r-D4..:....:;:.:US~A:..::C;:.:.;Iv:.LI_---r _ ____JI 
NSA-Dl4 USA CI\d JNSA-Q USA CIV;I ~SA-D USA 
CIV L------___.1 

Sent: 
To: 

Cc: I ~SJ\-DUSf.,.;;C;;..;IV..u.;J ____ ...J,NSA-D USA CIV; DL 
ODOC_Medialeaks (AUAS}[)4l NsA~E92\USA CIV; DL medialeaks_core 
(ALIAS) D; DL ssct (AUAS) Sl 

Subject: (U) 2014_05_29 OGC to MLTF No chang~s~(U}SECONOS?.! ·- FW: (U)Your question on 
Snowden and Authorities 

Classification: TOP SECRETHSIH~~OFOR~~ 
~-l,i-~F 

(b)(3)-P.L. 86-36 

D 

I 

I concur-there are obviously lots of contacts Snowden had with folks in various organizations of NSA while he was in 
access. 

So long as the Q and A remain fashioned about correspondence regarding "his concerns" ---i.e. reporting of violations; 
questions of lawfulness, etc. .. then it seems like the planned approach will still be accurate. 

The additional interactions noted below do not change OGC inputs to #6-8. 

1 u //Feu e l---------------------------
1 I 
Deputy Associate GC 
Administrative Law and Ethics 
NBP1, Rm 3A-67 

Phone--1STS 99;-... 3····9 30 Oqts1de· J 

Best, 

ATTORNEYWORKPROPUCT //ATTORNEY CLIENT 
PRIVILEGEP.COMMUNICA.TION 

f\IOt to be releii5ed without OGC approval 

;;;:}''({>)(3)-P.L. 86-36 
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From: 
Sent: 
To: 

!NSA-028 USA CIV 

~-~""':""':""----!~SA-Q311 USA CIV 
Ih11rsdav Mav?9·., 2014. 3:13 PM I t-JSA-D23 USA CIV 

~pproved for Release by 
NSA on 04-27-2016. FOIA 
t:-ase # 78137 

Subject: RE: (U)SECONDS?!. -- FW: (U) Your question on Snowden and Authorities 

Classification: TOP SECRETHSIH~~OFOR~~ 

That's a relief, we're still good, the only emails are the one weknewabout. 

The in person contact is news to me, but again, not an actual complaint about the law or authorities (just that we use 
trick questions in our tests). 

S/ AI lcFE, CtSSP 
Q311 Counterintelligence Investigations 

Assigned to Q3 -~....1 __ ____. 
FANX 2, Room A2A048, Suite 6832 
Office: 968-3373(s)~ Jb} 

From:! INsA~D23 USACIV 
Sent: Thursday, May 2~,2014 3:07PM 
To:l INSA-Q311 USA CIV 
Subject: FW: (U) SECONDS?! -- FW: (U) Your questiorlonSnowden and Authorities 
Importance: High 

Classification: TOP SECRETh'Sifft~OFORt~ 

As we discussed 

From :I ~SA-53M2 USA CIV 

. (b)(3)-P.L. 86-36 

Sent: Thursda Ma 29,.2014 3:05 PM 
~: NsA-D4 usA crv;! ~sA-D14 usA crv) I 
UNSA-D23 USA CIV· . NSA- USA CIV;I tNSA-D USA CIV 

Cc: NSA-D USA CIV; NSA-D USA CIV; DL ODOC_Medialeaks (ALIAS) D4;1 I 
D'JSA-E92 USA CIV; DL medialeaks_core (ALIAS) D; DL ssct (ALIAS) 51 

Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities 
Importance: High r-:( B~e--:-lo-w~t-e---:xt~d-:-u-p~li~c-a~te-d:--:i~n-=o~O~C-:-:1 0~4~2~9-:'4-=a-=-a="'?) 
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From: I INSA-Q31 USA CIV 
Sent: 
To: 
Subject: 

Tuesday, March 18, 2014 9:40 AM 

I I 
FW: (U) Snowden Claims (b)(1) 

(b)(3)-P.L. 86-36 

Classification: SECRET~L-------------~' 
Both of the answers are captured in the below. The direct quote thafaddresses both of these points is all 
the way at the bottom. 

Let me know if you need anything else. 

-------------------------------- ---------
; w;(.P)(3)-P.L. 86-36 

I on 
968-4802(NSTS) 

I lunclass) 

*This ema il contains informat ion to thePr i\lacyAct* 

From:l INsP.:o2osAciv 
Sent: Tuesday, MarchJ1;2014 1:26 PM 
To: Ledgett Ric~c;~rdH Jr NSA-D US}\CIV; AlexandevKeith BGEN NSA-D USA USA" . . NSA-Q31 LJSACIV 
Cc: Ensor Leoinel K NSA-Q USA av;l INSA-Q USA OV; f';SA!3 USA ovl \. I 
I INSA-Q3 USA CIV; // fN5A-Q31 UsA CIV; Fleisch Frances NsA-b USA tiv;l• INSA-
Q liSA cw DL ddlr~sta~ (ALIAS) 5; D DIR STAFF; De Rajesh NSA-02 USA CIV; 1 1 SA-D2 USA OV; 

I NSA-D28 USA CIV 
Subject: RE: (U) Snowden Claims 

(b)(1) 

Classification: SE:CRET~L..-----------~ (b)(3)-P.L. 86-36 

The Intelligence Community Whistleblower Protection Act of 1998 and Presidential Po licy Directive PPD-19 provide a 
mechanism for both employees and contractors to report alleged wrongdoing. 

Whistleblowers can report matters of {{u rgent concern" to the NSA IG and DoD IG. 

Whistleblowers, to include cont ractors, can report matters of {{urgent concern" to the intelligence comm ittees after 
notifying the NSA IG or DoD IG of the intent to do so and obta ining direction from the IG on how to contact the 
Intelligence Committees. 

The Whistleblower statute provides an avenue to report concerns related to classified matters w ithout improperly 
disclosing classified information. 

D . (b)(3)-P.L. 86-36 

1 
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Pnnc1pai Deputy Generai Counsei 

Office of General Counsel 
OPSB2B. Room 2B8140 

L...-------~~J/963css4sfsl 

From: Ledgett Richard H Jr NSA-D USPtCIV 
Sent: Tuesday, March 11, 201412:58 PM 

>' ""'(~)(3)-P.L. 86-36 

To: Alexander Keith B GEN NSA-D U NSA-Q31 USA CIV 
Cc: Ensor LeoineiK NSA- USA CIV· NSA-Q USA CIV;""'I ...;...,;;;,;;,;,.,_ ___ ___, 

I t-JsA-Q3 USA CIV NSA-Q31 USA CIV; Fleisch Frances JrN'""'S..,_A'-"-D"'--=US=A-'--'C=I_,_.V·""J:-:.;=:-::--::~=-:=:;:'-:-1 
D USA CIV; DL ddir_staff (ALIAS) S; D DIR STAFF; De Rajesh NSA-D2 USA CIV; 
Subject: RE: (U) Snowden Claims L...---------1 

Classification: SECRET/1._ _______ __. (b)(1) 
(b)(3)-P.L. 86-36 

Sir, 

It's not the recently enacted Whistleblower Protection Act, but there are previous laws that protect contractors. Cc'ing Raj 
andl lwho can provide that info. 

v/r, 

Rick 

Rick Ledgett 
Deputy Director 

Classification: SEC~ET~L--------------1 

Rick, 
I believe there is also a Whistleblower methodology fo r contractors. 

Thanks 
GENA 

From: Ledgett Richard H Jr NSA-D USA CIV 
Sent: Tuesday, March 11, 2014 11:28 AM 

;;;;;;""''(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)-P.L. 86-36 

Do we have that? 

To: I INSA-Q31 USA CIV 
Cc: Ensor Leoinel K NSA::. .USA CIVF'-"------,. SA-Q USA CIV; I I NSA-Q3 USA CIV;L....-1 _ ___. 

I INSA-Q3 USA CIV· NSA-Q31 USA CIV; Alexander Keith B GEN NSA-.D USA USA; Fleisch Frances J 
NSA-D USACIV; N$A-D USA CIV; DL ddir_st~ff (ALIAS) S; D DIR STAFF 
Subject: RE: (U) Snowden Claims 

Classification: SECRET/IL-l ---,.----~k ~ 
(b)(1) 
(b)(3)-P.L. 86-36 

Excellent - thanks! ···.. >.\. 
2 (b)(3)-P.L. 86-36 
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vir, 

Rick 

Rick Ledgett 
Deputy Director 

Classification: SECRET~L-------------' 

Rick, 

. '''(b)(3)-P. L. 86-36 

(b)(1) 
(b)(3)-P.L. 86-36 

(U//FOUO) As requested we, ADS&CI and FBI, have conducted extensive research into the below 
statement, which Snowden has invoked on multiple occasions. This included a review of all interviews 
and case material to include all paperwork and interviews collected/conducted with contractors Dell and 
Booz Allen Hamilton. 

"I had reported these clearly problematic programs to more than ten distinct officials, none ofwhom took 
any action to address them. As an employee of a private company rather than a direct employee of the US 
government, I was not protected by US whistleblower laws, and I would not have been protected from 
retaliation and legal sanction for revealing classified information about lawbreaking in accordance with the 
recommended process." 

(:-5//REL}-Our findings are that we have found no evidence in the interviews, email, or chats reviewed 
that support his claims. Some coworkers reported discussing the Constitution with Snowden, specifically 
his interpretation of the Constitution as black and white, and others reported discussing general privacy 
issues as it relates to the Internet. Not one mentioned that Snowden mentioned a specific NSA program 
that he had a problem with. Actually, many of the people interviewed affirmed that he never complained 
about any NSA program. We also did not have any reflection that he asked anyone how he should/could 
report perceived wrongdoing. 

(U //FOUO) Please let me know if you have any additional questions. 

Thanks 

(1:1)(3)-P.L. 86-36 

I on 
968-4802 ( N STS) 

1 tuntlass) 

CIBssified By .. L-1 ___,_____,....___. 

Derived Fro1,1. ~<JSA/CSSM 1-52 

3 
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Classification: SECRET~._ ________ __, 

Classification: SEC~ETAL.....-______ __. 

Classification: 8ECRE:~L-----------~ 

(b)(1) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 

4 

Dated. 20070 1 08 
Declassify On: 2039030 I 

CIBssificd ~y:l I 
Deri'Ved From: N~A/GSS~ 1-52 

Dates: 20070108 
Declassify On: 20390301 

CIBssified By; IL.....-_ ___. 
De1·ived F10111. NSA/CSSM 1-52 

DBteel: 20070108 
Decla~sify On: 20390301 
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·~I __________ .IN_sA_.·~_o_2s_u_s_A_c_Iv ______ ~----------------------------
From: 
Sent: 
To: 

Cc: 
Subject: 

Classification: CO~~FIDE~JTI/\LJ._ ______ ____. 

We agree 100% which is something we're going to have to make sure is clearly put forward by PAO as Ed is claiming we 
were denying the existence of the email we released and that we withheld the SV correspondence, plus the media 
saying that there is only one email. So it's going to need to be crystal clear that we denied having correspondence 
containing any complaints, not that we denied having any correspondence period. 

S/ ~._ ___ ____.lcFE,ClS?P 
Q311 Counterintelligence Investigations 

Assigned to Q3 ~L-------1 
FANX 2, Room A2A048, Suite 6832 

''""(1:>)(3)-P.L. 86-36 (b)(1) 
(b)(3)-P.L. 86-36 

Office: 968-3373(s)A kb) 

L...----___,~SA-Q31 USA CIV~._~ ___ ____.rsA-Q31 USA CIV 

Classification: CO~JFIDE~JTIAL4.__ _____ ____;;;, ....... 

INTERNAL/DELIBERATIVE 

ThanksD 

This is great and was timely. 

None of these appear to me to be of the ilk he is referendtigintbe media. 

Please advise if you disagree. 

Thanks, 

D 
ATTORNEY WORK PRODUCT// ATTORNEY CLIENT 

PRIVILEGED COMMUNICATION 
Not to be released without OGC approval 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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(b)(7)(A) 
(b)(7)(E) 

(b)(3)-P.L. 86-36 



DOCID: 4294908 (b)(3)-P.L. 86-36 
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(b)(7)(A) 
(b)(7)(E) 

L--___ __.jNsA-Q31 usA civJ~.-____ ____.INsA-Q31 usA civ; 
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DOCID: 4294909 

NSA-028 USA CIV 

From: I INsA-Q311 usA crv 
Sent: 
To: 

Ib,,(<;dav Mav 29, .2014 2:57 PM 

I IN~A-D23USA CIV 
Subject: FW: (U) Emails with QIG, OGC, SV, Q 

Classification: CQfqFIDEfqTIAttJL------______,_,J 

S/ ~ ~H;UOSSP 
Q311 Counterintelligence Investigations 

Assigned to Q3 ~'--------' 
FANX 2, Room A2A048, Suite 6832 
Office: 968-3373(s)j jbJ 

From:l IN5A~Q3l; l)SACI\f 
Sent: I hursday, May29,20149:54AMr'----------., 
To:l ~NSA~Q3l2USA CIV;I lNSA-Q312 USA CIV 
Cc:. INSA-Q311 USA CIV 
Subject: (U) Emails with OIG, OGC, SV, Q 

Classification: GO~~FI DE~~TIAL~._ ______ ______. 

Just FYI, 

(b)(1) 
(b)(3)-P.L. 86-36 

_;;;;;;;, (b)(3)-P. L. 86-36 

(b)(1) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

(UHFOt:JO) Since there was only one concrete thing to come out of the interview, I searched againfor email <;:ontact 
with Office of the Inspector General (D1), Office of General Counsel (D2), SID Oversfght and Compliance (SV), and 
Security (Q and FHQ). Here's the results. Nothing new, but I'm sure there will be questions about it: 

Office of the Inspector General: No documents 

Office of General Counsel: 7 documents 
5 emails were withl !regarding the ability to open certain documents. Strictlya technical 

trouble shooting email thread 
1 email about "FAA for 9 August 2012" regarding a document that was TS/ /SI 

1 email generated through the OGC web form aboutquestions for OGC. On 5 April 2013, Snowden asked about 
a slide in the USSID 18 training program (OVSC1800)that listed United States legal authorities (Constitution 
at the top, office policies at the bottom). Snowden argued that Federal statutes should not be on the same 
level as (i.e. equivalent to) Executive Orders. Snowden also.asked which has greater precedence, ODNI or 
DOD regulations (also listed on the same line). On 8 April 2013J ~esponded that E.O.s have the 
"force and effect of laws" but cannot override federal statute. DOD/ODNI conflicts would be settled by date 
of issuance and subject matter. It should be noted this is four monthsafter contacting Glenn Greenwald 
(according to Greenwald) and three months after contacting Laura Poitras (according to Poitras and 
Greenwald). So this email is not evidence that he tried to raise concerns about NSA procedures through 
official channels before turning to the media. 

1 (b)(3)-P.L. 86-36 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 4294909 
(b)(1) 
(b)(3)-P.L. 86-36 

SID Oversight and Compliance: 19 documents 

17 emails dealt with the trouble ticket regarding opening certain documents (the 5 emails involving OGC). 

1 email about "FAA for 9 August 2012" regarding thec=Jdocument (same thread as the one involving OGC). 

1 email about 5 April 2013 the OGC web form submission. OGC contacted SV to get their input. 

Security: 31 documents 

Mostly blast emails froml kothe HSOC_AII alias, to which he belonged. 

1 thread about his partner being invited toth~6th annual pole-dancing competition in China ~L-.--------1 
rep I ied and counseled against them go i n~~.;:;.;o r;....:s:..:e~nd.;:;.;i.:..:.ng~a n:..:.Jy"-..:m.:..:.o.;:;.;n:..:..;e::.Ly.J..:..) ·--------,~r-----'-----, 

1 thread about getting his supervisor read irl ··. ~ )responded). 
1 thread forrre::::::::JaskLng§nowden to call about a CAC issue Snovv:den was having. 

(UtfFOUO) 

Special Agent 
Assigned to 03 ~ I 
FANX 2, Room A2A048. Suite 6832 
Direct: 968-3374(s1 !b} 
Office: ~68-5441 csi) [b} 
DropBo~ 

~-----------~ 

"This email contains information subject to the Privacy Act." 

Classification. COt'\IFIDEt~TIALL-J ______ _____. 

Classification. COt'\IFIDEt'\ITIAL/~L-.------------~ 

(b)(1) 
(b)(3)-P.L. 86-36 

2 

'"''"'"(1:!)(3)-P.L. 86-36 

Classified By: t 
Derived Frol'fl: ~~SA/CSSM 1 52 

Dated: 200701 08 
Declassify On: 20390501 

Classified By: 1~.--_ _____. 
Derived Fr011 1. t~SA/CSSM 1-52 

Dated. 200701 08 
Deelassify On: 20390501 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 



DOCID: 4294920 

From: I ~SA-Q31 USA CIV 
Sent: 
To: 
Subject: 

WPrlnPc;ri;:!V Aorj! p9,····.··2 .. 014 .. 1· .. :01 PM I JNsA-IUSA cw 
RE: (U) REPLY: (U) FYSA:Snowden Allegation in Pending Vanity Fair Article 

Classification: COt~FIDE~qfiALHNOFOR~J 

FYI, I have already asked DoJ if this is going to be an issue, waiting to hearback. 

---------------------T------------------

Chief, Q31 
I ons 

968-4802 ( N STS) 

I t uneless) 

*This the Privacy Act* 

F;~.J lf-J5A.=o "u5P.-C:iv // >/ // ••• ·/ / / / / //.. • •·•· 

Sent: Wednesday, April 09, 2014 12:59 P~ > / • •.. /// // i/i • •.• .. • 
To: Rogers MichaelS NSA-D USA~SN;LedgettR_ict"la:rf:IHJr NS}\.,D USA CIV;FI~isch F,r~nces JNSND USA CIV; De 
Rajesh NSA-D2 USA CIVJ / / / / /~?A-.02 USA 9V; BaumanEthaQ.L NSA,;{)L USACIV;I ~SA-DL 
USA CIV . . . . · · 

Classification: CONFIDE~JTIAL/.f~JOFOR~J 

Understood sir. Will plan and execute accordingly, 

Thank you 

F .......... .. 
":-lM~ed~ia-:-L~ea~ks"""i'T~as~k ~Fo~rce 
National Security Agency/Central Secutlty Service 
OPS 2B ;;;.:2B;;;,;;;8.;;;.;;09;,.::.0 ___ ....., 
JWICS I 
UNCL . 
NSTS ~96":':'9-~50~1 ~1 --""":""-' 

BLACK IL...-------1 

From: Rogers Michael S NSA-D USA USN 
Sent: Wednesday, April 09, 2014 12:57 PM 
To:l INSA-D USA CIV; Ledrtt Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D USA CIV; De 
Rajesh NSA-D2 USA CIV; I NSA-D2 USA CIV; Bauman Ethan L NSA-DL USA CIV; I INSA-DL 
USA CIV 

1 
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Non - Responsive 

DOCID: 4294921 

From:l INSAc023 CIV 
Sent: Thursday, May :29, 20143 :2Z 

T~o: )NSA ... · .. ·p28 US.A··.Cl·V··· •• Cc·_ t'JSA-028 USACIV L_ ___ ,___...,----'-;;.__;;.__ __ ----, 

L--____ __.f>j . ~Sf\-p28l}S~ 
SIJbject: (U)2014_05_~ rsv~.maHsno.tbehmrE! 

SA-023 

· ; {U) Your question on Snowden and 
Authorities 
Importance: 

Classification: TOP SECRET/ISIHPJOFOR~d 
(b)(3)-P.L. 86-36 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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person meeting about 

tol lwou ld 

'·•" ''"o:"(b)(3)-P. L. 86-36 



D~iD: 4~~-·~~----------------------------~ 





DOrTn • .4?Q4Q?1 



DOCID: 4294921 

! NsA~DJ4 USA ClV 

~-~-~~SA~E63 
Thursday, AprillO, 2014 11:00 AM 

I NSA-5¥ USA CfV 
I ~SA-SV43 USA C!V 

From: 
Sent: 
To: 
Cc: 
Subject: Information Rega rd ing My Contact w/Leaker in 2013 

Importance: 
' -' .. :::: ~::;;:: ~ ::!: ~'','. > •• 

EDHFOR OFFICtAL USE ONLY 
(b)(3)-P.L. 86-36 

86-36 

From: 
Se • .....,_----.--,..........,,..........,.._.~ 

To:t--------"-"""'f' 
Cc: 
Su6~Je<>.::J:";"j"fT''"""Trn;r,::;;:;~t" 
Importance: 

(Text below duplicated in DOC I D 4294841) 



) L.l __ ___,ji Ettla:i.I in June 2e13 , him contact with 

-- ~Qri g:'nal Messaee--
.. L I Ns;~syH usA . nv 

Sent; Mon~ av. J une 101. 2013 9 .~15 .AM 

To: 11-------......l..llil~SA"". SV21 USA CIV 
Cc • . JNSA,.SV21/ USA CIV 
Subject : ( U) FW: Comments ff'om the D.2 General Email Us Form of 4 

Classification: UNCLASSIFIED//F8F! 9FFIEIAL t:JSE SPllY 

received Ed Snowden s , sent to us from the Office for 
D2. 

D 
(UI/·Fe~ I . . . I 
SID Oversight & Compliance 
Access 



DOCID: 4294921 
Team Alias: DL 

1 Room 3W145 
/(b)(3)-P.L. 86-36 

Email fr om OGC to SV Training 

from the D2 General Counsel Us Form 

Classification : UNCLASSIFIED/{F9R OFFICIAL l:ISE OPiLY 

OGC received the question be low I believe this should 
gone your org instead . this? 

Office Manager Counsels Office of General Counsel ) 963-
I IOPS2B 

(UI/FOI:JO) 

The leaker email to OGC alias 

.ic. 

Form 

Below text duplicated in DOCID 
272127 



- - ---Original Message- -
From :l INsA-021 USA CIV 

'"''(1:1)(3)-P.L. 86-36 

Sent: t~onday, April 08J 2013 1 :37 PM 
To : Snowden Edward J NSA- FHV USA CTR r--------, 
cc :1 I NSA-SV2 1JSA crv; I I NsA-SV21 USA crv; I h-JsA-
D21 usA crv; I NSA-D2 usA crv; j INsA-SV21 L.u_s_A_c_r_v ___ ___,J 

Subject: RE: (U) Question for OGC re OVSC1800 Course Content FW: Comments from the 02 
Form 

[Below text duplicated in DOCID 4272127) 



I OCID: 4294921 



norTn • .4?Q4Q?1 



DOCID: 4294921 ''(b)(3)-P.L. 86-36 

From: 
Sent: 
To: 

Importance: 

[ext below duplicated in DOCID 4294838 though the final non responsive pages) 



nnrTn • . .4? 0 . .4 Q?1 



nnrTn • . .4? 0 . .4 Q?1 





DQ~I-D: 4294-92 



aeer~~94~r-------------------------------~ 



~er~~94~r-----------------------------~ 



oe-:cn-: 4-2-~-~1---------------------, 
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- Responsive 
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- Responsive 
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- Responsive 
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... DOCID: 4294937 
Brooks Elizabeth R NSA-DC USA CIV 

~pproved for Release by NSA on 
~4-27 -2016. FOIA Case # 78137 

L...-___ ..... INSA-SV USA CIV I From: 
Sent: Tuesday, June 03, 201-19:21 AM 1 

I Ns,A.-SV USACIV; Brooks Elizabeth R NSA-DC USA (IV; Ensor Leoinel K 
I 

To: 
NSA-Q USA CIV; Delong)ohri MNSA-D4 USA CIV; Delong John M NSA-D4 USA CIV; 

. . I 

I Ns,A-D LJSA(IV; Shea Teresa H NSA-S USA CIV; Moultrie Ronald S 

Cc: 
Subject: 

Importance: 

NSA-S USA CIV 

DL s_exec (AUAS) s;l 1Ns.A~svu$~CI\' . 
FW: (U) Information Regarding My Contactw/keaker inApril 2013 

High 

Classification: UNCLASSIFIEDNFOR OFFICIAL USE ONLY 

(b)(3)-P.L. 86-36 

Per previous email, here's the email trail where Ms.Osummarized her experiences related to Snowden. 

(U/IFOUW 

I 
Chief, SID Oversight and Compliance (SV) 
Room 3W160, Suite 6476 
Secure: 966r:-2:....:4..:..7:::...9 ----, 
U nclassifiec4._ ____ ____. 

From :I INSA-SV2UUSACIV 
Sent: I hursday, Apni io, 201411:QQUAM 
To:l INSNSVUSA CIV 
cc:l ~ NsA~sv4 usP.civ 

; ~; ~ ~ : ';'. 

(b)(3)-P.L. 86-36 

Subject: FW: (U) Information Regarding My Contact w/Leaker:r~in~A~p~r.;..;.il..;;;.20.;;.;1;;..;;;3~-=-----=-=-----=--=-=--==--=-=-=~-=-=~=-=-~ 
Importance: High (Below text duplicated in DOC I D 4294921) 
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' Befr:CB-:-4--2 94-9:+--~------------------~-------, 



I 
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I 
I 
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DOCID: 429502·4 

!NsA-D28 usAU(:IV 

~pproved for Release by NSA 
pn 04-27-2016. FOIA Case # 
~8137 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

L....-___ _.INSA~D23mUSACIV (b)(3)-P.L. 86-36 

Friday, May 30, 2014 5:4~ Pf\/1 
I INSA-D2? l)SACIV 

I IN - v:l INSA-D28 us~u~IV 
2014_05_30 FYSA---(U finL-:d~in_g_s ---...J (b)(3)-P.L. 86-36 

(b)(?)( A) 
(b)(7)(E) 

Classification: (30NFI6E~~TIAL~ 
INTERNAL/D~UBERATIVE L....-----------1 

(b)(1) 
(b)(3)-P.L. 86-36 

I I 

It appears he is now claiming we were denying the existence of the email we released and that we withheld SV 
correspondence. In addition, apparently some media outlets may be a bit confused saying that there is only one email 
total. So PAO, if engaged and if appropriate, may work to highlight that NSA has previously denied having 
correspondence containing any complaints; NSA does not deny the existence his correspondence . 

... ::;,•"(b)(3)-P.L. 86-36 

ATTORNEY WORK PRODUCT// A TTORNEYC._;~~; > •••· 

PRIVILEGED COMMUI\liCATION / 
Not to be released without pee approval 

Best, 

D 

L...-___ ___.INSA-Q31 USA CIV; L-1 ____ ___.fNSA-Q31 USA CIV; 

iridings ._ _______ __, (Text below duplicated in DOCID 4294835 pages 2 & 3) 



e£~~950~--------------------------------~ 
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DOCID: 429502·4 

From: 
Sent: 
To: 
Cc: 
Subject: 

/''(1:1)(3)-P.L. 86-36 

L..--__ ____.INSA-Q311 USA CIV 
Friday, May 30, 2014 8:22 AM 

(b)(3)-P.L. 86-36 
(b)(7)(A) 
(b)(7)(E) 

I INSA-023 USA CIVr--___ ...., 
I fJSA-Q312USACiv:l INsA-Q31 usA CIV 

I I 
(Below text duplicated in DOC I D 4294494) 



e£~~950~--------------------------------~ 



~rn: 4~~~~----------------------------~ 



~&~B: 429~9~~------------------------------~ 



DOCID: 4295027 

I 

From: 
Sent: 
To: 
Subject: 

lNSA-028 USA CIV 

~~----_.jNSA-S3M2 USA CIV 
Priday, May 30, 2014 8:17 AM 

I ·. INsA-D25 usA Civ:I...__ ___ ..... INsA-D usA CIV 
RE: (U) Joe~~-question #1 

Classification: TOP SECRETHSIH~~OFORN 

Done! 

Rgds, 

I ~ 
Media Leaks Task Force 
OPS 28, 288090 
969-5009 (s) 

I l(u) 

Classification:TOP SECRETHSih'~dOF"O~~J 

D 
I recommended we drop the word 11ethics" and replace with 11policies" for Question #1. 

There is no annual 11ethics" training requirement for every employee---specific annual ethics training is required for 
certain employees (mostly those dealing in contracts) and Seniors. In addition, I/ ethics" issues are often about use of 
government resources and the like ... not typically violations of the 41

h Amendment type concerns ... It seems 
11What is the training and awareness provided to gov't and contractor employees about reporting activities they perceive 
to be inconsistent with law or eti::He5 policies. 

Cheers, 

D 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 
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Subject: (U) SECONDS?! -- FW: (U) Your question on Snowden and Authorities . . 
Importance: High Below text duplicated 1n DOC I D 4294887) 







I 

1 

I 

(b)(3)-P.L. 86-36 

From: Vines, Vanee M 
Sent: 
To: 
Subject: 

Thursday, M:~29, 2014 10:44PM 
I lnsapao 

Re: REPLY: F LLOW-UP: 

Sigh. I explained that several times - to HuffPost and NBC's Matt Cole in particular. 

Original Message ----r--------------------------------, 
From: Michael G Birmingham) 
Sent: Thursday, May 29, 20lr.4~1~0r.:,4~0~PMn---~----------~~~~ 
To: Vines, Vanee M; nsapao 
Subject: Re: REPLY: FOLLOW-UP: 

Vanee' 

"(b)(J) 
OGA ODNI 

t(b)(3)-P.L. 86-36 

Both Strobel's article and 
communication and not just 
Best, Mike 

Gellman's Q+A allow Sno~den :t:? misapply your quote tb mean all 
the communication with colleagues as/it w<Js intended. 

Original Mes __ .s·al~e 
From: Vines, Vanee M __ 
S t Th d M ..&...---------------"---------___. en urs ay, ay '::J, LI:1.L'I- .11:1: Ll:1 1-'1•1 

To: Robert Litt; I // 

I Green Miller, Marci L I / 

// _/ 

cc: 1 // / 

I UL 1""1-\UI•It:Uldl / 

/ 

_/ __ / _/ \ 
IDe, Rajesh 1 I\. ·-... __ \\ \\ I 
_/ I .\ 

\\\\\ // !Grimes, Arlene u 
1 uL I'lL' 17 core 1 

_/ ·- .. _ 11 
• 

I 

II i~ \\ IONI-Media;l ·--. 

!Richards, R~becca J I 
• SubJect. Re. REPLY. FOLLOW-UP. 

W Strobel and other beat reporters are seeing through the baloney. I'm not a fan of his 
ending, but the lead graf is spot on. This: 

NSA, Snowden clash over 2013 internal email release Thu, May 29 21:21 PM EDT (b)(6) 

By Warren Strobel 

• I 

WASHINGTON (Reuters) - An email exchange released on Thursday shows Edward Snowden questioned 
the u.s. National Security Agency's legal training programs, but provides no evidence the 
former contractor complained internally about vast NSA surveillance programs that he later 
leaked to the media. 

Snowden responded in an email to the Washington Post that the release by U.S. officials "is 
incomplete." 

The release of the April 2013 emails between Snowden and the NSA's legal office is the latest 
round in a battle between Snowden, who casts himself as a crusading whistleblower, and U.S. 
security officials, who say he failed to report his concerns to superiors before acting. 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 

I 



DOCID: 4295·0 31 
In an interview with N~C News on Wednesday, Snowden said he had raised alarms at multiple 
levels about the NSA's broad collection of phone, email and Internet connections. 

"I have raised the complaints not just officially in writing through email to these offices 
and these individuals but to my supervisors, to my colleagues, in more than one office," 
Snowden told the network. 

"Many, many of these individuals were shocked by these programs," Snowden said, adding that 
he was advised: "If you say something about this, they're going to destroy you." 

The emails were first released by the office of Democratic Senator Dianne Feinstein, 
chairwoman of the Senate Intelligence Committee. 

In a statement, the NSA said: "The e-mail did not raise allegations or concerns about 
wrongdoing or abuse, but posed a legal question that the Office of General Counsel 
addressed." 

"There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims," it 
said. 

Snowden told the Post there were other emails "and not just on this topic. I'm glad they've 
shown they have access to records they claimed just a few months ago did not exist, and I 
hope we'll see the rest of them very soon." The email exchange appears to be the first 
internal communication by Snowden, while he was working for the NSA, to be released publicly. 

'INCOMPLETE LEAK' 

In an April 5, 2013, email to the NSA's Office of General Counsel, Snowden questioned the 
contents of a mandatory legal training course. 

The course, he wrote, cited the U.S. Constitution as the nation's top legal authority, 
followed by "Federal Statutes/Presidential Executive Orders (EO)." 

"I'm not entirely certain, but this does not seem correct, as it seems to imply Executive 
Orders have the same precedence as law," Snowden wrote. "Could you please clarify? Thank you 
very much, Ed." 

An unidentified official in the General Counsel's office wrote back three days later that 
executive orders, issued by a U.S. president, "have 'the force and effect of law.' That said, 
you are correct that E.O.s cannot override a statute." 

Asked by the Post on Thursday if he had been was wrong in saying he reached out to many 
colleagues and supervisors to express his concerns, Snowden replied: "No, not at all. 

"The bottom line is that even though I knew the system was designed to reject concerns 
raised, I showed numerous colleagues direct evidence of programs that those colleagues 
considered unconstitutional or otherwise concerning. Today's strangely tailored and 
incomplete leak only shows the NSA feels it has something to hide." 
# 

Original Me~s~sa~g~e~---------------------------~ 
From: Robert Littl 1-
Sent: Thursday, May 29, 2014 09:02 PM 

(b)(3) 
OGA ODNI 

2 



(b)(3),P.L. 86-36 

4295031 

Vines, 
DNI-

Of course the format of written questions precludes any meaningful foUowup. 

----- Or1ginal Message ----- /fp)(3)-P.L. 86-36 

From: Hayden, Caitlin I I 
Sent: Thursdav Mav 29 2014 08:57 PMEastern Standard Time 
To: I H \// 

Cc: Evans Stuart I I ./ \ \. \ \ 

········ ... // \ \\ \\ I 

- >/ \ \ \ \. 

\\ ./ tBeae:hlev Sina\ 
I DNT.,.Media ~I .. / ······· ... ···· ... \ I 

I / ··········· ... ········ ... 
\ Robert Litt 

SubJect: RE: REPLY: FOLLOW-UP: 

It figures he'd say that. 

-----1ciein:J Me:sae:-----
~:~~~ fnurs av rav9 2814 8:41 ~M 
To: I !Hayden, Caitlin; I / 
Cc: Evans Stuart· I / / I 

I ./ ./ ./ ./ i 

~--------------~~~~ 1 I Robert Li tt 
pNr -Medla ;\1 //// // // / 

Subject: Re: REPLY: FOLLOW-UP: 

. '(b)(3) 
QGA 

ODNI 

I 

\\ 

(b)(3) 
OGA 

\\ 

ODNI 

I 

I 

www. washingtonpost. com/world/national- security /edward-snowoen- responds -to- release-of .. -.. e-mail­
by-us-officials/2014/05/29/95137elc-e781-11e37af<::6-aldd9407abcf_story.Qtml 

""':::.:'''{b)(3)-P.L. 86-36 

I 
/I 

I 

J,__ ____________ ,-~/_De1/ Rajesh 1...... '"'-----------,.'"'--------____,.........,'"'--'"'-----'"'------'"'----_. 

I .f < 

I 

Cc: Evans, Stuart! 
PAOMedia1 

JGrimes, Arlene U.l .. / I DL 
1 Dl. ML TF _coreJ / \ I/ I 
/ ,> / 1 !Vines, Vanee M 

~----------------~/--~./--/./------------~,/~1[ / ./ .I 
Ji ./ r Beaghley/\, Sina ./ // 

ILJNI-Media; I \ / 
~--------------~~~~~:.....~ I.__ ____________ __.IRichards, Rebecca J 1 !Robert Litt 

Subject: RE: REPLY: FOLLOW-UP: .__ ____________ ____. 

3 
(b)(3) 
OGA 

ODNI 
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All, 

I have sent the below to the press who have contacted NSA PAO today. We will continue to 
provide this language to any other outlets that request our response. 

NSA has now explained that they have found one email inquiry by Edward Snowden to the office 
of General Counsel asking for an explanation of some material that was in a training course 
he had just completed. The e-mail did not raise allegations or concerns about wrongdoing or 
abuse, but posed a legal question that the Office of General Counsel addressed. There was not 
additional follow-up noted. The e-mail will be released later today. 

There are numerous avenues that Mr. Snowden could have used to raise other concerns or 
whistleblower allegations. We have searched for additional indications of outreach from him 
in those areas and to date have not discovered any engagements related to his claims. 

### 

Marci 

-----Original Message----­
From: Green Miller, Marci l 
Sent: Thursday, May 29, 2014 

1{b)(3) 
QGA 

To: 'Hayden, Caitlin'.; De, Rajesh; 
~~~~~~~~~~~~~--~~----~--~---, Cc: Evans, Stuart;~~~~~~~~~~~~ 

I am launching now to those that askeQ. ahd Cole" from NBC. 

-----Original Message----­
From: Hayden, Caitlin [mailtoJ 
Sent: Thursday, May 29,. 2014 -1-1""2-:-: 4'71'TJ'8_P,t~~r\'f,........--.............. .....,.. .............. ..,.....,.....____. 
To: Green Miller, Marci,L; De, Rajesh\; · .. ~....... \./ 
Cc: Evans, Stuart;.·/Grimes Arlene U · DL4:"'ll'A"~'~p:nM~e':rd· ... ~l ... ·"::"a-:-;..,b~LI""""1MmLr""f,.,F ... _-:c·::-:.o::-::r::-:e:"":;"T·.'-----..J-----......_-, 

,_ _______ ....... !1 ! • --'-·-l!ines, Vanee Mj I . I ·1 
[ l;>seaghley , Sirra; 'DNI-med/ia@dni.gov' ;L.....,.. .............. ---1 

~-:--:-~~~~~"':'"':"":"~:-:·~IRichards, Rebecca ~; 1 I 
Subject: RE: REPLY: FOLLOW-UP: 

Great. Let me know when you've launched~ Thanks! -CH 

-----Original Messag:e-----
From: Green Miller, Marci t.,_l __ ,....,....,......,.,..,..... ....... _____ __. 
Sent: Thursday, May29,/2014 
To: Hayden, Caitlin; .De, Raj esh L---------------r--.1-------------"----. 
Cc: Evans. Stuart·! Grimes, Arlene U; DL PAOMedia; DL MLTF core; 

I . l I Vines, Vanee M; Combs~,;-liT:ltr:ri.l~artimi"··.""f\=-.\:;;----;:::::=~-..... 
I l.,_l __________________ ..........,.h\'Beashley , Sina; 'DNI-media@dni.gov' ;I 
I I Richards, Rebecca J; J ····... l L.. ------' 

Subject: RE: REPLY: FOLLOW-UP: · · 

Thanks. On it now. 
(b)(6) 

4 
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(b)(6) 

Marci 

-----Original Message-~-------------------------~--~--~~~ 
From: Hayden, CaitlinJ 
Sent: Thursday, May 2~-.-2~e~1~4~l~L~:~44~P~M~--~~~--------~~ 
To: De, Rajesh; Green MillerrMarci h; 
Cc: Evans, Stuart; Grimes ArleneD· DL 

-----Original Message----- M~ 
From: Hayden, Caitlin 
Sent: Thursday, May 29, 2014 1?~43 PM 

(b)(3) 
OGA ODNI 

ibJ(3)-P.L. 86-36 

(b)(3) 
OGA 

ODNI 

(b)(5) 

86-36 

To: Rajesh'; Green Miller, Marci L;.'=-:--=-:-=-:-..-----:~"":"":"":"=-------tr----------'----------...-, 
r----~-...~....r.......~;.;IL.I;IJ..L::~..........::a...L.LI.I;;I.L;J....... Grimes Arlene U · DL 

Subject: RE: REPLY: 

-----Original Me~s~sa~g~e~---------------------, 
From: De, Rajesh~l --~~~~~~~~~ 
Sent: Thursday, May 29, 2014 12:32 PM ~--------------------------------, 

To: Hayden, Caitlin; Green Miller, Marc:i L;L..~---------------------------------' 

5 
(b)(3)-P.L. 86-36 

(b)(5) 

\\\ 



Ok with me, thx · · · ··~i&,J~3~-p.L .. 86-36 

Mess age -r------_-__ .__ _________________________ .___..,;-........ .., 

.... , 
::'(b)(3) 

OGA 

ODNI 

~....--____, _ _..... ___ ,....-· o....,: .... r__.:p~dia@dni. g/' ;._I ___ __, 

-----Original Message--- r-__ .__ _ _....___, 

From: De, Rajesh [mailto~l ~~~~=---=~ 
Sent: Thursday, May 49, 2014i12:24 PM 
To: Green Miller, Marci.~rl [H~yd~n, Cait1in;l._

7
_.,_ _____ o:~.... ___ , 

cc: Grimes "'lA~r~I~e:-:::n:-:::e-no-:-.-,o~cr-""1p'r'lA!"l"oono::Mdedia···;···· ·D·····L ML TF~~l'· aUict;.l;-=-.·.,.•'1~....--__ ...._ ___ l---,---_J 
Vines, Vanee M; l I 

(b)(5) 

(b)(6) 

t-----------'----, Beaghley Sin a; 'DNI-.media@dni. gov' ;I 
Jj ·1 I ...._ __ ___. 

Subject: RE: REPLY: 

Just seeing this thread. I would modify a little (below). Also, our leg folks just heard 
from Grannis that Sen Feinstein is releasing the email - I don't know if that is confirmed or 
if Jay needs to be aware of that before the briefing .. 

--Did Snowden raise concerns with NSA as he said he did? 

We have found one email inquiry by Edward Snowden to the office of General Counsel asking for 
an explanation of some material that was in a training course he had just completed. The 
question was received and an answer was provided to Mr. Snowden. There was not additional 
follow-up noted. There are numerous avenues that Mr. Snowden could have used to raise other 
concerns or whistleblower allegations. We have searched for additional indications of 
outreach from him in those areas and to date have not discovered any engagements related to 
his claims. 

--How do you plan to respond to the FOIA request? 

We received the request from NBC and are following normal procedures for processing the 
request. 

Rajesh De 
General Counsel 
National Security Agency 
9800 Savage Road, Suite 6250 
Fort George G. Meade, MD 20755 

6 
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Phone: .,_l ____ ~ltu963-"5548 {secure) 
Email: 1 kul I 

-----Original Message----­
From: Green Miller, Marci L 
Sent: Thursday, May 29, 2~1412:2el>M 

;'lbH3)-P.L. 86-36 

To: I I'Hayden, Cai tlin';j I 1 

I 
cc: Evans, stuarttlGrim· .. es: Arlene u:' Dl PtC»>~~ ... ~. ~ ... : .. :.· .. ··e· .... ~ .... n. :~ T~ -.,.·· .. c.rl·.o .......... r ........ e .... :......._ _____ ...,1 ____ ___. 

[ lj _ _ i Beaghley , Sj na · 'DNI -medj a@dnj "?· .. v' ;J 
···· ..... flchards, ebecca; De, Rajesh;l J ~....-___ __. 

SubJect: RE: REPLY: FOLLOW-UP: · 

Below was approved by our GC. 
(b)(6) 

--Did Snowden raise concerns with NSA as he said he did? 

We have found a single instance of one email inquiry by Edward Snowden to the offic;e of 
General Counsel asking for an explanation of some .material that .was in a training course he 
had just completed. The question was received and ananswer was provided to Mr. Snowden. 
There was not additional follow-up noted. There are numerous avenues that Mr. Snowden could 
have used to raise other concerns or whistleblower allegations. We have searched for 
evidence of outreach from him in those areas and have not discovered any engagements \.related 
to his claims. 

--How do you plan to respond to the FOIA request? 

We received the request from NBC and are following normal procedures for processing the 
request. 

~----Original Message-----
From:! I 
Sent: Thursday, May 29! 2014 11:41 AM 
To: 'Hayden, Caitlin';~------------.....1 

.(b)(3) 
OGA 

ODNI 

Cc: Evans, Stuart; Grimes Arlene o·<ot DLML TF _cro:..:.r....;;e;..~; ..... IL....-______ r--__ ____,. 

L----------,JLr-----=------__......._....:.u; es., Vanee M; I I r------, 

T--------J-L_--r:::""I"""""T"""-,....---:=:--r-~~~ Beaghley , Sina; 'DNI-media@dni.gol/v' ;.~1 __._ __ ___. 
s, Rebecca De, Rajesh; L..l _________ ___,_._ 

REPLY: 

OGC provided a draft response to our PAOfor consideration. 

Deputy General Counsel 
Litigation and Management 
National Security Agency 

I 
963-0235 direct, 963-5548 (main line) 

-----Original Message-~-~-~-~-~--------------~ 
From: Hayden, Caitlinl 
Sent: Thursday, May 2~~-,~2~e~ir4~1~1~:~2~1~A~Mr-----------~ 

7 

''• .: :: : :::,~l ); 

(b)(3)-P.L. 86-36 

(b)(6) 



Arlene 

Subject: RE: REPLY: FOLLOW-UP: 

Thanks much! (b)(6) 

-----Original Message----­
From:L-1.,.,....-...,.....-~~~~~~~~~.....,..--__.1 
Sent: Thursday, May 29, 2014 11:20AM 
To: Hayden, Caitlin 
Cc: Evans Stuart· Grimes Arleneu· DL 

Caitlin, 

: ·(b)(3) 

OGA 

ODNI 
.... >: '(b)(3)-P.L. 86-36 

Sina; 'DNI­
Rajesh; 

(U//FO~O) Got it, Arlene's team is on point and working to do the coordination and get 
you the responsive information. 

(b)(3)-P.L. 86-36 

-----Original Message~--~~----------------~----------~ 
From: Hayden, CaitlinL----------------------~--------~~ 
Sent: Thursday, May 29, 2014 11:02 AM 

To: De, Rajesh; ~~--~------~----~--------~~--~~ 
Cc: Evans Stuart· r=-G.:..r:.:im.::..;e::.:s:...&.....:..:.:..=~....:::..z......::;.~'-'1 DL MLTF 

, Sina; 'DNI-media@dni.gov'; 

::"(b)(3) 
. OGA 

ODNI 

Subject: Re: FOLLOW-UP: L-------------------------------------------------~ 

(b)(6) 

8 

(b)(5) 
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I 

Raj: This is still an active discussion.! 

(~)(3)-P .C. 60-30 

Original Messa:e 
From: De, Rajesh I _ 
Sent: Thursday, ~~a~y~~9-.~2~e~1~4~e~8~:~4~0~AM~ 
To : f-1 .;,;,;,;,;;;..;.,;;;,;;;;..;;;,-.......;,;,;;;,.......::=.:~:-=:...=...:......;;:;""-'-..:..;:..,...;,.::.o'"""------,[Hayden, 

I I 
1\ .. 

Cc: Evans, Stuart; Grimes, Arlene Dl IOL PAOMed i ~ lm. 
.... ············· 

II / I Vines, Vanee M 
1 

I / • l 
Beaghley , Sin a; 'DNI -Media(aldni. gov' <DNI -Media@dni.govr>..~.:..~.l_..,.._i ____ 1_~------___..JI 

a..,...,..,.,.,..,...,.,.,..,......,.,..,..,......,..,.....T"''!'''T"'T'......,..----....11 Richards, Rebecca\] IL..O-__,.___ii ____ __.l 
::.UOJect: Ke: FOLLOW-UP: 

Ok. I seem to be the only one who thinks we should do something, so I will back off if 
everyone else disagrees. 

Original Mesrs;:,:;a::.r:g..:.e...._ __________ __, 

'(b)(3) 
OGA 

ODNI 

From: Robert Li tt L,J ~~~~""""!"'~~~----.... 
Sent: Thursday, May 29~,:2~0.::14~0:!..!:8:!..::~1;£8~AM!.:.!..... _____ .....;;;..~~""-----'-----, 
To: 'Hayden, C~itr::.l.=.i.:..:.n_' ....._ ___________ ....-...._ ........ _______ .,..J 

Cc: Evans, Stuar Arlene U · DL PAOMedia.· DL ML TF _core; 
Vines, Vanee 

I've now read the relevant portion of the preliminary transcript, which is excerpted below: 

"i actually did go through channels. and that is documented. the nsa has records. they have 
copies of e-mails right now to their office of general counsel, to their oversight and 
compliance folks from me raising concerns about the nsa's interpretations of its legal 
authorities. i have raised the complaints not just officially in writing through e-mail to 
these offices and these individuals but to my supervisors, to my colleagues, in more than one 
office. i did it in ft. meade. i did it in hawaii. and many, many of these individuals were 
shocked by these programs. they had never seen them themselves. and the ones who had went, 
you know, you're right. these are things that are are really concerning. these aren't things 
we should be doing. maybe we're going too far here. but if you say something about this, 
they're going to destroy you. do you know what happens to people who stand up and talk about 
this?" 

Reading this, I'm not sure that releasing the email will necessarily prove him a liar. It 
is, I could argue, technically true that the email I have seen "rais[ed] concerns about the 
NSA's interpretation of its legal authorities." As I recall, the email essentially questions 
a document that Snowden interpreted as claiming that Executive Orders were on a part with 
statutes. While that surely is not raising the kind of questions that Snowden is trying to 
suggest he raised, neither does it seem to me that that email is a home run refutation. 

Bob 

9 
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-----Original Message-r-----------------------------------, 
From: Hayden, Caitlin 

~~~~~~~--------------------~ Sent: Thursday, May 29, 2014 8:10 AM 

(b)(6) 

To: I ~nsa.gov' 
Cc: Evans, Stua~t~ ,~----------------------------------------~--~~--~~.~~ 
I ······... I I ~nhPr+ li rt; 

I H I 
I t Beaghley , Sina; DNI-Media; IL...--.......------/'----..... ....,.///'--// ..... FI 
~~--~~--~~ Subject: Re: FOLLOW-UP: 

----- Original Message -----
From: L..l ...,...--.,....-------------a::~hsa,g9v) 
Sent: Thursday, May 29, 2014 08:06 AM 
To: Hayden, Caitlin 

: :.:jtbJ~}-P.J, .. BS-36 

/(b)(3) 
OGA 

ODNI 

(b)(5) 

Cc: Evans, Stuart· Grimes Arleme U I / ·······... l 
ML TF core I / / // ./ ./ ··. \. ./ / ......... • • ~i 

~~-------------~~~~/--//----------~~·--·-------------------~L~~.ayden, ta~lin; Vines, Vanee 
r;fl 1/ / l De, Raiesl1j I 

tl f L-. ----.---- -

/LEvans, Stuart;l • I 
~--:-:---:~...,...---~--_.1 Beaghley , S ina; ...,1 ____ ..,......-;;··--·········--····------------------------------IL..' ;;..DN;.;.;I;;..-~ 

Media@dni. gov' <DNI -Media@dni. gov>; I // i 
L--:::--:--:-----~----___.1 Richards, Repecca~· -:;-J'II....--------.Ir-----------------------------1 

Subject: FOLLOW-UP: 
(b)(6) 

Good Morning Caitlin, 
Welcome your comments on the following as Q&A issues r----......;.;,1 Qur GC is already working on them: ~-------------------------------' 

What is the training and awareness provided togoy't and contractor employees about reporting 
activities they perceive to be inconsistent with law orethics? 

What are the mechanisms by which that reporting can occur? 
(b)(5) 

What is the process, accountability for addressing such reports? 

Is there a record of these kinds of inquiries and responses? 

Do we have any examples of reported activity which resulted in corrective measures? 

Did we receive correspondence from Edward Snowden about his concerns? 

If so, in what form, on what dates and with what specificity as to content? 

Were his inquiries responded to? If so, how and when? 

How was our search for any correspondence from him conducted? 

Was it exhaustive and authoritative? 

Is it possible there is correspondence we overlooked, didn't record? 

10 
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NOTHING FOLLOWS 
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DOCID: 4295049 .)·''!Ib)(3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 

I thursday, May2~. ~;~;~·17A~ 
I DLMLTF core1 bt PAOMediai.,._ __ ......_...._.........; ____ ____;......,IBauman, Ethan;D 
I I · 

Subject: FYSA: FOLLOW-UP: 

Looping you in to this thread since you are on point for OGC working the 
This is germane to the phone con we just had with you. 

proposed Q&A. 

EthanD 
Note Bob Litt's ref/to outreach to your off:i.ce. 

RegardsJ (b) (6) 

-----Original Mes ..,.~a..,.gio.lle .. -_-_-...,-....... / ___ ........ .__ ___ ___._, 
From: Robert Litt IL. ___ ...... / .... · ---...,.;..-------i-....J 

(b) (3) 
OGA 

ODNI 

Sent: Thursday, May 29,/2014 9:59AM 
To: 'Hayden, Caitlin'; De, Rajesh;r-1 ____ ..-;;.... __ ...,1 ·r------------, 
Cc: Evans. Stuart; Grimes, Arlene U; [)L PAOMedia; DL MLTF_core; I I I ./ :foes. vaqee M; Combs J WilliaL.m---=F-.-; l"j-··. _____ ........ ___ ,.., 

I ./ I jseaghley , Sina; DNI-Med1a;JL. _______ __. 
I fRichards, Rebecca 

Subject: RE: FOLLOW-UP: 

FYI received the attached from David Grannis, which I believe may reflect conversations he 
has had with others as well 

Is there any reason not to make public the one email that NSA/FBI have located between 
Snowden and NSA people involving a legal question? That email is certainly not what Snowden 
described in the interview ... The only reason that I can see not to release the email 
exchange is if people are concerned that there are other emails out there, so I suppose that 
is a question of how confident are people in their ability to search old records. That 
shouldn't be too difficult •.. 

(By the way, Sen. Feinstein spoke late last week to Denis McDonough and Lisa Monaco about 
this very thing, having been tipped off that it would be part of the interview. I followed 
up with NSA OLA to make sure there was a response in place. I haven't seen anything yet.) 

-----Original Message-r--------------------------. 
From: Hayden, Caitlin 

.L--~~~~~~------...,---~ Sent: Thursday, May 29, 2014 8:4;.:.5::.....:.AM,;:..:_ ____ .....;;;......., 

To: I f:~R~o~be~r~t~L1~·t~t~·~-~~----~ 
Cc: Evans Stuart· 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 

(b) (3) 
OGA 

ODNI 

(b) (6) 

Sina; DNI-
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DOCID: 4295078 

From: 
Sent: 
To: 

NSA-028 USA CIV 

~---:-----=--~~'NSA-SV4 USA CIV 
Wednesday. April 09. 2014 4:48 PM 

I INsA"SlN3 usA CIV 
DL OGC_Medialeaks (ALIAS) D23; DL d_ig_tasker (ALIAS) D; DL ODOC Medialeaks 
(ALIAS) D4;1 . lf'JSA-S3M2 usA Civ;j IN sA-D usA crv; 

Cc: 

DL SV _Media leaks (AUAS) SV43 
Subject: RE; (U) Immediate Mediale.:tks Action for SV -- MLTF 1549 --Vanity Fair: Search of 

Correspondence 

Classification: CONFIDENTIALH~~OFOR~~ 

The information is attached. Please let us know if you have any questions. 

FW: (U) 
Information Reg ... 

{U//FOUO) 

SID Oversight & Compliance 
FISA Authorities {SV4) 
Classification Advisory Officer (CAO) 
OPS 1, 3W160A, Suite 6476 

969-oo29 {sl ~ lwl 
(U//FOUO) 

From:l INsA-S1N3 USA CIV 
Sent: Wednesday, April 09, 2014 4:24PM 

(b)(3)-P.L. 86-36 

.(1>)(3)-P.L. 86-36 

To: DL SV_Medialeaks (ALIAS) SV43 
Cc: DL OGC_Medialeaks (ALIAS) D23j DLd_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALIAS) D4;1 
NSA-S3M2 USA CIV; I IN SA-D USA CIV L...--------1 

Subject: (U) Immediate Media Leaks Action for SV -- MLTF 1549 --Vanity Fair: Search of Correspondence 

Classification: COt~FIDEt~TIALHNOFOR~~ 

Immediate Media Leaks Action for SV 

SV colleagues: 

1 

@lpproved for Release by NSA on 04-27-2016. FOIA Case # 7813n 



DOCID: 4295078 

(Cfir~F) Per the MLTF tasker below, please effect a search of SV appropriate repositories to see if you have a record 
or records of the Leaker sending you NSANet email, or Web-based input, or some other form of input on high-side NSA 
IT systems. 

(Cfir~F) See below for full details, related to a Vanity Fair article due out this week, which is expected to assert that 
Edward Snowden made an attempt(s) to express his concerns about NSA's activities. 

\C]'fr~F) Findings. If found, provide a short recap of the exchange. Please coordinate directly with ODOC, with a Cc to 
SSCT. 

I 

Regards, 

(U//FOUO) 

SID Media Leaks Team {51 Rep) 
(Please send all Media Leaks related ~mails to the alias DL SSCT) 
Ops 1, 1E024 Suite 6209 
966-5884s 

I ~ 

Fromd INsA-S3M2 USA CIV 
Sent: Wednesday, April 09, 2014 4:14PM 
To: DL SV_Medialeaks (ALIAS) SV43; DL ssct (ALIAS) 51; DL NTOC_ML (ALIAS) V2 

(b)(3)-P.L. 86-36 

Cc: DL OGC_Medialeaks (ALIAS) 023; DL d_ig_tasker (ALIAS) D; DL ODOC_Medialeaks (ALI1 
Subject: FW: (U) MLTF 1549 --Vanity Fair: Search of Correspondence 
Importance: High 

Classification: COr~FIDEr~TIALHt~OFORr~ 

Good afternoon, 

REF the MLTF tasker issued ealier today (below). 

Four your SA and to ask for your assistance, we wanted to alert you to this action and ask that you coordinate with the 
Agency OGC, OIG, and ODOC as appropriate. 

NTOC may want to respond directly to the MLTF POC below. 

SV, please also keep SSCT apraised of anything you might pass to ODOC. 

(b)(3)-P.L. 86-36 
Rgds, 

2 
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I Med1a Leaks +ask Force 
OPS 28, 288090 
969-5009 (S) 

I tu) 

From: SA-53M2 USA CIV 
Sent: We nes ay, Apri 09, 2014 3:28PM 
To: DL OGC_Medialeaks (ALIAS) Df-L'-· ...IJ,I.o.~.loLloo.....L:.Lfdiafeaks (ALIAS) D4j DL d ig tasker 
Cc: DL medialeaks core (ALIAS) D; SA-D USA CIV·! f 
NSA-01 USA CIV;I t-JSA-D USA CIV; NSA-D USA CIV 

(b)(3)-P.L. 86-36 

Subject: (U) MLTF 1549 --Vanity Fair: Search o 
Importance: High 

(Below text duplicated in DOC I D 4294509) 
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DOCID: 4295078 . __ ,y··(b)(3)-P.L. 86-36 

From: 
Sent: 
To: 
Cc: 
Subject: 

L....-----..,......_...s: SA-SV4 USA ClV 
FW: (U) Information Regarding My(ontact w/Leaker in April 2013 

Importance: High 

Classification: UNCLASSIFIED/if"OR OFFICIAL USE O~~LY 

Please see below .. ; here are the emallsthat were forwarded t~._ ____ _,fduring the initial request for 

anyone who had contact with the Leaker .... 

From~ INSA-SV21 USA CIV 

Ser= Wednesday . ..,ptii.·O·· 9,2014 12:08 PM 
To: 1NstSV2 USA CIV 
Cc: SA-SV21 USA CIV 
Subject: (U) Information Regarding My Contact w/Leaker in April 2013 
Importance: High 

[Below te.'-<t duplicated in DOCID 4294921 at 10:46 AM) 



-----~riginal Message-----
From: L-:-~--:----:---""':""::"_.INsA.;;SV21 USA CIV 
Sent: Monday, June 10, 2~13Q:15A~ 

~~~I 11~~~=~0i1u~~~c~~v 

(b)(3)-P.L. 86-36 

Subject: (U) FW: Comments from the 02 General Counsel Email Us Form (1 of 4 

2 
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emails) 
Importance: High 

Selow text duplicated in 
bOCI D 4294921 
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DOCID: 

From: 
Sent 
To: 
Cc: 

4301740 
' .... ~ 

............. 
····· ... 

..___ ___ ___.!~.5~~~i~:~j~~:~ ~ ·; ; ; : :······' / ,\\ 
L..-------,r--..... N;..;.;"S;;.;.. .. A:--···..;;U~SA:::.-···.;;;;CIV:.;· . .- ::: •. ···• -... •..• 

DL Q_REGISTRY; ...... ····.: ... · ··:.· > . : ·s:,(~-·03 USA CIVd / lNSA-Q~ ·-.. USA 

CIV:I ....... ·· _IN.SA::Q31 .~.?.A:''CIV; I jNsA-Q31 USA Civ;o 
I INsA-Q~H usA Cl\,(..··· 

Subject: FW: (U) 201_1"'05~29 - ACJI0N: Snowden's Claims of Voicing Concerns 
... ··· .~::· 

.:t..:l::;:: ' : 

~_igh ' ····· Importance: 
.. ·· 

.•. · 

Classification: __ ... .UN6LASS IFIJ~·EfffFOR OFFICIAL USE OP<JLY 
..... ··· 

.··· 
L...--~1 _...···· 

{U#FOUO) =~ =====···=~g~·~: me a heads up on this tasking. Below are my suggested Q input to the questions . 

Respectfully, ...... 
.. ·· 

'---------11 ··· 

1 
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DOCID : 4 3 017 4 0 ::,.,,,,_,, ............. ....... . (b)(3)-P.L s6-36 Et Thursday. ~;~~LJi~~~6~;:·;::c::. ·;~ oc ' 

Subject: (U) 2014_05_29 -ACTION: Snowden's Claims of Voicing""=C=-o_nc:-e_rn_s -:----:--:-----:-:-----:~:-:---=-=-:=-:-:~=-=-=:-:-:::-::-::=--, 
Importance: High [Below text duplicated in DOCID 4294890) 
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From: ejsnowd@nsa.ic.gov 
Sent Friday, April 05, 2013 4:11 PM 
To: OL gc_web (ALIAS) 02 
Cc: Snowden Edward J NSA-FHV USA CTR 
Subject: Comments from the 02 General Counsel Email Us Form 

~~~~~~~~~--~~~~=-~~~~ 

rrext below is duplicated in DOCID 42289261 
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From: 
Sent 
To: 
Cc: 

'------..J~SkD2·· USA-.ciV. ............................ . 
Friday, April OS, 2013 4:34 PM 
DL SV_Training (ALIAS) SV2 
Snowden Edward J NSA-FHV USA CTR 

..................... _,._,,, .. ,~ ..... ___ ,, 
.·········· ::''kb)(3)-P.L. 86-36 

··' ........... ··· ~,· 
......... 

Subject: (U) FW: Comments from the 02 General Counsel··f ma.ii Us Form 
.... ··· 

····· ... ·· 
······· 

Classification: UNCLASSIFIED//FOR OFFICIAL USE OP4LV ....... ···. 

OGC received the question below regarging CfSSID 18 training but I believe that this should have gone to ~our org 
instead. Can you help with this.? .......... ·········· . 

,... ..... ; 

L...-0-ff-ic_e_M_a_n_a-ge_r_t_.o the Deputy General Counsels Office of General Counsel (02) 963-5548, 1 loPS2B 288140, 
Suite: 6250 L...-------1 

(U//I"CUC) My Dropbox 

-----Original Message---·-
From: ejsnowd@nsa.ic.gov [mailto:ejsnowd@nsa.ic.gov ] 

Sent: Friday, April 05, 2013 4:11 PM 

To: DLgc_web (ALIAS) 02 Below text duplicated in DOCID 422892a 
Cc: Snowden Edward J NSA-FHV USA CTR 

Subject: Comments from the 02 General Counsel Email Us Form 
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From: 
Sent 
To: 
Cc: 

Subject: 

4301740 

'-------6NSA-:.·D2l"HUSA'"CIV ................................................................... H:::::::::::::::::: :;~;;:;;••"Ib)(3)-P.L. 86-36 

Monday, Apri l 08, 2013 1:37 PM ................................................ :::::::: .... >::::::.- '\·· .. 
Snowden Edward J NSA-FHV ... USkCTif'"""' ..... ·· .. : ....... ··· \·· ... . 

L ...... INsA::sv~tusA CivJ · 1Ns.A.-sv21 usA ciVJ...,. .... -. --____, 
UNSA~tl21 USA CIV; I IN$A- D2 USA CIVJ INSA-SV21 

USA CIV 

RE: (U) Question for OGC re OVSC1800 Course Content - (U) FW: Comments from the 

02 General Counsel Email Us Form 

--[ s=--e~lo-w-te_x_t ""'!"du-p~li-ca-t-ed~in~D~O~C~I 0~42~2~8~9~2"'='"'6) 
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From: 
Sent: 
To: 
Cc: 
Subject: 

4301740 
......... ... . . . ... 

... ... ... ...... ... ... _.. _.. .. ... . .. ~_:: : . :::_ ::. ·: ... :_~:::=.::·~==.::.::::" ·(b)(3)·P.L. 86-36 

I I·_ .................. . 

Thursday. May 29. 2014 7:57 AM 

I 
. .. ·· 

.. ··· 
... ·· 

... -····· 

I·········· 
FW: REPLY: DNI and WH Status 

[Below text duplicated in DOCID 4294513) 



DOCID: 4301740 



1JOCID: 4301"/40 



DOCID: 4301740 



DOCID: 4301740 

1. (IG/ODOC) What is the training and awareness provided to gov't and contractor employees 
about reporting activities they perceive to be inconsistent with law or ethics? 

2. (IG/ODOC) What are the mechanisms by which that reporting can occur? 

3. (IG/ODOC) What is the process, accountability for addressing such reports? 

4. (IG/ODOC) Is there a record of these kinds of inquiries and responses? 

5. (IG/ODOC) Do we have any examples of reported activity which resulted in corrective 
measures? 

6. (OGC) Did we receive corresponded from Edward Snowden about his concerns? 

7. (OGC) If so, in what form, on what dates and with what specificity as to content? 

8. (OGC) Were his inquiries responded to? If so, how and when? 

9. (Q/TD) How was our search for any correspondence from him conducted? 

10. (Q/TD) Was it exhaustive and aut horitative? 

11. (Q/TD) Is it possible there is correspondence we overlooked, didn't record? 
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From: 
Sent 
To: 
Cc: 

Subject: 

Importance: 

....._ ____ ____.~SA-Q USA CIV 
Thursday, May 29, 2014 '·2:54 PM 
I . ~sA-s3M.z usA ciV 

I ~b23 USA. CIV;,...I -------.INSA-Q USA CIV; I I 

NSA-Q USA CIV;I INSA-Q3 USA ~IV; I INSA-Q31 USA 
CIV; DL ads_registry (ALIAS) QQ9 \.. , I 
(U) 2014_05_29 -ACTION:·· .. Sno~den's qa1ms of Voidhg Concerns { 1 

High 

·····... '·. ·· ... •. . ! .. / 
· ... ·· .. ·. · .. ·· .. 

· .. 
. •, ~-~~·.· .... 

··. 
'• .. '•. 

/ 
f 

i i' 
: ' 
f ! ··· ... ··.. . ····... ; / 

Classification: UNCLASSIFIED /fFOR OFFICIAL USE Of~LY ·· · .. · .... i ! · .. · .. ·.:-. I/ 

D -- - - - - -- - -- -- - - - - -- , -:~~'-J 
Q31's answers are below. Understand that the email has been released ...... .. : :: .~~:::::::::: ... :::::·"""' {b)(3)-P.L. 86-36 

,..---------,,. -__ .. -- · · · ·---~~-~-·-g -••• -~~=:::::::· ::: • •-
ADS&Cl Chief of Staff ······· 

968-6000(s); ._I ___ _.J·· · -- ... 

If so, in what form, on what dates and with what specificity as to content? 

(U//FOUOt- On Friday 5 Apri l 2013 4:11pm Eastern time, Snowden submitted a question to the Office of the General 
Counsel (OGC) via the "Email Us" form on their internal website. This form generated an email to OGC and copied 
Snowden, a copy of which remained in Snowden's email In box when t he investigation obtained it and is marked as 
having been read but not forwarded or responded to. The question concerned the precedence of Executive Orders and 
Federal Statutes as we ll as precedence between DOD and ODNI regulations. 

:1 :.rjr'JLJ11i ·'h1:-l11t 

It I"«.·. II '0· •. i Jll.Jr:.il I : •• 

(U//FOUO) Less than a half hour later (at 4:35pm) an Office Manager for OGC forwarded the email to the SID Oversight 
and Compliance training group and CC'd Snowden indicating t he question might be better answered by that office. A 
copy of this emai l was filed by Snowden in a folder within his In box. The emai l is marked has having been read, but not 
been forwarded or responded to. 

j lt·il I ·:·/;1 :•: -II ill I[ lt f : 
lilf' 1' til lit:. I !p' t ..... 

(U//FOUO) The next working day, Monday 8 April 2013 at 1:37 pm Eastern time, a lawyer with OGC responded to 
Snowden's questions. A copy of this email was fi led in a folder within his lnbox. The emai l is marked has having been 
read, but not forwarded or responded to. 

1 

[\pproved for Release by NSA on 04-27-2016. FOIA Case# 781371 
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I IJ Ul It!' !l"l!'i: 111 

li::t1 •HI :t,lir:, 11r .. :· •••• 

(U/fjiOU07 All three emai ls are attached. 

Were his inquiries responded to? If so, how and when? 

(U//FOUO) See above for the emailed correspondence. ADS&CI has spoken with the lawyer who responded to 
Snowden's inquiry and she remembered considering calling Snowden since the inquiry was out of the ord inary. 
However, she decided not to and instead in her email invites him to call her if he wanted further discussion. She does 
not recall any act ua l telephon ic contact by Snowden. 

How was our search for any correspondence from him conducted? 

{U/fi"'UBt We have reviewed all of the emai l belonging to Edward Snowden which we have been able to obtain. This 
has included both manual review of the emai l as well as searches tailored to identify any correspondence involving the 
organizat ions of t he OIG, OGC, and Oversight and Compliance. 

(U//FOUO) We have located additiona l email between Snowden and members of OGC and Oversight and Compliance 
relati ng to work on troubleshoot ing IT issues, but these emails do not contain any questions or concerns about the legal 
authorities under which NSA operates. 

Was it exhaustive and authoritative? 

{U//FOUO) It has been as exhaustive and authoritative as possib le given t he evidence we have been ab le to discover 
after a comprehensive investigat ion into Snowden's activities at NSA. Due to the ongoing criminal investigation, we are 
unable to provide deta ils. 

Is it possible there is correspondence we overlooked, didn't record? 

(UHFOUot It is extremely unlike ly that additional correspondence exists which matches Snowden's descriptions, 

specifically email sent to members of OGC and oversight and compliance sent as "one of [his] final acts in government." 

(U/fFOUO) It remains possible that unrecorded verbal communication existed between Snowden and one of the offices 
he cites, but we have not located any individual who remembers any such hypothetical conversations despite a 
comprehensive investigation into Snowden's activities at NSA . 

.................................................. ..... •::::.:·:::= .. ::·: .. ::::::::::::::::::::.::~~:=~:~~:;:y;:::"·"·(~)(3)-P.L. 86-36 

From 1 NSA::s3fvtr'Us~A-C-Iv=··"·"""· ... :;.;;... .. : .. -:~ .. -. _-......... - · ........ _ .......... - ...... .. .. / ..... ··.:::·.:.:. -~:·::::~:::> 
Sent: Thursday, May 29, 2014 ~_l..;.Z.S .. AM .............. _... . .......... ··":.:: .. 
To:l INSA~Q ... USA CIV; OL d_ig_tasker.{Al:IAS) .o; ·DL OOOC_Medialeaks (ALIAS) D4;L..I _____ .... 
NSA-T USA OV ................. ··· 
Cc: OL OGC_Medialeaks (ALIAS) 023;1 .. · ......... INSA-023 USA CIV; OL ssct (ALIAS) 51; OL PAOMedia (ALIAS) ON!; 
OL Q_REGISTRY;I INSA-Q31 USA CIV 
Subject: (U) ACTION: Snowden's Claims of Voicing Concerns 
Importance: High [--B~e--:-lo-w~t-e"""":xt~i"""":s-d':""""u-p"':":'"lic-a""""::t-e--:'d--:-in----=o~o~c=-=-=1 D:---:-4-=-24-:-9~2~0=-:9~) 
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From: ejsnowd@nsa.ic.gov 
Sent Friday, April 05, 2013 4:11 PM 
To: OL gc_web (ALIAS) 02 
Cc: Snowden Edward J NSA-FHV USA CTR 
Subject: Comments from the 02 General Counsel Email Us Form 
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From: 
Sent: 
To: 
Cc: 
Subject: 

4301870 ··············. ················································ ······-··········-········.::::: .. :::::::::::·::~:~::::::-.. ~::.·.·:~:::::::::::''::""!'''""(b)(3)-P.L. 86-36 
. ····· .. 

... -·-···· -· ....... ···· 

I I··· ....... -··· .-·-···-· .. . 

I 
Thursday. May 29. 2014 7:57 AM 

FW: REPLY: DNI and WH Status 

,,_. .. -·· 

.. ··•···· , .....•. -················ 
. ... 

....... ···· 

.. -·· 

[Below text duplicated in DOCID 4294513) 
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