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APFENDIX P
e ]

COMINT REIATIONS WITH THIRD PARPIES,
AFFECTING BRUSA RELATTONSHTPS

I
BASTC PRINCIPLES GOVERNING .NY COMINT ARRANGEMENTS WHICH MAY BE MADE

. w—

| VITH THIRD PiRTIES OUTSIDE THE FRAMZHORK OF ALLIED COMMNDS

1. For purposes of this ippendix, arrengements with Third Parties
are defined as only those which are vnegotinted with Third Party
Governments or COMINT euthorities nogotinting on an officinl basis,
The> proa.ucts of these u.n'angements should be completely ecmlnngea.ble.
2. Bithor porty may negotiate :.ndependently with Third Porties, subjeot
to the provisions of this ippendix., Tho negotinting Porty should, s
for o8 possible, keep the other party currantly informed of the progress
of tho negotictionse ' | '
Se Whererver and whenever security considorations permit, the U.S. a.nd
U.K. national o.uthor:.ties my enter into relationships with Third Party
checmments or CQMINT a.uthor:.t:.os with the objeot of obtaining:
(a) raw traffio (including _rof type or quality not
readdly avoilable through BRUSA intercept facilities;
(v) end~projuct ond tochnicol mrterial which connot readily be
obtainod through BRUSA fcilities;
(o) .:.ntensept:.on sites,

popuoure e ‘86671 'Od

4, Nornnl.'l,y, either pa.rty my, without prior consent of* the othor

and subdeot only to pwompt notification, cxrrange with any

(o)) pim “(eXQ) ‘1(Q)g ¢ uones

for the purposes statod in parogreph 3 obove, In this cormootion’ '

; ’ ) / the . -
DECLASSIFIED UNDER AUTHORITY OF THE

INTERGENCY SECURITY CLASSIFICATION APPEALS o -’I'—&P—S-EGRE"F
PANEL, E.O. 12958, AS AMENDED, SECTION 5.3(b)(3) . '

"1scap o, 200 Y- 00 S
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the poss:mle scocurity co"xpromsc involved in ‘331‘013? prescenting requiro-
ments should be cons:.dccrod,_ L '
56 Either prrty moy conclude an ngreemont fmich involves 't'.hc'supply

to & Tni_rd Party: of

T
LA

(a) row tra.f‘fic sclectod in a.ccordmxce w:Lth idcnt:Lf:LcatJ.on criteria
established by the Third Pexty, (such solectmn not being
re‘i::é‘c;s-géectivc), or taken on c:rcu:.ts using fixed collsigns
_and/or fixed froquencios, iée. circuits from which the

. provision of traffic docs not disclosc’ the solut:.on of .
- conplcx ctllsign cnd froqucncy sfstens,
(v) D/P resulis on the {ransnissions involvod in (a) c.bove; ) .
(¢) T/i data (i.c. callsigne, frcquemc:.cs , schedules ond
procedures) in respect to the transrissions involved in (a.)
abovoe;
(a). intoreeption stearage or guidanice upon mmissions of the
typo in%rolvod in {a) above; : v | h--'.i.--'
(e) genorsl ndvice not rovonling knowlodge of specifi; techm.qx:es
or current problems; ' h
provided only that before imi)leraonfing such an ogrocuent, thd othor
porty is consulted on the tcohnioa.l‘prbblms involved, such as .{;hc'
starilization of raw traffis, o
60 wen
*+ IReleasable! equipnont. ia defined-as thot equipmcﬁt which is-
, rc;l.co.sc.blg under the national poJicics-of the ca@tz'y moking 'tﬁe -

delivor‘y. In generai, roleo.soble cqu:.pment is considared to be tha'c
which either can be pw:‘ch»sed commercially or is available t‘arough

. gcvenmentoq. sourcod and classificé not higher thon CONFIDENTIAL,
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6o Bofore entering into exchange arfmigemcntsl involving the furnishing

of end-product, or of raw troaffic, D/F rosults, teohnical mtberial, or

guidonce beyond thoso spécified in parcgroph 5 nbove, coch perty must
G%i4n §i6 Gonsenit of o 'othaf,  The docision o réleasé such data

will be based on a considaraticon of ‘the risk fﬁdtérs involved and the

bonefit likely to accrue in the tochnical or .intoliigcnce fields, Due

weight must be given to the technioal corpetonce of, And kmowlcdge alrea.dyv

‘aveilable to, the Third Party.

Iy

8 In negotiations with Third Portios all possiblo assurances should be
obtained that the Third Party will safogunrd all mtorials pééeived,'
will not. meke them aveilnble to any othor Power, and will ‘concenl the'-
_existence of its agrement with tho U.S, or UK. The prooise terms -
of those nssurances must bo left within the disoretion of tho U.S. or
VoK. necgoticting z’zutnbrity according to the circunstances of each case, .
9. Both parties to the BRUS. ngrecment will pool thoir knowledge of |
foreign COMINT organizations up to the %réed linits of exchange of
collaterals

" 10. In negotintions with Third Partics overy effort should be made to

, ' avoid disclosurc of U.8./U.K, collaboration in the COMINT fiold, If
end vhon' tho quostitn is ralsed by a Third Porty, adnission af the

cxtent and nature of suéh collaboration rmst bo kept to a miniram and

/in ...
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-k BEC/F/1 (contimied) .
.in no case reveal collaboration exceeding the scbpc of the arrengenent

. existing or wnder nerotintion with the Thirld lerty concoxrnods .

i1
BaSIC PRINCTVLES GOVERNTHG NY COMINT .RRANGEICNTS WHICH IL.Y BE M.DE VITH

THIRD PoRTIES TITHIN THE FRUJIGEHOR:. OF ALLICD COMLLIDS

11,  The following principles will govern any arrongonent which may be

. rade with Third i’fxrties within the frascwork of allied commannds,

- 12, Wrior to centering ipto e.ny COlmJ;[‘ co-operation with Third Parties = | \
within an allied command, which nay. necessitote disc_lo'su:re of :.i_nf'prl‘nation
regording or resulting from U. Se on UeKe COHINT activitics and collaboration,

. .specific arrangencnts i‘pit such co-oporation will be agreed by the UeSe/UdK.
CO:T muthoritics in advonce.  Specific arrangenonts for any allied command”

. whichv have a bearing on U.S./U.K. éolla‘oora._tion arvengenents unde‘r_ the
BROSA e.greeﬁent will be rinde dnnoxuarcs bto tiis appondix, o

l}. Porticination in an (l1lied COMINT structure should be limited to
n;".'bicns

(*) contribut_m:g substonticl forees to that allied command ond
adequete CO‘-;EDIT'support to thosc forces or,

(®) capable of mking a significant contribution to the U.S'-‘&nd
U.K, COMIMT effort within the cozr.@d.- .

“lhe  Cowoperetion with Third l‘arti;s m‘.thin) the allied courmnnd structure
should be confined within the limif.s necessory to neet the'csscntial needs
of the co:?n':iz;.nd. - The rclense of U.3. anld.UdKe COMINT - cnd-product to Thixmd
Pn;-ty.nationa.ls in allied cormands shoulgl be z.l.ygided if possible and in any
cvent should. only be mode nfter Sgreenent between U,S. and U,X, COMINT
authorities, If suc;h naberial smst bo rclof.scd‘ to Third Tartics, the neéd-

to-lmow vrinciple rust be applied strictly and the nateriel linited as

follows:
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BEC/F/1 (continued)

(a) Pencetine ‘
(i) Traffic Intelligonce nocded for plann;LnQ' purposes provided
it is effectively disguisec"to'

(ii)  Speciel Intelligonce only whon cribodicd in general
intelligencc swrerics f‘ron which no inforrntion can
be traced back to COMINT.

(b) Wartime _
(i) Traffic Intclligence in categories mutunlly sgreed as
relensable in undisguiscd form by the U.3, and UK.
COMINT authoritics, and othcx; Traffic Iptclligence
when effecti.vely disguised.

(i1). Specinl Intelligence effectively disguised, in

categories mutunlly o.greéd a.s‘ relensable by the U.S,
* and UK, COMINT authoritiecs. '
15, As o condition of participation, there should be prior acceptonce
of agreed socurity principles based on sappendix B and sinmilar to thoée
given at Exhibit 2..1;0 Anne:dzfe Pt to th:i_.s appendix and agreed by the
U.Se and UK, COMINT suthorities, ]
160 In any allied COMINT arrangenents there must be no revelation
thot U.Se/UeKe COMINT collsboration exlsts outsido the particular cormnnd
conoerned, or that within the commnd U.S./U.K. COMINT collaboration is
more extensive thon that to which i‘hird Trrty nations cre admitted,
170 COMINT units of Micipating nations would be ot liberty to pass
© COMINT availa.ble'vto them to their nationnl COMINT organizations and to
units of other porticipating nations but not to units or netionals of

non-partioipating nations,
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AUPENDIX P
ANNEXURE P}

COMINT ARRANGEMENTS FOR SACEUR

e Gml'ERAL

1, " The follow:.ng princ:.ples effecting the COMDIT arrangements for

SACEUR apply to planning for xvu.rt:.me exccpt insgofar as prov1s:.on J.Ys made

in parographs 26 = 29 below for additionel peccetime co-operatione They

will be the basis on which the U,8, and ﬁ.K. COMINT a.uthdri'tiés will
 negotiate with SACHIR and on which subsequent nogotintions with Third

Party nations should be conductede Any alterations of principle which

m.y become necessoxry &s the result of theso ncgotintions will be agreed
betwoen the UsS. and U.K. COMINT authéorities and appropriate emendment

made horeine B _ -

2, Tn order’ that the axrangements contained herein may be effeotive

on the outbreak of war, it will be necessary to initiate pla.nning in

peacetime. with the Third Party nations conce:med. This » planning

sotivity should begin as soon as possibles |

3 - 'In order to promote the greatest possible rendiness for war,

it my.be necessary to extend this peace time co-operation beyond the

stage of plannings The d.ecision vhen to enter upon this’second'stL!ge

will be taken by the U.S, and U.¥, GOEUNT nuthorities at some later

date in the light of the then prevailing internatiomal situntion and

of the experience goined in the course of co=operation with Third

Party notions on COMINT planning. '

NOT®: Pwt:.nent definitions for the purposes o:f.‘ this paper are

given at Eshibit 1 here'bo.
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ANNEXURE P1 (contimed)
II,  DETATLED PROFOSALS

SACEUR Y _STRUCTURE

4o The SACELR Y Struciture should hnve e f&llo'.:ing.«; clonents:
(2) & sonior Y officer ot SHaPE (S.OBUR Y officaer)
.. - assisted by a Y staf?f, .
(p) Y staffs, whore required, &t hea.dque.c'ters of rnJor
. subord:.nu.tc Force Co-rnanders undex SACEUR
(c) Notionnl aried f‘orccs Y un:.ts prov:Lo.cc spec:.flcally
. for wlrect su'mort of 'b"lOJ.'I‘ om ne tlon .1 forces
. ‘opers ~ting 6er SACEUR, o -
‘5. Thc re.mons:\.blht* f or formu.lo.ting and inplcnenting
-S.%CE[IR'S 7 policy should Iic with 4.Ce of S. (I), SHPE.

DARTICTRLEOF T SGOTUR 7 STRUCTURE

8. rrgicipation in the SACEUR Y Structure, including ¥ stz.:.ff 5, .
should be open to all no t:.ons contributing to SACEUR cormnnd, o
as a norml minirun, combat forces equivalent to o U.S. or

 British Corvs, togct her with Y units adequote for their mrect
suppert, provided thet these notions ‘undeiftako to enforce appro-

_priate Socu.rity :.xc:*.surés &s set forth im Exhibit 2 hereto, .
“e.nc. also undexr tal..; to apply the nr:.nc:.plus sct forth uhm:'e:.n,

o8 o miniimm, to a.ll otlior COMINT act:w:.ties uncé.er thc:Lr
control, o .

7, Tach participa tlng m‘qion sﬁoultl‘provide end mnintain the
Y units needed for the dircet support of its forces under

S.CEUR and sheuld cnsurc their operotional éfficicnc_y.
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APPENDIX P
ANNZXURE P1 (continued)

FUNCTIONS. OF THE SHAPE Y STAFF

8+  The functions of the SHAPE Y Stoff under i.C. of Se(I) should
includes

(a) effecting cny necessory general co-ordination of the
-84CEUR Y effort;

(b) estoblishing ns far as national diffarences permit

" uniform operatiomi moéedure.s between Y units of

different nations; ..

(e) giving technical advice as required to the SHAPE Intelligence
" Stoff on the interprctation of Y information reccived by
SHAPE, and arranging for the tho SHAPE Infelligence Stoff
to receive all the Y infarm~tion available in the SMEUR .
Corrand which my be ofvvo.lue to it; -

(a) formulnting and supervising carpliance with securiﬁr _
regulations and policies governlng the product:.tm, hmna.l'l.ng
and dissemination of Y material within the SACEUR Command
in accordance with the agreed security principles in Exhibit
2 hereto; _

(e} arronging for ¥ units to reccive such technioal mter:ml s
and end-product, whether produced in the SACEUR Cormand
or received from national sources, os nay be nec-;esaaz'y )
for efficient conduct of- their operaﬁons;

' (£) co-ordinating arrangenents for the exchange of traffic

between Y un:.ts within tlc SACEUR ¥ Structure and for the.

 Flow of trn.ff:.c fron Y units in that structure to notional,

COMINT authorities as re
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{e) magqing for naterial of technical COMINT interest,
including z;rj-.soner of var intelT.oga;tions; orisoner of war -
reports, and Capturécl documents and equirment to be m:zide '
iirediately -5.vz1ila.ble as a.p'ﬁropric.te to fhe elenents of the
SACEIR Y Structure and to national COI*ilfNT authofz‘itigs;

{h) establishing and stating to the appropriate authorities
reguirenents for such spec:..:.l corrumications and crypto=
chonnels as my be necessory to neet the operational and
security requircments of the Y .offort within 'th'c SACEUR

cormond,

FUNCT.IONS OF Y STAFFS AT SUBO]?Q:_[I\IATEACOI\:W;H\IDS '

9 Y staffs ot subord.ino.te cormonds should perf: oria functions
"eorresponding to thosc of the T staff ot SHAPE.

FONCTIONS OF Y UNITS

10e  The main tosk of a Y unit should be tc serve its ovn command or
formn.j:ion with infom".tibn cﬁ’ iixedicte value cvout forces dircctl&
opposing that comannd or. foz'rr.tion;
11s . When necessory a Y ﬁnit ey support. & com'.l-'lr-xd of_fomtion of o
different porticipating n".ticri_. any zu'rzm{;menté for such support
"or any corbination of Y units of onc nntionnlity with thoso of snother
nationality will be subaect to agrceemnent of the m:.l:.t..ry cormanders of
the forces for whose support thc units were prov1ded or of the cognizant

na.t:.onal GOMJ'NT autherity if requ:.rcd.
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ANNEXIRE Pt (continued)
COMINT UNITS IN THE SACI!IIR»RE.L NOT ENGACED IN DIRECT SUFEQRT OF PORCES
UNDER_SACEUR

12, IZoch nation with forces serving undor S&C.EUR my _indi\_ridually
arrange with the authorities concerned to operate in the tl;éatre
national COMINT unitsi not provided specifically or cxclusively for

- diroct support of the forces under SuCEUR. 'I‘hcs» units w:Lll not
operate as part of the SACEUR Y. Suucture and w:l.ll not be subjest to
the arrangenents for inter~-allicd co-opcrations »
13, The U,S. and. fhe UuK, will m.inta.iﬁ'zm operational separation
and, insofor as pract:.c'\blc, a phys:.ca.l seporat:.on bct\;een the I v
units and their n-t:.ona.l comm um.ts.
14 . - It is recognized that certain COMINT units at the ’5igné1‘~"
levels (cCeg.+ Jxry Group) would bo dircetly supporting both SA:GEUR end.
their national COINT organizations. .. Bach participating nn.t:.on woulrl
hoeve disceretion about such matters n.s.thc right of access of othor

nationnls to these units.

 CO~OPYRATION WITH THIRD :.RTTAS TYTHIN SaCEUR Y STRUCTURE

15 = Gomoperation with Thira Zrrtics within the SiCHIR Y Structurc
should be éoni‘inc;d within the limits néccssé.ry to ncet the esaentinl Y
needs of the drmed Forces contributed by thenm to SACEUR and must not
revonl thot there is COMINT collaboration between the U.S. ond U.Ks
outs:.cle the sphere of Y._ Yv’:.th:\.n the 1Luts agreed for the release of
COMINT tetericl pcroducod by U.Se and UK. orgo.mzatlons (sce’ paragmphs

20 and 21 below), co-operation with Third Dnrtics should be wholchea.rted.. .
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APPENDIX P

ANNEXURE *° (continucd)
16, The chonnels for the provision of teshnionl assistence to Third.
Parties from U.8./U.K. national COMINT sources should be via the highest
levela of U.S. and U.K. Thentre COMINT organisations or via tao SM..P];_Y
staff whichever is morc appropriate in indivicéual coses, |
17.  In so far as consistent With the u.greé& linats for the relonse of
.U.S. end UK, COMINT, and in order t0 sccurc the nucessary .degroc of
uniformity, Third Parties should be persucded to adest cortain common
operationnl procedures (d.g. these ports of the ERUS: notation mysteu

used by the U.S. ond U.K. Y units supporting forces :ndew SACEIR).

> w———-

NATIONAL ORGANTZATTONS

MOVELMENT OF Y MATFRIAL BRTWEEN UNITS UNDER SACTUR 4ND THIED PiRTY.

18, ' The Y units and Y staffs of the participating nntions would be,

at liberty to pass to their own national COMINT orgaaigntions nnd to
t;th@r porticipating nntions, but to .thosc notions only, tho tcchnieal
mtaﬁ.al and treffic produccd or recoived by thémsclvou 5 The national
COMINT organizations of tho porticipiting nations should in turn provide
such teohnical support both to their om Y units qnd tirough the SEAPE

Y steff 4o the Y wunits of other prrticipnting notions an they may cg';naider
woild e approprinte ond of nssistonco to the Y offort undor SICEWR.

Such maferial shall be handled in accordonco with the rogulatiops in
Exhibit 2 herotos

v " v

EXCHANGE OF INTZRNAILY PRODUCED COMINT END-FRODUCT BITWEEN SACEUR

- 19, Exchonge with othor mjé_r Commrndors of NiTO of internally.
produced COMINT cnd-product and appreciations should be as agreod bety
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APPENDIX P
ANNEXURE P! (continued)

the Supreme Allied Commanders concerned and ghould be confined to

the highest levels practicablc. Such cxchange should take p._l.a_c.e in

a securc oryptogrophic channel provided eicclusivgly for that purpose.
| is a condition of such exchange, tho scourity principles sot forth in

Txhibit 2 hereto shall be applied as a minimum for the handling of the
" moterinl in the Commands concerncd.

RELEASE OF TRAFFIC ‘INTELLIGENCE FRODUCED BY U,Ss SND 1K, ORGANIZATIONS

20, The rolonse to Third Portics in the SACEUR Commnd of Traffic
Intelligence produccd by U.Se and U.Ke organizotions will,. within the
limitations of the need=to-know and the provisions of Ixhibits 2 and 3
hereto, be subjeet to the follqwing conditions:

(a) First (releascble) Gntegory

Class T S oS
Tﬁis congists of ¥ mhterial, both cnd~product and technical
miterial, produced by U.S. and UK. ¥ wnits, ond moteriel
.of the same kind and suppleinmita.ry to it produced by U.S.
and U,Ke COMINT orgoenizationse " This _qlq.ss_vd,]i"'nqmq.ly_ L
© .be released autorntically in wartine but the decision to .
" commence cutomitic rclensc of this class will be subject’
to rutunl agrocnent between the. cognizont U.S. and U Ke
| COMINT authoritics, All or any part of this maberial
will be withheld 'af any time by both P’&fics if ‘eitheif.;:. :
rexrty declares that roleasc would be hasardous to its .

“national intorcsts,
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APPENDIX P

ANNEXURE P! (continuod)
GL“.ss IT .
T,hls consists of COMINT mcterial, both enc-_groduct and
tech:ru.cul mter:.a.l which,- o.lt‘aough produced by o U.8, or
U.K. COMINT organlz" ation other then o ¥ unit, would be
eapable of proauctlon by Y units, and wh:.ch, if passed
toca ¥ u.m.t, .7oulr1 ena.ble that unit, to a.chleve a

M"s“:-i.gnlf:l.cantly higher dcgrce of - exploxtatlon of its normal

taskse Both U.S. and U.K. Jm:tlonal COMINT euthorities rust
be in agrecment before mterial in this class noy be released.
They. will continuously rcview the class and mintain ogreed
lists of the mterial included in iﬁ_

(b) Second (Non=relensable) Cotegory

This consis ts of .the rnn.lndfn' of (Troffic ]Zntell:.gence not
ineluded above, - It oy not be peleased to Third- Pirties
‘exccpt o8 dindicated in Exhivit 3 hereto, . .

RELE.ASE OF SPECILAL INTELLIGENCD

24,  Specicl Intelligence will only bo roleased to Third Parties in
the S4CTUR Cornnd in. accordance vith the provisions of Ixhibit 3
herctoe

.L’RHWCIPLuS FO'{ DLALING VITH COMINT END-PRODUCT JINTRODUCED INTO JALLIED
CHANNELS BY THIRD DaRTIES

224 COIx’EﬂTT end—product introduced by Third Perties into Allied
Intelligence cha.rmels will 'be hondled in nccordance with peragraphs
20 end 21 of IExhibit 2 heroto.
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4PPENDIX P
ANEXURE P! (continued)

. CO-OFTRATICN TN CLANING OF ILRTILHS T STRUCTURE
23. It is ogreed that co-operation with Third Parties in planning
the wurtiﬁe structure shouid. b_cgin in peacetine s.x.nd's.s soon as possible,
ond that there should be step-by-step implementntion of the SACEWR Y
programme. in 'cpnsomnce vrit;‘_x satisfactory testing of ée.ch-successivé

stepe It is coﬁsiclered advantogeous to es,'te.‘b:lisﬁ relations with one

Third Party nation ot o tinc wntil all tose considered cligible ere

included., Beforc reking amy proposals to individusl Third Porty notions

which may necessitate the disclosure of infomation.regorc{in'g U..S. or U.Ke
plans for ¥, &.cm should seek the ooncurrénce o.f. the U.S. or U.K. COMINT
authoritics, X | . -

24, . In any approsch to Third Partics within the SiCTUR Cormand with

rcegord o the planning of a wertine Y structure the following princ:‘?.ples

.should apply: . .

(o.).Thm.'e rust be no disclosure to Third Pa;'t'ties '-pf any
UeSe/UsK, COMINT collaboration outside the SIiCEUR
Comxand, and co-operation in plenning 'shc;uld. be
~conducted without revealing present U.S, and U.K;
~ COMINT successes or the scnle and nature of their
present nnd plo.-nncd COMDW cffort,
(p) as a condition of co-operation in planning the
SACEUR Y Structure Third Party nations must accept and adhere.
. to minimm socurity rogulations gov-emir;g the produstion

ond handling of Y moterials

-9~
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(c) Knowledge of the details of bhe planning of. the SACHUR.Y
Structure must be restricted to naticnals of those nations-
taking pa.rt. in that planning. -

25 .The planning and ﬁegotiations in any appl;oach should be done by -
the SACEUR Y officer, assisted by such officers of the U.S. and U.Ke
services concerned as it may prove nccessary to e.ppoi_nt, He and his
-staff should esteblish, within the framework of the agrecd w&rﬁme
a’rrcj.ngcments s & skeleton organization ond commnic}i'.ltions'networlc'designed
to. ensuré the orderly cxp&nsion and effective opcr'o.tian of the Y structure
on the outbreck of wor. They sﬁouid also develop such commen or similar
procedureé as may be desirable and pfacticablc. . '
28, In order to carry out his planning task, and in order to advise
Third Party nations, the SACEUR Y officér shouid‘ be provided with portinent
informstion c;n the subjects listed bélow. The nntions concerned should
eech designate the authority with whom he miy commmnicate on these and
other T matters, v
Types of Y units
Number of units planned
Adninistretion
Baasic oporational organization
I-lhnpower'.c.om.plements (by function)
Number of iﬁtemcpt poaitions
(in broid categorics, c.ge H/F Voice, D/F)

Frequoncy ranges of intorcept equipment

Comrunigntions equipment of Y units

10 - -
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LIMITS OF PEACETTME CO~OPER.ATION BEYOND PLGNNING THE WARTIME STRUCTURE

27« s planning of the woartime structurs proceeds, it mey become
necesscyy to undertake further pcacetime co-operation with Third Poxrty
notions csn{:ributing forces to SACEUR in order to ensure the .g_rcatest
possible rendiness for war, '
28, ”fhe first phase of this further co=operation will consist of a
limited exchange with Third Party nations of iraffic and $echnical |
matd'inl. The motorial prorv:i.déd by U,S. and iBritish COMDIT authorifies
will consist of seloctod troffic and boohnical data dosigned to assist
Third Porty xﬁ.tiéns to troin Y and ]’ntellig_eﬁce personnel for eventuol
scrvice with forces under SA.GEU.R. The.comé.r;cement'_of this phose will
be subject to the agreement of the U.S. and UsKe COMINT authorities
and the provision of the material may be progz-essivély expanded, within
the following limitotions ,. os specifically agreed by U.S. and U.K. COMINT
cuthorities in each case and in the following ordaer:
(2) Raw traffic sclectod in nccordonce with identification
criteric lmown to be svailable to the Third Pertye
(b) Raw traffic selected in accordance with identification
criteria not imown to be o.vai?.ﬁble. to tho Third Party,
and nvot'invoiving rovelation of more than low grode technical
SUCCeSS, . v
(c) Results.of traffic annlysis ond plain text not involving
. solution of complex callsign or procedure systems,
29._ a8 o gecond phise nnd depending upon developments in the interw

nationel situstion, co-operation may later be cxtended by ogreement of

‘the U.S. and U.K, COMINT- nuthoritios within the limits agroed for ward
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ANNEXURE P1 (continued) -«

co-operntions This second phase will bo dosigned to cover astunl iceds
which will by then hnave bocome apparonte It will be conditioned by
the gree.tér knowledge of Third Pu‘rty. aotivitics and of the scourity*
risks involved which will have boen acquired during the corlicr stages
of poacetime co-operations . » ) o '
30, COMINT disseminatien to Third Partics in peacotime, beyond that
imovided for above, will be governcd by the pﬁnc;iplcs and regulo.tioﬁs :
contained in Ebchibi’t 3 hereto, ond will commenec on & date to be o.éréed

by the U.S, and U.K. COMINT authoritics and SACEUR,
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EXHIBIL 1
DEFINITIONS .
1. COMMUNIGATION ~ Intelligence informetion and tocimieal materiel
%ﬂmj rosulting from the interception ond study G€
» "telecommmmicetions. (COMINT includes ¥, Qeve) .
2, END-FRODUCT: " Intelligence informntion produced by COMINT
activities, ‘
3. PARTICIPATING Nations contributirg ¥ nctivities o the SiOER
BATIONS: = Y struoturo and cntitled to rocoive the results
- .. | - of the COMINT arra.ngmts for SiCEUR in .
. . accordance with dgreed conditions, L e
bo PRocEssmcg The action required to. produce COMINT from
| N traffic, '
5. RiW TRAFFIC:  ° ‘Troffic showing no ovidense of processing for
N | COMINT pirpososs ’ '
6. SPECLAL , That COMINT which results from: L.
INTELLIGENCE: ®

(a) The decryptlon of texts in whol\. or’in fo.i“E

exoept as.provided in porograph 11(b) below,

papuswre st ‘g¢671 "O'H

(o) The decryption of callsigns or nessage

heo.d:mg encryptcd in co&es or ciphm's of

high seourity gru.d.ings as ey be speo:.f:.ed

(9)(Q) pue (£)(q) ‘T(Q)¢ € uondg

byUSCIB a.ndLSIB, or -
(d) The interception of certain types of

tronsmission os oy be spocified by USCTB

and 1SIBj

:FGP—SEGI}E-T-
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(e) Ceftm‘.n categorics of plain texts,
as agreed by USCIB and LSIB.
7. TECHNICAL Dato concerning cryptographic systens, conmuni-~
MATERTAL: Lo .
i cations procedurcs and methods of target countries
o .and related information,
8+ THIRD PARTIBS: *  All individuals or cuthoritics other thon those
. of the United Stotes, the British Brlpiré, ond.
the British Dominionse
9 TRAFFIC: Interception tclecorrmmicotions activity
(including mcésa.ge‘é‘, chatter, pi‘ocedux:g, etce)e
10, TRAFFIC &NALYSIS:® Study of com:nuﬁcs.tioné networks , procedurc
. signals, callsigns, I/F bearings o‘nd'ot]-aor
technical aids to produce infoma’cior; 'by a.lll
means short of actual deéoding‘ or dt_acrypting‘ of .
the text of intercepted commmicationse
11¢ TRAFFIC: . That COMINT x'rhicﬁ results froo:
INTELLIGENCE: *

(2) The study of procedure si'gna.ls,. ca.ll-
signs, mcssaé;c headings, I/F bearings
and other externals of carrmmicotions,
except the decryption of callsigns or
nessage hoadings encrypted in codes o;
ciphers. of high sccurity grading ns moy
be specified by USCB and LSJB :

(b) The dccryption of the whole or parts of
commicatio_ﬁs_ in codes or ciphers of

- such low Security grading thot they
are specifically classed as Tx;a.ffic

Intelligence by USCIB and LSIB;
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(c) |
thet they
aré specificnlly classcd as Traffic Intolligence
by USCIB and LSIB; or ' N
(4) Certain categories of plain texts, as agreed :
by USCIB and LSIB. |
12, WARTIMZ i period of aotusl hostilities imvolving SACEUR's
command, o
13 X COMINT which mobile ficld units can derive from the
timely processing of traffic procured by them by
'listezﬁ.ng- to enemy carrmunications for _'+;ho purposc of
providing‘ i_n'telligence for the cormanders of the forces
which they arc directly supporting. |
1k, Y UNITS Mobile military ficld ﬁnits exclusively engaged iﬁ

¥ Definitions marked with en asterisk will require nodification or amissicn.
before being used by the Y Stalf Officer in discussing mu.ngem&rbs with

non-U.8./U.K, parties,

)

(9)(@) pue (£)(q) ‘1(q)¢ ¢ uonoseg

papusure se ‘6671 'O'q
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EXHTBIT 2
PRINCTPLES FOR THE HANDLING OF Y

INTRODUCTION
Te ~ These principles shall be the basis in peace and war of all
security regulations and policies governing the production, handling aﬁd
dissemination of Y, -
DEFINITION ‘
2. Y is Commnication Intelligence wiich mobile field units can
d_erive from the timely processing of traffic procured by them by ‘
listening to enemy communications for the purpose of providing mteuié;ﬁce
for the conmanders of thg forses which they are d:i.réctly supportinge
It includes raw traffic, end~product, technical material, working doouments
and captured material used in its production, It also includes intel-

. ligence reports, appreciations and summaries based on Y ‘nless the informa-
tion is so generalized that it cannot be traced back to & particulsr item

of ¥ or to Y in general,

GENFRAL FRINCIPLES OF SHOURITY AND DISSEMINATION
34 Nations participating in the SACHIR Y effort mast, as o condition
of participation, agree to accept and adhére to thess reQula.tipﬁs.
be Eash country participating in the SACHR Y effort will designate
a-mtiona.l authority to deal with all questions of Y security and enforce
these regulafion_s. ' o
5e }i_‘aqhb national authority will designate a Y Security Officer to
whem Y ma."terials and communications reiating- thereto shall be addressed. _
,

Oe SACEUR will formulate and supervise complinnce with security
regulations and policies for Y within the SACEUR cormand.

SECRET-
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7e Before an individual in any cz’..pac‘ity has cecess to the knowledge
or results of the SiCEUR Y effort, he must. be scre=med and cleared as being
of unquestioned loyalty by his notionn)l authority.. The screening must be
o8 thorough os possible cnd ot least os thorough i thot given to. individunls
having access to COSMIC infom.ﬁion. Tn 2ddition to such clearance, each
individun) serving under SACEUR dommand must Be spocifieally nominoted t6
receive Y either by SICEUR or by the concerncd ﬁe.tioml authority. - In the
Intter case the nominotion must be cpproved by SiCEUR., In excepti..anal.ojrcwn-;
stanees undor operationtl eonditions the above reguiirements for sercening.,
cleorance and nominction may be waived for those 'intividuals appoin%ed
to certoin Koy posts, o list of: which should be dravm up by SICEUR. Such
persor_mel' may be given tceess to Y upon the authority of the approprinte’
commendeXre -
8, - ° Prior to being given access to- Y, cach individual will be Y
indoectrinnted by a specisl worning on the sensitivity of ¥ scurces to
comprofmise and be required to sign o dooument drawing ottemtion to his
special rcsponsibility for sé.feguzu-dj_ng Y and to ther coidseq_uenbes
which the law or administrative or executive order of his cowmtwy, or ordar
of SACEUR, provides, if citﬁcz; by intent or nogligencs hé allows Y to comb
to the notice of unfuthorized persons. It must be sirossed that thore
is no time limit in that the informntion must be sefegusrded indefinitelys
e Distribution of ¥ must be on the necd~-to-kncw principle, l.c, each
item of Y shall be mede kmown only to those Y indoctrinated individunls who
roquirc it in the performnce of thoir dutiess SACEUL will mintain -
contxol lists of indootrinnted Y ricipients in forces under his command

- other thon those engnged in the production of Cormunication Intelligcnoco'

-2 -

-SECRET
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Exhibit 2 (continued)
He will ensurc thnt the number is kept to the minimum consistent with
essential intelligence and operationnl needds Notiomal authorities will
mintoin similar lists of their own notionals ond apply similar
restrictionse _ o ™
10e Y indoctrinees mst not bé allowed to run a greatexr risk of .
capture or interrogation by enemies ér potential cnemlos thon is absolutely
necessbry for the efficiunt performance of thelr duties, This mﬁst olso
apply to o period of six nonths after they hove ceased to receive. Y
nrterial exnept during active operations in ecnses of impelling necessitys
11 The ‘grentest care must be taken not to betray Y success by actions
based on it, Efforts should be made, if at all possible, to devise sultable
cover, such as reconmaisscnce, The source should on no q.ccount be
needlessly risked.
12, °  SACEUR will determine the level to wWiich Y will be disseminateds
Normally, in ground forces ‘this will not be below a Corpse* ' In
exceptional instm;:es,, i?herg it is essential for irmediate operntional purs
poses, information based on Y may, as specifically suthorized byaX .
indoctrinated commander, be disseminntod below the normal level to

!

unindoctrinated individuals provided the source is not disclosed, Where

‘possible, nanes; time, positions ond other data identical with that frot

the original text must be omitted, or, if the rotention of such an item or

itens is essentinl, must be carcfully paraphresed, Such information -

+Note: Throughout this papor where level of commend is expressod in army

tarms, it shall bo undarstood to includé commnds in other services with

equivelent requirements. -

-3 -

SECRET-
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Bxhibit 2 (continued)

must be possed by 2 scoure despatch service, by a secure line or in a
cipher system approved by SACEUR. Tt nust not be passed in clear

by radio (including radio telephone),

13 Knowledge of the methods and scope of, and thg ‘pec_h.nical mteria.:.l.
resulting fron, the SACEUR Yv effort will be restricted to the nations .
of the mations which participato in the SACEUR Y efforts, docess to tho
Y end-product should, as far as possible ,i be similu.rly restricted,

CLASSIFICLTION AND PROCEDURES:

14, &1l Y resulding from the SACEUR Y effort will be classified
SECRET and designated by a codeword (except as provided in partagro.ph 19
bpelow)e The clagsification and  the codeﬁorfi sholl. appesr on every sheet
of paper which contains or discloses the cxistence of Y, except that, at
the discretion of the unit 6omnnder, this provigion need not 'bc .a.pplied_
to purcly working documonts within o ¥ unite The co&cword_. indicates
thot the material must be handled in accordance vwith | | ‘

thesc érinciples, ané used in its ueaning, the .co;iaword for ¥
will also Lear ths claucification SCCRTT. Th= codeword and
its implication shall not be nade lmown to porsons no_ﬁ indootrinated
:Li_t Y nor shall it be used iri_its codevord sense in the Iresence
of auoh persons. .
154 In pencotine, if _Y,dqgmndx;ts ;:nre to be transmitted by bag
within SACEUR's Cormand, the route and procedure rust be speoially
m_xthorized by Su.CEUR having regard to the adequacy of the security
of the route and proccdurc.'. Documents should be .do‘uble-vmappe.dg._nd.

addressed to e Y indoctrinated officer (by name, not funct_ion); the

-}4.‘.-

-SECRET—
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inner envelope should bear the appropriate security classification but -
not the codeword, In wartime, discretimm will be left to the local
commander to make the most secure arrengements poss:.ble. As o minimam,

doctmcmts st bo sent by ha.nd of officer or by 2 secure daspatch service,

16, If Y 43 tronmdtsed whthin UCTR' ouxnd by-alostrionl
means or by any physical means not completely secure , & geoure OI'.V’P“"
graphic channel reserved axchmive;y for th_is requirement rust be used,
Participoting notions ust additionally ensure that when Y is spﬁiwxy_'
tronsritted into, out of, or exte:mn.l]y to the SACEUR command the '
c:&ptomphk systen or systems specially provided are used exclusivelys
17, The highest stondard of physical security mist be applied to the
custody of Y by national authorities and within SACEUR's comand, Normally,
exccpt when in transit under conditions presoribed herein, Y materisls and
conmmmiontions reloting thereto must ot all 'h:.mes be: o .
(a).  under the direct surveillance of o Y indootrinated person
responsible for their safo~keeping, or
(v) locked in a three-combination safe accessible only to
- - Y indootrinated persomnel, or . _
(o) -stored in o looked compartment which is under com@t
surveillance by an armed smtry and which is accessible
only to Y indootrinated persomnels _
18 Y doeuments rust be destroyed as soan as they have monsed to be of ,
use, This is perticularly importont in field conditions where
destrugtion rmust be by fire, l .
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194 In order thnt ncecssary operational usc can be urde of cortain
types of low=level tactienl Y (such 2s D/F bearings and plain text
messeges) on which irmediate action rmst obviously be taken in combat
operations » SACATR may prescribe loss stringent scourity rogulotions
which will perrit the diésemination of such I, without a codeword and
at o clnssification not below Confic'l.enf_j%a.l, to unimdoestrinated
recipients who need to lmow, ‘

20, COMINT end~product or intelligenco bosed on COMINT introduced
into 4llied intelligence chonnels by Third Porties .pt:c'ticipating in
the Y-structure of the cormond should be handled in Yechonnels and
sgb,jected to the security nwasures prescribed for hnndling Yo Where = ..
such Third i’c.rty COMINT is furnished by o poz‘tio:i'.patin,g.l‘mtiomﬂ "COMINT
a.uti_writy'or organization and is of a higher grade tlm.n Y naterial produced
wj.thin‘ the Y-structure or thon the COMINT supplied to tho- Y=organization..

by U.S./U.K_. COMINT authorities, it will be pﬁ.ssed thirough Y-choannels

and its distribution will be kept to a miﬁimum.

21, COMINT end=-product or intelligence based on COMINT introduced

into dllied intelligence channels by Third Portics not participeting in

the Y=structurc of the cormend should, whenever possible, be tronsferred

to Y~-channels at the first point at which such cnd-product or intelligence
come to the attention of Y personnel, and from thot point tronsmitted directly
"to the Supreme .Allied Corymnder!s Y Officer. Carc should be trken not

to éompm‘onﬁ.se the existence of Y~-channcls as'suchs  The Suprene dllied
Cormonder's Y Officor should bring cny such material to the attention,

of the JAC of § (I) for decision 2s to furthersaction or disscrinction.

_-6-.-

-SECRET—
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In deciding on such further action or disseminntion the iC of 8 (I)
will give full consideration to thc nced to protect COMINT.

22, National authorities and SACEUR rmst oxpand those principles
into a set of regulntions adapted Lo local conditionsy Copies of the
Y security regulations of each netional authority will be forwardf@

o SACEUR through Y channels{




DOCID: 2957880 REF ID:A2665521

®

TO BE HANDLED IN ACCORDANCE WITH IRSIG

BEC/F/T
LPPENDIX P 14th February, 1952.

Annexurc Pi
IXHIBIT 3 _ .
RELEASE OF U.S, +#MD U,K. COINT END-PRODUCT TO THIRD

BaRTY NATIONALS IN SACEUR COMMANDS IN FEACE -
D TR
To PEACETIME
TRAFFIC INTELLIGENCE '

te ‘{a)  Traffic Intelligence (as currently defined by USCIB
and ISIB) nmay be .passed. in peacetime to Third Party
nationals in s&‘m on & ncod~-to~know basis for '
planning purpoées undor the conditions set forth
below, )
(b)  Whon passcd to Third fai'ty natiorals, Traffic

Intelligence must be disguised cffectively, :‘m.such

o way as not to be attributable in whole or in part

to COMINT, and nust be ascribed in precisc and

positive terms to another source chosen for its

plausibilitye The disguisc will include as a

minifmum: A

(i) removing messcnt:.‘..ls,

(1] poraphrosing o.ny rewvining text, mumbers a.nd
times being rounded off and, whenever possible,
dpproﬁmfions beéing subsltituted. for precise
statenents, _ '

(c) Incioctrimted UeS. or British recipients or wmdisguised
. Traffic Intelligencc in each Staff Division in SHAPE
will recormend to 4,0, of S¢ (I) SHAPE which Traffic-- -

Intelligence should be disseminated for planning

purposes to Third Porty nationalse 4i.C, of S. (I) |




—
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will refer ench chse to the cognizont U.S. or U.Ke nationnl
suthority which originnted the Traffic Intelligence (vor
whose COMINT wnits did so)', asking for clearance to pass

" this porticular Traffic Intclligence to Third Farty
noticnals ~nd forwerding a copy of the diéguised forn in
which it is proposcd to disseminate the information together
with the proposed distribution, or requesting that it be’
furnished to hin in disguised form.

(a) Disguised Troffic Intelligemce will not carry the Traffic
Intelligence codeword. When it hes been disguised, and
when the source to which it iz to be attributed has been
chosen, it will carry the sccurity groding e.pproprin.te to
that source and will normally be disseminnted ond handled
:.n the mammer customary fér thot source, VWhere it is
considered thnt disguise my not be fully effective cnd
that the intelligence should not be withheld, it shall
be given special handling thr§ugh 848.0./G.C.U, charmels
in accordance with the following provisions:~

the disguised Troffic Intolligence rust bo shown to
dosignated Third Party nationals by the G2 or Chief
Intei]igence Officer or by an indoctrinated U.S. or
British officer on the Staff, in order not to draw

 attention to the function of the 8,8.0./G.Cele;
copics should not be possed to Third Party nationalsg
for retcntior; by theﬁ.

SPECIAL INTELLIGENCE

2, Specinl Intelligence items as such will not be disseminatoed to

Third Pm:ty nationals in peccetime in any formy; however information

derived fron such Intelligence mny be disscrinated to Third Parties f§
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SHAPE if it can be erbodiod in general intelligenoe swmaries in such

o manner as to ensure that the information eannot be tro.o»ed back to

.COMINT in genaral or any specific item of COMINT., 4A.C. of S. (I) should
inforn the cognizant T.S. and U.Ke nationel authorities of any Special
Intelligence he considers should b;e mode availsble, and they will make
every effort to moke :'.f availa.bie in this forma
CO-CRDINATION . o
3 The, UySe ond U,K. national authorities will ensure that each is
informed of any aotion taken by the other under the above provisions,
and material moy be excluded from these mm:génents ot -the request of
either authority. Thoe U.S. ond UsKe notionnd authorities will keep

these arrtngements under review,

IX. WARTIME

TRAFFIC INTELLIGENCE
he (a) Traffic’ Intelligence, as such, -whether” produced’ whviin® -

SACEUR's Cormand or received £rom U._S'.uér U.X, notional

authorities, will only be disscminated to Third Parties

if it falls into the first (roleasable) category as

defined in paragraph 20 of "COMINT APRANGEMENTS FOR SACEUR™,

(v)  Dissemination of such Traffic Intelligence to Third Partios
shall be by whichever of tﬁe following chamels is
appromriate: _ ’ ' o ‘
(1) vid 9.8.0./0.C.U. channels;

(11) in the case of commnnds which ocmtaa.n no integrated
U.S./British persommel, from the appromriate
inter~ailied SACEIR comnand;

(111)from & 0.8, or U.Ke Y unit or COMINY vnif diveot to
the integrated SACEUR command or formition ‘which it

Supports. N .
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= k- BEG/F/1 (contimied),
(o) Second Category Traffic Intelligence (see paragraph 20

of COMINT ARRANGEMENTS FOR SACEIR) =hall not be disseminated
as Traffio-mﬁeuigezwe to Third Pexrty nationals in inter-
allied SACEUR commands but may be d.sseminated, when
'neoessary, in accordance with the reculations set forth

_ below for the disseminaticn of Special Intelligence,

5e (=) For purposes of wartime dissemination tc Third Party .
. " nationals in inter-allled SACEUR Cusmends, Speoiel ‘mtelligence
. will be divided into two categories: -
(1) conditionally releaseable .(disguised), .
(11) unreleasavle.
(b)  The U.S. and U.K, COMINT authorities will currently

maintain an agreei list of the matericl in both oategories.

CONDTTIONALLY RELEASABLE (Dmcms*m SPECIAL, INVEILY xmcu
6e (2) D:Lsguised Spectal Intelligense will be pessed initially -
- only to comands which contain an inte.gmi-ea V.S, oxr
) Brrt:tsh element, but the U,S. ond U.k» national COMINT
authorities will - =1riew the 51 ..L,at:l.on in the llght of |
Inter circumsta_.noesa Under +hc conditions set forth
below disguised Special Intelligence will be pa.ssed in
- wrtime in inter-nllied SACETR Comunds which inclule
UsS, omd British elements down to Army level for ground
foroes® on a strict ncedmtonknow ba.s:.s through the
8.8.0./G.C,U. system.

*Note: Throughout this paper where level of command is expressed in
sruy terms, it shall be understood to inclule command: in other

gervices with equivalent requirements. ..
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-5 a BEC/F/1 (continued).

Exoept ns provided for in paragraph 8(a) below, disguised
Spe¢ial Intelligence may only be disseminated to Third
Party nationals in such a we.y as not to be attributable
in whole or in part to COMINT, Disguising shall include
as o minimum;

(:L) removing :\nesaentials- -

(i1) pa.mplu‘a.sing the remining text, _mmba‘s and times
heing raunded off u.nd vhenever- poss:.ble, approximas
tions being sL:butituted for precise. suatements;

(11i) oaseribing the item in precise and pqgitive tarms to
another source which is ohosen for its plausibility
and which, by the"speo.‘l_.al seourit'jr l'mzﬂ.ling arrange=
ments norwally prescribed for it, will permit retemtion
only by U.S. or British nationals,

Disguising of conditionally releasable Special Intelligence

¥All be the responsibility of the avgnisant U.S. and U.Ke

national authorities who will make suita.ble. arrangements
to prevent the circulation of more than one disguised
version of the same item, |

. Disgulsod Special Intelligence will be disseminated with

a-security grading appropriate to its asoribed source and

handled in a manner oomsistent with that sMc. Copies
of disguised Speecial Inteclligence will not :be passed to

Third Parties for their retcmtic’m.

,Disguised Speéio.l Intelligence will not ‘oorry the Special

Intelligence codoword and- will ve the only version used

for inter-allied purposes in all inter-allicd’ SuBEUR

comaands,  The disguised version will also be mede

available to U,S, and U.Ke national Intelligence agenci.
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(£) The undisguised versions of these items will also be
pessed to the 8.8.0./G.C.U. They will carry the Specicl

Intelligence codeword and

(8)  4ccess to the disguised form must be restricted on a
need~to~know basis to: ' ' ' '
(1) officers of Third Porties holding the posts of
Coxmmnder; Deputy c@mdem-, Chief of Starf, e2,
63, G5 a.rxiSJ.gnv.J.s officér (or thelr equivalents);

. (ii) odditional Third Party officers, nomimated by
’ JCER on ﬂth'.g ‘reoammendatim of on a.pprqpriéte highe
‘ranking British or U.S. ‘Officers ~ Such Third Party
~ officers must be approved by name by USCIB and
LSIB, or Memeptioml oiroumstances by one of these
o omly. | |
- (h) 4 Ust.of Third Party officers entitled 'bo see disguised
Speotal Intelligence will be mintained by the 8.8.0./.G.C.T.
and reported back p‘er.iodica.lly.to USCIB opd LSTB.-
. (i)_‘ Excopt .as provided for in the above poragravha
| relevant to Third Party mationnls, disguised
Special Intel]igende'mzst'be given the same troate
. ment os any other form of Spec:l.al Intelligenoe, .. .
EMERGENCY, PROCEDURE L | o
. 7s. .. TIn exoeptional instances indootrinnted U.S, or British ecmmanders

at the level of Army or highert may pass releasable Special Intelligence
in operatienal orders or other commmnications 4o Third Party nationnls

+
Se_e note on mge 4e

popuswe se ‘6671 "O'H

(9)(q) pue ‘(£)(q) ‘1(q)¢¢ uonoss
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who urgently require it for purposes of vitel opcmtiohc.l importance.
Such orders or corrunications will be so worded thnt if they be
captured the source could not be identificd as Speeinl Intell:.gence.
Only essentirl specific items will be tr».nsu. tted, ond napes, tmes
positions and other date fro: the orld,iml toxts will e pnro.phrased
as for as oossi'ble. o '
-SFECTAL- INTELLIGENCE ESSE!TL.L TO Th, SACEUR Y, LFFORT

LY -~y =y

84 I:Lf‘mtlm fro-: Special Intelllaenco esscnticl to the EnGEUR

Y effort my be disseminated by U.S./U.K. national nuthprities in cither

of two wys: ) ] )
(2)  if it can pLiusibly be. rcpréscnt_ed os the i-csﬁlp";:f further
proceséiﬁr: of Y mterinl‘ﬁ{: nationnl centres, or if it
-ccn be repreécmt_ed as arising fron coptured docusents,
and if there is no reason why it should not cor__lc. to the
Knowledge of Third Portica, it will bo mnde aveilablo,
. on a necd~to-know basis, to Third l?e.rtjr as well as U,.S.
tnd British parbiciponts. in tho SiCWR Y affort;
() if the cbove is not’ e.pplicaﬁle, it ﬁi_.ll be passed by
TOP SFORRT COMINT channcls to an authorized Special
Intelligence Reclpient oddressed by n;'me at U;S. and
British Y un:Lts with a need to lcncw, the re;cipient. will
excrcige the utmost discrction when opplying — if he
considers it neoess-s*.ry_to apply - the Special Intelligence
infon;ntion to the T effort of his. unit. Under no

circunstonces will rmaterial in .:I:his scoond éategoz-y

be made available to Third Party nationals,
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TOP-SECRET

-8 e

REVISION '
10, It is renlized th:‘.f; “the nrro "e‘md!ifs‘ for

tHe tortine disseminno-

tion of Special Intelligence.as dofined avove r;ﬁy need revision in the

. light of‘ experience and fhhzi'e‘coﬁditions, evon to0 the extent of
indootrinating fully o limited mmber of spocificd forcigh rationnls
in highly responsible positions within the SACEUR Commnnd.
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AFPENDIX P
ANNEXURE P2
COMINT ARRANGEMENTS FCR SACLANT -
I, GENFRAL ’

1. The following principles affecting the COMINT arrangements
for SACLANT apply to planming for wartime except insofar as provision
is made in paragraphs 26 - 28 below for additional peacetime cooperatiocne
They will be the basis on which Canadicn/U.K./U.S. COMINT authorities
will negotiate with SACLANT and on which subsequent negotiations with
Third Party nations should be conducteds. ...ny. alteretions in principle
which mny become necessary ns the result of these negotintions will
be agreed among Candian/U.K/U.S. COMINT suthorities and appropriote
amendment made heérein, . . ,

2.- In order that the arrangements containod herein may be effective
on the. cutbreak of war, it will bo necessery to initiato planning in’
peacetime with the Third Perty nntions conccrnod. This planning activity
should bogin as soon as pbssible. _ ‘ '

3.- In order to proadte the groatest possible rendiness for m.r, it
may bé necessory to extend this pencetime -coopem.tioﬁ beybﬁd':tlxé étﬁgé .
of planning. The deéision vwhen to entor upon this sccond stoge
will be taken by ca.naciim/u.x./U.s. COMINT authoritics at samo loter
datein the light of the then mrevniling internntional situntion and
of the experience gained in the course of cooperation with Thixd Party
nations on COMINT planning,

NOTE: Pertinent definitions for the purpose of this paper are
given in Exhibit 1 heroto.
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II, DETAILED PROPOSLLS

SACIANT Y STRUCTURE

L, The SMOIANT Y Structure should have the following elaments:
a. 4 senior Y officer at SWCIANT Headquorters (SACTANT X
Officer) assisted l;y a Y stc;ff.
be T Officers and Y Sta.f‘fs , where required, at headquarters
of mjor subordinate Commanders under SACLANT, ]
¢e National Y units provided for .support' of SACIANT forcese
5. Tt is reccimended that the rosponsibility for formlating ond
implementing SACLANT Y policy lie with i, C. of Se (I), SACLANT.
PARTICTPATION IN SACLANT Y STRUCTURR
6, Participotion in the SACLANT Y Structure, including Y staffs,

should be épm to 211 nations contributing combot forces to SACLANT
oémmn.nd, together with Y units adequate for their direct support, or
contributing Y units for genercl support of the SACLANT commawmd, Tt
-shnl_'l. be a q&ndition-of pwrticipation that theso nntions wpdertake to
enforecoe appropriate secxmity rjmez\.suros ng set forth in Exhibit 2 hercto;.
and also undertake to apply tho principles suvt forth theroin,.as a
minimm, to all other COMINT activities wider their control, Participation
in the activities of the S.WCLANT Y Structure should be limited to those
nations whoée geogrephical location o«nd Y units con, in SACLANT 's
opinion, contribute to the overall effcctiveness of the. structure,
Participation only in the shore-based direction finder oparations. will
not necessarily entitle a nation or its nationals to receive other
types of Y information,

7« Bach participoating nction should provide and minf;ain its owmn
Y units contributed for the support of SACLANT, or of forces under his

command, and should ensure their operntional efficiencys
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FUNCTIONS OF THE SiCLANT HE.DQUARTIRS Y STFF

8. Within the limits of agreed cooperation, the functions of the
SACLANT Heodquarters Y Officer and Staff should include:

Qe Ei'feq{;ing any necessary general coordination of the
SACLANT Y effort; -_ ‘

b, i*’.slta'biishing as far as notional differences permit
uniform oporational procédures between Y units of different nations :

‘ G+ Giving technlosl advice as required to the SACLANT
Heodquarters Intelligence Staff on the interpretotion of Y information
) I;eceived by RUCLANT Hea.dqui':'érs‘, .-s.nd arranging for the SACLINT
Headgquarters Intelligence.s.ta.f‘f.té receive all the Y information u.vaila’bie in
ne SACLANT Comﬁ.ﬁd which may be of valuc to it; ‘

:i. Formla.tmg and supervising compl::.'mco with security
regulations and pol:\.cles govern:.ng the production, handling, and dlssemum
tion of Y material _vn.thin the SuCLuNT Commmnd in accordance with th_e agroeed
securlity principles in E:d]i’bit 2 herotos »

Ce 4rronging for Y units to reccive such tochnical’
n:‘.terlal and end~products, whether produccd in tho SLCLANT Cox:rmzd or-
received from nation2l sources, as mny be neccssory for eff:.clent cond:uct

. of their opermtlons. A ;

f,  Establishing ond stiting tolthc.a.ppropri_a.te authorities
,requirefaents for special corrmmnications and cmthels ng necessery
to m_eet ope_r:_lti_onnl and sccurity 'requireme.r'lts of the‘ Y effort mﬂﬂn
SACLANT's ) Conn;'md. 4 |

ge Subject to security regulations, r.nintgiﬁﬁg effective

liaison with other activitios, such as radio warfore, which my relate to

or affect the dischnrge of his COMINT responsibilities.  (drrangements
in this peper do not includo radio worfarc.) »




DOCID: 2957880 " REF ID:A2665521

-

TO BE HANDLED IN ACCORDANCE WITH RSIG

BRC53/B/Final
049
~ 19 Mareh 1953
h, Arrt\ngnlg , Within the procedurcs stipulated by NaTO,
for ﬁntm:ia.l 'of' téchnical COMD!Tlintm'est.,. includmg érisoner 'of wor
interrogations, p;risohcr of wor rcports, ond captured docunents and equip-
unent to be made imcdiaj:ely availcble ns a.ppropri-:*.té fo the clements of
the SACLANT Y Structure ond to nationnl COMINT suthoritics.
FUNCTIONS oF Y STJAFPFS oT _S:UyORDm_..T“ CO‘M:.NDS
9. . Y Of‘f:.cers and Y Strffs nt suborch.m\te co:mds should perform
functions corresponding to those of thc ¥ stoff ~t SICLNT Hoa.d.qunrters-

FUNCTIONS OF Y UNITS

10, Y units should intercopt ond process material and provide O/F
inforxmtion to meet the requirements pres_c:ri‘bed. by SiCLINT, ";ny combination
of Y units of one mationality with those of nné_thcr m.].l be subject »
to agreement of cognizant nationnl COMﬁ‘IT authoritics if required.
CONCEET OF _OPERATIONS ) '

1. Internationnl coopcr'xt:.on in Y within SUCLLNT's Conmnd is
expected to consist of: _

D.. Coordinated shore~bosed direction findar oper'v.tions by
mtlom.l nets and stations organized and controllod os mutually ogreed
among the participnting nations, ' )

b Dircction finder and intorcept opomtibhs in allied

vessels,

Ce Interception and proces-sing by notional Y wmits of enemy
commnications of tactical interest to SICLNT,
. " d, Certain exchonge and coonii.m‘.tioxlx with S\CER's ¥

structures
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CO’M]NT UNITS IN THL SAGLJ\IT 4REs NOT ENG.uGED IN SUPPOR&‘ OF FORCES

UNDER. SACLANT .

1 2. . ua.ch na.tlon with forces semr\_, under &lChM ma.y J.nd:wa.dua.lly
a.rrange to operate in SAGDJ‘IT'S crea no.tlonal COMINT um.ts not pro\n.ded
spanf:.ce.lly or e:xclus:x.vely for support of the forces under SACIANT
These imits will ot opera.te 58 part of the &LCLM Y strucmre, and’
will not ve subject to t"le a.rra.ngements for mter—‘..lllod coopero.tlon )
unless a.greoz.ii“‘c; x4 t"le nat:.ons prcndlng them, ' ‘ )

) 1 3. ' Ccmada U K., 'md U. . will rm.ntn.in.an operéxtion?.l‘sepo.r‘ation
a.nd msofar prn.ct:.ca.ble, a phys:.cn.l sepa.ra.tlon bo‘bwocn tho Y un:.ts

%

and the:l.:c mtloml COMINT unlts.

1L. It is recogn:.zed th~ t cs.rt‘..ln COMINT unlts \.1: the h:.gher le'vels

would be ch.rectly supportlng both SnCLuNT and the:.r n"t:Lonal COMIN‘T

orga.mzat:.ons. Bach pmrtlclpotmg mtlon would havc dlscrctlon a.bout such
r_ntters os the right of access of other n_tlonals to these u.n.'Lts.

COOPERATION '7ITH TH]RD PALRTI-L‘S WIT"-I]N &.CL.NT Y SI‘RUCTURE

15. Gooperatlon with Th:er Pa.rt:.es within the SICLUNT ¥ structure

should be confmed wn.th:.n the limits necessary to nect thc essentinl Y

nueds of SaCInNT and the fomes unaer hlS conm.nd a.nd -ust not revea.l

tha.t there is COMINT collz‘bor'ttlon 'unong Canada, o, K., L\nd U.S. outs:l.de

- I

the sphere of Y. Within the llmts ogroed for the rcleaso of cOM]]\IT

ma.tefz-d.al produced by c:mad_la.n/U K./U S. orgr'm:.mtlons (see paragraphs 20

A

and 21 below), coopere.tlon with ’I.“uni thles snould bo wholchearteds
16. The ch.mmels for thu prov:Lsion of tecnnlcn.l material to Third

Partles from C&n&dlmI/Uqu/U.S. nat:.oml COIEENT sourcos should be via.

1,

the S&GLLNT Y stei'f-
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17. I.nsofe.r as consistent m.th the a.greed limits for the e

release of Canadian/U.K./U.S. COMINT, and in order to secure the
‘necesgary degree of uniformity, Thixd Porties ghould be persuaded
to a.dop‘b certain common operctional procedures, .

WVEMENT OFYMATERIALBENEEN UNITS UNDER SACLANT AND THTED. PARTY
NATTONAL, ORGANTZATIONS

18, The Y units :}n_d Y staffs of the p_articipctting notions
would be at liberty to pnss tq thei_._r ovm.ngztioﬁg} GOMZH\IT orgnizations
and to other porticipating nations, but to:thos_e.mtions only, the
teohniocl material and traffic produced or reccived by themselves,

. ;!he ;;'a*.At,ional COMINT organi;o.tioﬁs of the participating nations .
should in tum provide such techmical support both to their.own ¥
wdts and through. the SICLANT Y staff to the Y units of othar partioipas
ting mt,ions 28 they may consider would be e.p_propricxtq and of assiétmwe )
to the Y ef‘fort unde:r SACLANT, )
Suoh mterml slml.l be Mdied in mcord.ﬂme with the reguln.‘tions in
Eﬂ:._':.b:g.t 2 hereto.

EXCHANGE OF INTERNALLY PRODUCED COMINT END-PRODUCTS BEJ.‘WEEN_A SACTANT
AND O'I‘HER SUPRM uLLIﬂJ COMMANDERS

19, Emho.nge with other major Commanders of NuTO of internally
. produced COMINT end-products a.nd int?lq_lg_e_nce_ swmm.ri.esA ‘baacﬁ- thereon
should be as agreed ‘between the Suprame ‘ﬁlied .commdgfg ooncerned and
should ve confined to the highest levels practicobles Such exchange
should take place in a secure cryptographic.channcl provided exclusively
for such materials 4s o condition of such exchange, the security

principles set forth in Ixhibit 2 hereto shall be applied as a minimum

for the handling of the material :.n the Commonds concerned,
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RELEASE OF TRAFFIC INTELLIGENCE FRODUCED BY CANADLAN/UsKe/UsSe ORGANIZATIONS

20. The rclecsc to Third Partios in the SACLANT Command of
| Troffic Intelligence produced by Concdian/U.K./U.S. orgonizations will,
within the limitations of the nced-to-know ond the provisions of Exhibit 2
and 3' hereto, be subjeoct to the followlng conditions:

B First (releasable) Category

Class I
This consists of Y ma‘cerié.l, both enﬂ-pfoducts
and technical material, produced by Canadian/U,K./U.S. Y units, and material of
the same kind and supplemcntary to it produced by national Ca.mdiam/U.K./U.S.
COMINT organisations, Tois class will nerumlly be reloasad autoratically in
wertine but the Czeision to cm:::;cnce automatic roletsc of this elass will bo
subjuct to rutual agrecuent among the cogni;'sant Canadian/¥.K./U.S. COMINT
authorities., 411 or any part of this usterinl will be withheld at any time by
these partics if ono party deslares that release would be hasardous to its
national interestds ' o1igs 1z A
_ This consists of COMINT moterial, both end-products
and techmical material which, although produced by & cemadian/u.ic./ﬁ.S. COMINT
Vorgax.-\iz;ltion other than o Y unit, would be capable of production by Y
units, and which, if passed to & Y unit, would enable that unit to achieve
a si.gnifiqzmily higher degfee of cxploitation of its normal fasks.
Canodion/U.K./U.S. nntionel COMINT cuthorities must be in agreement before
mterial in this class chy be released, They will continucusly revicw
the class nnd mointain agreed lists of the moterial included in it,

De Seccond (Non-rcleosable) Category

This'. consists of the remainder of Traffic Intelligemoce

not included nbove. It muy not be released to Third Portics exoopt 2

indicatcd in ]khibit 3 h(:reto. mﬂem-
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R'E'L.AS] OF SPECIAL INTELLIGENCE

21, Bpecicl Intclligence will only be released to Third Paxrties
in the SACLANT Cormnnd in accordance with the provisions of .Exhibit 3

hereto

PRINGIPLES FOR DALING WITH COMINT FND-FRODUCT INTRODUCED INTO ALLIFD
CHANNELS BY THIRD PaRTIES

22, COMINT end—product introduced by Third Parties into Allied
Intelligence channels will be handled in accorda.nce with p&ragr&phs 20
tnd 21 of ]'-:xhibit 2 hereto,.

COOFTRATION T PLAWNING OF WARTIME Y STRUCTURE

23, It is agreed that cooperation with Third Parties in planning
the wartine structure should begin in peacetime and os soon as possible,
and thrt there ghould be step-by-step implementation of the SACLANT Y
progran in consonance with _sq.fisfactory testing of ecch successive
stecpe It is considered advantagcous ‘to esteblish relations w.Lth one
Third Party notion at a time until all thosc considered eligible are
included, Before mking any proposals to individual Third Pexty nations
which may necossitate the disclosure of information regarding Cansdian/U.K.
or U.Se plans for Y, SACLANT should seek the concurrence .of Canadian,

U.X. or U,S, COMINT authoritics,

24, In any approach to Third Parties within the SACLANT CUommond
with regard to the planning of a wartime Y structure the fol;.awing
rinciples should apply:

O There must be no disclosure to Third Parties of any
Canadian/U.X./U.S, COMINT collnboration outside the SACLANT _

Cormand, and cooperation in planning should be conducted without

-8 =
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rovealing present Canndion/U,XK./U.S, COMINT succosses or the seale
and meture of their present and plonnoed COMINT cffort,

De As a condition of cooperation in plamming the
SaCLANT Y structure Third Porty nations mist nocept ond adhere +o
minimunm security rcgul:;.tions geverning the productien and hondling. of-
Y mterials

es  Knowledge of -‘the details of the plonning of the
SGCLANT ¥ s¥ructure must be restricted to nntionals of those natiéns
4aking port in that planing, - ’

25, -The plonning, s.nd'ﬁegotiations in any apprénch should be donc
by the SiCLiNT Y officer, assistod by such officers of the Canadian/U.K./
U.8, Services concerncd ns it mny prove neoessary to a.pppint; He and
his staff should cstablish, within the franework of the agreed wartime
arrangements, o skeleton orgonization dusigned to ensure the orderly
expansion nnd offective operation of the ¥ structurc on the outbrenk of
were  They should also develop such conmon or similar procodurcs os
my be desiroble o.nd procticablc,

264 'In order to carry out his plonning tesk, and in order %o
advise Third Porty nations, the SACLANT Y officer should be provided
with pertinent information on the subjécts listed belowe - The nations -
concerned should eocch desigm‘".tc the authority with whom he may communicate
on thesc nnd othor Y mothors,: - '

Types of Y tnits
Number of units plonned
sdministration

~*.  Basic operntional organization

Yonpower complements (by function)
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Numboer of intercept positiona
(1n broad categorios, ege, B/F Voice, D/F
Prequoney ranges of intercept equipment

: Corrmmnications equipment of Y wmits

PEAC]HB'!E COMINT ARRANGEMENTS FOR SaCLANT

27. It is rocognized that in addition to the nececssity to
.plan for wortime COMINT cooperation within SACIANT, pecetime COMINT
arvangesents for SACLANT should be developed in order to pi»omotc
-readiness for wartine operntions. The progressive of” phesed implementa=
tion of such crrangements should be nccomplished, within the limits
of agreed wortine cooperation, in accordance with the procedures
é.escﬁ.bed below,
28,  The Y nctivities included in the SACLANT ¥ structure,

should be orga.nized and conductod in pea.cetime as follows:

Q, FPhase I = ‘

4 SICLINT Y Officer should be appointed to begin
laying the groundwork for agreed wortime sxrrongenents, for SACLANT
to obtain the results of nationol shore=based direction finder
operntionse SACLANT should kcep COMINT authoritios of participating
notions ndvised of the progress cf w'plzmn:l.ng cr amng@nts with
other NiTO nembers that affects thems Nations concerned should
each designate an euthority with whom the SACLANT ¥ Officer cenm
commmicate on direction finder matters,

b. Phase II =~

When the above arrangements for shorebased direstion

finder operations are made, the SACLANT Y Officer should arrange for
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: operat:.onal drills during NATO exercises or maneuversa

. e e o e et~ o m—

+ The use of information based on D/F ond shipborne intercept
operntions will be in accordance with the following provisions:
1e Shorcbased D/F Operations, Fixes and the fully

evalunted results of shorebesed I/F operations, during NATO
exercises or maneuvers, may be passed to nationals of those nations
participating in the D/F operations, DJring the en:em:.ses . mfomt:.on
resulting rrom D/F f:Lxes TRy be passed o nationals of nations
porticipating in the exercises, even tnough these nations do not
pa.rt:Lc:.po.te in the D/P operntions, when the following cond.:.tions
ere fulfilled; ‘
(1) When specifically authorized by SACLANT,
(i) When a real advantage to the exercise then
_in progress would accrue, and
(441) When tic intelligence con be attributed to
another sovurce, or, if this is not possible,
the truc source is nct stated,

During post-exercise conference, shorebased D/F informntion
or results may be disclosed to notionals of nations not participating
in the D/P operctions only éa nlready disclosed in the course of the
axcreise, (This is not to prohibit the use, during posteexercise

- conferences, of intelligence or situation summaries issued to all
'pa.rtn.clpe.tmg units in the exercise). ‘ .

2, Shipborne D/F and Interception. During exercises,

results of shipborne I/F operations and the shipborne interception
of plain text or self-evident code messcges ray be passed to naticnals
of those nations porticipating in the exercises, . The analyzed results
of shirborne D/F and interception operations may be mede available

post-exercise conference without restriction,
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. Co .Pﬁase ITT -
Dependin;g on developments in the interha.tioné.]. :
situation, cooperation may later be extended within the agrced
limits; of wartime cooperation by Canodion/U.K./UeS. Agregmnt :\.;<;_
actual needs dovelop and as increased knowledge of :Third Party |
activities, aequired during 'organiz'q.tion end plenning, provides
o botter basis for nssessing the. security risks involved,
Coordinntion betweon SnCHIR and SGCLiNT to ensure consonance of
a'ctices will be reqﬁ:i_red. ‘
29  The disseminntion of COMINT to Third Parties in
‘SACLANT's Cormand in peacetine will be &s indlonted in Exhibit 3
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EXHIBIT 1 - . )
DEFI.Ni'TIONS
1., COMMUNICATION  Information and technical material
INTELLIGENCE N _ v
COLINT )3 resulting from the interception and study of
' telecommunications for intelligence purposes.
(COMDIT includes Y, q.v.)
2, COMINT END-. Intelliéence .information produced bj OOMIZNT
PRODUCTS:: R ,
activities, » _
3. PARTICIPATING  Nations contributing Y activities £ “the ARLANT
HLTIOE: Y structure and eﬁ'l;itled to receive the results of
the COMINT arra.ngements for SAGLANT in accordance
‘ with agreed conditions, ' ’
4, PROCESSING: The ac_t:.on required to produce COMINT from
B ‘traffic, ' |
. 5. -R_AW TB.-‘.FFIC.: » Traff':.c show:.ng no evidence of processing for
V COMINT purposes. ’
6; SPECIAL . . That COMINT ahlch results from: o ~ -
INTETLICGENCE :

(a) The decryption of texts in whole or in

'part except as providad in paragraph 11('D)'

(b)

(9)(@) pue {(€)(q) “1(q)¢"¢ uonosg

PopUsWE st ‘36671 O°q



DOCID: 2957880 REF ID:A2665521
82 - -
TO BE HANDLED IN ACCORDANCE WITH (RSIG
SiC/B/R/T.
-2 -

(e¢) The decryption of callsizns or message
headings cncrypted in codes or ciphers of
high security gradings as may be specified

. by CRC, LSIB, end USCIB; or

(8) The interccption of certain types of

tranmmission as may be specified by CRC,
_ LSIB, and USCIB;

(e) Certain catcgories of plain texts, as

agreed by CRC, LSIB, and USCIB
7. TECHNICAL Data concerning cryptogre.phlc systc.xs,
MTERTAL : s

10,

1.

THIRD PARTIES:”

TRAFFIC:

TRAFFIC .

ANLLYSIS: "

TRAFFIC

INTELLIGENCE:™

i comrmmlcat:.ons proccdures and mcthods of target

countries, and related information.
Al1 individuals or authoritics other than those
of Canada, the United Kingdom, and the United

States,

,Intercepted tclecommmmat:.ons actlv:.ty (:.nclud:mg

messages, chatter, procedur\., etc.).

Study of communications net rorks, procedure
signals, callsigns, D/E‘ ‘besirings, and other
technical aids to produce information by all
neans sl.lortv of actual decéding or decrypting of
the text of_intercepted cormunications.

That COMINT which results from:

(2) The study of vrocedure signals, collsigns,

nessage headings, D/F bearings, and other
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externals of-corm:w:ications,‘ excupt the
decryption of callsigns or message hoadings
encrypted in codes or ciphers of high
security groding Ias ney be specified by CRC,
LSIB, and USCIB; | '

(b) fThe decryption of the whole or parts of
com:ruﬁications in codes or ciphers of such low
security grading that they are spcdifically

classel as Traffic Intelligence by CRC, ISIB,

‘and USCIB;

(e)

that they
_are spcoifiéally .classed as Traffié intelligence.
by CRC, LSIB, and USCIB;

(@) - Certain catugories of plain texts, as agreed
by CRC, LSIB, Qnd. USCIB,

& pcﬁod .of gctuél hostilities invoiving

SiCLLNT!'s comuand,

COMINT derived frou the tinmely piocessing of

traffic procured by listening to enemy

oo:mﬁnications for the purpose of providing

taotioa‘i intelligunce for the cosmno.riéers of

thel combat forceé.

m}mvi' units cngaped in the rroduction of

T

* Definitions marked with an asterisk will roquire modification or

onission before being used by the Y Staff Officer in di

arrangenents with non-canadian/ﬁ;x./u. S. parties,
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APPENDIX P
dnnexure P2
EXHIBIT 2

SECURTTY PRINCIFLES FOR TiE HANDLING OF ¥
INTRODUCTION

1+ These principles shall be the ‘bagis in pence and war of
oll scourity regulations and po]j.cAies governing the production,
. Iw.nd.ling 3 and disscminatiwn of ¥,
DIFINITION
24 Y is Cormunicotion Intelligence dorived from the timely
processing of traffic procur_cd.‘ by listening to.enemy commmications
for the purpuse of providing tactical intel]igence.for the commenders
of combet forces, It includes ra.w.‘l:m.f‘fic, end=products, technical
material, working docunents, and captured material used in its
- production, It also includes in‘ho]ligmcé reports and surmories
based on Y unless the information is so goneralized thet it.c;anhot

be traced back to a particuler iten of ¥ or to ¥ in general,
GENERAL TRINCIPLES OF SECURITY .ND DISSEMIN..TION

3e Nntions participating in the SACLANT Y effort mmst, as a
conditicn of poarticipation agree tg accept ond adhere to these
principles, . ' '

Le Tch country participating in the SICLNT Y effort
will de;ign:tte a nttional aut11<.311'.ty to deal with all questions of Y
security and enforce these principles,

- S Iach nationnl suthority will designate a Y Security
Officer to whon ¥ materials and communications relating tllweto

shall be addressede
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6o &.IGIMIT will forrulate and supervise compliance with

security regulations and policics for Y within the SACLINT oormend.

Te Before an individual in D.ny capocity hos s.c;cess to the
knowlodge or results of the S.OLUNT Y cffort, ho must be screencd ond
cleared as being of unquestioned loyalty by his national authoritye
The sorecning rust be as thorough as possible and at least as thorough
as that given to individunls having access to COSMIC information, In
_ndﬂition to such clenronec, these individuels serving under SLCLANT's
Commend must bo spocificelly nominated bo receive Y either by SACLANT
or by the concarned notional cuthority. In the latter caso the
nomination must be epproved by SICLINT, In oxcepbional oircumstances
under oparational conditions the above requirements for sorcening,
clearence and nomination may be weived for those individuals appointod to
cartain key posts, o 1ist of which should be drawn up by SICIANT,  Suoh
personncl may be given nocoss to Y upon the authority of the appromriate
comrander, - |

8 - Prior %o being given acoess o Y, each ind:.ﬁ.du&l will be
Y :.ndcotm.m\ted by & specinl werning on the smitivity of Y sources to
corpromise ond be required to sign o doqtment drawing attention to his
speoinl responsibility for sefeguarding Y and to tho consoquences which
the law or administrative or executive order of his country, orlclarder of -
SUCLANT, provides, if cithar by intont or negligonce he ellows Y to oomo
to the notloc uf unauthorized porsons. It must be stressed ‘that there
is no +tine linmit in thnt the inforniticn must be sofcgmrdod ind.ef'initaly.

% Distribution of Y rmst be on the need~to-know ;rinciple,
1,00, each iten of ¥ shell bo mlo known only to those Y indootrinated
ind.wid.zm.'l.s who require it in the performance of the:Lr duties,e SAGIJANT
vill min‘ba.in control lists of indoctrinnted Y recipients in forces under

-2 -

-SECRET
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his comtmd other then those ongoged in the produstion of Communication
Intelligence, He will ensure that tie mumber is kept to the minimm
ccnsis.tent. with essential 'inteliigeme tnd operetional needs, Notionel
outhorities will :mintain similar lists of thelr own nationcls and apply
similor restrioticns,

. 104 Y indootrinecs must not be allowed to run & greater risk
of capture or intérrogation by enemies or potentdal enemies than is
‘absolutely nocessory for the c£ficient performnce of their duties. This

mst also epply to a period of six months after 'Ehey have ceased to reoed.vé
R materiai awoept during active o:;erations in cases of impelling nocessity.

. 11s 1he groatest care must be taken not to betray Y success by
actions bASQd on it. Efforts should be mede, if at all possible, to devise
sultable cover, such ns roccnnaissances ‘. The source should on no account be
needleasly riéked. . ‘

12, SICLANT will dotormine the level to which ¥ will be disw

seminoted, In exscptional instances, where it is essential for immedinte
operational ‘purpcsos, ﬁ:fomtim based on Y roy, as specifically authorized
by a Y indootrinated cormander,. be digseminated 'below the nomml level to
uzﬁ.nd.oou'imted. individuals provided thé source is not disclosed, - Where
possible, nomes, times, positféns, ond other data identloal with that from
tho orig:.nn.l text mst be onitted or, if the retention of such an item

or items is essentinl, must bo carcfully paraphrased, Such informotion
must bo possed by o secure courier service, by & seoure line, or in a
cipher system r.fpfmmi by S-LCIANT. I+ mst not be possed in glear by
radio (including redio telephone). '
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13. ¥nowledge of the methods and seope of , ond the
teohnical material resulting from thé'S.;CHM Y cf’f‘ort will be restricted
to the nationnls of the nations which pe.rticipo..te in the SACLANT Y
effort, Access to the ¥ end=-mroducts should, as for as possible,
be similarly restricted. o
e Al1 Y resulting from the SACLINT ¥ effort will be
classified SEICRET and designated by a codeword (oxcept as mrovided
iﬁ paragraph 19 below), The .cla.ssifica'tion and the codeword shall
appear on gvery sheot of peper which eontains or discloses the cx:i.stence
of Y, except that, at the discretion of fhe unit corrmender, this pro~
vision need not be applied to purely working docunments within a ¥ umits
The codeword indicates that the material must be handled in accordance
-with regulations based on these principles and vwhen used in its
codeword sense will also bear the classification SRCRET. Tho code-
word and its implicetion shall not be 1z§1de knovn to persons not
indoctrineted in Y nor shall it be used in its codewerd semce in
the presence of such persons,.
154 In peacetime, if Y documents are to be transmitted
.‘by bag within ScCLANT'!'s Cormand, the routela.nd procedure must Se A
specially autncrized by SiCLaNT, having regard.to the adequac;i p:f‘_
the security of the rout_z; and fm‘ocedure. Docurients should‘be double~
wrapped ond addressed to a Y indoctrinated officer (by neme, not - |
function); the inner envelope should bear the appropriate sequrity

classification but not the codeword, In woxrtime, discretion will be
left to the local commender to make the most secure arrongements
rossible, As a minimum, docunents must be scnt by hend of off'ic‘éz"

or by a securs courier scrvice,

- )+....

SECRET—
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16, - Except in the exceptionol instances described in

Paragraph 12, if Y is tronsnitted within SACLANT's cormand by

electricol meons cr by any physical meons not completely secure, it.
mist be encrypted in a secure cz-y'ptogmi:hic‘cmnnclreserved exolusiveiy
for this requirement. Participating nations mast 0dditionally ’
ensure that when Y is transmitted into, out of, or externally to the
SACTANT cormand it is encrypted in a cryptogrophic channel specially
approved by S&CI.»M for this purpose. |

17 The highest standord of physical security must be B
applied to the custody of T by national authorities ond within SACLANT's
cormand, Normally, oxcept when in trensit under conditions prescribed

herein, Y materials and corrumications relating thereto rust at all

times be: .

(a) ' under the direct surveillance of a Y
indoctrinated person responsible for their safe=keeping, or - .-

(b)  locked in a three-corbinction safe accessible -
only to Y indoctrinated personnel, or

(c) stored in a locked corpartment vhich is under
constant surveillance by an armed sentry end which is accessible only
to Y indoctrinoted persomnnel,

- 18, Y docunents tust be destroyed ag soon as they have
ceased to be of use, This is particularly irportant under hazardous
conditions, ,

19 In order that necessary operationsl use can be

mde of certain types of low-level:-tactical Y (such as Direction.
finder results ond plain text messages) on which iimedinto action mist

obviously be taken in corbat operations, SACL.NT may perrit the

-5“01

-SECRET—
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disscrdnation of such Y, without o codeword and at a classification
not below Confidentinl,.to unindoctrinated reoipionts who need to
know. ' . . ’

20. CGHINT cnd-product or intelligenco based on COMINT introduced
into illicd intelligonce chammels by Third Parties Pﬂrtic:l._pnting in
tho Y-structurc of the camond should be hondled in Y~channels and sub- .
Jectod to the security nensures proescribed for handl'l.n:t Y. TYWhere such
Third Porty COMINT is furnishod by o porticipating Nationnl COMINT
aufhority or organization and is of o higher grade than Y mterinl
produccd within thoe Y=strusture or thon the COMINT supplied to the
Y-organization by US/UK/Conndinn COMINT authorities, it will be passed
t}u'mngl.x"!,chm.mels and 1ts distribution will be kept to & nﬂ.nimm'..

21, COMINT end-product or intolligenoc based on COMINT :l.n'tz'odwod
into Jlliocd intelligence channels by Third Parties not participating
in the Y=struoture of the commnnd should, whemever possible, be .
tronsferred to Y-channels ot the £irst point at which sush end-product
or intolligenoo como o tho attantion of Y personnel, nnd from that.
polnt transrcd.tted clireotly to tho Supreme Allied Commondor's Y Officere
Carc should be token not to corpromise the exiatence of Y ohanneia o8
such, The Suprene Allised Commander's Y Officer should br!.ng any such
mterial to the nbtention of tho 4G of 8(I) for deoisiom os tp further
netion or dissominntions In deciding on such further cotion or
disscrdnntion, the 4C of S(I) will give full considermtion to the novd
to protect COMINT. | ,

22, Nationnl authorities and SASLANT must oxpand theso prinoiples
into a set of rogulntions adopted to local conditions, Coples of the
Y seourlty roegulations of ench national authority will be forwardoed o
SWCLNT through Y channels,

SEERET—




DOCID: 2957880 'REF ID:A2665521

_—88 —

TO BE HANDLED IN ACCORDANCE WITH IRSIG

Annexuré P2
EXHIBIT 3

RELEASE OF CANADIAN/U.K, /U, S, COMINT END-

FRODUCTS TO THIRD PARTY NATIONAISIN SACLANT CONMANDS

IN PEACE “ND VAR

DX, FBACETIME

TRAFFIC INTELI.IGENCE

1a, Trafficllntelligence (2s currently dsfined by CRC, LSIB, and
USCIB) may be passed in éeaceti.mo to AThird Party nationals in SACLANT's
Headquarters on a need-to-knoi; basié for planning purposes under the
conditions set forth belov.

b, ‘hen passed to Third Party rationals, Traffic Intelligence mst
be disguised of‘fuct:wely, in such a .:a.y as not to be attributeble 1n whole
or in pa.rt to COMINT, and must be ascribed in precise and pos:.t:.ve terms
to another source choaen fer its plausibility. The disguise will include
as a m:l.nimum:' ' ' o

(1) removing inessentials; ‘

(e) parap}u'-asiﬁg.any remaining "t.:ext ; rounding off fiuibers -
and times; and, '.':henevei' possible, substituting
x-lpI.)roximatio;xs for precise statements,

¢, Indoctrinated Oanadian/U,K,/U,S, recipiénts of undisguised
Traffic Intelligence in each Statf Diviéion in SACLANT Headquarters wi_'l.l
recommend to ..C,. of S, (I), which Traffic Intelligence should be’
da.sseminated for planning purposes to Third Perty nat:.onals. A. C. oi‘

5.(1) W11 refer each casc to the cognizent Canadian/U.K,/U.S, national
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authority which originated the Traffic Intelligence (or whose COMINT units
did so), a.sking for alearance to pess this partiocular Traffic Intelligence
to Third Party m.tiona.,'l.s and Ie:.Lther forvwarding a copy of the disguised form
in which 1t is propgéed to disseminate the information, togethezj with the
proposed distribution, or requesting that it be furnished to him in
disgﬁised forn, _ L.

A& Disguised Traffic Intelligence will not corry the Traffic
Intelligence cedoword, When it has been disgﬁiaed, and \';hen the- s.mfce to
vhich it‘- is 1o be attributed has been chosen, it 1/ill carry the security
grad:.ng_ appropriate to that source and will normally bo disseminated and
handled :Ln the narner oustomary for that source, VWhere it is considered
that disguise may not be fully effective but that the intelligence should
not be witl;held, it may be .sho;:n to designated Third Party nationals by the
A.c. of 8.(I) or Chief Intélu@nco Officer, or by an indoctrinated Cenadian/
UK. VeS. of ficer on thé Staff, provided thnt the netionnl COMINT authority
concerncd has epproved; copi;as may not be passed to Third Porty nationals
for retention by them,

SPECIAL INTZLLIGENCE

2, Speocial I.nte:_l_ligence items as such will not be disseminated to
Third Party nationsls in peacctime in eny forn; however, information derived
from such :Lntglligencz-; nay be disseninated to nationals of Third Parties in
SACLANT!' s Hegdqua.rter_s on a need-to—knq‘} basis for plamning purposes if it
can be embodied in gemersl intelligence sunmaries in such a manner as to
snsure that the information cannot be traced back to COMINT in gemeral or.any

spucific 1tenm of COMINT, 4,C, of 8,(I) should inform the cognizent
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Canadian/U.K./U,S. national authorities of any Special Intelligence he
considers should be made é.vailable, énd they will make every effort to meke
it available in this form,

GCOORDINATION

3. Cognizant Oanadian/U,K./U.S. nati_onallauthorities will ensure
fha.t each is infommed of any a.ctioh taken 'by‘ the others under the above
provisions ,. and material may be excludeé fraa thesc arra.hgements at the
request of one of the authorities, Ca.nadian/U.K./'U.S. national authbrities

will keep these arrangements under review,

II. FARTIME

TRAFFIC INTELLIGENCE

La, Direction finder results may be tranamitted without a COMINT -
" codeviord, but suitably claasified, to allied commenders and units who need
to know, Infelligence based on or incorporating D/F results but containing
. no material requiring the COMINT codevord, suitably classified may also be
v beanmrittod, ‘ .. I -._ S
b. Traffic Intelligence, as léuch, received from Cenadian/U.K./U.S.
national authorities, will only be dlsseminated to nationals of Third
Parties if it fails inte the first (releaseble) category as defined iy
paragraph 20 of "COMINT ARRANGEMENTS FCR SACLANT,
c. . Dissemination of such Traffic Intelligence to Thiz;d Parties
shall be by whichever of the following chamnels is appropriate:
(1) via specinl COMINT channels (i.e. U.S.-SS80 Systen,

U.K.~-GOU Systen, etc)
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(2) In the case of comaands which contain no integrated
Canadian/U.K,/C. 8. personnel, from the appropriate
inter-allied S, .CLINT cormiany.;

(3) froa a Canadian/7, K. AJ.S. Y unit or COMINT unit direct
to the integrated SLCLANT coomend or formation which it
supports, o _ .

a, Second Category. Traffic Intclligence (see paregraph 20 of
COMINT /RRANGEMENTS FOR S.CLINT) shall nct be disseminated as Traffic’
Intelligence to Thired Party nationals in inter-allied S.CL.NT Cormends;
hovever informetion derived fro_. such traffic intelligence may be. .
disseninated on a strict need\-to-lmo:.- basis to nationals of Md Parties
in SiCTNT!'s Cormand if it oan be eubodied in genural intelligence sumaries
or operation plans and orders in such a manner as to-ensure that the
information rammot be traced back fo COMINT in general or to any specific
iten of COMINT,

SPECTAL INTEILIGENCE

5. Special intelligence as such may not be disseninated to any

- national of Third Pa;tiea in SACLANT's Conmand in any form except as .

pcr;:tvided in paragraph 8 'beiou; hb*sever, infomatio_n derived from épeciel
intelligence may be disseminated to nationals of Third Parties in SACL/ANT 's
Command on a strict need-to~know basis if it can be embodied in general
intelligence summaries or!operation plens and orders in such a manner as
to ensure that the> information cannot be traced back or attributed to- ‘

COMINT in general or to.any specific item of COMINT,
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EMERGENCY PROCEDURE
- 6. In exceptional instances indoctrincted Canadien/U.X./U.S.

commanders may pass releasable Special Intelligence in operational orders

or other commﬁiéations “to Third Perty nationals '..hq urgently reduire it

for pui'poses of vital oﬁér:\ticmal importance, Such orders or communications
71ll be so \'.ror(le‘rl that if they be compronised the source could not be
identified as .Specia.l Intelligence. Only essential specific items will

be transmitted, and names, times, positions, and other data from the
original texts will be paraphrased as far as pessibles: .. -coeon .

DISSEMINATION BEYOND THE SCOTE OF THIRD i/RTY ;RRINGEMENTS

7. Special Intelligence w11l be passed to SiCLANT Commands in
accordance with 'separat'e nrrang:ement's for exchange and dissemination within
SiCLiNT's Covmend of COMINT beyond the seopé of Third Party collsboration,

SFECTAL INTELLIGENCE ESSENTIAL 70 THE SiCLANT Y RELQORT -

8. Information from Special Intelligence essential to the SiCLANT
Y effort may be disseninated by CANADIAN/U.X,/U.S. national suthoritivs
in either of two ways:

a, if it ca.n. plausibiy be represented as the result of further
rrocessing of Y material at national centres, or if it can be represel_’ited
as arising from captured docwnents, a.nrl.if there is no réason why it should
not come to the knowledie of nationals of Third Farties, it will be made
available cn a neel-to-know basis and appropriately classified to Third
Farty as well as Crnadien, U.X., and U,S, participants in the SACLANT Y -
effort; »

b, if it cannot be represented as in a, above, it will be
passecC by TOP SECRET COMINT channels to an authorised Specia_l Intelligence

Recipient addressed by name at Camaéian, UK., and U.S. Y units with a
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n;sef.-to-luxmvg the recipient 11ll exercise the utnost disci'etioﬂ when
applying-i.i; he considers it necessary" to apply-the Specia.l Intelligenco ]
infornation to #he Y offort of his unit, Under mo clreumstazces vill
mtsrial in this secont cate ory be mads available to Third Farty

nationals,

Section 3.3(b)1, (b)(3), and (b)(6)

. e -




