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APPENDIX P

CO:Mlm RELAT...!Q!i.§~~PARTIES,

Ai'F.l\DTING BRUBA :RETATIONSHIPS

I

BltsIC B:UNC~S .GOVERNDIG~.9~gt~ ~~~.~~1!.m1?~ ~

)7..IDi.~ P.uRTmB O~.!!l1>E THE FRA~m'r1O¥ OF ALLIED COlt.l".i.NDS

1. For Pn-Poses of this ~'..ppend.ix, arrangements with Third Parties

are defined as o~ those 'Whioh are- negotia.ted with Third :Rl.rty

Governments or COMINT authorities negotiAting on t\n officiAl.bo.sis.

The products of these Ar.l:'OZIgements should be oompletely e:xohongeo.ble.

2. Either pu-ty lIID.y negotiate indeporidentJ,y with Third Portiea, subject

to the provisions of this .ApPendix. Tho nogotio.ting ~ty shouJ.d, Q,S

far o.S possible, keep the othor pcrty ourrentJ,y i.nf'ormod of the progress

" "'....

/tho •• ~

4. Norunlly, ei ther party my, mthout prior consent of the other

o.nd sub;fcot on~ to proI:lPt notification, lUTOJlgo 'l"lith o.ny

for the purposes sta.tod in pnra,grnph 3 o.bove. In this' oonnootion'

). Wherever and whenevor security eonsidarn.tions parmit, tho U.S. and

U.K. na.tion.o.l authorities mo.yenter into relAtionships v.l.th Third Party

Governments or CQUINT o.uthoritios 'Ilith tho object of obt..Uning:

(a.) ra.\7 tre:f'fio (including_Of' type or .ezuo,llty not

I'~l$ c.vn.ilnble through:aRUM intaroopt ta.oilities;

(b) eniL-product and toohnicc.l rr.ter:lo..1 \moh oo.nnot~ be.

obtained through BROS! f'o.cillties;

(0) interoeption sites.

DECLASSIFIED UNDER AUTHORITY OF THE
INTERGENCY SECURITY CLASSIFICATION APPEALS
PANEL, E.O.12958, AS AMENDED, SECTION 5.3(b)(3)
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tho possi'ble soourity co:nproiisa involved in ::.:lere~ prosonting raquiro~

clonts should b.o oonsiclQ!.'oQ.o~

5. Eithor p!'.rty T.Xl.y COl!Q+uA0 ~ .a.grC?CL1Cnt which involves tho supply

to 0. Third Rlrty of .

(a.) r..'1.W trn.ff'ic selected in o.ccordnnco with identifico.tion criteria.

osttl.blishcd by tho. :r1}i:r;d. :E\"~ty, (s,,¥?h sollX?tion I!-0t being
'. ~ . .. .

'!'c.trospootivc), or to.kon on circuits using fixed. oo.llsigns

. p.nd/or·fixed froquenoios, i.e. circuitsf'roo whioh the
. .

provision of trn.ffic docs not disclosc' tho solution of

'"

conplox ct'.lJ.sign l'..no. f'rcqu,-noy ays tcr.1l3;

(b) D/F roauli:s on the tro.nsmissions involved in (a) a.bovc;

(c) T/~" do.to. (i.e. cnllsignB, f'requenoies, sohedules ono.

procedures) in respect to tho trnnsoissions involved in (0.) .

n.1Jove;

.. .
~'.. , ." ''';i. ..-- .

intorception ste<n:'l.'l.ge or guid..'\iico upOn trnnBDissions ot: the

typo involvod in (1I.) nbovci

(d).

(e) gen01'!'~ Mvioe not ravon.ling knowledge of specific teohni~es

or current problCT.1S; .

provided only th..'\t before ioplcl'.lonting such nn ogredr.lont; the other

p:lrty is eonsultooon the tOolmioo.l problar.m involVed, such 0.8 tho

sterilization of ro:rr tro.ffi.c:.

•••

+ 'Reloaso.ble' equilPont. is defined.· 0.6, t1'll'.t equiptlent t'lhich is··..

re~co.aa.b19 under thona.tion..'\l IX?licios 'of the ·oountry T.l!l.klJJg ·th(a.

dellvory. In gcnernl, relc..'\SI:'.ble· equiptlant is oansidarod to be toot

'Whioh eithar can be .purchc.~od eOrJr.loreilll;ty or is !'.vnihblot~

gover:nmGnt..'1.1 sauro.os end cl..'1.ssifiao. not h1ghar tha.n CONFJDl!1lTIalL.

- 2 -
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BPC/F/1 (oontirro.cd)

6. Boi'ore entering into exchange arro.ngerllCnts involVing tho:furnishing

of end-product6 or of raw trnffie, D/F results 6 toohnicnl mteriA16 or
guid.o.nce beyond thoso speoified in pt\r{".gra.ph 5 fl.bovO, ao.ohpnrty I!Il.1St

Th0 decisiOn to·relc~~e such datu

will be bused. on 0. oonsidoro.tiOn of "tho risk footora involved tul.d "thO"

bonofi t like1,yto accrue in the technicnl orintolligonce fields. DUo

\Voight must bo given to the .teohnionJ. coopctonoooi'6 c.nd knowledge oJ.rea.dy

ElVD.ilAble to, the Third ;po.rty.

8. In negotiations with Third ~~tios all possibloo.ssuranoes should be

obtnincd tlmt tho Third Pnrty will 8tl:f'ogu..'U'C"l nll T,]!\.tcrinls received,'

will not mako them a.va.ila.blo to t:1.1lY othor Povor, o.ndv.i.llconoea.l the

. existence of its ngrecr.lont with tho U.S. or U.K. Tho precise toms

of t:'lose a.ssura.noes I:lUSt be left 'l7i.thin tho discretion of tho U.S. or

U~lC~ ilCgotic.ting !luthority nccording to the cirou.r.:J$ ta.nces of eo.ch Cilse.

9. Both pu-ties to the BRUSl.. agreement will pool t..'lOir knowledge of

foreignCOMINT orgo.niza.tions up to the ~rcod lir.u.ts of exchnngoof

colla.toro.l.

10. In negotil'.tions llith Third Pnrti~B every c:f':f'ort should bo oa.dc to

avoid diselostn'c of U.S./U.x. oolJAborotion in tho COUmT fiold. If

c.nd \men· tho qucstion is ro.ised "bY,!l Third Party6 aclaissidn of the

extent and nattn'o of such collaboration tIllSt bo kept to a. o:l.n.ir.Iur.l and

lin •.•
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, in ,:no .ca,se rev'~ col~boration elCC'eeding the scope of the ar.t't'.ngGrJont

II

)3.J.SIC ffi~C.~'!2.S GOVl'.1P::!!PlG .JlT:f. COHDIT .J!P...:.NGIl,C::NTS ;/F-ICFI IL;,y" BI: li.;.DE vrITH

THIRD :2~TlliS ':TmrJ;N THE FP_J~\~~~~1J2§.

11. Tl"lc follo\1ingprinciplos will govern any nrr~cnont ,/hich ray be

" nn.de with Third ::"o.rtieo ,vithin the fm;~lc"lOrk of o.l1~c(l COEll:1.'\I1cls.

12. ;,'rior to entering into Cony COlm~ co-opcrntion ,nth Third ?artics

within em o.llied cOI7U'_1OJ1d, which i'm.y. nccessitr-.tq clisqlo:su:re ,of ~~?~18.tion

reg"-I'ding o~ resulting frou U.S. (me:. U.K. CO?illlT a.etivities and collo.bora.tion,

",spocific urrang~r.~.?nt3 for. such co~opJro.tion will lJc agreed by theU.S.!U.K.

COlIIlTT o.uthoriti0s in o.,-lVtmce. Specific Cl.l"rc.ngC'Jcmts fer CI.!lY nllied comr_lOnd

'lVhie~1 hAve !l. b~.ring on U.S./U.K. eollo.boro.tion o.rr~er.1cnts under the

3RUS." t\green(m t will be r1.".de ~OXUl'0S to tllis ~PPQ1'lc1J.X.

13. l~tici~~".tion in ~ ~llicd CO}ITNT structure ~'lould be linited to

n0.tions,

(~) contributing suhst..".n-;;i~ forco3 to thAt ~l1icd cOrJr.nnd c.nd

Cl.tlcqUC'. to OO:::IDTT support to those fOl'Ces or,

CJ) co.pable of iJO.kiIl£; n sicnificnnt contribution to tho U.S.. and

U.K. om.mIT effort wi thin tho COi:.1!.nnd.
)

14. Co-operC'.tion with Third :i.nrti"s within the c.llied eOiJE1!l.nd, struoture

should be confined witllin the lir:u ts ncccssc.r;y to l:lCet tlle essentiDJ. needs

of the co:Jr.irold. Tho relensc of U.3. c.ncl. U.K. cm,mIT end-product ~o Thi.rd.

Pnrty Th.'\tionalsin nlliol:. cor.r:u::.nds should bo ?,v~idccl if possible and in eny

event shoul(l only be =(le nftcr ~reeL1ent bet170en U.S. end U.K. COMINT

a.uthoriti0B o If such L~~teria.l ~mst be rclccsod to T~11~tics, the nocd-

\

to-kno..-, p:cincipl..:: T.1ust be nppliecl strictly nnd .th;.; •.1.'\tcril'.l lirJited o.s

follows:

-4-
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DPC/F/l (continued)

(a.) Pco.cetiJ?::.

(i) Tr:lffic Intelligence noeded..f'ar planning ~sesprav:i.ded.

it is effectively disguised.

(ii) Special Intelligenoe only won Cl:lbodiecl in gcnernl

intelligence sur.ll"_~ies fron Tfhich no infon.:ntion con

be traced ba.ck to COMJ1'lT.

(b) Wartime

(i) Trt\ffie Intelligence in ea.tegories r.urtunllyngrecd. as

relea.sa.ble in undisguised forn by the U.S. D.1ld U.K.

C01lINT n.uthorities, nnd other Tro£fic Intelligence

when effectively disguised.

(ii) Specio.l Intelligence cffectivelyclisguised, in

co.tegories mutunlly a.grocd a.s re1o.."'.sa.b1e by the U.S.

And U.X. COMIrIT o.uthori ties.

15. ..1s a. condition of participo.tion, thoro should be prior o.cceptoncc

of a.greed socurity principles ba.socl on Appendix D nnd siJJiln.r to those

given at Ex:hibi t 2 to Annexure I" to this Appendix /l11d agreed by the

U.S. /l11a U.K. CQMINT authorities.

16. In tIJ1y 0.1liOO COInNr orrnngolmmts there r.lUSt be no rcvolo.tion

thAt U.S'/U.X. COl!mT col:1Abora.tion exists outside the ~ticuJAr coI:Jmnnd

conoerned, or thAt within the comonnd U..S./U.K. COlONT oolJAboro.tion is

!!lOre extensive thAn that to which Third rt'.rty no.tions c.re o.dr.Jittoo.

17. CQMINT units of participating nations 'lOula be o.t liberty to pnss

COMlJfr n.vnil£l.ble to them to their no.tiono.l COMINT orgo.niZe"'.tions and to

units of other participo.ting no.tions but not to units or l'll'.tionnls of

non-pnrtioipnti.ngno.tions.
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ANNEXURE P1

~~l.Th.'1&;.NGEMENTS F<ll SA.CEUR

::. GEl'IEElJiL

1 • The following' principles t'.ffecting the COl.nNT lU'I"lUlgeInents for

SdCEUR a.pply to plahning for :wnrti.me except insofCLr ns provision is nnde

in paro,grophs 26 - 29 below for n.clditi:oIll:'.l pec.cctinc co-operation. They

mll be the basis on which the U.S.a.nd U.K. Ca:M:mT nuthorJ.ties will

negotiate with sacEUR· o.nd on which aubsequont ncgotia.tions \'lith Third

Ru-ty nations should be oonducted. . Any aJ.terntions of principle which

mc.y become necessary o.s the roBUlt of theso ncgotio.tions ..till be ::\greed

between the U.S. and. U.x. COMINT authOrities and appropriate amenament

madeharein.

2. ·m order' that the arrangements contained herein rNJ.y be e:ffeotiv8

on the outbreak of war, it will be necessary to initiate planning in

peacetime. wi-t.'1 the Third Party na.tions concerned. This pla.nn1ng

IlOtivity should. begin as soon M posbible.

3. 'In order to promote the grentest possible readiness for wnr,

it llI!lY. be neoessary to extend this peo.ce time oo-opero.tion beyond the

stage of planning. The decision Vlhen to enter upon this second stage

will be taken by the U.S. and U.J'::. roIINT o.uthori ties a.t some JAtar

c1'l.te in the. light of the then prev:l1.ling interno.tiOMl si.tua.tion and

of the experience gnincd. in the course of cOo"operntion ytith Th:iJ:d

PD.rty IlD.tions on CQMINT plo.nning.

NOTE: Pertinent dofinitiOl1J3 for the purposes of this plper lU'Cl

g:i.ven nt ElIh:i.bit 1 hareto.
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APPENDIX: p
AUNEXlJRE P1 (continued)

(n)

(b)

;. sonior y' 0f'i'ioer 0. t S,rI<il'E (S.:.cEUIl· Y officClr)
assisted by a. Y .staff'•
Y st:ll'f's, \.!1cru rGquirec":., ·:-.t headqu..-..rtcrs of r.""l.jor

suborclinc.tc Foree CO::1r.lD.ndcrs under &\CEUR.

(0) No.tion.'\l :J.r:.le~l forces Y units provided specifically

lor ::irect support of' t:l0ir mm nr'.tionc.l forces

oper~tin:; unc".er 31lCEUR.

5. Tho' re3})on:oibili t:- foZ' forr:.uJ..,.'\tinp; ['.n(} iuplcI.1cnting

&JJEURl s ~ policy nhould lic \fith ~.C. of'S. (r),SHUEE.

I'..'.RTICIPi.T::O!" TIl s.:.c:rnJR ~.: ·STRUCTUJ:~.. ------ .... __ .._---_.. --------
6. :..~J..·ticipi:.tion in. the s.JJr:llR Y Struottlrc, including Y steff's,

shoulc1 be open to 0.11 nc.tions contributin::; to s:..cmm cor.lO.'\nd,

Cl.s a. norml J.un:iJ'.ILlD, cOr.1bnt forces equiva.lont to 0.. U.S. or

British COI"1}S, together with Y units o.dcq~te for their Clirect

support, providecl thc.t these no..tions undcrto.ku to enforce nppro­

..~ia.te scourity LlcnsU!'(;S .:'.s s at fort: 1 in Dlchibit 2 hereto,

['.nt". also undertake too.pply t:le principles set forth therein,

ns a. r.U.:n.ii:1lJIil. to all ot:1Gr COIIDlT o.ctivitics uncler their

control.

7.. Each ~ticip..".tine; mtion shoulU provide r.nl' !JL'1.intnin the

Y units nee<1ec". for tb c1ircot support. of its forcGsunder

s.:.cmm L'.l'kl should ensuro their oporo.tioTh.'\J. cfficio:r.o;y..
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ii.P.P.E:NDIX. P
ANN:irolRE PI (continued)

FUllCTIONS OF THE ftiAPE Y ST..\FF

8. The tunctions of the ~~ Y Stnff UIKler ~.C. of so(r) shou1d

include:

(0.) effecting c.ny neccsst'.I'y ganero.l co-ordi.n..'\tion of the

,SU.CEtJR Y of'f'ort;

(b) esta.blishing L'.S far a.s no.tional clifferenccs pel:'rJit

unif'om opero.tional procedures between Y units of

diffGt"ent nntionsj

(0) giving tochnioaJ. a.d.vice o.s required to the SIiri.P.E Intelligence

. Sto.£f on the interpretation of Y info=tion. received by

SHAPE, 1l.nd=o.nging for the the SHl..PE In~elligcnce Staff

to reoeive o.1l the'y in:t'arr.1~.t~on:o.va.i1Abl~in the SACEl.IR .

COIlll:l'JJ'ld trhich =y be of' vo.lue to it;

(d) fOl"l'JUJAting.o.nd supervising o=Pliance 'I7ith security

reguJ.ations and policies governing the production, hniJ.d:Ling

o.nd dissemination of Y r.llltcr:iAl mth±n the SlaCEURC~

in accordance \vith the a.groa:1000urity principles in E:ithibit

2 hereto;

(a) arr::lJ)ging for Y units to reoCliva such toohnioo.l I:l'\ter:i4J,. : :

and end.-oproduct, whether produced in the &'l£JElJR Q:olD!ll1d

or reocived from natiOnAl sourcos, o;s 'fJAy be necessary

for efficient conduct of, their opero.tionsj

(f) oo-ord.i.nAting mT:l.tIgenants for the emho.nge of tra.ffio

between Y units within thc SACmJR Y Structure o.nd fr;>r the.

:flow of tro.ffic freD Yunits in th.o.t Structure to nc.tion

- 3 -
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.:.i?:"'ENDIX P

.i~~.~ (continued)
..

(g) arra.np;ingf'or Lw.terial of 'Goohnico.l COI.1INT interest}

including prisoner of ,mr intel~ogations, prisoner of war

reports, and captured docUDonts and cquipnent to be r~do

ii~'.1edi!ltely fl.vnilable as llpproprin.te to the eleoents of the

~ Y Structure and to nlltiozw.l COHINT Iluthorities;

(h) esto.blishing nnd stating to the o.ppropria.te a.uthorities

requirements for such sj;lecic.1. cOlJr.nmico.tions unc1. crypto-

channels ns n.'l.y be necessary to neet the opcra.tioIU'.l und

security requircoents of the Ycf'f'ort -witmn the 5:i.CETJR

FUNCT IONS OF Y ST..L"G'FS !.T SUBORD~.TE COlyitf~S
--~._...__....._--....,---.-----
9. Y stl:'..ffs nt subordino.te cor.Jrn.."..l1d.n should perfon:.t !'unctions

corresponding to those of the Y st~f nt ~~.

10. The r....'\in tl'.sk of ~ Y unit should be tc serve its o·.-.n con-:um.cl or

fonno.tion 'IT.!. t:'l infoI'Ll".tion of L.!i1edil.'.te value o.1Jout forces c1irectly

opposing thnt co~~~d or forr~~tion.

11 •. ~Th.en necessary 0. Y unit rJ::.y supportn cOrJl:nnd or fO:r'l:lD.tion of 0.

different J.X'.rticipa.ti~ n~ tien. .",;ny nrrl:lll.[;cnents for such support

orn.ny conbinL\tion of' Y -units of one n.~tioIl.<-'\lity with those of l'.nothcr

nntion!'.lity lIill be SUbject to :'.j;;rccncnt of the Llilitnry cOL1JJIlI1ders of

the forces for whose support the units uoro provided, or of the cogni.z..~t

no.tiono.l COMlNr o.utJ::crity if' required•.
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~U'PENDlX P
':oNNm!RE Pi (continuEd)

iliLMJ;NT ~§. }!._Tlm..§i1CEOR.~....!9.'Ll!L~}!.P~T St?RlRT OF FORCES

UNDER Si'.CEUR

12. :Gn.ch nn.tion with forces serving under s.'aCEUR r:£.y individlnll;y

o.rrnngc with the o.uthorities concerned to operntc in the theatre

nntiona.l COlIDlT units not' provided. speoifico.lly or exclusively for

diroot support of the foreros uncler s.>.cEUR. Theso units will not

ope:ro.te o.s po.rt of thc s.'\.CEUR Y. Structure and vdU not be Bubj~t to

the nrrangcments for intor-o.llicd co-opc:ro.tion.

130 The U.S. ::md. the U.K. will nc.int:lin en opcro.tionn.i sepo.ro.tion

Md, insofC'x o:s practico.ble, 0. physical sepvration between the Y

units rmc1 their no.tional C01IlINT units.
. ...

14. It is rcoogm.zcd thn.J
.; ccrt..-u.n COUINT units 0.t the higher

levels (o..g. ;xr:r:ry Group) 'WOUld bc directly. supporting both Si'.OEUR c.nd..

their nn.tion.".l COiiINT orgnnizntions•.. 30.01'1 pn.rtioip..'\ting n..'\tion rrou1d

hc.ve discretion nbout such untters ns the right of o.ccess of oth.Jl"

natian~ls to these units.

CO-O~ION nTH THTIlD :;"..:.RTDS 'JITH]Jl' s.:JmlJR Y STRUC'l'tJR"E--- .- ....-.- ---.
15. Co-opcrL\tion tlith Thiro;1 :''r'..rticswithinthe SlC1!.'URY structure

shO"liUl. be confined within the li.r.J:i. ts ncccssc.ry toneet the essentW Y

needs of .the ..i.rrilcd Forces contributed by thm.. to st.cmm Mel t1USt not

revco.l thc.t thore is COUtNT colla.boro.tion bet'i7ecn the U.S. and U.1\:.

outsidc the sphere of Y. ."I1ithin the lli:1i.ts a.greed for the release at:

COMJm I:nteri..".l prooueod by U.S. MdU.K. orBOJ1.i~ti~ns (soe:[io.ioa.gro.phs
.'.-

20 !l.Ild 21 bo-lo\7), co-opcrn.tion with Thirt.l l~tios shoUia be wholchOOrted.
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A.PPEIOlX P
ANNEXUHE p: (continuod.)

..
16.. The ohnnnels for the prov;Lsion of tSbhnioD.l D.ssistanoe to !rhird.

',0 .... " •• • .' ".

Pnrties from U.S./U.K. nnti01'lL\l COMmr sources shcn.:.ld boa via. ~o..highest

levels of·U.S~ and. U·"K. Thea.tre eOMIN'! organizo.tioos or vit'. ~10 SB:,\PE •.Y

staff whiohever is morc tl.pproprio.te in indivic.uo.l e~SC13.

17. In sO f~ Mcoosistent with tho o.grocd ~Ulu.,ts fw the reloo.se of

u.s. L".nd U.lk COOT t and in order to securo tho nooossC'.::-y,dogroJc of

'Ulliform:i'ti, Third Pt\rtie's should be pcrsuc.dcd to o.d.c 1t ccrtn.in cOIllll1Qn

opcrc.tioI1l".l procedures (eJ.g. those 'p."'..rta of the BRU&~ noto:tion 13Y8~e:.l

us~ by tho U.S. c.nd U.K. Y'lmits support:ing forccs ::nd,04' SAlElR).

1.IJ'l'EUENT OF Y Yi..Tlm!.tIL BE':l.'I1'Elm UN~B UND"'~ .s.\C'EGR .iOOJ THJ1ID p~tRTY.a__ • ~----- • __~ __

~TIONAL QRGIlNIZil.TIONS

18. 'The Y 'lmits n.na. y sto.:ff'8 of the pa.rtioi~ti.J'lg n..".-:;iOO8 ,'rould 1?9.
a.t liberty to pa.ss to their mm nntionn.l COlnNT orgo..'l.i.z..'\tio~s.~.nd to

other pt'rtioipa.ting nntions, but to .those na.tions on1J-', tho tcchnie:U

DntariAl c.nd tro.i'f'ic produced or received by themsolvc·t:.. The no.tiono.l

COM:mT organiz.".tions of tho pa.rtioip'lting nAtions ·should in turn prOV"ide

such technionl sUpPOrt both to thc4' 0Tm Y un!ts .;:lId t:'U'ough the ~~

Y ·sit'.ff to tho Y 'lmits of other p.-'rticipr.t:l.ng nAtions nc: they mAy oq,tltBider

woUld be ~pproprit\te t\nd of t'.ssistc..."lCO to the Y o1'fort under ~EUR.

SuchmtcriAl eMU be hnndled in c.ecord...-..noo with the rogulAtiona in

bhibi'b 2 herato.

~6.!.~YBiODUCED 'COKrnT IlID-mODUCT Bm'\fl!:EIf S.iClEUR

.\lID OTHI!R S1Jl'RI!J.c AI.iL!ED~

. 19. EmbD.ngo with othor mjor Commc-..ndors 0f' N4i.TO gf interDll.lly.

producod COM!NT ond-prodoot and Il.ppraciAtions should bo as agreod be
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Ji.Pl"ENDlX P
l..NNElOJRE P1 (continuocl)

the SUpreme, J&llJ.ied Cormnanders concerned nnd shouJ.d be confined to

the bighestlevels pro.ctica.blc. Such ax.c1l£l.nge should to..lcc p:bc,e in

t\ secure oryptogra.phic ch.o.nnel provided exclusively for thllt, purpose•

•~ 0. condition of' such exchange, thu security principles set forth in

I:xhibit 2 hereto sh!'~l be applied e.s a. minimum' for 'the ho.nc1ltng of the

mo.teriAl in the Co~ 'concerned.

20. The rclc..'\se to Thi.rci Pc.:rties intheSACEURCommo.nd of Tro.ffio

IntolligonOe produced by U.S.. nnd TI.L orgnnizntiona Tr.ill,.lIithin the

limita.tions cf the need-to-kno'17 a.nd' the provisions of llxhibits 2 and 3

hereto, be subject to the f'ollom.ng conditions:

(a.) First (relc..,.so.ble.) Cntcgo;ry:

01a.ss I

This .consists of Y nnterial, both cnd-product and technioal

mo.ter:iAl, produoed by U.S. :lIld U.K. Y units, and lIlIl:toriaJ.

of the same lci.nd and suppleincntD.ry to it prOduced by U.S.

and U.K. COlmrr org(\niz[\tions.Thi~Ola.s,s.;dti'no~_. ,

, ..,be raleOoScd· nutor:ntioa.l1y in wnrtUlC but tho deCision to •

, ci:mImencQ o.utom."I.tic rcl<nsc of this cJ.nos uill ba subjoot

to L'lUtuAl agreauent bowcen the oognizc.nt U.S. and U.L

will be withhold tl. t any time by both p'~ies ~ ,e:i,tlJ,o~;<: .

party deolares that release 'would be hnso.rdous to its

, nationo.l interests.
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:.F.8Nl)IX: p
':&In-lEXURE P1 (continued)

Q..3£:.~J;,

T;1is consists of COMINT r.ctcria.J., both end-product a.nd

tccl1nic~l cnterial ~ich,·nlthoug~ proaucc~ by u U.S. or

U.K. cmmrr organizatiol7 othcr than 0. Y mdt, would be

CD.pIlblc of procluction by Y uni,\:s, o.nd which, if pn.ssed

to 0. Y unit, '70uld enable tho.t unit to achieve 0. .'
.... ~ -:...,: ~,", ' ~ .- _. ..: .' . .' ...: ,..

significantly higher d~gree of·exploitntio~ of its normal

tnsks. Both U.S. and U.K.Jr1D:tiono.l.CQJ,lINT authorities r.mst

be in c.grceI:ICnt before r:JD.terinl in this clAss my be rele:lsed.

They will continuously rcvicm the clo.ss o.nd r.ninta.in o.gread

lists of thc m..'1.terio.l includooin :Lt.

(b) Second (Non-rclc0.sa.ble) Co.tcg0EX'

This consists. of .tlle. rCI:k".ind~ of\Tro.f'fic Intelligenco not

included o.boirc.· It r:-....Y, not bq :t:oleo.scd to ThiJ;od. P!irties

'axocpt DoS indicntcd in Dxhibit 3 l1Creto.

RELIJ,.-.sE OF smcLlL nrrELL~

21. Specic.l Intcllige:npc will only bc roloo.sod to Thim Parties in

the sacmJR Cor.1l'...mcL in. o.ccordo.nce 'With tIw provisions of I:xhibit 3

hereto.

~~~.!.QR...P..::::'~]}TGITIT!I .9gg,I~--:..~ODUCTmTRODrp}lD n-rro .i..LLIED

CHdNNI!:LS BY THJ;RD' P.-.:RTI3S

22. corm'TT cnd-proc1uc~ introduced by Third Parties into l..llied

Intelligence chnnnels mllbe handled in o.ccor,dance with pc.ro..grnphs

20 c$Ul 21 of Dxhibit 2 hereto.



TO BE HANDLED IN ACCORDANCE WlTli IRSlG

DOCID: 2957880
• ltd

"

REF ID:A2665521

- 9 -

BIDS3/P/Fi.n!:U.
cl;.9

19MD.rch 1953

.~"'"'.P.rn'IDIX P

.:..l'!I11ElCURE PI (continued)

co-o~..TImr Df :i?L'Jm:mG OJ. }f~.'t:YP.._"I.S~~C~
23. It is agreed th.."1.t co-operation nth Third Parties in pJAnning

the wnrtiI.'1e structure should begin in pencetii'Je and. as soon ns possible,

and thD.t there should be steP""by-step inplementc.tion o£ the Sll.CEtlR Y

progra.rm::tc. in cpnsooonce \1i th &'1.tisfMtor:r testing of each successive

step. It is considered M.vr'.Iltr'.geous to est~blish relations with one

Third :i:>urty nntion a.t a. tiDe until 1:'.11 t:'lOSCl considered oligible ('.re

included. Beforcw.king::my proposa.ls to individuaJ. Third PIlrty nc..tions

whi,ch r;ny nClCClssitnte the disclosure of information regarding U.S. or U.K.

pl:ms for Y, S.;c:;::uR should seek the ooncurrence of the U.S. or U.K. COMINT

a.uthoritics.

24. In a.nyn.ppro:lCh to Third :i."orties within the Sii.CmJR Cor.mnncl with

rcgo.rd -,,0 the' plAnning of n. \'It'.I'ti.-:10 Y structure t~c following principles

should a.ppJ,y:

(0.) There =t be no disclosw."e to Third Parties of o.ny

U.S./U.X. COMINT colJ.o.borntion oUtSil10 the &iCElJR

Coa.1D.nd, ::mel co-opcrn.tion in plmming should be

conductodwithout rcveaJing present U.S. nnd U.K.

COM1Nr Successcs or thClsc~le Mel n..'\turo o£ their

presGIlt [mel p1."1.nncd COMJJfr cf'f'ort.

(b) .i.s no condition ,of co-operntion in p1Anningthe

SI'lm:UR Y Structure Third Pnrty !L.-'\tions must nccept and adhere

to I:linir.1uJ:l socurity rcgulc.tions gov'crning thcproduotion

and handling of Y ~.terit\l.
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A,.·OPENDIX P
ANNEXllRE P1 (continued)

(c) KnoWledge of the details of the planning of· the SACEUR. Y

Structure must be restricted to nationals of those nations-

taking pa:r-t in toot planning.

25. .The pla.nningand negotiations in any appl"oa.ch should be done b;r

~he SACEUR. Y officer, assisted by such officers of the U.S.· and U~K.

services con,cerned as it may prove nccess:.u-y to ::!'ppoint. He and his

stl:'.ff should estaolish, within the fr::uneworkof the agreed 1'ID.rtime

arrungrnucnts, a skeleton org~~izntion and communications·network·designed
... ,~ .

to ensure the orderly expansion ~d effective opc~.ti~nof the Ystructure

on the outbrer.k of 1~. They shoulcl also develop such cOl!llllOn or simil::lJ:'

procedures as mn.y be desirable t:.nd pr~tic:lble.

26. In order to carry out his p1.'Ulning task, 'a.nd in ordcr to adv.i.,se

Third P'J.rty nations, the Sd..CEUR Y officer nhould be provided uith pertinent

information on the subjc.'Cts listed b0loVi. The n..'\tions concerned should

o('.ch designate the authority wit:1 ,/hom he lll.\y communic.:1.te on these and.

other Y llI::l.tters.

T~lpcs of Y units

Number of units pL."U1ncd

Adminis ttl'.tiqn

Basic opcrntion.:1.1 organization

~~po~cr complrnnents (by funCtion)

Number of intercept positions

(in bro'ld categories, eag. H/F Voice,D/1')

Frequency rnnges of intercept equipment

COI!l(lUnic.".tiOl13 equipment of Y units

- 10 -
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ii.PPENDIX P
,iiNHEXtJRE P1 (continued)

LIMITS OF PFil.CETD.1E CO-OPEELI.TIOl£.]..EYOND PL.·..NN}NG THE W"~TIME STRUCTURE

27. ~ planning of the wartime s.tructurc proceeds, it rrey become

necesscry t~ undert..'\ke further pea.cetime eo-operntion with Third Forty

no.tions contributing f'orces toS.OOEUR in order to ensure the groa.test

possible rendi.ness for wo.r.
. .

28. The first pha.se of this furth.or co-opcrotion mll consist of a.

lim:!.ted. .axcll£lilg~ v.i.th Third Forty no.tions of tro.ffic and techn1oa.l

mnterinl. The IT-toril'.l pr-ovided. by U.S. nnd British COMmT authorities

rr.i.ll consist of ~elootcd traffic and technical d..'1.Ul. dcsignod to assist

Third :Eb.rty n=.tions to tr:'.in Y and Intelligence personnel for eventual

service with forces under SUDE'"JR. The cOl!ll1lenoament· of' this phD.se will
,

be subject to theagrcct1ent of the U.S. a.nd U.L COMIN'!' authorities

and the provision of the IJ/lteria.l mo.y be progressively expanded, wi.thin

the follow.i.ng lilll:i:lntions, .:'.s specifically agreed by U.S. and U.K. COMINT

o.uthorities in en.ch cnse and in the following order:

(0.) RD." tra.:f'fie selected. in accordance with identifica.tion

criteria. known to be :-:vnilable to the Third PfI.rty.

(b) RAw tro.:f'f'icsclected. in o.ccorda.nce with idon;tificntion

criterin not known to "be o'vnilnble to tho Third Forty,

o.nd not involving revelation of' more thon lou gro.de technico.l

success.

(c) RcsuJ.ts of tr::U'f'ic nnnlysis nnd plAin text not involving

solution of COI:lplcx co.llsign or procedure systems.

29. ':"3 (l, second phnse nnd. depending upon developments in "\he inter­

nationo.J. sitw::.tion, co-operetion nny lntor be extended by agreeI!lent of

the U.S. a.nd U.K. COMDlT nuthorities .r.i.thin the
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oo-opcl"Ution. This second phase mlJ.: be designed to cover Mtuo.l·nccds

whieh will by thCl'l. h..wc become nppnrcnt. It rill be oonditioned ·by

the grca.ter knowledge of' Third Po.rty Mtivities :lIld of' the scourity'

risks involved which will hnve been C\Cquired during the ·oo.r:U.er st!i.ges

of p~cetime oo-oper~ticn.

30. CmIDITdisseminn.tion to Third Po.rtics in pca.oetir.lc) beYond tho.t·

provided for a.bove, '17illbe governed by the principles o.nd regullltions

conta.ined in ExhibH 3 hereto, n.nd rlill cormencc on c. do.te to be o.greed

by the U.S. and U.K. COM.1NT a.uthorities o.nd SlI.GEUR..

.. - 1
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1. COMMuNICATION
mTEI:.LIG:ENOE
(COlIDlT):

2. END-PRODUCT:

~I1!..9F'§

Intelligend.e ini'Orr;Y:ltion o.nd too:mio."\l I:l..'1.teri:J.l

resuJ.ting from tho interception o.ncl study '6:£' ,

'telecoor.umicctions. (COMINT includes Y, q.v.)

Intclligooce inforI'-1!'.tion produced by .q~....... ~ .. ~ . " .....

a.otivitics.

3. PARTICIP....TING
Nl..TIONS:= ,

No.tions contributing Y nctivities to the StiDEllR

Y structure t'.nd cntitlod to receive the ;res1;Uts

of the qaUINT nrrangOCJGnts for s.:£EUR in

, .

4.. PROCESSING&

ncoordAnce With agreed conditions.

The action required to produoeCOImlT fro"!':}

,tra.ffio.

'Tr::'.ffic show:l..ng no evidence of processing for

C01~ purposes.

(/.l trJ
CD •
a 0C ..
0 ......
~ tv
w\O
• VI
Woo

r--- ~

cr'p:l
';::::r.n.

~ 8
'-"' CD
r--- ~

I
W p..

':;-' CD

I
§

p..

p..

I

~
'-"'r---
0'\
'-"'

(0) The "decryption of onllsigns or EOssage

hea.d.ings cmcryptod. in codes or ciphers of

high s eourity gro.dings nsJ:lO,y be spcoifiod

by UOOIB lUld 18IBj or

(d) The int~CJ?tion of ccrtnin types of

Thnt COlmlT which results !'roc:

(0.) The decryption of toxts in .mole or'iri-~'

except o.s .proVided in po.rc'.grnph11 (b) below;

tro.nsmission es r:c.y be specified by USCIB

and LSIB;
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8. THmD P:.RTTIlS: ;;

(e) cert..'\in otl.tegorias of phin texts,

llS agreed by UOOIB n.nd LSIB.

Dnto. ooncerning cryptographic syster.1S, cor'lrum.­

antions procedurcs ~d oethods of target countries

and rolnted infoI'n.n.tion.

;l.l1 individUllls or t'.uthorities other th..'1n those

of the United Stutes, the British )Jnpirc, o.nd.

the British Dooinions.

9. TRl>FFIC: Interception tc1eoooounicctions activity

(including I:lessngc~. chatter. proecdur,~. etC.).

10. TRAFFIC ..:..w..u..YSIS:;; Study of cor.•:nmicntions netuorksJ procedure

signals. callsignsJ D/F benrings o.ncl. othor

technical o.ids to produce inforo,,'l.tion by 0.11

I:learJ.s short of Mtuo.l decoding or decrypting. of

the text of intercepted COI:lr.1UIlico.tions.

That CQMINT '..,hich results :f':rOi.l:

(0.) The study of procedure si~sJ ca.lJ.­

signs, ocss:lgc headings. D/F bC<.'\I'ings

o.nd other externals of COl:i1'JUnico.tions,

except the decryption of ccllsigns .or

messnge hcn.d.ings encrypted in codes or

ciphers of high security groding :'.s roy

be specified by uscm and L8m;

(b) The' decryption of the whole or ports of

cO~JUnicntions in codes or ciphGrs of

such low security gra.ding th:::.t they

nrc specific~l~ clnssed n8 Traffic

Intclligence by USCIB n.nd LSIB;
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c.rC spocifico.lly clo.sl3cd 0.3 Trnf'fic Intelligence

by uscm CUld 18m; or

(d) Certain co.tegories of plo.in texts, o.s agreed

by uscm Md ISIB•

12. ~Tnm

14. Y UNITS

..i. period of o.otuoJ. hostilities :l.n.volving SACEUR's

eon:s:nnd.

COMINT Vlhich f.lobile field. units oem derive £rOLl tho

timely processing of tro.ffic procured by thetl by

listening to enomy oar.u:nmica.tions for the purpose of

provid.ing intelli.genoe for the oOl:.1l:lO.llCtars or the forces

which they moe directly supporting.

Mobile milito.ry field un:l. ts exclusively engo.gcd in

Y a.otivity.

lIIl Definitions L1/'l.rked with nn astt3J:'isk will require oodifico.tion or ODissic.n

bc:f'ore boing used by tho y Sta.ff' Officer in discussing nrro.nga1!1onts with

non-u.s./U.x. partios.

- 3 .-

;1:'
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A..'OFENDIX P

Annexure P1

EXHIBIT 2

HUNOIPLES FOR THE HANDLnI'G OF Y

....., ..

1 • These principles she.11 be the .basis in peace and war of all

security regulations and. policies governing the production, handJ.i.ng and

dissemination of Y.

DEFINITION

2. Y is ColIllllU11ication Intelligence which mobile field 'Units can

derive from the timely processing of traffic procured by them by
-.-

lis~ening to enElllW oonmunioations for the purpose of providing intelligence

for the cOllllIlB.Ilders of the foroes which they are directly supporting.

It includes raw traffio, end-product, technical materiaJ., 'VICI'king docwnents

and captured material used in its production. It also includes intel­

ligence reports, appreciations and s1JlllIll/U'ies based on Y'unless the informa­

tion is so generalized that it cannot be traced back to a particular item

of Y or to Y in general.

GENmAL mnfCIP.LES OF SIDURITY.AND DISSEMINATION

3. Nations partioipl.ting in the SACEUR Y effort must, as D. condition

of partioipl.tion, agree to accept and adhere to these reguJAtions.

4-. Eaoh ommtry participating in the SACmR. Y effort Tdll designate

a. national authority to deal with all q).lestions of Y security and enforce

these regulati~.

5. Eaoh nationAl authority\.ill designate a Y Security Offioer to

whem Y materials nnd oommunications relAting thereto shE'.ll be addressed.

6. SACnIR will formuJ.a. te and supervise complinnc e Tlith seourity

regulations o.nd policies for Y wi. thin 1;he Sl\CEUR comm.."U1d.

- "
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XImexure-:?1

...: .. ~bit 2 (continued)

70 Before an individual in any ct'qnci ty t>.D.::l :::.ccess to the knowledge

or results of the ~EUR Y effort, he. /IIl).sf. be screaned end cleared as being

of unquestioned loyt'.lty by.. h.i.s. :n;:-.ti.oTh.'\l c.uthority_:. The screening IIlUst be

o.s thorough us possible end c. t lC.:l.st c.s thorough i.oJ thD. t given to. .i.ndi.v.i.dua.ls

hD.v:i.ng <lacosa to COSMIC infom".tion. III c.adition to suCh cle..'\rancc, each

receive Y either by s..~EUR or 'by the concerned IlL'.tioIllll outhority-. In tha

In.tter Oo.so tho nom:i.nc.tion lllUst be c.pprovod by SiiCEUR. In excopti,9~.oj.roum-

stnnoes undor opcrationo.l conditions thc ubove roq1.ri.remento for screening.,'

cloorance nnd nOlIlin..".tion mo.y be wnived for those 'ir~~ividuals appointed.

to cerkin key posts, Co list of·: whieh shciuld be d.r£I.\7!l up by s.lCElIR: Such

personnel mD.y be given nccess ·to Y upon the authority o~ the approp±'iQ.to·

C 0Iilnl!'.ndl:lI' 0

8. Prior tobcin,g given ll.Ocess to Y, CllClh inOividual rill bo Y

indootri.Iw.ted. by n. special \1llrning on thc sensitivity of Y soUrces to

comprOlirl.se nnd be required to s·ign 0. document dr3.T1'ing c.ttention to his

special renponsibUity for sn.feguo.rding. Y and to the·' consequenoes

1Moh the lo.w or a.dministrc.tivG or e:lCOQuti.ve .onler. ~. .hi.s .couni;:r;!y,· or crier

of SACEUR, provides, if' eithor by intent or· negligeno3 he o.llows Y to nomb

to the notice of UIlL'.uthorized persons. It Il!USt be s{;J.,cssed tb..'\tthore

is no time lir.:ri.t in th..'\t the info=.ticin lllUst be s~£egub.rded indefiniteJ.y~

·9. Distribution of Y must be on the necd.-to-kncw principle, i.G. oooh

itCE of Y shD.11 be rnL'.dc known onl.v to those Y indoctriIlllted i~vidUA1.s who

require it in the performance of their aritieso S!\CE(£ nill m::'.intnin

cont:J:;oJ. lists of indootrin..".ted Y rcioipiantsin forces Under his comr=d

other tho.n those engnged in tho production of Cor.ununiea.tion Intelligenoe.·

- 2 -
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.u'PENDIXP
xnnexure :ESt
Exhibit 2 (oontinued)

He v.l.il ensure t:.."..t the nurabcr is kept to the m:i.ni.nn.mJ. ODnsistcmt with

cssentinl intellig(;ll'lOc :md opero.tion.."..l needs. Nn.tiono.l authorities will.

mninto.in sil'Jilo.r lists of their Om!. ~tionAls and o.ppJ.y similar

restriotions.

10. Y indoctrinees must not be o.J.lowed to run 0. gre..1.ter r:i.sk 0'£

co.pturc or interrogn.tion by enemies or potentio.l enemios thM. is o.bsolutely

nccessnry for the efficient perfonnnce of t..'1ei.r duties. 'Th:is must nlso

o.pply t-o c. period of siX r.lonths after they Mve ooo.soo to rooeive· Y

=teria.l aJC')opt during o.otive opero.tions in: ctl.BOS .91: impelling necessity.

11. The ·greo.tcstonro must be ta.ken not to betrr'.y Y success by o.ctions

bo.sed on it~ Efforts should be lIQde, if' o.t all possible,' to devise suito.ble

'cover, such a.s reconno.issnnoe. The source should on no !l.Ccount be

needlessly risked.

12. SlslJEUR. I1illdetomine tho level to vb=ioh Y will be dissem:i.na.ted..

Noroally, in ground forces this will not be below a Corps.+In

exceptional instonoes,.'ihere it is essential for u.~ed.inte ope~.tionn1·pur­

poses, infonilntion based on .y mtJ.y, os specificalJ.y t'.uthorized by 0. Y

indoctr:l.na.tcd comI.1D.Ilder, be dissemi.DD.ted below the norrno.l levo1 to

unindoctr:iiu:tted. iridividua.ls provided the source is not disoJ.osed. Whore

possiblo, nauos; tiDo, positions and other data. identico.l with tho.t froti

the origi..nLlJ. text must be omitted, or, if tho rotcmtion of auoh !J.n·it'CIll or

it~ is cssentio.1, must be oarotully parnphro.sed.Suoh inf'onmtion .

+Noto: Throughout this paper 'Whare level ofc~ is c2tpX'O:3Sod in a.rnw

tcros. itsMlibo \mdarstood to include oOllJ'lllEl]ds in other servioes 'With

equivaJ.e:nt requirements•.

- 3 -
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Ex;hibit 2 (continued.)

•

must be passed by n seoure despo.tch servioe, by a. S6C';U'C line or in 0.

cipher system o.p:Proved. by &\.CEUR. It must not be passed in cleo.r

by ra.dio (inoluding ro.dio telephone).

13. Kno"l71edge of the methods :md scope of, and the technica.l :mo.teria.l. . .
resulting frou, the St~ Y.effort will be restricted to tl1e n0.tions

of. the nAtions 1711ich pnrticipa.to in :the StlCEUR Y effort. .J.ccess to tho

Y end-product should, as fr.r 1.'.s possible, be similArly restrioted.

PLil.sS.lFI~:;:ONAND PROCEDURES:

14.. ~ Y resulting from the SACEUR Y effort will be classified

SEClillT o.nd designn ted by ll. codeword (~xcept as provided in par~gro.ph 19.

below). The cl....\.ssificntion Md.. the codewoz;1 sh.."..l1. appe£'.:I' on every sheet

of pa.per whioh contains or discloses the axistcnce of Y, except thnt, o.t

the discretion of the unit eomr.1LUlder, this Pl'ovi.sion need not .~c o.pplicd

to purcly vror~ doeuncnts m..thin 0. y unit. The codeword indico.tes

toot the nnterio.l I:IUSt be ha.nd1ed in o.ccord.a.n.ce "lith.

these principles, a.nt. U:Jec1" in its !.leaning, the .codawo+U for Y

Th-:l oodeword a.nd

its :L'lplicEl.tion shall not be t.l!>.de knO\\'n to persons no~ :i..ntlootr~too.

in Y nor shall it be used in its codC'"rord cense in the presence

of suoh persons.

15. In peo.cetiIle, if Ydo,?1,L',lCil),ts nre to be tr~mtted. by bD:g

v.i.thin &i.CmJR1s Cocno.nd, the route nnd procedure rJust be spooill.ll.y

£lut;horizedby SUCEUR hnving regard to the ndcqUACy of 'dle sC'lC1.1J:'ity

of tb:e route and procedure. :qocumcnts should be.c1ouble-'f1ro.ppcd.~

D.ddrcsscd to D. Y indoctrinated officer (by nnrne, not function); the

- 4-'':'
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inner envelope should IJI3a:t' the AppropriAte security. cJAssification but

not the oodeword. In wn.rtil!l8, disoretion will 'be left to the 1ooD.l

cOllll:lO.tlder 1;0 llXl.ke -the UlOst secure o.r:ro.ngements possible. As c.. min:i.muw.,

dooUl:lonts talSt bo sent by ha.na of offioer or by a secure d.es];ntoh service.

1!.If: I 1:a t%'cr.Ed.~ lI'h.~1S Q~ b;r......aJ.o<Jtrioe:.l

I:U:lO.nSor by nny physioaJ. IlleO.nS not completel;v securE?, .8. secure ot'Y1?to­

gra.phio oho.nnel reserved exolusively for this requirement wst be used.

PorticiJXl,ting no.t~ons DUSt a.ddi ti01lL\lly ensure that'Whan Y is s~lll.t'ly .

tro.n.so:LttOO .into. .out of', or extl(lrl1£l.lly to the SACEOR ClOllJDl1lld the

cryptographic syst&1 or s;ystems speoiAlly provided. ore used exclusively.

17. The b1gh.cst stAndo.rd. Clf physioo.! seourity IllUSt be Applied to the

oustody of Y by no.tionAl authorities and within SACEUR's oOllllllMd. NormaJ.J.y,

exoapt wen in trona!t under oonditiona prescribed herein, Ymtcri!lJ.s o.nd

cor.mlUl'l.i.ontions reJAting ~ereto I:I1lSt o.t oJ.l times. be~

(0.) . undCll" the direct surveiJ.JJmoe of E\. Y :1JXlootrinatOO person

responsible £ar their satao-keeping, or

(b) looked in a three-combirultion safe accessible only to

. Y indootr.inated personnel, ar .

{o)stored in 0. looked cOIllpQ.rtment whioh is under oonstnnt

surveilla.noo bY.Q;n o.rmed. sen~ and which is aooessible

only to y ind.octtri.n:l.ted ~onnel.

18. Y doetm1ents cust be des troyed as soan as they have f'Ieased. to be of' .

~e. This is pe.rticuJ.n:r'J,y importnnt in field oonditiona where

destruction mat be by fire.
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I:xhibit 2 (continued)

19. In order th-'1.t noccsstU'y opcl"a.tion-"..l usc crm be L1.'\de of ccrta.in

typos of low-level ta.cticl;.l Y (such .:en n/F benrings and p~in text

nessag'es) on which i;Dedio.te n.ction nust obviously be to.ken in conbo.t

opcrotions, S.:}.Cjj;[JR T.ny prescribe loss' stringent security rcgulD.tions

wbich will parr.1it the dissc:<.u.no.tion of: such 7i without 0. code'lVOrd o.nd

nt 0. clc.ssifico.tion not bel0\7 Coni'iclent.i:l.l, to uniRdo3.trin':'.t~

recipients who need to know.

20. COMINT end-product or intelligenco bc.sad on COMINT introducod

into·lJ.llied intelligence chD.nnels by Third Pc.rties p..".I'ticipt'.ting in

the I-structure of the cO:1i1lD.nd should be hIlndlcd in Y-eh:..~els o.nd

subjected to the security r.le.:l.sures prescribed for h:mdling Y. Where

such Third Pc.rty COMINT is furnished by c. p.?I'ticipn.ting.Na.tion..'\lC01mT.

ll.ut~ty·or orgnnizo.tion nnd is of' n .higher grode tl1llli Y r.1O.tcrio.l produced

wi thin the Y-structure or th.".l1 the CmIDIT supplied' to .the- Y-orgnniz:l.tion..

by U.S./U.K. COl4INT a.uthorities, it will be pa.ssed through Y-ohD.n,nels

and its distribution will be kept to ~ pin.i.r~.

21. COMINT end-product -or inteUigenoc bo.scd on COlrrNT introduced

into .l.lliod intelligence chD.nnels by Third Prlrties not pa.rticip-.ting in

the Y-structure of' the eOr:Ir.lCJld should. \1hcnevcr possible, be trnnsferred

to Y-ehAnnels at the first point n.t 'Itlich such end-product or intelligence

cOI:le to tIle nttention of Y personnel, rmd fr01:l th.':'.t. point transr.uttod directly

. to the Supreme ..ulled CorJr.'llJlder's Y Officer~ .Cnre should be t..'\ken not

to oompromise the existence of Y-chCLnncls (lS·such. The SuprCI:le.ulie~

CoI:ll:lllnder's' I Officer should bring =y such r.ntcri-....l to tho C1.ttantion.

of tho ..W of S (I) for decision e.s to f'urthcr.o.ction or dissar.-.:inc:.tion.

-'6 -"
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In deciding on such further notion or disscmi.n.".tion tho ;,c o~ S (I)

'l7ill give full consideration to the need to proteot OOMINT.

22. Na.tional o.uthorities :md st.eEUR l:1USt expand these pr:Lnoiples

into a set of regulntions o.do.ptcd to ~oca.l conditions~ Copies of tho

y securitu regulations of oo.oh n...... tionAJ. o.uthority will be fonro,rded

to SACEUR through Y oha.nncl.s t
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lOO:iIBIT 3

REL&~SE~OF U.S. lJID U.K. CGDlIT DID-pR0DUOT TO THIRD

P.JtTY N:.TI01~~_~_COM!.f.i..NDS IN mICE

t-JID WAR

I • PFJ.C]~r.D.1E

TR.lFFIC DlTELLIGENCE

1. ' (a.) Tro.ff'ic Intelligence (as currently definoo. by UOOIB

o.nd. !SIB) roy be pe.ssed in peocetir.le to Third Pe.rly

no.tiona.~s in m"J?m on l'. neod-to-know b~.sis for

plo.nning purposes und.cr tho conditions sct forth

(D) Whcn passed to Third Party natior.aJ.s, Trai'fic

Intclligencer.lU5t be disguised effectively, in such

D. way as not to be a.ttributo.ble in whole or in part

to COMINT, o.nd raust be ascribed in precise ond

posi tive tcrr.lS to another source chosen for its

plnusibili ty. The disguise will incJ..ude M a

r.O.nit.lU.-:J. :

(i) r<3lnoving inessentiAls;-

(iiJ pc.ro.phro.sing any rer,lL\ining text, IUJrJbers a.nd

times being rounded off and, whenever possible,

O:P!lI'oxiUl.ticns being substituted. for :Precise

statQl:lents.

(e) Indoctrinated U.S. or Britis;l recipients or undisguised.

Trxf'fic InterJ.igenec in Q'1.Ch Sta.f'f' Division in SB:iU'E

rill rccol:v,1end to 14.0. of' S. (r) SH/U'E whio-h Tra;ff'ic-- -­

Intelligence should be disserJina.ted for plnnning

purposes to Third ~ty n~tionnls.



DOCID: 2957880 REF ID:A2665521-

TO BE HANDLED IN ACCORDANCE WITH IRSIG

- 2 - BFC/F/1 (oontinued).

will refer c!'.ch c~se to tllJ cognizn.nt U. S. or U.K. nc.tiono.l

authority ~hich origin~ted the Traffic Intelligence (or

whose COMINT units did so), ~sking for cle~ance to pass

tIus po.rticulnr Trof'fic Intelligence to Third Party

no.tienals ~nd fortmrding a eopy of tho disguised foI'Ll in

which it is proposed to disser.lina.to the inforrintion together

,dth the proposed distribution, or requesting ~~t'it be

:furnished to hir.l in disguised fCXI'J:l.

(d) Disguised Tro.ffie Intelligence >r.i.ll not clU'ry the Traffic

Intolligence oode-.verd. When it h£'.s been disguised, CUld

when the source to ,7hic~ it is to be attributed ho.s been

chosen, it will c~j' tho sccuri. ty grD.ding ~ppropria.te to

that source o.nd will norr.nlly be dissemn....Ltcd ::md hD.:1dJ.OO

in the mnnner cuatornary for th.::'.t source. Where it is

oonsidered th~t disguise r.....~y not be fully effeotive c.nd

th.~t the intelligenoe shoulcl not be ~ith,.'le1d, it sho.ll

be given specinl hCUldllng through S.S.O.ja..C.U. chDnnels

in !l.Coordll.nce mth the following provisions:-

the disguised Tre.ff'io Intolligence DUst be shown to

designo.ted Third Fhrty Il<1.tiono.ls by the G2 or Chiei'

Intelligence OffioC'I' or by CUl indoctrizmted U.S. or

British officer on the S~, in order not to draw

attention to the function of the s.s.c./a..c.rr.;

copies should not bc p~ssed to Third Bnrty zmtiana1s

for retention by thao.

SPE:lIllL INTELLIGENCE

2. 8pooio.l Intelligenoe itCr.lS :l.S such will not bc dissarJindcd to

Third Rtrty Ill1.tiorw.1s in pe!l.Ccti...':1e in o.ny forn; hm'1cvcr info:t"I':l.ntion

derived fron such IntC311ige:nce my be dissar.lino.tcd to Third Parties
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SHAPE if it con bo embodied in generel intelllgenoe st:lr!lr.lO.rles 1n such

E\. rne.nner as to ensure too.t the inf~tion oonnot be tra.oed book to

,COMINT in general or o.ny specific item of COMJNT.· A.e. of S. (I) should

inf01'r.l tho cognizunt U.S. o..nd U.K. no.tionc.l a.uthorities of D.nY SpeoiaJ.

Intelligence he considers should. be rMde o.vaiJAble, and they will ooke

overy effort to onke it aV'ailAble in this fo:t"r.l.

Co-ClRDnu..TION

3. The. U.·S. o.nq. '!.1'.K. national a.uthorities will..ensure t~t each ~

'informed of any o.otion taken by the other under th~ above ~sions,

o.n.d I!l!l.teria.l rm.y be exo~uiied fi-om these on-nngementa nt'the request of

either o.uthority. Tho U.S. and U.K. no.tionnl author:i.tiea will keep

these n.rro.ngmacmts 'llll.d.e:r :review.

II. }VARTnAm .

Tra.ffic· Intelligenoe, :o.s such, -whethar:~tmecf~~~;''';'''

s.temJR's COl2l1£l,J1d or'reoeivOO: from U.s.·'br U.x. no.tional··

a.uthorities. uill only be dissominAted to Third Parties

if' it £'o.11s into the first' {releo.sa.blei c;a.tegory o.s

def'inod in p:lJX\grll.ph 20 of' "COmN'r AP.P..ANGEMENTS FOR SACEOR".

(b) DissCl:li.nAtion of' such Tro..ff'io Int~lligenoe to Third Parties

shAll be by l'Ihiohever of the following oho.nncls is

o.ppropriate;

(i) via. s.s.o./e.e.u. ohannelaJ

(ii) in the onse of OOL'lTill.1nds whioh oan-W.n no integrated

U.S./British personnell f1000 the ~pPropt'iate

int~ea SACEllR OClllll.TIllrid;

(iii)f:roma. u.s. or' U.K. Y unit or"COlaNT Unit di%"eot;to­

the .integrated SA.CEtJR comniuul or fot"lIiti.t:i.on'Wh:tch it

supports.
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BFQ!F/1(oontinued).

Second Category Traffic Intelligence (see pa.ra.gra.ph 20

of COMINT ARRA.NG!!:.m:NTS FOR SACEUR) ;:;:Ja.1l not be dissem:ina.ted.

as Trai'f'io' Intelligence to Third Pe.rty nationals in int~

allied. SACEOR oOIlllDMds but my be d,j.ssem:l.nated., 'llhen

necessary, in aocordanae with the re,,~tions set forth

beJ.ow for the dissem:LnAticn of Special Intelligence.

(a) For PJrPOses of 'W8.rt:l.i:ne disseminat.i.on to Thirll Party

nationals in inte:t"-allied SACEUR C'.cmmands, Speoil;l.l ::"nteUi,ge1)Jjc

will be divided into two oo.tegories:

(i) oonditionally reJ.ea.sea.ble .(disguised).,.

(11) unreleasa.ble..

(b) The U.S. and. U.K. CQMJlf.r authorities will currently

III!dntain an o.greei· ii~t of the Inater~~.l ,:In both.oB.tegories.

CONDITIONALLY 1lELElUW3LE (DIoo.UIST,D) SPl!X:l~ n~'l'ELL:r~:?NC]j"'· -,.~. '" ' .. :

(a) Disguised. Special Int~enoe w.l.ll be- pl.ssed in:itiDJ-.'!Jr

only to oOIlJllQ,J1ds which oontain 00.-'"1. intt.gro.ted U.S. or

British clemen'!:, but ,the U.S. D.nd U.E" nS:t;ional COlfiNT

authori ties will ::-.wiew· the S~..tl:llt~Ol1 ::.n th~ light of

lAtor ci.rcu:msUlnt:''Ol!l, TJ!lder "'.:ho:! cond.i. tic!lS set forth

below cll:sguised SpeciaJ. Intelli.genoe will be pa.sseO. in

'l'ItI.rtime in inter-o.l1ied. SACE";,,?. COllIllW'ld.3 whioh include

U.S. and Bri.tish dements dcr.vn to~ llN'el fCtr ground
- ..

foroes+ on a at..":'iot ~cedo-to-know basis thr-ough the

S.S.O./G.C.U. system"

~ote: Throughout this paper where level of .oO!lllll!U1;,l...is cx:pressed in

n:rmy termslit shall be unde:rstood to inPlUlle ~0l'li00n& in other

services with equivalent requirements••.
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(b) Except n.s provided for in p:u-agra.ph 8(0.) below, disguised

Spe6io.1 Intelligence mo.y only be disserni.nt\ted to Third

P!lrty no.tio:na.;J.l:l. in suoh ::I., ~~ as not to be ll.ttI'ibuta.ble

in whole. or in part to COMINT.

as 0. minimum:

Disguising sMll include

,"..

(0)

•• ~ .._•• ". 1 .

(i) reJWVing inesscnt~~,;·,_:

(ii) pnraphrnsmg" the reJIl!?'~ text,,· ~ers and times

heUlg rounded off nnd, wheneVer:,.p.qssible, a.p!4"Ox:l.nn-.,.\ -.

tiona be1xlg s'l.:.botituted. for·prec~~e.l!I..~tements:

(iii) a.aoribing the item in precise nnd. PQ~itive terms to

another source whieh is ohosen for its ·pJAusibility

and which, by the· speoio.l security hMdllng arronge­

menta normlly presoribea. for it, will permit retention

only by U.S. or British na.tionnls.
. ;...

Disguising of conditionAlly releasa.ble ·Speoio.1 InteUigeme

will be the responsibility of the Qogniza.nt U.s. nnd U.x.

na.tiono.J. o.uthori·ties who will ma.ke suitable ai-rn.ngementa

to prevent the oircula.tion of more thD.n one disguised

version of the same itCifi\.

(d). Dil?guiscd Specinl Inte1l1ganc·e rlU be disseminated with

E.l.·s~ur.ity gro.d:I.ng o.ppt-opriD.te tc its o.saribed souroe o.nd

ha.ndled in n manner· oonsis'tant )rl.th that source. Copies

(e)

of disguised Special Intclligenoe will not be passed to

Third Pnrties for thair rctcmticm•

•Dis~~ed SptlOio.l Intelligence will not ..~ the Special

Intelligenoe oodawo:ro. ~. 'Will "be the onJ,y version used
OS. .• - .

for inter-a.;J:lied. purposes·in nU inter-o.lli~··~

oommtlnds. The disguised version will lI.lso be ~e

available to U.S.

- 5-
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• , TO BPS/Ti'l (0.... b:l:iIttW) •

ThC3 tmdis¢SC3d versions of these items will also be

pc.ssed to the S.S.O./G.C.U. They will oarry the SpeoicJ.

.;.ocess to the dis~ed form ~t .J:l~ restricted an 0­

neca..;.to-know bnsis tp:

(i) o1'fioers of Third PDrties holding the posts of .

COI:lI:nIl.der, Deputy COIIIllID.Zlder, Chief' 01' Sta.f'f', G1,

G3, G5 a.nd.S1gntUs OffioEr (or theLr equivalents);

(ii) a.dditiona.l Third.Party offioers, nom:l.nAted b~

JilCEOR onth~ reoommend.a:tion of on a.ppropriQ.te high­

~Brit~J.:1orU.S.·Offioer. Such Third Party·

offioers IlIl1St be O-pproved by 11LlZIl8 by USJll3 o.nd. .

LSlB, or in· eJlDeptiona.l oiroumstanoes by onl3. of those

~Y.

(h) J. list.of Third Party of'f'ioers entitled to see disguised

Speo1o.l Intelllgenoe w:tlJ, bo .mD.into.ined by the STs.o.I.G.c.u.. . ..

and reported ba.ok P?riodioe.1ly to uscm ~ ISIB.

. (i) Except.!lS Fovided for in the above paragra.l;i1s

relevant to Tl!ird Party.no.tionals, disguised

BpooiaJ. Intelligenrie must be given the same troo.t­

. ment a.s any other form ofBpcoinl Tntelllgenoe.

m&E:RGPmY mOOEDURE--_....-...===
, 7...... InenJeptionnl insto.noes :I.ndootrinD.ted U.S. or British tromJlllUlders

nt tb.eleval 01' Arcy or higherf" .'tfJlJ.y pClss releasable Special IntelliBElOoe

in opere.tiQn(1l orders or other convmmioatiansto Third ~ty no.tionAls
.', ..

+
See note· on plge 4-.
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who 'LlI'y,entl~r requirl'l ;i.t for purposes of' 'v·it.".l opcrotionc.l UnportMoe.
~ ... .

Such orders or oornouni.c:ttions will be so Y!ordcd th..".t if they be

oapturec;l the so~e oould not b.e idcmtif'icd e.a SpeciAl Intelligence.

Only esscntic.l specific it&lS dll be tr.::.nsci·cteQ., nnd n.."lJ:lCS, times

1'Ositiona a.nd other d.'\ t.". froi:', the orit:lin.':'.l toxts will be paro.phra.sed.

a.s fror llS possible •

.•SPlOClJAL· mEl~IGENC'E ESSENTL.U. TO fiG S.LCEOR Y I:FFORT....--_.-_----------- ----_ ...-.- - _--.- ..
8. Ini'orre.tion fron Specinl Intelligence eS6onti('~ to the B&.CEUR

Y effort I:l.'\Y be disser.rl.n.'\tad by U.S'/U.K. n~~ion..'l.1 t:1.uth.orities in oithor

of .two '\,'/Ooys:

(0.) if it o~ l?J.o.usibly qe reprosented .:'.0 tho result of' further

prooessinr, of Y J'].."..tQrinll\t n:\tionr.l centres, or if it

oen be represented ::loS nrisin.~ f'ror.l captured documents,

and if thero is no reason ylhy it should not corJC to t1w

lalO'\l'ledee of' Third Pcrtic3. it T.1.U bo nnde t\v:'.il..".ble.

on 0. necd-to-knoil b:\sis, to T'aird Pr.rty o.s weli L\S U.S.

and Bri.tish p!\rtioip::mts in tho Si.D::t.!R Y effortl

(b) if' th0 above is notC'.pplioa.blc. it l7i.ll be !Xlssedby

TOP SFD!mT COMINT chAnn,ols to an o.uthorized. Spooio.l

Intelligenco Recipient addressed by nr.me at U.S. and

Bdtish Y units mth 0. need to know; the recipient 'rill

exercise the utI:lost discrctionwhenr.pplying - if he

considers it neoess.:-.ry to npply - tho Specinl Intelligence

inforn.'\tion to the Y offort of his unit. Under no

eirourJSta.nocswill r.nterinl in this second category

be made o.vni.lo.ble to Third Forty nntiona.ls.
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10. It is rc.':l.lized th::'.of .t'he l'..rrt:'.ngeucnts fdr 1:11e TIOJ:'tine dissa:linn-

t,ton of Speoia.l Intl3lligonce. c.s doi'inod ai:love my noed revision in the

. light of experience o.nd future oonditions, evan to the extent of

indootrino.ting fulJ.y 0. limited ntll:lbcr of spooified forcigiJ. rio.ti~.ls

in ~ehJ.y responsiblo positions ilithin tho~ C'oLlr.l3nd.

BPC/F/1(continued).-8 ..

RE\TISION
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APPENDIX P

.ANNElaJRE 1'2

Q.Q...mNT A:fmANGEMENTS FOR SACUlNT

I. GJ!:NEtbU.

1. The following principles a.:f'fecting the COllINr a.t'l'lingements

for SADUNT appJ.y to pJAnning for warti.lile except insofo:r as provision

is made in pa.r8graphs 26 - 28 below far ndditiono.l peacetime· cooperation.

They will be the basis on ~ihioh Chnadio.n/U.K./U.S. Car.mrr authorities

will negotiate with SolCUNT "and on Tlhich subsequent negotio.tions with'

Third ~ty :n.:l.tions should be cOl1ducted~.....~ai.tera:tions :i,ll principl.e

which mo.y become necessary n.s the result of these negotiAtions will

be agreed a.mong cnndi.o.11/U.K/U.S~COlaNT nuthorities and o.ppropr.lAte

3men.c'lment lllIlde herein.

2.. In order tho.t thc (\rI'C'..ngaoents 6-ontairiCd herein ma.y be e:ff'eetive

on tho· oUtbreak of wo.r, it will bo necoasi-.ry· to initill.to' pla.nning in'

poocetime with the Third Pr..rty nntiona conoerncCi. This planning llCtivity

should begin o.s soon o.s possible.

3. In· order to proi;l6te the groo.teat possiblo·ro...'\diness for iro.r,' it

rrAy be necessary to extend this poooetir.lo 'coopcrotion beyOnd' tho stage

of p1nnni.ng.. Tho decision '?han to antor upon this second. stage

will be ·to.kcn by COlIAdiLUJ/u.K./U.S. COMINT nuthoritios o.t somo JAter

ciate "in the light tlf' the then prevo.Uing interna.tiono.l situntion and

of the experience gained in the oourse of coope:rotion with Third Party

nationa 'on COMINT plo.nni.ng.

NOTE: Pertinent defini tiona for the purpose of this p.'l.por are

given in Exhibit 1 hereto-.
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II. DE'rA.ILED moPOSi..LS

SACIANT Y STRUDTURE

4. The SUlIANT Y Structure should Imvcthofollorlng alanents:

a. i.. senior Y officer n.t SiiOIANT HoodqU£\X'tGrs (SADIANT Y

Officer) D.Ssisted. by a. Y sta.ff'.

b. Y Off'ioers and Y Sta.ffs, where required, at he::uiq~ters

o:f'nnjor aubordin....te Comma.nders under' SilCUINT.

o. No.tioxw.l Y'uni ts provided for support of S/lIJIANT :fo~es.

·S. It ·is rea~de4.~~t. the responsibility :f'or :f'ormulnting and

implementing SdCIANT Y polioy lie rl:i.th~. C. of S•. (I); SACLiI.NT.

~ICIPATION m Sl!PL'J:1T X STRUCTIlHE

6. Porticipc.tion in the SilCLtl.NT X Structure, including Y sta.fi's,

should be open to all no.tions contribut~ cor~c.t forces to SAC~

commnnd, together with Y units o.d.eqtw-te for their.direct support, or

oontributing Y units for ~enert'.l support of the SACUlNToollU'1.nd. It

shall be c. oondition ·of IXU'ticipC\tion th..'\t theso nr.'.tions undorto.kc to

enforce a.ppropcit'.te security r.ler.suros :'.s set forth in Exhibit 2 hereto,.

:-.nd n1.so undertc.ke to o.pp1.y tho prinoiples sut forth therein... o.s 0.

minimum, to a.ll other CQMINT activities under their oont;'ol. Porticipa.tion

in the activities of the ~Ii1NT Y Structure should be limited to those

nntions whose geogrc.phico.l l.oc~tion nnd y units e:-.n, in s:.c~IS

opinion, contribute to the overall cffcotiv~ness of the. structure.

Partieipa.tion only in· the shore-based direction findar oporo.tions. will

not necess-arily entitle 0. no.tion or its no.tiono.1.s to receive other

types of Y infon:lE1ti<:>n.

7. Each p--.rtioipc.ting .nc.tion should provide o.nd l:JD.into.in its, own

Y units oontributed. for the support of .s.lCLii.NT, or of forces under his

eommo.nd, and should ensure their oport'.tiona.l efficiency.
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~TIONS OF THE &'CLAN~~T.LlRT:ERS Y STi..FF

8. Within the limits of o.greed coopera.tion, the functions of the

SACLllNT Headquarters Y Officer a.nd Stnf'f should include:

0.. Effecting any necessnry generol coordinntion of the

SACI.d.NT Y effort;

b. Estl\blishing a.s fa.r as M.tiona.l differences permit

uniform oporntion.nl" precooures benroon Y units of different na.tions;

c.' GiVing technica.l r..dvioe a.s required to the S"aDr.:~

Hea.dqUD.rters IntelJigennc St~f on the interprorotion of Y infomo.tion

. received by SdCL!l.NT Ha'\dqunrters, nnd nrro.nging for the &1CLlm'

Hendqu.~ters Intelligence stoff' to receive ~ the Y information nvnilnble in

tlle SACLtJrr CO~11lIlCnd which nny b~ of vnlue to it;

d. . Formula.ting n.nd supervising complia.noo nth security

regulo.tionl3 und policies aoverniIig tho production, hAndling, o.nd dir;l$emina.­

tion of Y oo.tcrio.l within the ~,.NT Co~.1f.l.'l.Ild in nccordiuico with the agreed

securit:y principles in Exhi.bit 2 l:lero.to.

e. ~n:nging for Y units torooeive such technical'

rr.terio.l and cmcl-products, wtJ,ether produced in tho S....cUNT .COI:Ii,"'\1'ld or·

received froti M.tionc.J. sources, a.s O'l.y bo neccsst:'.I'y for efficient oonduct

. of their operntions.

f. Esta.blishing a.nd st6.ting to the a.ppropriate a.uthorit:i.es

requirements for specio.l o=ica.tions ni1.d crypto-ohNmels ('.s necessary

to meet op~ra.ti.ono.l rmd scourity requironcnts of the Y effort within

8.U:I..Ul'T 's COlln':lJ'ld.

g. Subject to security regulations, TJo.'l.intnining effective

linison with other o.ctivities, such a.s rndio \-ro.rf:\TO, whicl: TJo.'l.y'reJ...'l.te to

or affect the discharge of his CO}!INT responsibilities.

in this pE'.por do not include rndio un.rfa.re.)
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h. Arrnnging, within the procedures stipuJ.D.ted by Noi.TO,

for mo.terio.l of tcehnico.l CQMINT interest, includ;Ulg prisoner of m:'.r

interrogntions, prisoner of wnr roports, Md cnpturoo docurlcnts and equip­

Ll~nt to be made iillOOdi.:l.te~y lI.vo.ilr.bl~ ns .:l.ppropri~te to the clel1ents of

the~ Y Structure o.nd to l\<.'\tiono.l COl!INT t'.uthoritics.

~11Q!~QF. _~ .s:r~_4_ .~..QRI?:q.t.:~~. S'&l~

9. Y Officers and Y St.~.ffs n.t subordil\<.'\te ca;"IDo:lnds shoul.d perfom

:f'unctions corresponding to those of the Y sWf ~t &.CL.'J'JT Headquarters.

~~..9!.Y UNITS

10. Y units should intercept Md process untcrinl and provide r¥F

infoI'llllltion to meet the requireo<mts prescribed by S.LCLr.i.NT. .'I:ns combinlJ.tion

of Y units of oneno.tionc.lity m.th those of :mother ''lill be subject

to Ilgrcet1Cnt of cognizMt n·'\tion..'t1 COHlI'lT o.uthoritics if required.

11. Inte~'\tionA1 coopern.tion in Y ,dthin s.~'s C~mnd is

expected. to consist of:

0.. Coordinatod shore-bc.sed direction :f'indor operations by

no.tion..'\~ nets and ato.tions orgo.nizcd nnd controlled o.s mu~. agreed.

llIIIOIl8 the po.rticipl-ting n..'\tions.

b. Direction finder :md intercept oporntions in a~lied

vessels.

c. Intl.Jrception nnel. processing by n..~tiono.~ Y units of' e:nero;y

corxnmioo.tions of tacticn.J. interest to s.>.GL:..NT.
. .

d. Certn.in axoh:'.ngc a.nd coordino.tion ,rith S;~'S Y



DOCID: 2957880
,1J>l

REF ID:A2665521

TO BE HANDLED IN ACCORDANCE WITH IRSIG

5
BRl53/J?/Final
(>49
19 March 1953

=

CQ1{INT UNIT~ m THJ~ BAClim .lRE.~ NOT ENGiiGED rn SUPPORT OF FORCES

~SACL.lNT

12. Each nn.Uon with forces serving under s.i.CLUNT may individually

llrTange to opero.te in SACLtiNT's c..rea national COlIDlT units not provided

specifically or exclusively for support .of the forces under StlC!ANT•
.'.. . .... -~.. - .'. ~ . .. .

These' Units· WilCnc£opera1£~s"IlU't of the &lc~'.NT Y structure', o.ri.d'
l~' ... ~

will not ~Je subject to the o.rrangcments for inter:-llllloc('CClopcro.t:Lon

UIl::ess agx::eod by, ,the nations providing them.

13. C~, U.K•• and: U.S. "all n..'\int::'.in a.n operationo.l sepnro.tion

and, :U1aof~o.s pro.oticable. a. physi~al sepo.ro.tion betwoen tho Y units.......:.~:: .. .'. .---
and their na.tiona.l COMINT units.

~ ::.'. .

14. It is recognized th:-.t cer-ro.in COMINr units o.t the higher levels
'" ....

would be dircetJ.,y supporting both s.:.cLtim' and their nr>.tiono.l COMINT
-~....::.:: ... , ." '. . .... '.-

orgo.niza.tions. Each ~~ticipcting nation \~ havo disoretion about such
, '

", i..

Lntters o.s the right of !lCCOSS of other nlltiono.ls to those units.

COOPERiI.TION '!7ITH THmD P•.RTIbS VITHJN s..;,c~ Y STRUCTURE
~-~.~ - .. .,. "'-'--.. -; -- -,-~-- -- ------

15. Coopero.tion with Third Po..rties within the Si.i.CLJfr Y structure

should be oonf'incd within the limits nooess('.I'y to r.leat the essentia.l Y
~.•.. ~:..·.C~."-i..PI ... . . ....

needS' .;to"5:l~- and' thG forces' unciin-' his coi:u:lD.ild o.nd !OUst' not'-reveal
, '

that there is CQ1{INT oolli.borntion ~'brino.a.o.~ iJ::K~~' L\Ild U.S~: ~iitsld~'
.. :' ,...-_..-.... .... . .' . .'.
'",- . '. --. ,'. . ..
the...sphere of Y. Wi thin the lirJits agroed for the rcJ.ooso of COM:rnT

. .. .

IIlIl.ter1A1 produc:a by CImLl.d.ian!U.K./U.S. oTgnnizo.tions (see pa.rngrnphs 20

c..nd 21'~'::e{~~ r. '~ooperc.tion with Tl1i.~ R:-.rties should be wholeheo.rted.

16. The chLumels £'01' the provision of tochnicnl I:l.':1. tcrillJ. to Third
",<. ~'. .

Parties froL1Co.nadin.n/U.K./U.S~nntiona.l COliINT sourcos should be via

the ~LJNT Y staff •

••I~' ••,.....~... ','
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.... -- ....::.- ......:--~........

release of Ca.nadia.n!U.K./U.S. COlfiNT, a.nd in order to secure th~

,!1-ElGlesa.a.ry degree of uniformity, Third R'.rties should. be persu.o.ded.

to.~pt o~tain oo!JllllOll operc.tiqno.l procedures.,

MO'VEMEm OF Y }4A.TmI.dL BEl'WEEN UNITS tJNDm SACLI\NT AND THIRD, PARTY

!f!TIONft ORGANIZATIONS

18. The Y units ~d Y sto.!'f,s of tho ~tieipo.ting no.tions

~ be o.t lib~ to pnss to, their ovm nC'.tiono.J. COMINT orgniza.ti.ons..".
o.nd to other po.rticipL'.ting M,tions, but to tho~~l.llC'.tions only, the

teohnioo.l mteriDJ. tUld trll.ffioproduoed or received. by themselves•

. ~e ~t;i.ono.l CQMJNT orga.n1zo.tions q£ the po.rtioipo.tUlg IW.tions
, -

should. in turn provide such teclmioo.l support both to the~, awn Y

1,lIlits a.nd. t,hrough the SiOClANT Y st<'lff to the Y units of ot1'!.or pPortio;l.pl­

ting z:ntions o.s they lIlD.y consider would be t:\ppropric.tc, end of a.ssistanoe

to the Y effort under StiCL.lNT. '
.. ~ ..:-'~ ._' ~ ':. ......'.:. '.

Such mt\.teriAl sh..'\ll be hcndJ,ed i.n ,QOcoI"d.o.nae 'With tho regu1Atio~ in

EXhib;t 2 hereto.

EXCHANGE OF m'I'mNALLY PRODUCED c:oMmT END-PRODOOTS BETWEEN~
. - --- ... ~ -

.AND OTHER SUHU!J,lE t.LLIED COMMulIDmB

19. ExehD..nge \nth other mo.jor ,COlIIlllOJlders of lUTO of, internaJ.l.y

, prod.uDed. COMmT end-products D.l'ld intelligence sUl!llllD.rl.es, bt".sed thereqn
. , . ','

shou;Lc; be o.s agreEld between the SUpreme "Ulicdc~ders oOl:lOernod and.... . . . " .

should be conf'ine~ to the highest levels pra.o,tico.ble. Such exchAnge

shouJ.d take p:).a.ce, in 0. secure cryptogi-nphic ch..'\llnel ~ded. ,t:lXClusively
. . . .. - . ,.. . .

£or such material. 1J.s n condition of such exchAnge, the soourity

p,rinoiples set £orth in :i::xhibit 2 hereto shAll be a.pplied as a. minimum
,

for tho ha.ndl:I.ng of the mteria.J. in the Comno.nds ooncerned.
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20. The rclec.so to Third Forties in the s.lDLtJiT CoTlllIl.'l.nd of

TI'£'.ff'ic Intelligonce produced by Cn,n::-.dic.n/U.K./U.S. oI'g['.nizlltions will,

within the limit~tionl3 of thcnced-to-know Md tho provisions ot: Exhibit z

and 3 hereto, be subject to the followiJ:lg condi tions:

a.. First (r~~e..t:.!?able.) Co.tegoQ';

Class I

This cOnl3ists of Y llmterial, both end-products

and technico..J. mo.terio.J., produoed by COJlo.dio.n/U.K./U.S. Y units, and material ot:

the sameld.nd t.md. supplecenw"y to it prodtl.ced bynntiona.l Ca.no.d:i.o.n/U.K./U.S.

ComJfrorg:ll'li~ationD. T"r.is cl.a.ss 'i'.'ill Ticr..l!lllJ.- be TEllo::'\$0{.: autoI!S.tically in

"\7'....rti;.le but the ,::'Oidon to OOl.J:'.lcncC autOJ:l!ltio r'Jlvc.sc of' t:1i~ ows will bo

subj;,;r::t tq nutulll agrecuent SJ.1Ollg tn.:: cognizant Ca.."']E..C1.iarVtf.K./U.S. CO'..,am'·

a.u"choritios....J.l or any part of thiD J.Jaturilll will be mthhelcl at any time by

these po.rtic.'G if ana party clOOlarC3 that release would be ha.l!'.ardous to its

national interests.
Clo.ss II

This consists of CO!!rn'T IllD.terio.l, both ond-prod.uots

n.nd toolmicn.l IiUlterio.l which, a.lthough produced by a. CD.nadia.rv"U.K./U.S. COMINT

ol"ga.nizo..tion other thn.n r. Y unit, 'ilOuld. be capo.ble' of production by Y

units, a.nd 'Ii!li:ch, if' p.1.ssed to n Y unit, would ena.ble thD.t unit to a.ohie\l'e

u signific~~tly higher degree of exploitation of its norttL~l tasks.

Co.no.dio.n!U.K./U.S. nr.tionr~ COMINT c.uthorities must be in a.grcCi:Jent before

rna.tcrinl in this clo.ss roy be relenscd.. They will oontinuously revicw

the o:l.o.ss nnd mnintnin agreed lists of the Lnterio.l included. in it.

o. ~.$.ond C!!2.n-rclco.s:lo*.e..L.Ca.teg,oi£l

This, consists of the remainder of Traffic .Intelliganoo

not included nbove. It m.~y not be relellsed to. Third R'.rtics

indico.tcd in I:xhibi t 3 hereto.
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RE:r..F.c\SE OF SP.IOCJLLL mTEr:T:!~

21. Specic.l Intelligence will only be released to Third Parties

in the Sli.CLl.NT Corrmnnd in o.ccordnnce with the provisions of.Exhibit 3

• hereto

mmcIPLES F01l pl!:.i.Llm \'lITH cmaNT END-HWDUCT lliTR,Smucm rnTO ALI.IED

.2!L..\NNEt..~ BY THIRD p~TmS

22. COlaNT end-product introduced by Third. Parties into Allied

Intelligence ch:J.nnels mIl be hc.ndJ.ed. in o.ccOl"d!:\nce wit.'1 pn.:ro.grnIiJs 20

r, nd 21 of Exhibit 2. hereto•.

r~~~Q!!.:g·~!.@..~u~~.ySTRUCTURE

23. It is o.greed toot cooperation with Third Parties in plAnning

the W(lrt:i.r.le structure should begin in peAcetime and o.s soon as possible,

and 'tl11,t there should be step-by-step implement..'\tion of the S4.CLiWT Y

pr-ogrt\O in consona.nce with satisfnctory testing of ecoh successive

stcp. It 13 considered o.dva.ntageous to establish relntions with one

Third. Ru-ty nC'.tion at 0. time until ::-.11 thoso considered eligible are

included. Before nnk:ing any proposals to individUAl Third Party nn.tions

w.hich cny necessitnte the disclosure of info~~tion regnrding Cannai~.~

or U.S. pJAns for Y, ~I..'1NT should seek the coneurrence.of Oanadian,

U.K. or U.S. e~~ o.uthorities.

24-. In a.ny approa.ch to Third Pnrties wi thin the SACIANT OOllllll£lnd

with regm'd to the planning of' n wrti.me Y struoturo the following

PJ:'ineiples should apply:

a.. There must be no disclosure to Third. Pnrties of o.ny

Cruto.di.a.n/U.X./U.S. emaNT col1L'.borntion outside the SA.CL~ _

Cor.ano.nd, and coopera.tion in pl.."J'lning should be oonducted without
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rovcl.lling prl)sent Cnru."ld:i.t'.l'I/U.K./U.S. COHINT successes or the scalc

nndn..';:turc of their ·prescntMd pL:UlIlOO COM~T effort.

b. .ls. n condition of coopera.tion in plAnning the

~~ Y structure Third P::l.rty nn.tions IlDlst nocept £'.nd o.dhere to

z:cl.ni.nu:1 security roguL.".tions governing thc production and ho.ndling. of:

Y IT.teril.'~l:.;

c" KnoTl'ledge .of :the detnils of tho pknning of thc· .

~~ Y s~~turb must be restricted to n~tionnls of thosen.~ti6ns

.i;~king Part ill th~t p~~

25. . Thc pJ.i:.iming. =dnegoti~tions in MJ nppror.-.ch should be dono

by the s.~Lim Y officer. nssistod by such offioers of the Canadi::uVU.K./

u.s. Services concerned a.s it r:Ay prove necessary to o.pppint. He mid

his sto.f'f should. establish, witlUn the framework of the a.greed: wortime

nrro.ngCl:1Cnt3, 0. skeleton orgn.nizo.ticn dt;8igned to ensure the 'Orderly

expansion rmel affective opernticn of the Y struoture on tho outbreo.k of

wr-.r. They should ~so··dovelop auch corJmcn or sir:Jib.r proccdures ~s

Ilr\Y bc desiro.ble =dprnctica.blc.

26. ·In order to ·carry out· his pla.nni.ng tll.sk, and in order to

advise· Third Pc.rty n..".tions, the SACL.\.NT Y officer sl~ould be provided

withpcrtinent inf'onution on the subjects listed below. Tll0 Mtions .

concerned should oooh design.". te the o.uthori.ty with whom he rrny COlDmunico.to

on these :md otllor Y r.l."ttvTS •.

Typos of Y Units

Number of units planned

.'.dministro.tion

'. B~sic operc.tionnl org=izo.tion

Ibnpower conplcrncnts

-9-
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N~cr of intercept positions

(in broad cntcgoriQS, e.g., &IF voice, n/F

Frequency raJlges of intercept equ:i.pnmt

C=icntions equ:i.pment of Yunits

27. It is recognized ~~t in addition to the necessity to

. p1D.n for nr.rtimc C01ID/T coopcr~tion VIithin Si~UNT, pellOetiLle C01aNT

nrl'anglX.lEmts for ~:r..'l.NT should be developed. in order to Pt'=otc

roo.dincss for wnrtil.lc operntions. The progressive or" phe.sed implementtJ.­

tion of such CITN1gcments should be o.ccomplished, within the limits

of. ::l.gr.eed wnrtiIle cooperation, in o.ccordance with the proc6dures

described. bclo"l7.

28. The Y nctivities include~ in the SACLANT Y structure,

should be orgtmizod Ilnd conducted in peaceti.L1e r:.s followsl

a. ~~se I -

oil s:.cr..»rr Y Officer ahould be a.ppointed. to begin

laying the groundwork for agreed wnrt:L-nc nnunge.~ntsJ for S4.CLriNT

to obtain the results of nntionc.l shore-bnsod direction finder

operntions. ~L.JITT should keep COMINT a.uthorities of particip!1tiJIg .

nv.tions mvised of the progress of My plAnning or L\.~ngeeents with

other NU.TO uembers thD.t P.ffecta ther.l. lintions concerned. shouJ.d

each designate t:\ll authori ty with whOLl the Sil.CLiUiT Y Offioer oan

oOJmm.micate on direction .finder =tters.

b. Pho.ae II- .

When the nbovc o.rro..ngez:tents for shoreb!l.Sed. direction

finder oparotions are r.nde, the SI\.Cu.NT Y Officer should arrange for
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operotionnl drills during N.~TO exercises or mo.n6Uvers.+

-------------.---.- ~.~.- -------
+ The usc of infor.:lO.tion bMed on D/F o.nd shipborne intercept

opcra.tions will be in o.ocorde'\nce with the following provisions:

1. Shorcbo.sed D.a._O,Eero.tions. Fixes and the fully

evo.lun.ted results of shorebL'.sed D/F operations, dui:-ing N.lTO

exercises or lilOneuvers, nay be pa.ssed to na.tion..'I.ls of those nations

pnrticipo:ting in the D/F operotions. DJring the ax:ercises,inf'ormo.tion

resulting l.'rorJ D/F fixes my be Jr.ssed to Il<.'1.tionnlsof nations

participating in the exercises, even though these nations do not

po.rticipc.te in the D/F operntions, when the following' conditions .

L're fulfilled.:

(1) Tihen specif'ically o.uthorized by SA.CLil.NT,

(11) When 11. rea.l a.dvant..'l.ge to the exercise then

(iii)

in progress would o.ocrue, a.nd

\Then t~lC intelligence CM be attributed to

Mother Sllure e, or, if' this is not possible,

the truosouree is not stated.

During post-exercise conference, shorebo.sed D/F inform..".tion

or results mo.y be disclosed to ~tiona.ls of nations not partic~pc.ting

in the D/F oport'.tions only lis nlreo.dy disclosed in the course of the

exercise. (This is not to prohibit the use, during post-exercise

conferences, of' intelligence or situa.tion s1.lIllDOXies issued to D.ll

pc.rticipc.ting units, in the exercise).

2. ~borne D!F..~d Intcrc~~. During exercises,

results of' shipborne D/F operc.tions and 'che shipborno interception

of plAin text or self-evident code messr.ges I:lO.y be pflssed to nationAls

of' those nations participa.ting in the exercise. The nnalyzed resul.ts

of shipborne D/F and. interception operations rrAy be nade available
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c. ,PlmlJe III -

Depending on developments in the internntio~~l

situ..'1.tion, cooperation lIlll.y l.o.ter be extended 'lrithin the .:lgrced.

llmits of: wo.rtimc oooperntion by Cano.dinn/U.x../U.s. a.~rc6L1Elnt 0.8

a.ctuo.l needs davclop nnd o.s inoroo.sed knowledge of .Third l?o.rty.

a.ctivities, o.oquircd. during 'orgo.niza.tion and. plAnning, providos

c. better bc.sis for assessing the security risks involved.

Coordin......tion betweon s.'.GEUR c.nd~ to ensure consonAnCe of:

pr:lcticcs will be required.

29. The disselJinntion of: C~ to Third l?r1rties in

&cIdNT's C'ox:uno.nd in pea.cetirJe will be c.s indioo.ted in Exhibit 3.
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EXHIBIT 1, ,

DEFINITIONS

1. CO:Mlrl.1JNICl.TION
INTELLIGENCE
(~):

Intonnation and technical material

resulting from the interception and studlY' of

telecommunications for intelligence purposes.

(coiaNT includes Y. q.v.)

2. COMlNT END­
PRODUCTS:

J. PARTICIPATING
Ni.TIONS:·

Intelligence info:nnationproduced by CO:MINT

activities.

Nations contributing Y activities to -~~~':',~

Y struoture and entitled to reoeive the results of

the OOMINT arrangements for ~AOLMiT in accordance

with agreed oonditiOns.

l,.. PROCESSING: The action required to produce 00MIl'IT frolll

5. RAW TR.,A.FFIC:

traffio.

Traffic showing no evidence of processIrlg:;:'for

(a) The'dec:ryptipn of texts in whole orin

part except as provided in paragraph 11 (b)'

CaMa}~ purposes.

That COMINT ..mich results frolll:

ICc)

--'., .~.;. :,.

~. ~ \ ,

;: '. .
;\

below;

(b)

SPECIiL
ngEU.IGENCE:•
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(c) The d.ecI'YIltion of callsi:;ns or message

headings uncryptcd in codes or ciphers of

high socurity gradings as may be specified

by ORO, LSIB, and USCIBj or

(d) The interception of certain types of

transnissicm. as may be specified by CRC,

7. TECHNICllL
M.'.TERIAL :

LSIB, and USCrBj

(e) Certain co.tegories of pl~in texts, as

agreed.by eRC, LSIB, and USCIB.···· ..

Data concerning cryptographic systcas,
... --=-...... " .....~.

communicatio.ns pI:9.cedures and methoGls ..of target

countries, and related information.

8. THIRD P..lRTIES:· 11.11 individuals br o.uthoriti.:s other thE.n those

of Cano.d.a, tho united Kingdolll... ana. the United

States.

Intercepted te~ecowmxnicationsactivity (including

m.~ssages, chatter, procedure, etc.).

10. TRAFFIC.
;.N1LYSIS: •

Stud,y of cOllll:lUni.cations net~·.'orks, procedure

signals, callsigns, D/F bearUlgs, and other

technical aids to produce infonw.tion by all

means short of actual decoding or decrypting of

the text of intercepted c~~~cations.

11. TRAFFIC That COMINT ~'mich 1'<';sults frOl:l:
INTELLIGENCE:·

(a.) The stuqy of procedure signals, cnllsigns,

J:lessage headings, D/F bearings, a.nd other

. /extdrnn.ls
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externals of cor:u:lUl'lications, exc.;;pt the

c1ecryption of callaigns or mossa15Cl hea.dings

encrypted in codes or oiphers of high

security gl.'nding as r.my be specified by ORC,

LSIB, and USCIB;

(b) The d.eoryption of tho whole or pr.rts of

oor.lIJ.Ullications in codes or cipherl!l of such lar

security graeing that they are spc.:oifioally

classee. as Traffic Intelligence byCRC, ISIB,

and USCIBj

(c)

nrc speoifically classed as Traffic Intelligence

by GRC, LSIB, IUlC1 useIB;

(d) Certaiil oat ....gories of plain texts, as agreed

by eRC, LSIB, nndUSCIB.

A. period of actual hostUities inVolving

13. II COM:lJfl' derived :fro~l tho tinely processing of

traffic Ilrocureo. by list.ening to enemy

cOl:Il:Iun:i.cntio1Js for the pUTIJose of providing

tactioal intolligvnce for the conmanders of

the coQbat forces.

14.Y UNITS: COlIDTT units u11g'lgf:,l in the rroduction of

• Definitions marked with an asterisk,r.Lll roquire codification or

OCission before being used by the Y stnffOfficer in di

N:'rl.U1gerJents \dth non-eanadian!U.K./U. S. pnrtios.
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.lnnexure R2

EXHmIT 2

INTRODUCTION

~ITY PRD'~LFO.R Tim &".IDLlNG OF Y

1. These principles shall be the basis in peMe /lIld w:l:t' of:

a.ll security regul...·1.tions and policies goVerning the production,

DnFn1ITION

2. Y is Cor.mnmi.cZ'.tiC'n Intelligonoe derived £roo the t:l.mely

processing of tra.ffic prooured by listening to enenw cornmtmiOa.tioIlS

for the ~se ofprovid.ing ta.ctioa.l intelligence for the oomrJB.nders

of cOLlbC'.t forces. It inoludes ra.w tra.ffie. end-pt"od.ucts, teolmioo.1

mn.terio.1, worJd.ng docunents. o.nd oa.ptured IlI!l.teria.l used in .its

production. It nlso inoludes intGlligenee reports /lIle sunmaries

ba.sed on Y unless the inf'or.-.llltion is so ganeraliz~ t1'l£'.t it o.!l.Ilnot

be tro.ced bnok to .:l. p:'..rtioulAr i teu of Y or to Y in genaro.l•.

_G~_'~__~IN_._C]~:r~~~'U?!-._sm_'UR.m.-~_DIssm:;;jf;;:;m~:~;;;;TI;:;,;:O=N

3. Nl).tionn partioip:l.ting in the S.~LUNT Y effort nust, o.s a.

condition of pC'..rtioipa.tion agree tu a.ccept /lIld adhere to these

principles.

4. :::nch cmmtry p::l.rticipo.ting in the SOiCr.:.m' Y effort

.rill design.:l.te n nc.tiono.la.uthority to denl with 0.11 questions of Y

scourity and en.force these prinoiples.

5. Dlch nntionn.l o.uthori ty will designate n Y Security

Offioer to unoo Y on.terh~ls and COL~~C.:l.tions re~ting thereto

shall be a.ddressed.
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security regulAtions and policiaa fer Y'Within the Si\.C~ oa;mnnd.

7. Before nn individuo.lin o.ny ca.pa.city has !.'.Ocess to the

mowlodge or results of the ~~ Y affort, ho rl1UBt bo scr,oenod c.nd

cloored as boing of ml.quelitioncd loyult-,f by his no.tionaJ. o.uthority-.

The soreaning cu.st be LUl thorough as po:Jsible and at leaSt as 'thorough

3.B thnt given to inG.i.viduD.ls h.o.ving o,cCOBB to COSlAlD informo:l;:l.o:n. In

nddit10n to such alCl'.rnncc, these indiv:i.duels servi:ng under SWLdNT's

COJ:lI:leJ1d D18t bo spcoificc.J.J.y nOJ:linntedto receive Y either by SAC!.AN'l

or by tho concarned rw.tionAl o.uthcrity. In the JAttCir case tho

nO!:linAtion m.st be tlpprtlVod by &iDLlNT. In exceptional oircUIJ8tnnccs

undC3r opo:ro.tionnl conditions the abovo requirements for soreening,

oloo.ro.nce and nOttination r.ny be mUvod for those individuAls appointod. to

certa.:I.n key posts, a. list of 'I7hich should be dra.wn up by WCLA.NT. lhoh

personnel my be given o.ocoss to Y upon tho authority of the appropt'io.te

o~.

6. Prior to being gi".ren acoess to Y, each individuD.J. will be

Y indootr:l.nnted by t'. spacial 'WC.rning on the sensitivity of Y sources to

cot1p%'Clr.Jise a.nd be required to s~ ~ doouI:lent drawing o.ttention to his

special rcsponsibility for safcguo.rding Y and to tho oonsoquenoes which

the 1::1.'17 or nd...""Iinistrntive or executive order of his OOtm"try, or ,order of

&.CLilNT, :r;lI'OVi.d.es, if eithor by intent or negligcmoo he eJ.l0ilS yto OOJl\O

to the notice lJf Ul1o:l.uthorized. persons. It LlUSt be stressed that there

is no t:!.Llo linit in thr.t tho inforfl~tit,n must be sc.fogunrdod indef'inHeJ.,y.

9. Distribution of Y cust bo on the noea.-to-knO'll' prim1ple,

i.a., each i teL! of Y shc~l bo m.'l.C1.o la10wn only to thoso Y indootr::inated

individ.unJ.s mio require it in theperforr.:lMCHI of their duties. SoiCUN!'

will minta.:iJl oontrol lists of indootrinnted Y recipients in forces tmder
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bis ccmr.mld other tha.n those engaged in the produotion uf CanmunioQti~

Intelligenoe. He will ellsure that'i=he number is kept to tho lllinimum

consistent v.l.th essClntic.l'intolligenoe ~d operational neods. N~-tionaJ.

a.u~riti.es w:i.ll :-.ninta.in siJ::d.la.r lists of their own naticm:.ls o.:nd .:I.pply'

simlnr restriotions.

10. Y :I.ndoctrineos must not be allowed to run a great~ risk

of oa.pture or interrogation by enemies or potenti'eJ. enemies tqan is

o.bsoluteJ.,yncoossnry for tho c:fi'ioient perfonJnnOe of their dut:i,~s. 'J!b:UI

must wo a.ppJ.y to 0. period of six nonths after they have oeased. tQ reooive

Y mo.terioJ. except during aotiva operations in oasos of :1JnpoJ.J.1Dg noo8SsiV.

11. 1be grOlltest oare must be taken not to bet:l:t\Y' Y suooeas by

actions btl.Sod on it.. morts shouia be made, if at all possibl~, to devise

sui t.:Lble cover, 'soob l1S rooonno.1ssnnoe. The source should on no o.coount be

needlessly risked.

12. ~ will dotam:f.ne the level to whioh Y nil be dis-

seE:lino.ted. In exceptionnJ. instD.nces, whln'e it is essential far :lJ:lr.1eci:1Ate

opcimtiozuiipurposos, inf'orr.ntion based on Y!'1J:Y. as speoificaJ..ly a.uthor1zed

by a Y indootrina.ted. oClLllillmder, be diss·emi.na.ted below the J1OX'IlIal level to

unindootrinAted. individua.~ prov:l.cled t~ source is not disolosacl.· Where

possible, n.:lmOS, tiJ!los, posit:Lons, o.nd other dati>. identioaJ. with thAt frCl1!1

the origirio.i text tlUSt be ooittcd, or, if the retention of such an item

or items is essent1a.l, must be carof'ully pa.r8.phra.sed. Suoh 1Jlf'oXDlotion

t:lUSt be pnssed by 0. seoureoouriei' servioe, by 0. secure line" or in [\,

oipher system c-.pproved by So1DLIlNT. It must not be pnssed in QJ.ear by

:rodio (incJ.1ld1ng radio telephone).
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13. Knowledge of the Llethods o.nd scope of, c.ncl the

technical material resulting !rOI:! the s..:.CL.'..NT Y effort 17ill be restricted.

to the natio:no.1s of the nations 17hich pe.rtici};nte in the StlCUoNT Y

effort. Access to the Y end-pt'oducts .should, ::I.S for as possible,

be simi.larly restricted.

14.. All Y resulting from the SliCL.:NT Y effort will be

classified SEXmET and designated by 0. codemJro (c.xccpt ns pt'ovided

in paragraph 19 below). The classification nnel tho codeword sha.ll

appear on wary sheot of J;8per which conto.ins Ol' discloses the existence

of Y, except thAt, at the discretion of the unit corx.JAnder., this pt'o-

vision need not be applied to purely working eloc1.ll:!ents·Vlithin a Y unit.

The codeword. indicates thAt the materill1 must be handled in I.1.ccordanoe

.with regulations based on these principles and \then used in its

codeword sense will also beer the classifica.tion smRET. The code-

word. and its irupliclltion shall not be rnde known to persons not

incloctrinc.ted in Y nor. shall it be used in its codcwcrd sence in

the presence of such persons.

15. In pencetiL1e, if Y eloc'4I:Ients aroto be trlll'lSmitted

by bag wi thin &:'cL.;'NT I s COI:lll1Illld, the route and prooedure must be

specially autllcrized. by SfI.C~, having regard to the adequacy'. of.

the security of the route o.nd procedure. Documents should be elouble­

wrapped o.nil. addressed. to a. Y indoctrina.ted officer (by tlC.r.l.e, not

:function); the inner envelope should bear the appropriate security

classificntian but not the.oodeuord. :I:n wnrtioe, discretion will be

left to the local cor!1l!l!'.nder tu m.ke the r.lost secure. orra.ngeoents

possible. as!l. mi.ni.mum, docur.lents r.lust be sent by htmd C!:f off~C?er

or by a. secure courier service.

-4-
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16. . Except in the excepti...m.:l.1.inotanccsdescribGd in

Paragra.ph 12, if Y is transmitted within SlICL~,NT'o cor.LlO.nd by

electrico.l Ine<'\1'lS or by o.ny physical I:lcc.ns not cOf.1plctcly secure, it.

must be encrypted in l\ secure cryptogr::-.phic chtl.1'lncl·reserved exclusively

for this requirenent. Porticipo.ting na.tions J:lUSt .lldditionally

ensure that when Y is transmitted into, out of, or externally to the

SACLllNT COI:lllmlQ. it is encrypted in 0. cryptogro.phic channel spooio.l1y

o.pproved. by SACu..NT for this purpose.

17. The highest stnnda.rd of :Ph3rsiClll security IJU.St be

applied. to the custody of' Y by no.tiona.l lluthorities and Trithi.n So\CIANT's

command. Norr;ally, except when in tro.nsit und~ c~nditions presoribed

herein, Y IJA,ter:l.nl.s o.nd cotll:1UIlicntions relo.ting thereto o.zst a.t llll ,.

times be:

(0.) under the direct su.rveillo.nce of l\ Y

indoctrin£l.ted person responsible for their so.:.f'e-keeping, or·. '..

(b) . locked' in n thrce-cor.1bi.nc;tion &-"I.f'o 'nccessible .

only to Y indootr:in..'l.ood pGrsonnel~ or

(e) storGd in '0. locked. eoop.'1.rmcnt \7hich is tmder

constM.t surveilJAnce by nn ~ed Bentry c.nd uhich is a.cccBsible onJ.>y

to Y indoctrina.tcd pGI'Sonnel•

. 18. Y docunents l:1USt be destroyed ns soon IlS they ha.ve

oeo.sed to be of use. This is particulo.rly ir.1pOf'to.nt under ho.znrdous

conditions.

19. In order t..1-w.t necess:--J:'y cp0I"lltiorml use cc.n be

nnde of oertAin types of low-level· t..'lOtico.l Y (such a.s Direction.

finder results llnd plo.in text DGssnges) on much il:v.ledio.to o.otion at
obviously be tllken in oOl:lbo. t opera.tions , s.ill~ roy perr.lit the

- 5. -
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dissccin!ltion .of such Y. wi.th~t 0. oodotrord o.nd o.t Po clo.ss~co.tion

not .bolo\7 Con1'iclcmtir.l,. to unindootrino.too. ~ooip1ants who nood to

know.

20. COHIN'r and-product or intelligonoo ba.sod. on COMm'.r introduced

into .uliod intelligonoo chmml!ls by Third Ru't:Les FticilX\tiI!g in

tho Y-s1iructuro of the oar:mnd should be htmdlcd in Y-ehmmals nnd sub-

jectoo. to the security l!le..'1SU1'os proscribed for hAndliIl,.« Y. Where such

Third P:l,rty COl:n:N'r is furnishod by c: partici~t1ng No.t:Lcmnl cm.nm

o.uthority or orp;nniza.tion and is of. ?' higher gro.da than Y 1lI'.~ori:'.l

producoduithin tho Y-struoturo orthLln the CXllLmT suppliad to tho

Y-org:miZQ.tion by o&lmv'CJI:IMdinn C<?MJ:NT o.utharities, it will be ~sed

through Y.ch."'.Imols Nld its distri'.Jutian will be kept to 0. mxr1uDJri•.. ' . ..' .

21. COlD:N'r end-product or intolligcnoo based an COmNT introduood

into .llliod intolligonce ch::lnnols by !L'hird PDrties not po.rticipa:t:l.ng

in tho Y-structure of th<? oOlJl:XlJld should, whenover' possible, be

trons.f'orrod to Y-oha.nnols o.t tl!.e first point o.t wbioh such end-p:rod:uot

or intolligonoo oomo to tho o.ttcmtion of' Y personnel, o..:nd :f'xoori1 th.'\t·

point tro.nsl:littcx1 diroo~ to tho BuFome Allied Oomno.ndorts Y Qf'f1oer.

cnro should be taJmn. not ·to ooopromise tho ex:I.stonoe of Y olwmels as

such.. Tho SUprer.1l3 Allied Comlnender1s Y Offj.oer should bring My such

mtc:r:lAl to tho nttention of' tho ~: of SCI) for deoision as tp furt.~sr

notion or dissacinn.tion. In dooiding on such further action or

dissOC11.nLl.tion, the AC of SCI) v.Lll givo full considat'Q.tian to f;ha nOOd.

to protect COlIIN'1'.

22. Nnt1onL'~ o.uthorities nnd at.!LIlNT Jl11St oxpo.nd thes.o pr1noiples

into 0. sot of rogulc.tions a.c1o.ptod to loco.l oond.1tions. Copielt of the

Y security rogulntions of oooh no.~iono.l o.uthor:l.ty will bo £orwo.rdcd to

s.:..cLJNT through Y cho.nnels.
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EXHIBIT .3

RELEASE OF CA!'rADIAN/U.K'/U, S. COMINT END­

PRODUCTS TO THIRD PlIRTY NlI.TIONAISnl SAcr.t.NT cm:n{f.NDS

: • I, PEACETD:lE

TRAFFIC INmLLmENCE

lao Traffio Intelligenoe (as currently defined'by ORO, LSIB, and

USCIB) may be passed :Ln peacetime to Third Party nationals inSACLiINT's

Headquarters on 11 need-to-kncY.·; basis for planniDg purposes under the

conditions set forth beler".

b, '{,'hen passed to Third Party nationn1.s, Traffic Intelligence must

be disguised cffwotively, in such a .,;a:y as not to be attributableiD. i7hole
!

or in part to OOMINT, and must be ascribed in precise and positive terms

tCl another source chosen fer its plausibility. The disguise 07ill inclu.de

as a m:i.ni.muc:

(1) removing inessentials:

( 2) paraphrasing nny rcmnining text; rounding off nilirib"er~ '... -,...

and times; !\nd, 'Jheneverpossible, substituting

approximations for precise stateMents,

c. Indoctrinated Qana·dian/U,K./U,S. recipients of undisguised

T:rnffic Intelligence in each staff Division in Sf.CLl'.NT Headquarters w:Ul

recommend to .~. C, of S. (r), ;rhich Traffic rntel.ligenoe should be

disselJiIJated for pl!UlDing pllIlioses to Third Party nationals, 1.,C. of

S. (r) -.;ill ref~r each Co.s(;: to the cogrliz!'.nt ·CD.no.dinnju.K./U.S. national.
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authority lIhich originated the Traffio Intelligenoe (or ;-mosc C01!INT units

did so), asking for clearance to pass this partioular Traffio InteJ.ligenoe

to Third Party nationals and either 1'or.1ardir1g a copy of the disgl11sed form.

in ··;rhioh it is proposed to disseminate the information, together <dth the

proposed distribution, or requesting toot it be furnished to him in

disguised foI'l:1. '.

do Disguised Traffio Intelligence i1ill not oorry the Traf'f'io

Intelligence codeword. When it has been disguised. and ".hen the s,curee to

,'/hich it is to be attributed has been chosen, it ',Jill oarry the seauriv

gradi.nf:: appropriate to toot source and mIl nomaJ.ly bo dissaW.nated and

handled in the IJB.IllI8r oustannry for that source. Where it is considered

that disguise may not be fully effective but thnt the intelligenoe should

not be m.thheJ.d, it 11I83" be shOi"in to designnted Third Party mtionals by the

It..C. of S.(l). or Chief Intel~'Cncl.t Of~ioor" or by nn indootrinated cana~/

U.K./lI .S. officor on the Staff, provided that tho n!l.tio~'1l CDMlNT authori1;y

oonoernc>d has approved; copies mv not be pnssod to Third PD.rty nationals

for retention by thOl!l~

2. Speoial Intell:l..gence itecs as suchidll not be disseminated to

Third Party natioruU.s in peacetime in any form; hmleVt'lr, inf'ormation derived

from such intelligence D8Y be disser;lino.ted to llL'.tionals· of Third Parties in

SADLl.N'l' , s Headquarters on n need-te>-Imq-,{ basis for planning purposes if it

can be embodied in genert1J. intell1gence sumrJarie s in such a manner a.s to. .
ensure th~t the :1nf'ormation cannot be traced back to COMINT in general or-a:qy

spuci1'ic item of COlilNT. 1•• C. of S.( I) should inform. the cognizant
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Canadian/U.K./tr.S. national authorities of a:ny Special Intelligence he

considers should be made aVaib.ble, ilrid tliEiy -,Till l!lDke every effort to make

it available in this foI'l!l.

COORDINli1'ION

3. Cognizant Oanadi=/U.K./tJ.S. national authorities will ensure

that each is intorned of any action taken by' the others under the above.

provisions, and material OAy be eAclud",d fran these nrrangenents at the

request of one of the authorities. Canadian/U.K.lf]•S. national authoritie 13

,dll keep these arrangements under rovie"..;.

II. WilRTlME

TRAFFI·C INTELLIGEl'fClE

4a. Direction finder results may be transmitted without a COMIl'lT

. COdel'lOrd, but suitably claesified, to allied cOl!lT.lDJlders and units \100 need

to bow. Intelligence base<1 on or incorporating D/F results but oontaining

no material requiring the COMTh'T codcFord, sui tnbly clo.ssifiecl ma:y also be
......; .. ..;.-.,:._. - ;;

so tnmsraitted.

b. Tra.f1'ic Intelligence, .as such, received fron Canadio.njU.K.;U.S.

national authorities, will. only be disseminated to nationals of Third

Parties if it :falls into the first (releasable) category as det'ined :iIl

paragraph 20 of "CQUINT AP.Rt.NGEH3NTS FOR SACLt~."

c. . Dissemination of such Traffic Intelligent:)o to Third PIlrties

eba11 be by iIDichever of the following channels, is appropriate:

(1) via speaial COIIDJT channels (i.e. U.S.-sse Systeo,

U.K.-GOU System, etc)
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(2) In the oase of ootII:JlU1C1s ".ihioh contain no integratt3d

OM£l.dian/U.K.!lJ. B. Ilursonncl, froJ:l the approPriate

inter-allied S;.CIJ,NT cor:lI.lanc~;

(3) fra:l a Can~~ian/U.K.,ItJ.S. Y unit or OOllINT unit direot

to the integrated S!.CLt..NT oo=andor f01T.ll\tion whiCh it

supports.

C. seoone':. G."1.tc:gory. Tr:U'fic Intolligence (see p8.re.graph 20 of

COmNT J.RRl.NGEMENTS FCR Si.cr.:.NT) shall net be d:isserJinated as Tro.1'fio

Intelligence to Thirr1 Party nationals in intE:lr-allied S:.or.:..NT Comand.s;

however infomation derived fror.i such traffic intelligence may be

dissea:l.nnted on So strict need'-to-kna.{ basis to natian~s of Third Parties

in 8.4e::.t.NT's Ct"l:lI:land if it oan be etiboclied in genural intelligenoe B\WC8.ries

or operation plans and orders in such a manner as to· ensure that the

inf'oma.tion t::annot be trllCled bo.ok to CO~lINT in general or to any specific

item of COJaNT.

SPECIAL nfl'ELLlGENCE

5. SpeciaJ. intollie;enoe as such ll1Ay not be disser.J.inated to an:y

national of Third Parties in 1ACI:JiNT's Comtand in any form exoept as

provided in paragraph 8 belo,r; however, information c1erived from special

intelligenoe may be dissem:inateC!. to nationals of Th1rc1 Parties in SJ.cLt.NT's

COIlIlllB..nd on a striot rieed-to-kno:: basis if it can be eIlbodied in gemral

intelligence SIl.'!1!\8.ries or! operation plnns ana. orders in such a manner as

to ensure that the infoI"l!l8.t1on OOl'lnot be tra.oed back or attributed to·

OOlaNT in general or to. a:n:y specifio i tt3I.1 of COMINT.
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EMERGENCY PROCEDURE

6. In exceptional instrnces in(~octrinC'.tec1 CanaJian/U.K./U.S.

c~~~~ders may pass releasable Special Intelligence in operational orders

or other cOlxuunications 'to Third :P~.rty nntionl'.ls ·..ho urgently require it

for purposes of vital operntional iuportancc. Such orders or communioations

....rill be .S0 ,mrrl~(l thl'.t if they bc cOErpronisc,l the source coulc'. not be

identified as Special Intelligence. Only essenti~ specific ite~s will

betransrnitted, and names, times, positions, nn,l other (lata from the'

original texts will be paraphrased as far aspossible.-" _. _.._ _.. __..

DISSENINATION m."'YOND THE SCOPE OF THIRD l:LRTYi.RRIJ'-fGEHENTS

7. Special Intelltgence ;1111 be passed to S.i..GLANT COlllliflIlds in

accordance -.nth'separate arranGements for excha.n~e nne'. -dissetlination YTithin

S.l.DLi,NT I S COInmand of COMlliT'beyond the sC~p6 of' Third Party 'collaberation.

SPECIi>L INTELLIGENCIl ESSE1'!TIlaL TO THE Sl,CLilNT Y R&. ORT .

8. Info:nnation from Special Intelligence essential to the Si.CLllNT

Y efi'ort may be disS6l:linatecl by Cio.NIJ:I[JlN/U.K./U. S. national authoritillS

in e1 ther of 1;",10 ,7a:yS:

a. if it can plausibly be represented as the result of further

proaessin[; of Y J:lI3.terial at national centres, or if it can be represented

as arisint:; from captured. docwnents, and if there is no reason why it should

not COLle to the lmowleq~e of nationals of Third Farties, it 17111 be I:IB.de

a.vailable on a nee<:l-ttr-knO'.;, basis amI apf'ropriately classified to Third

Farty as ',rell as Cf'.nadian, U.K., nncl U.S. participants in the SACLlM Y

effort;

b. if it cannot be represented as in a, above, it ',lill be

passe(~ by TOP SECRET COMnIT ohannels to an authorised Speoial Intelligenoe

Reoipient addressed by name ..~t CanaCian, U.K., antI U.S. Y units with a
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noe~...-to-kn0\1; the rec1riont .d.ll exercise the utuost disoretion men
app~-if he cons1ca;,rs it necessary to apply-ihe SpecW Intelligenco

.' .
1nf'ol'l'.l8.tion to the Y aftort of his unit. tlhder nO oir~n.lCl13tlU1Oes \d11

L1I!l.terial. in this secone: cll.te..;ory be z:ade l1vaill1ble to Third 1:'arty

nationDJ.s"

I.
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