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EXECUTIVE SUMMARY

(S GeOl 'A'mimber of practical f~ctor's ensure'the 'con'tinued viaoility of HFf ~ys'tems

well into the future. Firs~, the ion,<,>sphere is, indest~uctible by man, although !he may
introduce perturbations usually persisting for less than an hour, For the great powers HF

. . ., '" :. ,., • . I '\ ",' c -;', . :,' ; ,',.' ,. . " .".': ",' :
thus' constitutes the ultimate backup. $econd; for'legitimate user;;,'(ousiness,-general

[- I'. ~. ;.' ':':.:. • I ~. , ' \ ',I " • : .". .;.'

(S-CCO) High, Frequency' (HF); nofuinal·lY"3..:.30,'MHz, provi'des'an' effective'
communicationsmedium'6v~rdistances from kilometers to theaiitipocle (20,000 km).: To a
good exten~ the choice of frequency is a function' of. range. ,Thus, for short distances the
lower e.r:td and for, )ong d~stances .the higher en<~ or the l;>and are u~ilized:" :rhis.fact is
directiy refl.~c~e4 i~' SIGINT targ~t assign~~':lts:, the army' an1, Marin~~Corps con'cer:tlrate
on short-ra'nge battlefield communications transmitted below about 10 MHz, the navy on
long range:sho~e-shlpcommunicati~ns above·1'5 MHz, ;and the air force on'interm~diate
communications.' '" . ' , :

. . I .J. .:':' • . . ; ~ I I ~.l • -, : • • •

(8-CCO) Similar considerations apply to commercial and governmental
co'mmunications:' snort-h'~ul'circuits operate: 'at' the lower,freq.\,l¢ncies' andlong'.haul

'-'(~suanydif>h>riliitiCYattJ-ie higher, Groups beyo'nd'thl'da\vare lil{ewisecon'strained:by the
same pI1y~i'cs~ Be'cause'of'the availability of eqtiipmen"t; the'latter groups:may co'ncentrate

• • ," • J ••

near the amateur bands, ; " ,.,
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'¢0 1. 4~(g') ........Editor·s Note~ Part I 'appeared in'the Summer 1992 issue'orCryptologic Quarterly.

f:;L. 86-36,; " "

:~\ , (8-CCe) This paper continues and augments the discussion containeq in Part 1. It
..t.: illustrates that High Frequeru;y (HF 3-30 MHz) will remain as a valuable asset (0 SIG1NT,

De,spite a sh'i;toilr,~j{tc to'oi~ec,~ir'~uit~ IHF ,wilr~emain
an effeetiv~"indestructible means of communicationS" w~l( ,into the futu're,,' A't a time of
sh;-iriking'~f~s~Li-"c~s'a'hd :~:tpa"nUlni reqiiirement~'~' ~j[dlNi ni~st' '{~(rod~c'e"iieater

efficiencies: into collection, analysis, ~'nd processi"ng. The:'pres~nt collectioh ~Ysteriii; too
costly, too geographically inflexible, and too technicallY,df:{tcient. It ,was :not designed to
confrorlt mergin technical so histications r

"", '. '.1':· ,'•.

. ~~'f~

~1:
).A-;



"\public, overt~goverhm¢nt~l,etdaJarg~amortizeQ.capital plant already eXists:lt requires·
~hJy maintenanceandloperating costs and, despite unpredictable disruptions caused by
th~sun, allows adequat~communicationsmost of-the time.

" '"'. 0::. .: ~
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(8 ~(Je)T6'improveeffide'ncy,SICI~T~ites nhi~honductpefH}dic>h~allJlch~ckson
tot~l system peiformanc~(e.g., 'an~~nna:s, rioise, receivetsr $U~hchetksallO'w'hipid
Jid~ntif1<;atiop' 9f,opera,tiopal pr<~blern~" ',' " ';" ,.:,:,.; ,'. ':,'f'

(U)"All "ionospheric predictions'" sh()Ulo be assigned to one triservice DoD entity
(e.g., .Air Weather 5ervice) respOnsibi~':'f~r gen€rating; updating; ~rid maintaining
allinece~saryDoD and NSA prediction c~des. Answers could:beptovided on if ~lierit-

.se~yer,ba~is: ", .. \: ~' .' . ':,' ','
. I ,.. _ • ~ - . . I· ~ • • '.,' • .... _ . - • '. • ; , .• . ..; J"

, (6 CeO) For some time the ThirdWorId' will depend upOn HF tather than cO'stly
sa~ellite (:'itcuits for diplomatic' and"other traf'fit'. '". "

(S~c!2ur To cover globally di~petsed,;~·te~hnicallYadv3:n:ced 'targ~'ts with' i,eq~ced
re~ources, SIGINT must. implement autoinated- equipm'~nts,;:'int~'rconn~cted!'by
ad~quate bandwidth, circuits and marinedby bei(ei" trainedpei~ortnel.
C~mmonality.inprocessing HF, VHF, and UHF signals-may:bep~~sibl~:"

(8~Ce() Great'et interoperabllity°;i'~~rt'g;-;th~Cryptotcj~1-c'Serv'i\cesm'ust be
.1 ", ...• '. ., ' .

accelerated. :-. ,,:.,',' ,
1 \

'tS~GeOfWithbudgetar~ problems: eveiy~her~ and the Ine~t>raHi~'~ldsJi~:-~f°many
p'r~serit sites, ag'reaterinterdepehde~cea:mon'g all Sec'ond,Pin.·tie~'isj~S~entiaL-"· '

. '(SlCCO')"The"co:tin~edop'~rat~o~,of'th~'~:~s~d~ H;,~F (~~~lud~;n~r ., . I
'~~'two~k J~ 'i)lu;i~rta;y.' Th,e.sy~£ero' is ge~gr~'phic~ily i~flex,ible', lechmc~UYI. .f - ",.;;. I ~ ~ .., '. ":. .' - ...". .' ".' ~ .."' • ;'" . :...... ." • I I. .'. '. ~'. .'. - ,". . . . .

inadequate; and maripower intensive. It cannot handle geographically dispersed
I. . '.,

.e~ergencies or advanced transmissions. Budg~ts cannot tolerate the large

t&>ceO) Strategic HFTL sho.uld utilize ROFs with their associated smail arrays
I .. . . .

transPorted to areas of in'terest or pla~ed aboard RF-quieted vessels (hay.ing small
supe't~truetu~es) traversing appropri~t~eas..:'(Thretf'well-l6Cated ROFs constitute
an HF D~tectiorifihding(HFDF)'net cover-ing:a'specific,area.) The positiioi!.'ofROFs'or

"'drone's'caribe accdrately determined using the Global Posititniing'Sy:stern(GPS).
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manpower costs. Replacements of thE; same size ~r~1 unlilq~ly;,major dismantling is
inevitable despite the advantages provided by these wide aperture\CDAAs.

'.' '. ~: I ... ' ... • : I ' .•:~: ~l. ~; : ':,'; .

r. .LS CCorA large market for advanced HF systems and cellul.::.a!.!.r_\.l:.:te"-ll~e~~u....il~..,l.U..,

e~erge in Eastern Europe: the CIS~;'ihe PRe, "and el~e·where.·

. • ~.!

INTRODUCTION
'I".'· ".

1.1. General"
, ' ':":~ .'~-, -, ,-. i " - ,; '" ' "

-,.,~S eem This paper cont~nues the discu~sionon '~The Future of HF in Cryptology, Part

I." Part rattempted:"to illustrate the past tremendous exploits of HF as'well,as1toshow
that it continues to be a major contributor t~ SIGINT. Onthe whol,e, Pa,rt I attempted to
provide a brief tutorial and documentary on the past role'or'HF,

rh
'r ~.

( 0 Part II, t is paper, exten s t e Iscussion rom the oresent to the future., It'
chronicles the 1991 ~iews of the operational group~ \\'fhe
text attemots to olace 'some of these views In'pe'tspectIve:r

\\\\\\

f , "
\\

\

(S-CGO) HF is.'I'so ~imple and ~fficien,t, t/1at'it will. continue.-to be used for
, .: ,.. _". •. • . • r ••I!. . _ .f •• " .l. .... . . '. I • ".. ,,_,_ • ~ •

communications, well into the future. , However, management must decid'e',whether the
• I :. - .' • I. ~ 't .. ; .-: -' ,~. -' " ., . ,. .' •

value derived is, com~el1surate wittJ. ~~e cost.. In any event, the present expensive,
• • .•• I ~. • r " _... 1 r •

inflexible system must be ,replaced., "",' I'" .' ' -,; '",
(S-CCO) ,At ~his :time ~f rapid ,ch~nglil,,:~e should alw~:ys remember that,:'eternal

vigilance is 'the price offreedom."
I

, (S-CCO) ~t is ~m~rta,nq~ ,note that the nu~lear potential of the former So.viet Union,
the ~nl~ natto~ 'th~:tl'could<!~stroy the Vf,~st, ha~, 'no,t y~t va~ished,,' ey~nthough the
'potential for conflict has lessened, Also, an increasing number of nations have access to
nuclear material. 'O~e irr~tional leader'could conce'ntrate sufficie'nt in~edients ~ooard a

, ' I' '. " ,

cargo vessel, detonate it in a foreigil'h'a'rbor, aifd cause a Chernobyl-like disaster.
, 'j
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1.2. Radi~ Freq~ncy Usage
. I. . .,

, (SeCCO) 'T~ place, HF usage in perspective, se~eral gep,eral, c~mment~ may be made
about p~ahices in radio frequency (RF) com~unic~tions. ' Fr~q~en~ie's below 100Hz are
employed for shore-submarine traffic, and between 10 al!-d 60 'kHz'..for long,h~ul naval
t~affic (including submarines). The 'primary ~sersof these bands include the U.S:, CIS,

, ,

U.K., France, and the PRe; India and North Korea also may use,~his spectr';ll region. 'With
~eat pow;er military ,tensions dec~easing a~d with the availability of shore'ship lin~s v:ia
satellite, the continued operation of these lower f~equencies is, not ,clear. Initial capital

, , I

investme~t costs are high'and constructIon'times long'-
I ,

(S-CCO) Frequencies above about 30 MHz'normally prop'aga'te. over gebmetric line'of,
sight paths e~cept during, unusual meteorolo~callconditi~ns. ' 'They a~e: n~t consider~d
adequate 'for Ion distance, Citcuits"unless the total ath is sf!" E!nted'to satisC the line-~f­
!?ight criterion.

I'

(8,C0,0) HF can be used oyer paths, both short and long. ,Incontrast,to the frequencies
mentioned above and despite lesser reiiabilities.HF is very effective and,convenient. It is

I ,

versatile.!cheap,and simply operated. Terminals are not confined to specific locations. A
rough guide t.o its performance is given 'i~ Table 1.

I

~ HF' enciphered speech and data are usually interc~pted at ,gr:eat, dis~anc~s from
the target via skywave, Because of multipath and the d'ynamlcs ofth~" ion~sphe~e, HF
propagati~n introduces considerable variability in the quality and re'liability.,of the
received ~ignal. Generally the ratio of signaUnoise for HF is smaller and much more
variable than that for"VHF, UHF"GOM~AT.. 'etc.Further." the probability of.cochannel
interference in the, crowded! HF spectrum is ..far greater 'than in: ,other~ barids:- From'a
cryptogra'phic viewpoin~;HF:collectio'ri is not the optimumfrequencyofcho{ce. How'ever.
as long as~tl:tis band contains intelligence .value;,this.traffic.musfbe collected.:

I ' ... '-,' _,' ' . .';' ,'I'

~ Collection must be maintained against unique signals not transmitted to other
bands -'e.g., (l}specific frequencies ,(to ensure ,continuity 'against outages 'on 'signals
normally,; intercepted, (2), specific high,priority targets; and' (3) to cOJ:I1pare' multiple

stre,ams.-dr-. collected .:data, , Fur.ther;melding.the: same HF intercepted at ,diverse sites
enhances the resulting signal quality. ,"I.'"t"'.· ' ';j",

-teet Insofar as HFDF is concerned, the order of priority is (1) more yolume, (2),~aster

processing, and (3) increased accuracy. It is well known that as the' b()ppie'r'~p';'~adon' the

received signal increases, so ~oes ttte,?pre~d in measured angles and tra,n?i~ t~mes of
arri'vaL Ho~'ev~r,thista~t h-iay'n~t sepai~t:~bad fr~iri:goodibea~i~g~'.~:' '"" ",: ,I,,:, . ,"

__.~~I:'; -. '.~' .; .• : •. : •...•.•.. ~r~l" .,r.· I ,. ".';" .. , ~1-

fefl SECRET UMBRA



, i

Tep·SEERIPT.l::IMB~ CRYPTOI..;QGIC QUARTERLY

. '0:-'

Ta.ble 1

Factors Affecting HF Sy~~mPerformance'
. '. •~. _' , . • I: . _ . ..' .... . I -

DOPPLER (Hz)

It' .....

'.::

AURORAL
SPREAD

MULTIPATH (ms)

MIDLAT
AURORAL
SPREADMIDLAT

MODERANGE(km)'

o:..:so 'GRouND'WAVE o o NONE NONE

0-300

300-1000

'1,000-4,000

> 5000

::;' 7'~·
~ 'SK,YWAVE:,

SKYwAvE"
,.

< 1

'I - 2

2-3

-3

< 20

:5 60

:5 60

:52

- 1

< I

< 1

2.2. The.SIGINT Syst~m.

(B-CCO' The present stations, loC~ted Jlri~arily in the Northern Hemisphere, provide
an aperture of about 300m and a bearing measurement accuracy of about 2 ± degrees,

{S-CCO) For intelligence purposes, imagery cannot reveal plans made in boardrooms
or staff meetings. ICOMINT and HUMIN.T become vital for deriving and confirming future
trends and actions. fHF currently is so ef(ecti~e that it will not soon be abandoned, SIGINT

must follow,

'"

;... ~.

.'';

, : ..

'108

"

Jr',. -'.

Note 1:. Doppler': Midlatittide fr'o.:n layer movements;-Au'toral from blob veiocities

Note 2: Multipaths merge.with·increasing distance

I

lOP. SECRETYMB~

FUTURE COMMUNICATIONS USAGE

I
I

tS-eeO) HF communications will remairi'ln:'use for. many reasons. Legitimate users
have large, depreciated, capital plants. Illegitimate users' can deploy advanced equipment
available on the~pen market., New users in' Eastern 'Europe 'and elsewhere have
insuffiCient funds to imj:>lementother systems even as they consider' moving to fiber or
cellular systems." ."

. .' I

2.1, General ','
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I
Operating'costs are high and their long-term acceptability to host countries is unclear.
Some geoJ.aphic areas contain a high site density with unnecessary duplication. It is not

I

evident that such site clusters are needed. The smaller arrays inherent in ROFs imply
lower accuracies, but this deficiency may be reduced if ROFs are well located relative to
their targets (Le.• some trade-ofT in accuracy is possible). Present site performance has
been degraded by neglect of routine maintenance and unwise introduction of appreciable
RF noise. ROFs must avoid these destructive conditions.

.1.-.

" .

l.,' i

(FOUO) Mr. Gerson, a physicist; has'
i:Jeen with: W3 since July 1992. Previously
he had been with R6 and R5.He was.one

~f the ,found~~s.o~ .the: ~ir 'F,0rce
Cambridge Research Laboratories (now
AFGL) a~d chie'f of its Ion~'spberic

"" f ...r -'.- .

Physics Labor~tory (1948-56). He was
secretary of th~' {J'~S. Comffiitiee for' the

; . ~ " '" . . . " ~. '. :. . .. .
hiterna~iorial Geophysical Year (lGY)
0953-5'1),' ~ec~e't~ry of its Exec~~.i~e
Committee, vice-chairman 'of iis Arciic
Committee, chairman of its first two
Antarctic committees, and,a member of
its Ionospheric and Rocketry panels: Mr.
Gerson has served· 'as consultant to
ARPA;.. Lincoln ,Lab'oratory; ··Mitr.e
Corporation; and Syracuse University
Research .Corporation~' He has had over
sixty scie~tific papers published in

I" Americ~n~nd foreign j~urnals.. .. .I:' . _.:. . .' '." . ' .
. While s~rving on the .u.S~ N.a~onal Committee .for the IGY, ~e sug~e~ted

transaretic submarine "transit, wrote the report for .t~e.. U.S. An~arcti~
- ~ ! . . " ... . .

Expedition, and selected the U.S. South Pole site. Mr. Gerson is the only Agency
employee to have been sent to both the Arctic and Antarctic; his total TDY time
in polar regions exceeds 48 months. A survey o~ his early ~ccorripli~.hments

appeared in Physic~ in Canada, January 1984.

.:(.

?- .

; .
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[11 (S-OeO~ Gerson, N.C.,. The Future of High Frequencies in Cryptology;.Pait I. R6,TR­
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/IF and the Soviet 'tinion'
T ~ i..:

. ,

" ,

':.\

.' .--' to-66m It- is ~ .fundamental. fact that -major-world· powers (those with global
commercial' ·and· rhilitary interests') can exercise military Command, Control,
Communications, aAd Intelligence (C3I)-throughout the radio frequency (RF) spectrum.

Ai. PHILOSOPHY'
; "

•• f _" ~ : 1 ..',

I:..:.,

. l '!

. 1-

.."

(s--eeo) As techn'ology' i~proves;" .so wiil the ability to transmit faster using more
complex HF'system's. I nie'gitiiriate' ~s~~~ '~fiI be attracted to these easily transmi~table

. - . . . ' .. ' r.~. . '': ... ~: J' - •••• • : _ • -. .... . I.... \. • • .' • ,'. " • •

COMSEC systems. ' Legitimate 'users'w,ill remairiwith their amortized' systems' until
cne'ap' cellular syste~~'becri'~e';av~ila'bl~~'~ "..1 . -~ -'. - • ,"

:..~. ..' • ... r .- : ;: • • • '". ,,' ~ • • ..:J :..: • • ' • .' .. ! ~:

, •• 1

,

A2. 'FORMER SOVIET c'OMMUNICAnONS'

/

..-.(

,., .....
.'.

,.; I

I -.'1\2.1. Practice

./i
EO 1.4. (c)
P.L. 86-36
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I'
A2.2. SIGINT ColleCtion -;

i".>

(8-CCO~ HF search has been and wiB be invaluable. It is also a statutory requirement
fOJ;" SIGI.JXT.. It,. perIllits tracking the technical exoansion and develonment ·-of np",

. 'cJ'lted HFor other systems, \

,.
:.,.

II ' ,;',
"'"---__.J

~ ,'. '," .' .; .:. ";--'. rr ;'>, • :. '....,. . -:" '. t • -~'; _.. . .

(8-CCO) Another' faCtor must be considered. The deployment of thes~ adva{1ced HF
,services wil~'diffuse, not only frbffiiIllilitaiy to' civilian\sectors but also' globally from the
Soviet Uni'on(se~ Appendices Band C}, allowing the, !SG,advarrcesto'sp'read

I .

internationtl,ly. ,", C" ,,': • ,,;,' i'

(8-660)1 SIGINT must consider these technica]inrioyations, which will be used even if, '

military us~gedeclines. It could be dangerous to ignore HFj: :,.,' ',' " , ,

.:-.. t
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