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1. Origin of "TICOM".-- |The word "TICOM" served as a
cover name for & special proge%t and for an organization,
the "Target Intelligence Committee. The project, which
vas origlnally conceived by Colonel George A. Bicher,
Director of the Signal Intelligence Division, ETOUSA, in
the summer of 1944, aimed at the investigation and possible
exploitation of Germﬂn cryptologlce organizations, operstions,
installations, and personnel, a3 soon as possible after the
impending collapse of the Germaigarmed forcea. Colonel

Bicher elicited and secured the|support of the U. S. Navy
and of~the Britlish, and eccordingly & joint and combined
"Tfarget Intelligence Coumittee" |vas established in England
in October 1944, by the authority of the Chief of Staff,
United States Army; the Commandeg ~in-Chief, United States
Fleet; and the Chairman, London Sigint Board.
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irbvorne coperations, even hefora

y

rom Ultra wotewrlal and prisonsr
there were four objectives:

oo

azslnst England snd America from

neize important Germon signal lns

The Target Intelligence Commitiee oxiginally planned

the German collapse, to
iellligonce té&rgets, known
of way interrogations.

. To learn the extent of the German cryptanalytic '#*7
frort agelnst England and Amerlcs; |
b. Yo prevent the results of such German cryptanmnlysis |

falling into urauthorized

ﬁands 83 the German Armies retresitsd;

e. To explolt German crypt

logic techniques and in-

entions before they could be depiroyed by the Germans; and
d. To uncover ltems of slgnal intellligencs value 1In

prosecuting the war against Japan.

The TICOM wisasion was of hi

¢ryptographers did not then know|with certainty the extent

American | ,ﬁ
lnfﬂ.fll‘c *

est importance.

to which United States communications wWers Secura Or MeSoswo=
nor did they know the extent of the enemy's eryptanalytic

abilities

strength, and materiel, except by conjecture,

by infe‘encp from Anglc-American chptanalysis of German

aystems and Trou prisoner of war| interrogatlons.

German

cryptannlytic successes ware obviously unpubllicized. They
wvere reflected instead in higher casualty lists and lessened
success on the part of Allied tactics and strategy.

In the Spring of 1945, howewer, conditions for the

proposed oper&tions became rapld
Gerwan signsl intelligence agene
ing to @éther locallitles in gre

locations could not be eatabllshed.

1y unsetisfactory. The known
les were diapersing or retreat-
htest disorder. Pinpoint

The pcessibllity was

remote that Anglo--Americsu paracnuta units could seilze worth-

while personnel and waterial and
fusion of w2jor battles. Thereflpr
deoided instead to alert six Uni
exp10¢trtion teema In EBpgland, t
enemy territory as either United
overran it, vhere they vere to t
or newly discovered targets of s
gnd te search for other signal 1
sonnel.

hold them through the con-
pre, in March, 1945, TIGOM
ted States- Br;tish target
hese teams 0 be sent into
States or British troops
alkte over and exploit known
tgnal Iintelligence intersst
ntelligence targets and per-
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The first exploltation team was dispatched in April
- 1945 to the Neumuenster-Flensburg area, and other teaus
| were quickly dispatched to &her areas as soon as overrun.
The odysaies of the TICOM teams striving to locate and
exploit signal Intelligence targets durlng the confused
days before and after the Germar capitulation, makeg
entertalining as well as instructive reading They are
| fully recorded in the TICOM publicatior$l A short summary
of these operations is given in Volume 8, Chapter X, of
. thls raponr
! The results obtained from these TICOM efforts were im-
pressive, Approximately #0000 separate German documents
wvere captured.® This materiall veighed 5 tons. Many crypto-
graphie devices &and wmachlpnes were captured. One hundred
and ninety six reports, based on interrogation of German
slgnal intelligence personnel, together with other mis-
cellanecus reports and translations were 1ssued by TICOM.
| The true value of the TICOM effort is not meesurable in
o ' such stetistics. Its importance lies rather in vhat the
— - TICOM effort revealed to American cryptologists concerning
' German signal intelligence, with particular reference to
- American systems. The TICOM prisoner of war lnterrogations
| and captured documents, with the interrogations conducted by
' other Anglo~-American agencles {notably the Combined Services
Detailed Intsrrogation Centre,or "C3DIC") havs given Anglo-
| American investigators a reasocnsably complete pilcture of Gerpan
signal intelligence. The United States Army Security Agency
| has obtained frou these interrogations and documents information
usefui in assessing 1ts own cryptanalytic and ecryptographic
. 8chievements, especially Iits own development of rapid enslytic
. machinery, the state of 1ts research in cryptography, and the
- cryptographic securlity of American systems.

l-3¢e IF 15, IF 40, IF 51, IF 101 IF 165, IFl 166, IF 167,
| and I-1,

2. "By "document” 1s meant either one or a collection of
I papers, books, filles of correspondence, messsges, films,
worksheats or other items of 1ntelligence va&lue, to which
&8 TICOM document number was asatgned for convenlence in
clagsification and handling.
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2. The Xuropean Axis cryptanalytic effort against United
States communicatlons.--From TICOM sources 1t is learned that
Zuropean crypfanqiysfs vere unable to read any U. S. Army or
Navi high-level cryptographic systems. The Army Coaverter
M134C (SIGABA), the Army Teletypewriter Cipher Attachment known
as the Converter M-228 (81GCUM), the Army Teletypewriter Pri-
vacy Set (SIGIBS), the Army High Security Teletypewriter Cipher
System (SIGTOT), the Army Speech Equipment RC-220-T1 (SIGSALY),
the Combined Cipher Machine (CCM), the Bavy Electric Cipher
Machine Mark IIX (ECM, identical with SIGABA), and the Ravy
Teletypevriter Cryptogrephic Attachment (C. 8. P. 1515, identi-
cal with the Army Converter M-228) were completely secure. One
Army Strip system (System No. 47 or 67) and one Navy strip
syatem {(probably C. 8. P. 1404) vere read for short intervals
until the principle of strip elimination vas introduced. The
lov-grade ciphony device (Speech Equipment AN/GSQ-1, or SIGJSIP)
vas not read, although thedretical_aolutions vere worked out.

Both of the unenciphered War Depsrtment Telegraph Codes
(SIGRIM and SIGARM) were read by the Germans. Hungary received
photostatlc copies of Wer Department Confldential Code Number
2, probably from the Bulga#lana, together with at least one
set of cipher tables, and the Italians reconstructed subsequent
editions of the enciphering tables., The compromise appears to
have been shared with other Axis powers, notably Germany, Fin-
land and Japan. Military Intelligence Code Ro. 11 (physically
compromised), used by the Military Attache in Cairo, was pread
throughout the summer of 1942, The Germans read messages in
several versions of the Division Fleld -Codes._

German cryptanalysts solved from 10 per cent to 30 per
cent of intercepted U. 8. Army M~209 messages. Save vhers
keys vere captured, it vas jusually read-too late to be of tacti-
cal value. Messages sent by the U..S. Army in Slidex, Codex,
Bomber Code, Assault Code, [Alrcraft Movement Code, Mep Coor-
dinate Codes, and Cipher Device M-94 vhere employed, were read
regularly and almost 100 per cent,

5
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Combined Naval Cypher No. 3, used by the U. S. Navy and
the Royal Navy for Atlantic Convoy operations, was read almost
100 per cent by the Germans from the end of 1941 through the
middle of 1943. The solution of this system was rerhaps for
the allies the most disastrous signal intelligence success
achleved by the Germans. Allied convoy shipping losses suffered
during this perlod were six times as great as during any other
comparable pericd,

The Germans engaged in intensive and successful traffic
analysis activities against United States Army asnd Army Air
Force radlo communications. This included direction~finding,
analysis of «all sign and frequency allocation systems, analysis
of rlaln tex: and operator's chat, as well as more complex
operations, such as air-borhe radar route tracking, and moni-
toring of transmitter zero beat tuning.

The U. S. Army Converter M-1344 %SIGMYC),.and the U, 8.
Navy Cipher Machine (HCM), furnished by the Navy to the State
Lepariment, were not read by the Germans. The State Depart-
ment Strip systems O-1 and 0-2 were solved, the former probably
through a compromise, and the latter through cryptanalysis.
Several State Department codes, including the Brown Code (un-
enciphered) snd Code A~l (enciphered), vwere compromisSed and
read, probebly from 1938 and 1939, respectively.

From an intelligence standpoint the results obtaeined by
the German cryptanalytic successes vere ilmporiant, but not
decisive. Americen Army end Navy strategy was secure as long
88 high level systems were employed. Tactical operetions,
hovever, did suffer. The Anglo-Americaen convoy shipping losses
during 1942 and early 1943 were huge, largaly because of
German successes vwlth Combined Naval Cypher No. 3. Gerzan
traffic analysis and cryptanalysis provided a comprehensive
order of battle for the U. S. Army and Army Alr Forces in the
United Kingdom, in the Mediterranean, and on the continent.
According to a German alr force officer, "no attack of the
Eighth Air Force came as a surprise.” The value of the intelli-
gence which the Germans got from State Department codes and
strip ciphers 1is not accurately known., The strip systems were
probably read too late to be of any great value. The compromise
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Military Intelligence fode Ho. 1l did provide intelligence
cf unquesiicned tactlical value, particularly in the summer
of 1942 during Romwmel's advance to Egypt.

The German cryptenalytic effort against Russian military
communications wvas even greSter than that wmade against the
Unlted 8tates, The German successes in solutlon of madium
and lov grade English military and naval cosmmunications
aystams were consldsrable. The cryptinalysis of the diplo-
fatle comuunications of Italy, Japan, France, Turkey, Bulgarias,
Cresce, Portugal, Spaln, Switzerland, and other smaller rations
also aechlaved iwmportant results. . :

& tabulation of the rogults of German and other Europesan
Axis eryoptanalysis, country by country, 1s given in Chart 1-2,
gt the end of this YVolume. These results will be discussed alsgo
in the subssguent volumes on the separfte Geryrman agencles.

[

3. QOrganization of German Signal Intellipgence Agencles.--
ermany possessed six maln cryptologle organlzations during
orld War II, wlth & total strength, including field uniis
nd overhead, of approximately 32,000 persons. Italy possess-
d tvo main aignal intelligence organizations; Finland, Austria,
nd Hungary each had one. The grand toial of Furopeen £xis
eraonnel engaged in signal intslligence in World War II is
stimated asg 36,000.
This nuwber is swall vhen compared with the numbers
ngaged Iin the Anglo~Aueplcan effort. The grand total of Anglo-
werlcan signsl intelligence perscimel at the end of the War,
neludling all aervices and including field and overhead per-
onnal, wa&s in excess of 60,000 persons., Out of thiz total,
he United Stetes Army employed approximstely 28,000 persons.
Of the slx maln German cryptologic organizations, four
era nllitary, end two were clvilian.
The four military organlzations were:
a. The Signal Intelligence Agency of ths Army High
Gommand {OKH/GANA), which dealt wlth enemy Army traffic.
b. The Signal Intelligence Agency of the Navy High
Command {OKM/ 4SKL IXI), which dealif vwith enewy naval traffic.
e. The Signol Intellipgence Agency of the Air Force High
Command OXL/TH Abt 350), which dealt with enemy Air Force traffic.
d. The Signa) Intelligence Agency of thae Supreme Command
riued Forcas {OKW/Chi}, which dealt with enemy, nsutral or
riendly diplomatie traffic, commereial traffic and news broadeast:

(120 BN N B wilf oy

ct 1 e BB

£
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7




DOCID:

3560861

The two civilian orgonizatlons vere:

8. The Forsign Office Cryptanalytic Section {Pers Z 8)
vhlch &lso dealiu wlth diplematic traffic, eneily, neutral,

or friendly.

b. Geering's "Research” Bureau (FA), a Wazi party
agency which also dealt with diplomatic veafilc, news releases,
broadcast monltoring, telephone monitoring, snd other types
of comnunicationz intelligence, enemy, neutral, or frisndly.
Chert number 1-1 at the end of this volume shows how the
above six Bgencies vere related. Brilef descriptions of

these agencles and thelr vork follov.

4. The Signasl Intelligence Agency of the Army High
Cowmand.-~ ‘‘he Signal Intelllgence Agency of the Army High
Command {Oberkommendo des Heeres, Gener2l der Nechrichten
Aufklaerung, ebbreviated OKH/GAWA) was located at Jueterbog,
about 60 miles southwest of Berlin. Its mission included
cryptanaiyeis and evaluation of Allled army traffic, &t any
level, vhether strategic or operatioral. It 8lso did a
small amount of radio broadecast monltorlng. )

This Agency was the main unit of the German Army =2ignal

ntelligence service in 1945. Other units wvere:

a, Two intercspt statlons operatiag directly under the
ignal Intelligence Agency, and supplyingz it with intercepts
f Allioed high-level traffic.

b. Mne field 8ignal Intelligence Regiments assipgned
o vaerious Arumy Groups for the purpose of interception, traffic
nalyels, cryptenalysis, and evaluation of Allled Army low-
tevel tactical traffic in the Army Group areas. These
egimants Were lndependent of the Tentrel S8ignal Intelligence
geney, but supplied the latter with intercepts and reports.

¢. A giell Signel Intelligence Secticn, assigned to
he Army Commender in Chief, West, which acted as a coordi-
ating =sechlion for the two Signal Intelligence Reglments on

he Western front. :
An estimated totel of 12,000 persons was employed in the

my =ignal Intelligencs: effort descrlbed sbove.
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The main successes of the German Army signal intelli-
gence organization frow ite formation te the end of the war

tncluded the f{ollouing:
a. Eefore 193C it vas able to establish French, Duteh,

‘and British order of batile.| This was dom by cryptenslysis
“nf French codes and Dutch Army double-iransposlition clphers,

snd through divection-finding and tralfic-anclysis directed
zpainst British Army communications systews. 3

b. During the 1940 French campaign it established
FPrench moblle order of baﬁtl This vags dons Dy cryptanalysis

of Prench codes{nnamed)."”
ec. It established Russ%an aymy order of battle and

Jocation of gitreteglc roserves, from early in the war through

1943, This wzs accompiished through traffic enalysis and
cryptanalysis of Russian 2, Js 4, snd 5-figure codes {both
Army and Teoples Commissariat {(NXVD)).5

d. It gtve Roummal intelligence of great operational
value durlng the fighting around Tobrulr. This vas done by
selving the super~engipherma t of a comproulired Eritish
code {unidentified).

e. Information on opergtions undertaXen by the Amarican
Army in Horth Africa, and thereafier through the war, was
obtained through solution of [onverter M-209 treffic.7
During the fighting in Sicily| the Germans captured two uegks
after 1t went into effect, & key list valid for one month
and were ensblad thereby to read the system completely for
the remaining two weeks.9 Onl other nets vhen sufficient depth

31 78
b1 78
5T 78; I 26; I 21; I 19

61F lDZ; I 1135. Germans called this "the British War 0ffice
Code.

71 15%; IF 107; I 60; I 113
81F 107
91 60
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was avallable, from 10%10 to 30%11 off M-20% traffilc vas read-
able, though moit of the trafflec wvas read tco late to be cof
tactlcal value.<

f. Information concerning U. 5. Army actlvities in Ice-
land, Englanc¢, Central Americe, and Worte Africa, vwas obtainsd
by reading wie U, $. Army Livision Pield Codee (LFC 1h, 16, 17,
21, 25, and 28, and possibly others).*”

g. Tactical iﬁformation concernigg Allied bombing =nd
artillery teprgets, veether reports, and reports on the
size and loecatlon gf Alllied units peasing Millitary Pollce control
points 1in France,>C were obtained from sclutions of “"Slidex,"

a Erltuish device for protesctiing operationzal lov-level traffic. -
This davice was used by both British and American forces and
varioui yersions of 1t were solyed, usually in from cne to three
hours L7

h, BSolutlion of traffic passed on Hungarian internal net-
vorks in 1941 gove evidence thal transportatioan of Gfgman troops
over Hungarian raillroads could be safely undeprtaken,

i. Successful cryptanalyzls was carrlied out against the
traffic of Yugzoslav partlsans, Greek partissns, Czegh ageants, .
Russian agents, and theo Pollsh reslstance movement.

The 8ignel Intelligence Aggncy of the Army High Comemand
issued three deily reporta, These were senty to the Army High
Command, Navy High Commsnd, Alr Porce High Comuand, and to the
Suprews Coumand, Armed Forces; to Himmler as shief of the
Elite guard; and probably to the Reich Sccurity Office (RSHA).

101 60

117 133

1217 142

131F 120 snd IF 107
141p 107 p S

151 73

161 8¢ _
1Ty 74, 1 76, I 80, I 109, IF 107
181F 126 p 10 | .
191 135, 1 75, D 60, I 170, I 58, and others.

10
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Easch of the nine Signal Intelligence Regiments in the field
supplled intelligence directly 'to commanders at Army Group, Army,
and Corps levels, looking to them for primary directives on mis-
slons 2nd prioritles. They coqperated closely with the local
Alr Force Sipgnals Regiments. !

The Signsl Security Agency of the Army High Command (In-
spektion T/IV, cbbreviated In T/IV) lssued Aramy Codes and Ciphers
until 1944, wvhen this function Was talen over by the Signsal
Intelligence Agency of the Supretme Commend, Armed Forces
(OKW/Chi). 1

Volure 4 is & detalled account of the German Army Signal
Intelligence Agenecy, 20s Tisid wuius, & @ thelr sctivities,

5. Tho Signel .ntelligencée Agency of the Alr Force High
Command-- the signai Tntelligence Agenc. of" tue ALT Force High
Command ((Obericomasndo der Luftvwaffe, Lurtunechrichten Abteilung
350, ebbreviatod OKL/LH Abt 350, previcusly Chi Stelle, 0 B 4 L),
was the principel unit of the German Alr Force 31gnal Intelli-
gence Service in 1945, Field units wvere: -

a. Thres autonomous Signal Intelllgence Reglments with a
total of elght battalions, _

ive autoromous Signal Intelllgence :attallons. Thirteen

thousand pecple, including overhesd, were empiloyed 1n all the
above units.

The German Alr Force Signal Intelllgence Service successes
egain3t the Royel Alir Force and ;the United States Army Alr Forces
Jere outstanding. :

t ~ a. The Service furnished a ‘comprehznsive and continuous
pleture of the battle order and deployment of United States .
Army Alr Force end Royal Air Force units in the United Kingdom,

n the Mediterranean Theater, and, after D-day, on the continent.
This information came meinly from trafiic anzlysis, radlo-telephone
monitoring, and monitoring of alr-borne radar devices, The
kolution of Roysl Air Force %#-figure codes (from March 1940
ﬁntil 1 November 1942) gave basle %8ta vhich vas enlarged upon

d used until the end of the wvalp. ‘
1

I 70, IF 182, IF 175 p 19 |

11
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b. It gave pronpt and accurate wsrning of United Statem
Army Alr Forcce and Royal Aixr Force heavy bomber missions. This
resulted from advanced methods of traffic analysjf from radio-
telephone monitoring, and froh radar monisoring.®

¢. It gave immedlate warning to Germsn ground forces and
fighter squedrons of tactical operations by Allised grouné sup-
port aircraft.

d. In commection with lts wastern front activities; the
solution of the Bouber code, S8lidex, Syko, and Rekoh (used by
the Roysl Alr Force and,for o 'short time, by the Unlted {tates
Army Air Force), both by gapture and cryptanalysis, was impor~
tant throughout the war.

The German Alr Force Signml Intelllgence Service successes
agalnat the Husslan Alr Porce were also grosat.

&. Its cryptanalysis of Russlian Air Forse ground-to-ground
2-figure, 3-fligure, and 4ufigure administrative and operaticnal
codes, and some g~sigure codes, provided a complete order of
battle for the Russian Air Forces from 1937 until the end of the
var. A large emount of intelligence on Russlan ﬁrmg battle order
was also optained from a 3tudy of alr networks. _

b. From partial decipherhent of alr-ground traffic, from
plane~to-ground radi~-telephone monitoring, and from radio-
directlon finding of bombers vhen airborne, it was able to give,
accurage varnings ¢ all Russian long-range strategic bombing

raids.
c. TFrom cryptanalysis of 'each Russian Air Amrmy's 2-flgure,

3-figure, and 4-~figure traffic, from traffic enalysis, from plane-
to-plane radio-telephone monltoring, and from radio direction-
finding of planes in flight, it was able to warn German ground
forces and fighter aquadrons og impending operations by Russian
fighters and fighter bombers .2

211 70

221p 182

231F 175

2k1 120

251F 187 |
261r 187
12
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Intellligence from both Western and Russian fronts, in the
form of daily, weekly, or monthly reports, was furnished by ths
Signal Intelligence Agency {OKL/LW Abt 35Q) to the Alr Force
High Command and to the local Ailr Forces {(Luftflotten). Daily
and monthly reports Were also sent to the local Army Signal
Intelligence Regiments. Monthly reports were sent to the:Army
Commander in Chief West, to the Signal Intelligence Agency of the
Army High Command {OKH/GANA), to the 51 1 Intelligence Agency
of the Navy High Command {(OKM/4 SKL/III), to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces (O0KW/Chi), o
and also to the Air Force Signal Intelligence units in the field.Z2i

Fleld unite, charged with the responsibllity for warnings
on allied air raids, telephoned thelr warnlings and reports directlj
to fighter squadrons, anti-aircreft batteries, and the local
Gauleiters in charge of civilian sir raid warnings.?

Group IV of Division II in the Office of the Chief Air Force
Signal Officer (Oberkommando der Luftwaffe/Generalnachrichten-
fuehrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued |
codes and ciphers for the Alr Force. Group IV of Division II1I
(OKL/Gen Nafue I1II/IV) checked them for cryptographic security.

A detalled description of the Signal Intelligence Service
of the Alr Force 1s given 1in Volume 5 of this report. :

6. The Signal Intelligence Agency of the HNavy High Command--
The Signal Intelligence Agency of the Navy High Command [Ober-
komreando der XKriegsmarine, 4 Seekriegsleitung 1III, abbreviated
OKM/4 SKL/III) was responsible ‘for traffic analysis, cryptanalysis|
and evaluation of British, American, Russian, French, and Swedish
navel traffic. It had a strength of approximately 1,000 persons.
It elso had operational control over a fleld organization of
approximately 2,500 persons. The field units were as follows:

&. Four detachments ln Flanders, Brittany, Wilhemshaven
and Pomerania engaged in cryptanalysis on low~level systems,
interception and direction-finding. Each detachment had a total
complement of 200 men, including 100 intercept operators and 10
cryptanalysts.

27
IF 180 p 31 a

28
IF 181
13
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p. Eighteen "primary direction-finding stations", whose
main duvies vwere lnterception rather than direction finding.
Fach station had & strength of 100, including 60 intercept
operators, and 5 cryptanalysts,

¢. Twenty flve "secondery direction-finding stations”,
vnoge duties were direction finding and traffic enslysis, . Each
station had s strength of 26 persons.

d. Smell dstachments vere occasionally set up for speclal
misslons, : :

The maln successes of the Signal Intelligoence Agency of the
Navy High Command {Cidi/4 SKL/III) included the following:

a. In 1939 1t vas able to establish the war-time organi-
zatlon end dlspositilon of the British Fleet, through solution

of British Navel Code HNo. 2. ' .
b. In the spring of 1940 it obtained compleste informstion
concerning the nroposed British and Prench Norway expedition

( "Cperation Stratfogg"). This vas done by solution of British
Naval Cyphsr Ho. &%, The Germen ilnvasion of Norway folloved
lmiediately. During the subseguent Norwegisn campeign, solution
of traffic sent 1ln Bpitish Navsel Cypher No. 4. gave detailed
information on Allled counter-messures, such as proposed British
landing filelds, transport arrival schggules, and the disposition
of Britlsh and French surface forces. :

c. Throughout 1942 and part of 1943 it provided important
intelligence on Atlantic convoys by a current (and nearly 100%)
solution of Gombined Cyghar No. 3 used by British and U, 3.
North Atlantic Convoys.’l fThe average umonthly allied sh:pping
losses in the Atlantic durlng thils period were approximately

81x times .he average monthly losses in later perilcoss,

Minor successes of the Signal Intelllgence Agency of the
Ravy High Command (OKM/4 SKL/III) iacluded the solution of the
Britis! = Interdepartimental Cypheri2 solution in 1943 of a Royal

Alr Force torpedo-bomber transpos%ﬁion cipher used for practice
exerclses in the English Channel;”” and solution of various minor
Navy and Merchant Nevy codes and clphers,

29517
*Op_517
12

“g?erformed jointly with Goering's "Research" Buresu (FA), the
Signal Intelligence Agency of the Supreme Command Armed Forces
(0KW/Chi), and with the Signal Intelligence Agency of the
Commander in Chief German Air Force (Chi Stelle, OBdL) I 147.
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The Neval Slgnael Intelligence field units described above
carried out direstion-finding ectivities egainst Ailled naval
and merchant ships, plotted thelr positlionas and movements, and
passed the information to local commanders, Detachment Flanders,
at Bruges, assisied in the 1942 "escaps" of the pocket battle- !
shipas Scherahorst and Gnelsenau when they made their dash from
Brest through the English Channel to Kiel. This same detach-
mont resd Britisn neval traffic to advantage during the Dloppe

rald. :

The 81gnal Security Agency of the Havy High Command (QEN/4
SKL/II), as opposed to the Signel Intelligence Agency(OKM/4 SKL/
I11I1), issued German naval codes and ciphers, and made cryptogra-
phic security studlies of thess systems, Its exact strength 13
unknouvn. : )

The detailed organizatlion and history of the two signal
azencies of the Ravael High Command {OEM/4 SKL/III and OKIM/#
SKL/II) are not discussed further in this report. Thelr use i
of punch-card book-keeping machinery ("I. B, M."), thelr security |
studies, ard thelr chief cryptanalytic methods, however, are ;
discussed in Volume 2, j

7. The Signal Intelligence Agency of the Supreme Commend
Armed Forces-- The Signal lntelligence Agency of the Suprome
Command Armed Forces (Oberkommande der Wehrmacht, Chliffrierab-
teilung, abbreviated OKW/Chi) had three mein functions:

a. It intercepted, studied, and evaluated diplomstic,
military attache, and "egent" traffic.

b. It monitored, and evaluated commercilal radlo traffic
end nevs brosdesasts, .

¢. It made security studies of the codes and c¢iphsrs used
by the Supreue Command, Armed Forces, the Army, “he Air Force
and the Navy, and many government departments, vetoing (safter
1944) the use of those it deemed insecurs.

The Signal Intelligence Agency of the Supreme Comsand Armed
Forces (OKW/Chi) operated at least thirteen radio intercept sta-
tions of its owvn, and received radioc traffic from other agencles
as well (notably CGosring's "Research™ Bureau (PFA)). It also
received iand-line traffic from sources not stated.”

'juDF 9, P>
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With the excepticn of mlilitary attache systems, 1t 41d not
work on enemy Army, Havy or Alr Force trefflc. Documentery evi-

dence as tec 1ts cryptanalytlic successes is limited. The fol-
lowing zummary covers its most important known cryptanalytic
achlevemonss:

a. The wost extensive 193U-1944 successes seem to have
baen achieved with French systems, The slectrical Hagelin Cipher
Machins B-2ll {adopted by the French - now obsoclete) was solved,
and limited success vaz also %ghieved in the solution of the
Frencn Hagelin Machine BC-33. An importsnt military attache _
code (ASA utrigraph FVD) was solved at the hsglnning of the var. 36
After 1940 511 Vichy-French systems wvere automatically campromised
when filed with the Germen Armistice Commission in Wieshaden. ,

b. At least four Japanese diplomatic codes {including ‘
those designatsd by ASA trigraphs JAE, JAH end JBA) were solved.
In 1958 and 1939 the Agency colleborated with the Cryptanalytic
Section of the Forelgn 0fflce (Pers Z 8) in a $urrent solution
@ of daily keys for the Japanese "Red" Machine.”

c. JPrecise detalls on solutlon of U.3, systems are not

available., The agency had compromised coples . at least two
U.5. 3tate Depsrtment codes, namely "Brown" and "A1". Work
was also done on the U.S. State Department Strip Ciphera 0-1
and 0-2, the lead in 0-2 solutéon being taken by the Foreign
Office Gryptanplvt;c Section.~”

d. Crcatisn Enigme trafflc was aoclved through compromised ]
machine wirings.3Y , :

071 45 p Y, 1160 p 6

361 51 p 8 |
313 pua |
364 89 I
35 }

I53 p3;Iy2 pa2
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e. Little information is available on successes in
solution of English systems. Polish, Turkish, Greek and
Latin Amsrican systems were solved extensively. Prior to
1943, appreciable success was achieved in ths solution of
Jtalian diplomatic codes.

During the first half of the year 1944 important de-
codes designated as "VN's" (Verlaessliche Nachrichten)
totaled 3,000 per month.40 Selected decodes were sent to
Field Marshal Xeitel, Chief of Armed Forces; to Hitler; and
by Eeltel to Gsneral Jodl, Chief of the Armed Forces
Operations Staff. They wers also sent to the Army, Navy
and Air Force High Coummsnds,l and probably to the Signal
Intelligence A%encies of these commands.32 In addition,
approximately 45 special reportis vere sent each day to
apeciel recipients, such @as the Field Economliec 0ffice, the,
Department of Armed Forces Progaganda, the Western Armies
Branch and Joint Intelligence.%3 '
After 1944 the Signal Intelligence Agency of the Suprems

i

Command Armed Fortes issued eryptographic systems for the

Army and interservice communications. One of its most important
responsibilities by the end of the war was the evaluating of
the cryptographic syastems of other servicea. A file belonging
to Dr. Eriech Huettenhain, 1ts chief eryptanalyst, Iindieated
that eryptographic studies vers made on c¢ipher teleprintens,
Enigwma machines,; gspeclally desigﬁﬁd Hagelin machlnes, swall
¢lpher devices and hand systems. ,

40pp
41

I143, p9
421 13, p 3
43

DF @2 p 2
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In connection with its security commlitments, the S5i
Intelligence Agency of the Supreme Command Armed Forces ?niwj
Chi) vas responsible for the two most serious German erypto-
graphic mistakes of the war: the continued use in high level
German military communications of the plugboard Enigma wmachine
and the tel rinter cipher attachment SZ 42 in their insecure
ferms. /Phi re jected the 1943 proposals of the Army Signal
Sécurity Agency (IN 7/1v) that the (insecure) SZ 42 be replaced
by the cipher teleprinter T52d, 8 secure device.%5 It also
frowvned on suggestions that the insecure plugboard Enigma be
uaed vith pluggable ﬁgrlector vheels, a change vhich would
have made it secure.

Approximately 800 persons wvere euwployed in all dutiss ;

cxcept intercept.
Jx Volume 3 of this Report glves a more detailed account
f‘ .

this agency.

8. The German Foreign Office Cryptanalytic Section.~-

The German Foreign Office had two cryptologic sections, the
¢ryptanalyt1c Section (Personal Z Sonderdienat des Auswaertigsn
Amtes, abbreviated Pers Z S) and the Cryptographic Section
[Personal Z Chiffrierdienst des Auswaertigen Amtes, abbreviated
Pers Z Chi).

The Crypt@nalytic Se6tion of the Forelgn Office (Pers Z S)
vag the senior German cryptanalytic agency. It was organized
in 1919 or before. At its greatest strength it employed
approximately 200 persons. 1ts mission was the solution of
roreign diplomatic ecodes and cipheﬂs. The Section had one
small intercept station at Dahlem. ‘For the rest of its inter-
cept it was dependent upon the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKW 5Chi), Goering's "Research"”
Bureau (FA) and the German Postoffics.

45ps9, p 17

D 59, p 10; see also I 31
471 22, para 103
48, 22, para 103
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Tha Cryptanalytic Section achleved ite greatest successes
vith diplomatic codes, both one-part and two-pert, enciphered
and unenciphered. '

a., From 1935 until 1942 it achieved practically 100 ger
cent success in the solution of Italian diplomatic codes. ¥

b. It read the Unlted States State Departwent Grey, Brown
and A-1 Codes.?Y It alsc succeeded in solving the American.
Diplomatic Surip Ciphers O0-1 and 0-2, the former in partial

fashion based upon & compromise.51

¢. The Sectlon solved tvc British Foreign Office "R®
Codes and the Britlsh Government Telegraph Codes.52

d. In 1940 sucecess i1n solution of French diplomatic .
codes vas estimated at seventy five per cent.b3

e. A number of major Japanese diplomatlic codes wvere read,
and there 1s sone gKidence that at least one major Chlinese
system was solved.

Y. The Sectlon also solved tvo machine ¢iphers. The
Japenese Red Machine was solved in 1938 and read currently
until February, 1939.55 The Section collaborated with the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OX¥/Chi) in this solution, &nd it is not known vhich agency
deserves oredit for the original solution.50 In 1941, afier
a partial solution by Goering's "Resecrch" Bursau (FA), the
Svisa diplomatic Enigma tpaffic vas solved.57

Little information is avallable on the Sectlon's achieve-
ments 1n terms of intelligence. The distribution it geve its
decodea is unlkmovn. The Section's personnel seem to have.
thought primarily in terms of cryptanalysis as & sclence,
rather than in terms of vhat thelr intelligence contribution
meant to & successful German diplomacy.53 The Section sgems
to have been badly neglected by higher Foreign 0ffice
suthorities, both vith respect to needsed perscnnel, and with
regard to interest in its vork.

%91 22, para 25
501 22

511 22, pera 545 Dr 15, p 4, 5; I 89

52p 16,Reports 2, 3, b
53p 5%, p 13 |
5%1 22, para. 176

551 22, para 19

561 22, para. 19
5Tp 54, p 18
58566 Vol. VI. Ch. 5

19




DOCID:| 3560861

-

Some of the Section's senior personnel acted in an advisory
capacity to the Forelgn 0ffice Cryptographlc Section (Pers Z
Chi).59 The latter section was responslble for the preparation,
compllation,distribution and security of Forelgn Office codes
and ciphers. Fevw detalls are avallsable concerning its security
studies or 1ts personnel. It was presumably responsible for
the use in German dlplomatic correspondence of the code systems
known as the "Deutsches Satzbuch”, the Deutsches Si.%.zbuch
enciphered by"Floradora" (Army Securlty Agency trigraph GEC),
and the "one-time pad"(Army Security Agency trigraph GEE),all \
of which were read by Anglo-American cryptanalysts.Volume 6
of this paper glves an account of the cryptologic Sections
of the German Foreign Office. '

g, Goering's "Research" Bureau. -- Goering's "Research"
Bureau (ReichsluTtFahrtminister{um Forschungsamt,abbreviated
as FA) was formed in 1933, According to Goering,lt supplied
the new Nazi government with a signal intelligence organlization
of its own which had "no political axe to grind nor ideology
to follow? &0

In addition to non-militery cryptanalysis,the "Research"
Bureau had the following functions:

- a. As a Nazl censorshlip organization in peace-time 1t
monitored telephone conversations in all large German clties
at first only in the Relch but later extending intc Austris,
Denmark,and"German" Poland.6l. It had eccess to messages
sent over all German commarclal teletype and telegreaph
facilitlies,62 and meintained investigators in all main
postal censorship offices.63

b. In var-time 1t lialsed closely 1n the censorship
of all communications as directed first by the Abwehr and
later by Himmler's Reich Maln Security Office., It is known
to have served the latter agency as a cryptanalytic agency
for Russian Agent messages.(As no cryptanalytic organization
within the Relch Maln Securlity O0ffice is known to TICOM
it is probable that the"Research" Bureau filled this

function). 64

59
I172; I 22
60
I143
61 '
TF 29; T 240
62
I 143; IF 15
63
IF 132
4

TP 29; T 240
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¢. It monitored world-wide radlo nevs broadcasta,lin
particg%ar the British Broadcasting Company {London) broad-

casts,
d. It operated six wireless intercept stations of its

own, for intercepting forelgn diplowatic and commercial traffic.
In addition, it exchanged copies of wireless intercepts with
the Signal Intelligence Agency of the Supreme Command Arwad
Forces {OKW/Chi), the Signal Intelligence Agency of the Favy
High Command (OKM/4 SKL/III), and probably with the Signal
Intelligence Agency of the Commander in Chief Gerwan Alr

Porce {Chi Stelle OBdL).

As can be seen from the functions outlined above, the
"Research” Bureau vwas not primarily conceraned with cryptanalysis.
No documentary evidence bearing on its cryptanalytic successges
vas found by TICOM. Based upon secondary evidence and
scattered TICOM interrogations, the bureau's chief cryptanalytic
achlevements seem to have been as follows:

a. In 1941 the agency collaborated with the Cryptanalytic
Section of th German Forelgn O0ffice (Pers Z 8) in solving the
Svlas Enlgmea. Personnel from the Bureau claimed to have
brolken Finnish (or Svedish) Hagelin traffic.

b. Acecording to nevspapar reportq,l9;8 decodes of French
traffic revealed that, lacking English ‘support, the French
Government dld not intend to oppose the Austrian Anschluss
with force.68

c. In 1938, during the Munich Conference, the "Research"
Bureau is sald to have solved the British system vhich carried
Chamberlain’s messages to London. Hitler once delayed & con-
ferance with Chamberlain for several houra in order to get such
decodes. 69

d. Solution of Russian internal vireless messages revealed
bottleneclts in the Russian military supply system. The dates
of this solution are unknown.70

651p 132

661 25; I 54; D 54 Report 8
671 25 p 6

681p 138

691r 130

701 25
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The "Research" Bureau circulsted its intelligence in
the followlng forma:

a. Deccde bulletins were sent regularly to Hitlerb
Goering, Fleld Marshal Keitel and General Jodl of the Supreme
Command Armed Forces (0KW), Forelgn Minister Ribbentrop,
and Admiral Doenitz of the Navy High Command.

b. Indlvidual ltems of current interest, collected
items on single subjec:, and consolidated special reports
were sent to Interested minlistries.

¢. Speclal Yieison officers were assipgned to the Eoreign
Off'ice, the Supreme Command of the Armed Forces, the Relch
Securivy Office, the Economic Ministry a?f Ministry for'War
Productlon, and the Propaganda Ministry.

Goering's "Research” Bureau had over 2,000 personnel

Less than one per cent of thess were apprehended by TICOM for
interrogation. .
(’\ Volume 7 of this report 1s a detalled account of this

agency.

1l0. Collaboration between German Slgnal Intelliggnce
Agencies in Cryptographlc Matiers-- 1t seems probablé.that,
prior to 1943, there was some soet of collabdration between
the various branches of the German Armed Forces in crypto- 0
graphic matters. The wldespread usage of the Enigmsa machine,
the universality of the teleprinter systems used, the alloca-
tion of simlllar hand cipher systems to army, air force:and
police units, all point either to an excellent cooperation
in the cryptographic field, or to the existence of some:
shadowy interservice agency or higher authority whose re- )
sponsibillity it wes to study, test and recommend the intro- + G
duction of such devices and aystems, There 1s no reference in
the TICOM material to such an agency, other than a passing 1942%
reference to "the biy executive commlittee," & group which ap- ¢
parently had sonme responslibllity for cryptographic changes and
improvements in a cipher type teleprinter,T From the headings

Tlp 135
72p 59, p 6 i
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on various memos belonging to Dr. Huettenhain (chief crypt-
analyst for the S8ignal Intellligence Agency of the Supreme
Command Armed Forces (OKW/Chi'), it could be assumed that'the
Chief Armed Forces Signal Communications Group (OEW/Chef Ag
WNV) acted as a senior millitary cryptographic authority, |
approving or disapproving the introduction of varlous systeums,
and using the faclilities of the Signal Intelligence Agency of
the Supreme Command Armed Forces (OXKW/Chi} and the army agencles
(Inspectorate 7/VI (In 7/VI} and the Army Ordnance Development
and Testing Group Signal Branch {Wa Pruef 7)) as its staff or
advisory agencies.T3

An order from Field Marshal Keltel, Chief of Staff of the
Supreme Command Armwed Forces (OKW), dated October 1943, made
the introduction of new ciphers for branches of the Armed Forces '
contingent upon the agreement of the Supreme Comm&nd Armed
Forces (OKW), and probably upon the agreement of the Signal
Intelligencﬁ Agency of the Supreme Command Armed Forces
@ {OKw/chi).7
S In 1944 General Praun, who was both Chief Signal Officer
of the Supreme Command Armed Forces {OQEKW/MPSt/Chef WNV) and
the Chief Signal Officer of the Army (O0KH/Chef HNW), wade,
the Signal Intelligence Agency of the Supreme Command Armed
Forces {OXW/Chi) a central clearing house for all German |
cipher development and security scrutiny work. This was easily
done with refsrence to the Army. On September 5, 1944, General
Praun signed an order directing that the cryptographic develop-
ment and testing functions of the Army be turned over to the
Signal Intellligence Agency of the Supreme Command Armed Forces
(ORKW/Chi}. Personnel from the Army Security Agency {In T7/IV),

73D 59, various letters and wmemos. From the headings of c?ypto-
graphic manuals, 1t could be assumed that Ag WNV/Fu I, as
issuing authority, was responsible until 1944, vhen OKW/Chi
apparently replaced it. See OKW/Ag WWV/Fu I "Schluesselan-
leit zum RS 44" dated March 27, 1944 and OKW/Chef WFSt/
Ag WNV/Chi "Rasterersatzverfahren" of Dec. T, 1944, TF 31
and TF 352 respectively. |

T4p 68, p 11; D 57 p 14
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including Technician Dr. Fricks, and the personnel of In-
spectorate 7/VI {In 7/VI) vho were engaged in cryptographic
vork, vere transferrsd into the Signal Intelligence Agency
of the Supreme Command Armsd FPorces (O0KY/Chi).75 Thereafter,
vhile the actual produstion of kKeys was left as an Army re-
sponsibility, the Signal Intelligence Agency of the Suprems
Command Armed Forces (OKW/Chl) devised the ciphgr systoms and
provided the material for Army key production.T '

¥ith the Navy and the Alr Force the picture was somevhat
different. They were permitted to continue their cryptographic
development work, &nd retained the right to say whieh of their
systems vas to be used in vhat place~--so long as the Signal
Intelligence Agency of the Supreme Command Armed Forces (OXW/
Chl) conscurred from a sesurity standpoint in the original
introduetion of the systems. As Admiral Kraus® of the Signal
Intelligence Agency of the Naval High Command (OKM/4 SEL/III)
pointed out, "OKW/Chi recommendations could only lay down the
(security) limits within which it vas possible to use a
systen." The responsibility for vhethsr and where a Navy
system was to be used lay with the Navy.77 -

Yith regard to ciphers used by the wWwaffen S8, the Signal
Intelligence Agency of the Supreme Command Armed Forces (OEKW/
Chi) had consultative povers only. While Gensral Gimmler,
successor to General Praun as Chlef Signal 0fflicer, publicly
characteriged the cooperation betveen the two services as
"perfect) 19 (ol Mettlg, chief of the cryptographic division
in OKW/Chi, indicated that an effective supervision was never

introduced.T9

753)_68 pP3_ ,
Tp 55, p(43)
TTp 68, p 1k
78 68, p 13
71 96, p 19
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The preeminence of the Signal Intellligence Agency of the
Supreme Command Armed Forces (OKW/Chi) in cryptographiec
matters and security vas apparently oft&péq&wg%éy wvith the
military services. In his speech of Deeembs , 1944,
General Gimmler pointed out that primacy in the c¢ivilian
field was dependent upon voluntary concurrence from the
agencies affected. He could only plead that "OKW was pre-
pared to teke the lead in this matter, providing that the:

Party and State concurred" and requested that "the Party and
Relchs authoritles" cooperate.©0 Goering'i "Research" Bursau
{FA) developed its own codes and ciphers,a although the
Bureau dig usa cipher teleprinters adopted by the military
services.t2 Evidence is available that in 1945 administrative
hand eiprers {Beshoerdenhandschluessel) vere issueg to Senior
Specialist Wenzel of .the "Research" Bureau (FA).93 A similiar
altuation preveiled vith the German Forelgn Office. The Signal
Intelligence Agency of the Supreme Command Armed Forces {OKW/Chi)
vas never allowgd to knov the details of the ciphers used'by the
Foreign Office.B4 fThe Foreign Office, however, did use cipher
teleprinters and Enigma machines.85

11. Collsboration betvean German Signal Intelligencé
Agencies in Cryptanalyilc Matters.-- The collaboration between

Agenclies in e¢ryptanalytic matters varied. In general relation-
ship betveen. Goering's "Research" Buresau (FA) and the Signal
Intelligence Agency of the Supreme Command Armed Forces {OXW/Chi)
vere not overly cordial. The Signal Intelligence Agency of the

Naval) High Command (OKM/4 SKL/III) meintsined a traditional

80D 68 p 14 '
Blip 132
82

I 25, page 9

83¢ 2u0 .
841 31, page 15 |
851 22, para 115
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navy reserve in dealing with other agencies. There was no high-
level signal intelligence coordination, and there was fraquent
pverlapping and duplication of effort between the agencles
dealing with diplomstic oryptanalysis. But, with the exceptions
noted above, there seems to have been as much liaison and as
much cooperation @s vere nocessary. This vas especially true

in the case of the military field organizations, the Army Signal
Intelligence Regiments ("KONAs") and their Alr Force equivalents,
the Air Signal Regiments (1N Rgts). :

a, Relationships betwveen Forel 0fflce C tanalytic
Section, Goering's “Eesearcﬁ" Buredu, and the S§ L iﬁ%eiiiggnce
Agency of the Supreue Command Armed Forces.-- The Crypltanalytic
SectIon of the Foreign Office (Pers Z S) snjoyed reasonably
good working relationships with both Goering's "Research”
Bureau (FA) and the Signal Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chi). As stated, hovwever, the re-
lationships betwveen the latter two agencles 40 not appear t0 have
been cordilal. |
The Foreign Office (Pers Z S) received the bulk of its
intercept from Goering's "Research" Bureau (FA) and the Signal
Intel%;gence Agency of the Supreme Command Armed Forces (OKW/
Chi).t'3 It recelved numerous couwpromised codebooks and keys
from both agencles.87 Cooperative attacks on difficult ]
problems were not uncommon. In the case of an unspecifled
U. 8. 8trip System, the Signal Intelligence Agency of the
Suprems Command Armed Forces (O0KW/Chi) worked on the point-to-
point traffic, while tge Forelgn Office (Pers Z 8) worked on
the circular traffic,88 with a complete exchange of results.

In the case of the Japanese Red machine, the Foreign 0ffice
(Pers Z 8) attempted to solve messages sent on even days, while
the Signal Intelligence Agency of the Suprems Command Armsd
Forces {0KW/Chi) attempted to solve messages sent on odd days,
& "practicel arrangement" reached also between the U. S. Army
and the U. 8. Ravy prior to the Pearl Harbor disaster. Results

86
I 22, para 103

87'1'2038; D16, pages 3, 5; DF 15, pages 4, 5§

881 3%, page 10
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vere exchuanged.89 Goering's "Research" Bureau (FA) and the
Forelgn Office Cryptanalytic Section 8Pera Z 8) cooperated

on the solution of the Swiss Enigmwa.20 Exchange of code group
identifications, additives and enclphering keys between these
tvo agencles vere freguent, especlally on English, Italian
and Vaticen systems.91 Personnel were exchanged between the
Forelgn 0ffice Cryptanalytie Section {Pers Z S) and the Signal
Intﬁl%égence Agency of the Supreme Comuend Armed Forces (OKW/
Chiy. a
Goering's "Research" Bureau (FA) vas formed by a small
group of cryptanalysts vho left the Cipher Departwent of .the
Relch Defense Ministry (Relchswehrminlisterium), the pre-
decessor agevey of the Signal Intelligence Agency of the Supreums
Command Armed Forces (oxw?chi). This defe%tion may account for
the bad feeling between the two agencies.d? There are no known
examples of diract cryptanslytic exchanges between the two
agencies, nor Were there subsequent exchanges of personnel.

.Goering's "Research" Bureau (FA) was not given 2cceas to the

special cryptanalytic machinery developed by the 81 1 Intelli-
gence Agency of the Supreme Armed Forces (OKW/Chi), although
this machinery was made avallable to other agencies. Relation-
ships could probably have been improved had not Goering's
"Research” Bureau (FA)} sought to take over the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {[OKW/Chl).95

89I 31, para 53

90D 54, page 18

|

F

91D16, pages 1, 2; 1 172, paras. 11, 13, 14; T2252, various repbrtg

921 22, paras. 20, 84
3121, p1; 1151, p 3
Mp 9 p 3
950 321

I 131, p3; 178 p 4
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With reference to the exchange of traffie, however,
collaboration was apparently couplete. It 1s known that in
early 1944 approximately one third of the intercept reseived
by the Signal Intelligence Agency of the Suereme Command
Armed Forces (0KW/Chi) came frow Guering's "Rese8rch” Bureau
(PA).90 The latter always received copies of all the traffic
intercepted by Signal Intellilgence Agencg of the Supreme
Command Armed Forces (OKW/Chi) stations.37

b, Military Agency Relationships-- exch b o tana
lytic information.-- Collaboration batween the gna
IntellIgence agencies {OKH/GARA and 1ts8 predecessors, In 7/VI
and RLS Osi) and the Signsl Intelligence Agency of the Supreme
Command Armed Forces (OEW/Chi) wes excellent. The Chief Signal
Officwr of tihe Supreme Command Armed Forces {OKW/Chef WNV) was
8180 the Chief 81gnsl Officer of the Army (OKH/Chef HNW)9
However, since the Supreme Command agency's coumltment was
Aiplomatic and nilitary atteche tr&ffiec, no broad basias for
eryptanalytic lisison existed.

The Army and Alr Force Signal Intelligence Agencles
maintained permsnent liaisouon on English Naval and Alir systema
(3YX0, M209).99 1In 1943 the Army Agency {OKH/In 7/VI) had
discovered how to recover true M-20¢ settings from relative
seltings, and thiey had passed the technique on to the Navy and
Air Force agenciles.l00 According to Senlor Specialist Tranow
of the Naval Agency, hovever, the Army-Ravy cooperation was
given up in early 1944 since "no results of value were Ob—
tained."101 1In 1943 the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKH/ChiE, the Cryptanalytic
Section of the German Foreign Office (Pers Z 8), and the Signal
Intelligence Agency of the Commander in Chief Qerman Ailr Forces
{Chi-Stelle O0BdL) collaborated on sclution of an unidentified
US strip system.i02

% g, p 3
4f 85 , p 3

IF 108

91 93, p 3, 4
1001 44, p 2

ig;I 93, p 3
D60a _p 5
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The Arwy-Navy- Alr Force field collaboration was usually
excellent.10 It embraced on oceasion exchange of personnel
and equipment, a complete exchange of reports, and a close
ocryptanalytic liaison on operative systems.loa Eastern front
reports show & detalled operatiinal collaboration between
Air Force Signal Regiment 35% (LN Regt 353), the Army Signal
Intelligence Regiment 1, (KONA 1), and the Naval units dealing
vith Russian Black Sea Fleet traffic.l05 Army Signal Intelli-
gence Regiment 5 (XONA 5) worked closely with the Air Force
Signn} %ggelligence organizations in the Weat (at Paris and
Noisy]).

-During the period 194%0-1942 the Signal Intelligence
Agencles of the Navy {OKM/4 SKL III} and the Air Forces {Chi-
Stelle O0BdL)}, and the Signal Intelligence Ageney of the Sup-
reme Command Armed Forces (OEKW/Chi), and alsc Goering's
"Research” Bureau (FA)}, all collaborated on solution of the
English Interdepartmental Cipher.l07 There was "Research"
Bureau (FA)-Neval (OXM/4 SKL/III) cooperation on the solution
of the British Gogernment Telegraph Code (South Africa) and
Bentley's Code.l08 The Army Agency, Inspectorate 7/VI {In 7/
VI) actually worked on Turkish diplomatic traffic, by agree-
ment with Goering's "Research" BureaulVJ and had Army Signal
Intelligence Regiment 4 (KONA 4} intercept this traffic for
them. This work probably duplicated efforts of ths Signal
Intelligence Agency of tge Supreme Comrand Armed Forces (OKW/
Chl) howeaver.

103

I26, p2

10403 M-G4, M-209, S8lidex, Russian codes, etec.
1051 130, p 15

1061 113, p 8

107y 93, p 4; I 147, p 11, 12

108 o5 5 3

10917 126, p 8
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¢. Military Agency Relationships--exchange of personnel.--
ln 1942 Prof. Nowopeachenny of the Signal IEEe%IIgence Agency

of the Supreme Commend Armed Forces (0Kw/Chi) and a group of his
cryptanalysts were transferred to Intercept Control Station
rast (ELS), one of the predecessors of the Signal Intelligence
Agoncy of ths Arwy High Command {O0XKH/GdNA) for work on the
main Russian army five-figure code.ll0 At one time the
Naval commander in the Aegoan area placed his radar intercept
personnel and equipwent under the command of Air Signal
Regiment {IN Rzt) 352.111 0n one occasion personnel from Air
signal Regiment (LN Rgt) 355 went 2board the crulser "Prinz
Eugen” to wonitor traffic frou the Air Arm of the Russian
Baltic Fleet.ll2 1In the spring of 1942 the Signal Intelligence
Agency of the Ravel RHigh Coommand {OKM/% SKL: III) exchanged
personnel with the Army and Air Force in order to get trained
Hollerith operators.ll3 1, 1939 Dr. Huettenhain of the Signal
Intelligence Agency of the Supreme Command Armed Forces
{OEW/Chi) was detelled tg Rhe Army &gency to work on solution of
French military systems."l ’
d., Milit ney Relationships--Cooperation with regard
to IBM a apl ic Wechinery.-- The Army Signal Security
Agency {inapaktion v aEBre?IaEeé_In 7/IV) pioneered in the
use of IBM Enollerith) egquipment. Its installations were set
up in the winter of 1939 end 1940, and later transferred to
Army Inspeetorate T/VI (In 7/VI),one of the predecessors of the
Signal Intelligence Agency of the Army High Command (oxn/bdnAJuﬁg

110
11

IF 125 p 3
11 126 p 14

1121 163 p 3
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D60 p &4, 5
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In March, 1942, representetives of Goering's "Research"
Bureau (FA), and of ths Signal Intelligence Agencies of the
Commander in Chie? Air Forces {Chl Stelle 0OBAL) and the Navy
High Commend {ORM/4 SKIL/III1) visited the Army installations
and obtained valuable information as to the possibilities of
IBM in eryptanalysis.116 The Signal Intelligence Agency of
the Supreme Command Armed Forces {OKW/Chi) never owned its
own Hollerith machinery and used the Army installations.ll7
In 1944 the Signel Intelligence Agency of the Supreme
Command Armed Forews (OKW/Chl) developed a nuwber of "decoding
devices, some of vhich were handed over to the Army, Navy
and Foreign Office agencles.ll8 The Digraph Weight Recorder
{Bigrammsuchgeraet) was made available to the German Weather
Service (WENUER)}.119
e. Military Agency Relatlionships--2ooperation with
regard to interception.-- Goering's "Research" Bureau (FA)
oceasionally furnished the Signal Intelligence Agency of the
commande{ in Chief of the Air Force {Chi Stelle, 0BAL) with
~ traffic.120 The amount of this traffic is not known. Goering's
. "Research" Bureau (FA) also passed some intercepted commercial
traffic of naval Iinterest to the 3ignal Inielligance Agency
of the Naval High Cowumand (OXM/4 SKL/III).121 The German
Navy passed 1ts weather lntercept io the Ailr Force, who had
some 1nti§59rvice responsibility for the solution of wvesather
traffic. On operationsl fronts, when army searoch recelvers
found air foroce frequen les, information concerning these
frequencies was iggplied to the appropriate air force fleld
intercept units. The Signal Inteiligence Agency of the
Supreme Command Armed Forces (OKH/ChiA controlled a naval
direction finding station in Spain.l2

1161 146, p 17
1171 67, p 2, 3

18pp g, p 3

1191 31, p &

1221 g3, p 4
1231 130, p 15
1241 96, p 7
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f. Cooperation between Military and Civilian Agencies
on solution of Agents' syatems.-- The extensive German erfort

against agent-partisan systems warrants separate discussion.
This effort was shared by at least three organizations, and
perhaps a fourth. The organizations were: the 3ignal Intelli-
gence Agency of the Supreme Command Armed Forces {CKW/Chi),
Army Inspectorate 7/VI (OKH/In 7/VI), perhaps Goering's
"Research” Bureau (FA), and a small organization which did
little or no cryptanalysis, the Radio Defense Corps of the
Supreme Command Armed Forces (OKH/HNV/FU 11I). The relation-~
ship between these agencies 1llustrates collaboration in both
intercept and cryptanalyslis, and an allocation of primary
responsibility which varied from problem to problemn.

At the beginning of the war, responsibility for monitoring
clandestine transmissions in Germany and the occupled terri-
tories was borne by the Radio Def'ense Corps {OKW /FU I11}.125
In the spring of 1942 the Radlio Defense Corps pressed for the
establishment of its own cryptapalytic section. Nelther the
Army nor the Supreme Command signal intelligence agencies were
anxious to see the establishment of a nev cryptanalytic agency
for agent traffiec. Accordingly, a section for cryptanalysis
on agent tranamiagiona was established in the Army Inspectorate
T7/VI (In 7/v1).120 This section was known {from its chief)
as "Referat Vauck".

Originally located in Berlin, Referat Vauck moved in the
fall of 1943 with the Redio Defense Corps (FU III} to Dorf
Zinna, near Jueterbog. It was transferred in the fall of 1944
from Inspectorate 7/51 (In 7/VI} to the newly formed Signal
Intelligence Agency of the Army High Command (OKH/GANA) and
was transferred again in early 1945 to the Signal Intelligence
Agency of the Supreme Command Armed Forces (OKw/Chi/Gr. IV).
Both these latter changes vere administrative only, since the
section remained with the Radlo Defense Corps at Jueterbog.l27

1251 115, p 2
1261 115, para 15
1271 115, paras 12, 31
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: Hef'srat Vauck did not enjoy a monopoly on agent crypt-
analysis. Most of its and the Redio Defense Corps!' (FU IIT)
effort was concentrated on western agent networks (France,
Belgium). In the eastern and Balkan theaters, other agenciles
?aﬁ%led the bulk of sgent Intercept and cryptanalysis, as
ollows; '
_ (1) Russian Partisan Traffic-- The work done by Referat
Vauck on this problem covered only the period mid-1942 to
mid-1943. Its work was then taken over by a section under
Lt. Schubert of Army sSignal Intelligence Regiment (KONa) 6,428
Schubert waz ultimately transferred to ithe Signal Intelligence
Agency of the Army High Command (OKE/GdRA), where he took:
over "eastern" cryptanalysis on the NKVD-partisan nstworks.lag
' (2) XYugoslav systems~- Most of the interception and

eryptanalys’s on Yugoslav systemsws done, not by the Radio
Defense Corps (FU III), but by a special detachment of Army

Signsl Intelligence Regiment (KONA) 4, stationed in Belgrade 10

Cryptanalytic work on the more difficult Balkan sBystems was

done in Berlin by Balkan Section (Referat Bsilovic) of Army
Inapectorate 7/VI (In 7/VI), g?o thus complemented the :
activities of Referat Vauek.l '

(3) Polish Resistance Movement Systems-- In 1943 Referat
Vauck solved the principal syatem used by the Polish Government
in Exile 2London; for communication with the Pollsh Reslstance
Movement {Warsaw). So important was this traeffic that, in the
fall of 1943, eight members of Vauck's Sectlion were transferred
to the Polilsh Section in the Signal Intelligence Agency of the
Supreme (ormand Armed Forces (OKw/Chi, Gr. V;. The intercept
work done by the Redio Defense Corps (FU III) was augmented

by the Signal Intelligence Agency of the Supreme gggmand
Armed Forses {QKW/Chi) intercept station at Lauf,
:I.B.M. assistonce was given by Army Inspectorate T/AVI (In TAVI).

1281 335, p 7
1291 26, p1

1301 115, p 8

1311 335, p 8
1321 115, p 9
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There is one reference (by Lt. Schubert) to "Research"
Bureau (FA) participation in this work. In Janauary, 1945,
Senior Speoilalist (ORR) Wenzel of Goering's "Research"
Bureau (FA) was sent by the Radlo Defense Corps (OKW/WNV/

FU 1II) to the Signal Intelligence Agency of the Army High
Command (OKH/G4NA} to work on reslstfnce movement syatems.133
4} oOther Agent. Traffic-- Duplicates of all Radio
Defense Corps lntercept were forwarded to the Signal Intelli-
gence Agency of the Supreme Commend Armed Forces {O0KW/Chi),
vho, on ogcasion, helpad Referat Vauck with more diffiocult

problems. 134

12, Other European Axis (Oryptanalytic Agencles--
8. JItalian Cryptanalytic i%enc%es-— Until the September
1943, armistice, there were four ltalian cryptologle agencies:

the two wost i1mportant being the Cryptanelytlic Section of the
Army Intelligence Service {Servizio Informazioni Militari,
abbreviated SIM) and the Cryptanalytic Section of the Navy
Intelligence Service (Servizio Informazioni Speciall, ab-
breviated SIS). These two agencles had both oryptanalytic and
eryptographic functions. The Ministry of Foreign Affairs
maintained & small cryptographic office {(Ufficlo Crittografico)
to compile Italian diplomatic codes and oiphers.l35 The
Inspector General of Folitical Polioce in the Ministry of the
Interior (Publica Sicurezza) also maintained & cryptanslytic
section to deal with "Comrunist" and "foreign agent" codes
and eiphers.l36 The Italian Alr Force Intelligence Service
(Servizio Informazioni Aeronautica, abbreviated SIA) main-
tained 1ts own intercept organization, but no cryptanalytic
perscnnel. The Cryptanalytic Section of the Navy Intelligence

Service (SIS) acted for the Air Force in this matter,137

1351.26 P 27

134For example, thelr work on the Russian agent traffic
called "Rote 3" - DGO, page 16.

13519 1500
1361p 1502
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After SBepietbar, 1943, the fuvactlcnyg of the Cryptanslytic
Ssotion of the Ariy Intelligemse Service (SIM) were taken over
by & neo-Fasclist organizstion;, the Deiffents Intelligence Service
{Servizio Imformacsioni Dfesa, 8bbreviated 8ID), vhich com-
Tined 1ts ectivities tc comuarcial 8nd broadeast monltoring and
solution of systems refd by Lts pradescssor a8gensy.l38 No
TICOM inforuation is svailsule couceraning the post-1943
agtivities of the otlhiex rgensler wentionsd ahove.

Toe Cryptanslytis Seection of the Army Intelligence Service
[3IM) msintelined four fixed Intercept stations in Italy, and
a fleld nrganization whose preciBe =trength 1a unienown’. 139
After June, 1943, ezoh field armr probably disposed of ggth a
eryptanalytic party {Xusleo) and intercept fecilities.l
The Cryptansiytic Section of the Raval Intelligence Service
{815} malinirized ssven fixaed laterecept stations in Italy and
its possessloxe. It also controlled 1ntﬁicapt groups located
on the flagehipa of &1l naval socmards,l

Italian cryptanalytlc successes Beam to have been limited.
The Arwmy Cryptanelyile Sestion worked on diplomatie, wmilitary
attache, somrercisi and army systeme.l%2 The Naval Section
concantﬁated its efforts on Britieh H?Eal and Air operational
codes.l%3 Both sectlons were small,l%% trained oryotanalysts
vere &t & premium,l45 and IBY squipmeat was difficult to
procurs. The Aray Cryptanalytic Seetion read the U. S. State
Departmeat "Brown® Cade (through cowpromise)} and solved (or
purchased) asreral ather U, 3. eystems ineluding the Military
Intelligence Code Mo. 11.1456 Agcording to General Gamba, head

LBrp 1517, 1528, 1526 -
9 1517

1%07p 1520, IF 1523

lullF 209

1425 1007

e

144 1p 209

W51 1518

61e 1517, TF 1524
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of the Section, they also read a British diplomatic five-
figure code, and an unenciphered four-rigure, two~ t

British diplomatic code (Foreign Office "R" Code ?), as

vell as French, Turkish ard Rumanian systems.l%? The Raval
Section read British naval tactical codes, the daily-

changing air code enciphering tables, and an unidentified four-
figure "Anglo-American Kaval code™.148 A fowr-figure British
Naval code was read from 1941 until the North African landings
in November, 1042.149

The (Germans held & low opinion of ltalian eryptanalytic
capabllities, and considered thelr cryptographic procedures
1.0 be highly insecure. As & result, good cooperation was never
aghleved. What formal lialison existed, ended with the 1943
Armistice, The Qermans then took over the remnants of the
Italian organization (SID), dissolving it in February, 1944, 150

For a more detalled disgussion of the Italian cryptanalytic
organization see Volume 8.

b. The Hungarian Crxptanalzgic ggan ¥-- The Hungarian
Cryptanalytic Bureau (Section X o neral 3taff-Hungarian
name unknown) was subordinated to the Ministry of Defense. It
had a strength of approximately fifty persons.l5l Its
principal eryptanalytic work was done on Turkish codes and
ciphers, as well as Itallan, Polish and Russian systems. TICOM
recovered approximately 90 code books from the agency, covering
vork on codes f'rom 16 countries.l52 The or zation wvas
evacuated in 1945 to German territory, and later dispersed
into Bungerian collecting caumps.

lzgxp 1518
1% 209, 17 1527
149

IFr 1527
1501p 1527

151 193 p 3
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The Hungerian Bureau was said to have had an excellent
ralationship wiith the German 8Slgrial Intelligence Agency of
the Supreme Command Aruied Forces (0XW/Chi), and the Finnish
oryptanalytis organization.

For further diseussion on the Hungarian Crypianalytic

Agency, sse Volume 8

¢. The Austrian Cryptenalytie Aggnn?-— A small Austrian
Cipher Bureeu (subordination and Austr name unknown) had
been In existence for some years prior to 1934. It had &
stalff of at least five key cryptanalysts, vho worked prinoipally
on Itelian, French, Swiss, Yugoslavy, Spanish, U. 8. and Engliesh
aystems. Before 19354, and during the critical perlod prior te
the annexation its personnel wade a resgular "black market”
exchangs of cxyptanalytiec results with the Signal Intelligence
Agency of the German War Ministry (Relchskriegsministerium)
dealing with Seajor Specislist (ORR)} Fenner and Captain (later
Ma jor and Colonel) Boetzel. After annexation, its principle
cryptanalysts went to vork for various German Signal Intelli-
gence agencies inoluding thc Signel Intelligence Agannzaor the
upreme Command Armed Poreces (OEW/Chi), and Goering's "Research”

Bureau (FA).

d. The Flpnish Cryptanslytlic Agency-- The Finnish Signal
Intelligence Agency (Finnish name uuknown) was subordinated
to the military intelligence crganigation of the Finnish
Qeneral Staff. Of approximately battallon strength, it was _
aubdivided into intercept, cryptanalytic and evaluation unita.l5:

Highly regarded by German oryptanalysts, with vhom
excellent liaison existed, it worked on military, naval and
diplomatic traffic. First priority waas glven to Ruasian traffic,
follcvad by Polish, Swedish and U. S. traffic.l5% They suc-
ceeded in solving the five-figure Russian military code used
at the time of the first Russo-Pinnish wa{. In 1943 they also
solved an unspecified U. 8. Strip cipher.155

See Volume 8 for a further discussion of the Finnish

Cryptanalytic Agency.

1531 106 p3
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e. The Bulgerian Cryptanalytic Agency-- TICOM aources
mike only one reference to Rulgarian cryptanalytic work.
In 1934 the Signal Intelligence Agency of the Suprene
Command Armed Fcrces (OKW/Chi) gave 2 train course to
certain Bulgarien cryptanalytic personnel.l

15. ldaiscn between Gerwan Signal Intelligence Agencies
and other Axis ¢ ytanalytic Agencles,.-- The four rman
I ITTATy OPYDEEﬁEEyEIo Agencles appear to have engaged in
active liaison with allied {Axis) cryptanalytic agencies.
There 18 no evidense {from TICOM scurces} that any foreign
lialson was undertaken by Goering's "Research” Bureau (FA)
or the C tanalytlic Section of the (German Forelgn Office
(Pers Z S). The Signal Iatalligence Agency of the Supreme
Command Armed Forces (OKW/Chli) appears to have had some
primac{ especielly in the fleld of relationships with
Japan. 57

a. Lialson with Japan.-- The Signal Intelligence Agency
of the Raval Aigh Command (OKM/4 SKL III) attempted to give
the Japanese date on the British Naval Cipher No. 3, receiving
in return gsome =trips and settings for the U. 8. Strip Cipher
"DUPYH? 150 fThere was a formal lisison hetween the S8ignal
Intelligence Agency of the Suprems Cogmand Forces {0KW/Chi)
and the Japanese military attache in Berlin. BSome data on
American systemes was given to the Jepanese, but nc intelligence
was exchanged.l59 In January, 1945, a German interservice
cryptanalytic delegation was to bg sent to Japan Ly submarine,
but the plan never materlalized, 160

1561 96, p 5

157, 119, p6; 129, p 6

1581 93, pages 8, 9; I 12, p 19
1591 23, p 3
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b. ILdalson with Italy.--There was little practical crypt-
analytic collabigition vivh the Italians. Gode book groups
vere exchanged. The Germens hadé no ¢ idence In the se-
surity of Iftsllan crgptoEraggéc zystems.102 Liatson was ter-
minated at the sud of 1943,

e, Liaison with o .-~-According to Colonel Kettler
of the 3iznal Inte ence Agency of the Supreme Command Armed

Forces (OKH{EEi), llaison with the Hungarians had existed since
the 1920's. In the spring of 1944 one-eighth of the inter-
cept used by the 3ignal Intelligence Agoncy of the Supreme
Command Armed Forces {QEW/Chi) cemc from Eungarian sources , 165
From April, 1G4%4, until January, 19h5, s EHungsrian 1n§g§cept
sompany was sttached to III/Alr Signmles Regiment 353. The
Hungarian ggency alsc =ent Italian, Rumsnlan and Polish traffic
to tne Signsl Intellipgence Agency of the Supreme Command Armed
Forces (OKw/Chi), who re{gﬁned solution methods on this traffic
to the Huangarlan agenuvy.

é. Iidsison wlth Finland, --The llaison with the Finns on
Russian traffic secums o have been the most satiafactory co-
operation undertaken by the Germans. Detachments of Alr-
force 3lgnsl Intelllga&gg personnel worked with the Pinns at
Mikkell and Sortavala. There were permanently assigned
liaison officers, both Fiunish oand German, at the Finnish 16
agency and the Army Sigacl Intelligence Agency East (HLS/0st),.-069

lﬁlI 21, p 1

igaz 78, p 11
621 21, p 3
1 121, ¢ R

65 o, o ,
1861 130, p 15
1671 2l, p 2

1281 120, p 3
1691 21, p 1, I 116, p 10
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The cooperaicion embraced exchange of intercepted traffic, work
on keys and systems (including noE? usslan systems, such as
an unspecified U. 8. Strip System*’Y)and exchanges of equip-
ment. There is, hovever, some evidence that the Finns did
not prov1d§7ihe Germtans with all the eryptanalytic material
avaliable,*!

@. Llaison with Spain and Bulgaria-- Cryptanalytic
llalscn Letween these two countries and the Germans appeared
to be unimpoitant.

14, Chart izing results of European Axls crypt-
enalysis-~ Chart 1-2 summarlzes the results of the European
Axls cryptanelytic effort against the cryptographlc systems
of pther nations, as learned from TICOM sources, and as
annotated with Army Security Azency material.

For purposes of brevity, the following sbbreviations ’
have been used 1in tlhils chart:

FA- represents Goeringts "Research" Bureau (FA).

- OKH- represents the Signal Intelligence Agency of the
Army High Command (O0KH/GANA), its predecessors
end/or fisld units. ‘

CKL~ represents the Signal Intelligence Agency of the

Alr Force High Command (OKL/LK Abt 350), its
predecessors and/or field units.

CKM- represents the Signal Intelligence ency of the

Navy High Command (OXKM/# SX1./IXII and/or its
field units.
OKW-  represents the Signal Intelligence Agency of the
Supreme Command Armed Forces,.
Fers Z S- represents the Forelgn Office Cryptanalytic
Section (Pers & 3).
SID~ represaents Itallan Defense Intelllgence Lervice
(sID). (see Volume 8, Page 15). :
SIM- represents Italian Army Intelligence Service (SIM)
and/or 1ts field units, .
In many cases, positive system identifications could not be
made. Where doubt existed, the systems were therefore entered
separately. Thus, many systems may have been entered more

than once 1in the chary,

1701 31, »p g
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Volume 1

Tab A

A 27. "Ligt of Docunects Revelved from Hungarian Crypt.

Unit Eggenfslden.” A TICOM Pubnlization.
~ Abwehr.-- Militsry Intelligencs,

Agents Section of Im 7/VI.-- Referat Vauck [Vauck's Section,
nomed for its chief, Fivst Li. Veuck).

Ag WV /Fu (Amtsgruppe ‘:ahrmzohtnschrichtonverbindungen/
Funkueyherwvachung) .-~ Armed Porces Rsdio Monitoring
Seyvice,

Alr Slguel Reglusni.-- [uftuachrichtenregiment (LN Regt).

Amtegirupne thrmacntnacarichtenverb1n&ungen/Funkuebervachung
{Ag “BV/Pa).-- Armed Forces Radio Monitoring Service.

Armed Forces Radio Monltorlng Service.-- Antagruppe Wehrmacht-
nachrichtenvarbindungegﬁFunkueberwachung (Ag WNV/Fu).

~ Aruy Ordnance, Devolopment end Testing Group, Signsal Branch.--
Chef der Heersarusstung und Befehlshaber des Ersatzheeres,
fAutsgrvpps fusr Eantwlelkdung und Pruefung deos Heeres-
vaffenasmts, WaiTenpruefung, Abveilung 7 (Wa Pruef 7).

Army Sigral Intelilpgeuce Reglment,-- Kommiadeur der Nachrleh-
tensufklasrung (KONA).

Boetrel, _ , Col. Chief of Code and Cipher Section of Ger-
men War hinilstry, 1934 - 19Y39. Chiel of the Signal
Intelligence Apaucy of the Army High Command. (OKH/GSNA).

Calef Armzd Forcesa Sigpnay Communlcatlions Group.--Oberkommando
der Wehrmacht/Che? Amtagruppo Wehrmrchunschrichtenver-
bindungan {OKv/Shef Ag WNV).

Chief Signal Officer of the Army.--0Obserkommendo des Heeres/
Chaf des Heorssneciarlchtenvesens (OKBE/Chef HiW).

Chief 8ignal Officera :he Supreme Gommend Armed Forces.--~
Oberkommando der Woarmacht/Maffeufuehrungssteb/Chef der
Wehraachtnachrichtenverbindungen {0XW/WFat/Chef WNV).

Calffrierdlenst des Referats Z 1ln der Personalabtellung des
Auswaertigen fintes (Pers Z Chi).--Foreign 0fflce Crypto-
graphic Section. ’

Chiffrierzieile, Jberkommando der Luftwaffe (Chi-Stelle 0Ob d L). —
2ignsl Intelligzence Agency of the Alr Forcs High Command.

Cni-Stelle Ob 4 L {Chiffrierstelle, Oberbefehlshaber der Luft-
vaffe).--S8igncl Intelligence Agency of the Commander in
Chlief of the Air Forge.

Cryptanslytic Section of the Itelian Army Intelllgence Ser~’

~ vige.~-Servizio Informazionl Militari (SiM).
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Cryptanalytic Section of the Itallan Vavy Intelligence Ser-
vice.--8ervizio Informazioni Speciali (SIS).

CSDIC. Combined Services Detalled Interrogation Center,

D 6. "List of German Cover-names with equivalents and des-
criptions of British cipher aystems worked on by OKM/
4 SKL/III." fTrenslation deccuments T 515 ~ T 520, 4

TICOM document,

D 15. "Translation of ten cryptanalytical reports by OKM/Y4

SKL/III on British Naval systems from folder entitled
"Research Progress 30/11A21/3/45", in T 520,

D 16. Translstion of Annusl Progress Reports by Pers Z S
covering 1927, 1941, 1942, A TICOM publlcation.

D 41. Translation of Cryptanalytic Reports by OKM/3 SKi/III
on British Naval Systems, from Folder entitled "Research
Progress 1/12/43-1/11/44." TICOM 519.

D 54, Translatlon of Eight Pers Z S Reports on Cipher Systems
of Various Countriles.

D 57. "Notes and Minutes of High-Level Meetings held at
OKW/Chi." Tramslation of T 1650. A TICOM publication.

D 59. Notes on Cipher Security and Minutes of Meetings held
at OKW/Chi. _

D 60. Miscellansous Papers from a file of RR Dr. Huettenhain
of OKW/Chi.

D 68. Further Misc, Pepers from & Fille of Huettenhain.

DF 9. Csptured Wehrmacht Sigint Document: Translation of
Activity Report of OKW/Chi for the Period lst January,
1944 to 25th June, 1944.

Doenitz, Karl, Grand Admirsl. Commander in Chief, German
Navy; Reich Chancellor after Hitler's death,

ETOUDA. European Theater of Operations, United States Army.

FA {Porschungsamt).~-Goering's Research Bureau.

Fenner, Wllhelm, Senior Speclallst. Chilef of Division B of
OKW/Chi (cryptanslysis).

Foreign 0fflce Cryptanalytlc Section.~--~Sonderdienst des
Referats Z in der Personalabteilung des Ausvaertigqn
Amtes (Pers Z 8).

Forelgn Office Cryptographlc Sectlon.--Chiffrierdlenst des
Referats Z in der Personalabiellung des Auswaertigen Amtes
(Pers Z Chi).

Forschungsamt (FA).--Goering's Research Bureau.

Fricke, Walther, Techniclan (Lt. Grade), Dr. Chilef of Ssction
IIb of 0KW/Chi {development of German systems).
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Gamba, Vittorio, General. Commander of Italian Cryptanalytic

Section from World War I to Armistice of World War II.

German War Ministry.--Reichskriegsministerium.
Gimmler, s Maj. Gen. Chief of Army Ordnance, Develop.:.‘

and Testing Group, Signal Branch {Wa Pruef T7), 1939-1943%,
Chief Signal Officer to Commander in Chlef West, 1943 -
1945, )Chief of Armed Forces Communlications Group {Chef
Ag WHV).

Geering's Research Bureau.--Porschungsamt (Fa).
Group IV of Division II In the O0ffice of the Chief Air Force

Signsl Officer.--Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV {(0XKL/Gen Nafue II/IV).

Himmler, Heinrich. Relchsfuehrer 35, Minister of Interiopr,

Chlef of German Police.

HLS -0st {Horchleitsielle Ost).--Intercept Control Station

Hast,

Horchleitstelle 0st (HLS Ost).--Intercept Control Station

East.

Huettennain, Erich, Speclalist Dr. Chief cryptanalyst

b
I

26.. "Interrogation of Oblt. Schubert (OKH/Chef HNW/Gen.-

of OKW/Chi from 1937 to end of war. Chief of Group IV
cryptanalytic research); also chief of Sectlon IVd
training).

1. "Pinal Report on TICOM Team 3 on Final Exploitation
on Burgscheldungen." A TICOM publication.

12. "mpranslsticn of the Preliminsry Interrogation of O.R.R.
Tpenow of 4/SKL III/0KM, carrled out at Flensburg on
24-25 May 1945 by TICOM Team 6." A TICOM publication.

15, "Composite Repert on Two Interrogations of Obsrstlt.
Friedrich, Chief of the G.A.F. Sigint Service, 18/5/45
and 9/6/45." A TICOM publicatlon,

19, Report on Interrogation of XONA 1 at Revin France
June 1945, :

21. "Preliminary Interrogation of Oberst tettler, R.R. Dr.
Huettenhain, SAf. Dr. Fricke and Qblt. Schubert (0KH/Chi),
15 June 1945." A T{COM publicetion.

22. ‘"Interrogation of German Cryptogrephers of Pers Z &
Department of the Auswaertiges Amt."” A TICOM publication.

25. "Interrogation of RLM/Forschungsemt Members: Dr. Paetzel
R. R. Fingerhut, R. R. Oden, Dr. Klautsche and Min.,Rat..

oifert, 'ab Schloss Gluecksbirg on 15, 21 June 1945." &

TICOM publication. |

d.NA) on Russian Militaery and Agents' Systems." A TICOM
publication.
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29. '"Third Interrogation of Oberstltn. Friedrich, Chief of
the G. A, F. Signals Intelligence Service.” A TICOM
publication.

31. '"Detailed Interrogations of Dr. Huettenhaln, formerly
head of research section of OKW/Chi, 18th-21st June 1945.°
A TICOM publication.

45. "0KW/Chi Cryptanalytic Research on Enigma, Hagelin and
Cipher Teleprinter Machines."” A TICOM publication.

48. 'Report on Special Interrogetion of Drs. Huettenhain
and Fricke, Oberst Mettlg, and Lt. Morgenroth carried out
on 29th July 1945." A TICOM publication.

54, "Second Interrogation of Pive Members of the RLM/Fors-
chungsamt.” A TICOM publication. _

58. ‘“Interrogation of Dr. Otto Buggisch of OKW/Chi."” A
TICCOM publlcation.

60. '"Further interrogation of 0blt. Schubert of OXH/GANA."
A TICOM publication.

67. “Paper by Dr. Otto Bugglsch of OKH/ In 7/VI and OKW/Chi
on Cryptanalytic Machines.” A TICOM publication.

70. "Paper on the German Siglint Service by (Oberstlin,
Friedrich."” A TICOM publication.

74, "Interrogation Report on Obgefr. Kcller, formerly Aus-
vertestelle 4 and Nachrichten Aufklaerungskompenie 611."
A TICOM publication.

76. "Interrogation Reports on Lehwald, Haupts, Klett and
Lauerbach. Alsc I 76 Supplement (Diagrams)." A TICOM
publication.

78. "Interrogation of Oberstlt. Mettig on the History and
Achievements of OKH/AEA/In 7/VI.

80. "P.0.W. Interrogation Report--Cbgefr. Clement Schuck
Insp. VII/6 (OKH)." A TICOM publication.

8%, '"Further Interrogation of R. R. Dr. Huesttenhain and
Sdf. Dr. Fricke of OKW/Chi." A TICOM publicatiocn,

85. "P.0.W. Interrogatlon Report on Reg. Rat Flicke, Techu,
Insp. Pokojewskl, Stabsintendant Hatz of O0KW/Chi." A
TICOM publicatlon.

89. "Report by Prof. Dr. H. Rohrbach of Pers. Z. 8. on
American Strip Cipher.” A TICOM publication.

g3, '"Detalled Interrogation of Members of OKM 4 SKL III at
Flensburg.” A TICOM publication.

96. "Interrogatlion of Oberstlt, Mettig on the Organization
and Activities of OKW/Chi." A TICOM publication.
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(n\ I 105. '"Interrogatlon Report on Frau ven Nida {Wife of
Mejor Wolfgang von Nida, one-time Depuly Head of OKW/
Chi)." A TICOM publication.
I 106, "Pinal Interrogation Report on the Norway Party
{NAA 11)." A TICOM publication.
I 109. '"Translation of a Report by Lt. Ludwlg of Chl Stelle
Ohd.L. {Ref.B) based on questions set for him at A.D.I.-
(K)." A TICOM publication.
v I 111. '"Further Interrogation of Oberstlt. Mettig of OUKW/Chi
on Isth September 1945." A TICOM publication.
I 113. 'Interrogation of Major Dr. Rudolf Hentze, Head of
Gruppe IV (Cryptansalysis) General der Nachrichtenaufk-
lasrung." A TICOM publication.
I 115. ‘"Purther Interrogation of Oberatlt. Mettig of OKW/Chi
cn the German Wireless Securlty Service (Funkliberwachung).
A TICOM publication.
I 116, "Report of Interrogation of Ltn. Alex Dettmann and
Oberwachtmelster Sergius Samsonow of OKH {Gen.d.NA) at
Qberursel, Germany, during August 1945." A TICOM
publication.
1 120. "Translation of Homework by Obltn, W. Werther, Company
Commander of 7/LN Rgh. 353, written on 12th August 1945
at A.D.I. {(K})." A TICOM publication,.

126. ‘“Homework by Major Feichtner," A TICM publication.

120. '"Homework by Haupimann Herold, 0.C. Ln. Regt. III/353."
A TICOM publicatlion. .

131. "Obstlt. Mettig of 0KW/Chi on WA Pruef 7 and RLM/Fors-
chungsamt.” A TICOM publication.

1%5. "Homework by Lt. Ludwig of Thi-3telle 0Ob.d.L. (Ref.B)."
A TICOM publicatlon.

142. "P/W Barthel's Account of German Work on British,
American, Swedish, and French Machine Ciphers.” A TICOM
publication. '

143, "Report on the Interrogation of Five Leading Germans
at Nueresberg on 27th September 1945." A TICOM publication,

144, '"Further Interrogeticn of Lt. Muentz of 4 SKL III.

146. ‘"Detsiled Interrogation of Members of OKM 4 SKL III
at Flensburg." A TICOM publication.

147, '"Detailed Interrogation of Members of OKM 4 SKL III
at Flensburg." A TICOM publication.

154, ’Interrogation of Uffz. Rudolph Schnelder of In 7/VI."

A TICOM publicsatlon.

H ok
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I 160, "Homework by Sonderfuehreer Kuehn of Gen. D. N. A.
on General Organisatlon and Work of French Referat.”

A TICOM publication.

I 163. "Report on Interrogation of Hptm. Scheidl, Ltn. Senn
and Ltn. Smolin, all of I/LN Rgt. 353 (East), on German
S5igint Activity Ageinst Russian Alr Forces." A TICOM
publicatlion.

I 170. "Report on French and Greek Systems by Oberwachtmeister
Dr. Otto Karl Winkler of OKH/FNAST 4." A TICOM publication.

I 172. "Interrogations of Hegen and Paschke of Pers Z S."

A TICOM publication.

I 193. '"Interrogation of SS Obersturmbahnfuehrer Urban,
Lilaison Officer of RSHA/VI with the Crypto Bureau of
Hungarian General Staff." A TICOM publication.

IF 15. "Pinal Report of TICOM Team 1 on the Exploitation of
Kaufbeuren and the Berchtezgaden area." From TICOM.

IF 40. "Pinal Report of TICOM Team 2." From TICOM.,

I# 51. "Report of TICOM Team 4--visit to Socuthern Germany
and Austria, 1li4th June to 12th July 1945." From TICOM.

IF 101. "Narrative and report of proceedings of TICOM Team
6, 11 April-6 July 1945." From TICOM.

' IF 107. Interrogation of POW Werner K. H. Graupe regarding
German cryptographic organizatlon and solution of allied
codes.

IF 108. Interrogation of Oblt. Arntz. CSDIC (U.X.) SIR 1606,

IF 120. First detalled interrogation repcrt on Thomas Barthel.
CSDIC/CMF/Y L4O.

IF 123. "Consolidated report on information obtalned from the
following: Erdmann, Grubler, Hempel, Karremberg, Schmitz,
Suschowk. C€8SDIC {U.XK.) SIR 1717.

IF 126. ‘"Interrogation report on Kotschy and Boschelnen."
CSDIC (U.XK.) SIR 1335.

IF 132.. "Notes by Huettenhain and Fricke on OKW/Chi and the
German I. S." A TICOM puklication.

IF 165. B38pecial report by Kirby, on TICOM Team 6's relatlon
with ORW/Chi personnel, .

IF 166. Speciel report by Xirby on Sdf. Dr. Fricke.

IF 167. Final report on the visit of TICOM Team 5 to the
Schliersee arsa.

IF 175. Seabourne report, Vol, XIII. "Cryptenalysis withiu
the Luftwaffe 8IS." From Commanding General, 9th Alr [orce.

IF 180. Seabourne Report, Vol. V. "The Chi-Stelle."” From
Commanding General, 9th Alr Force.

(*u
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IF 181L. 3eabourne Report, Vol. VI. "Origins of the Luft~
waffe 5I5 and History of its Opsrations in the West."
Frowm Commanding Genmral, 9th Air Force,

IF 182. 3eabourne Report, Vol., VII. "Technical Operations in
the West." From Commanding General, 9th Air Force.

IF 187. Seahourne Report, Vol., XII. ‘“Pechnical Operations in
the Bast." From Commanding General, 9th Air Force,

IF 188. Four Newspaper Articles. Suxject: Goering's conver-
gations concerning Austrilan Anschliuss., Associsted Press.
4,5,6,7. November 1945,

IF 209. "Itelian Communicatlon Intelligence." Report by
Admiral Maugin wlth U. S. Navy Introduction,

IF 1500. "Itallar Intelligence Service: Report on "Organi-~
zation and Working of the Servizio Informazloni Esercito
(3.1.E.) vwithin the Period 1/11/81--15/6/43." A TICOM
Publication,

IF 1502, "First Detailed Interrogation Report of Guiseppe
Samerughi." CSDIC/CHF/Y 29.

IF 1517. "Pirst Detalled Interrogation of Augusto Bilgi, who
worked In the Cryptographic Section of 3IM before the arm
istice and in SID afterward." CSDIC/CMF/Y &,

IF 1518. "Pirst Detalled Interrogation of Vittorio Gamba,

f'\ director of SIM Cryptographic Section until Armistice."
' CSDIC/CHMF/Y 7. '
IF 1520. "First Detailed Interrogation of Guido Emer."
CSDIC/CMF/Y 10.
IF 1523, "Flrat Detsiled Interrogation of Glovanni Gramola,
pertaining to Turkish, French, British, and USA traffic."
CSBIC (MAIN)/Y 24,
IF 1524, "Pirst Detailed Interrogation Report on Three SID
Cryptographers: de Witt, Biagl, Carlini." CSDIC/CMR/Y .
IF 1526, '"Gecond Petailed Interrogation Report on Five Italian
31 Cryptographers: de Witt, Blagi, wlienl, Carlini, and
Barbagslle." CSDIC/CMF/Y 35. ’
IF 1527, "Firat Detailed Interrogation Report of Alberto
Barbagello, Italjian Naval Cryptographer," CSDIC/CMF/Y 34.

In 7/IV {Inspektion 7/IV).-~Signal Security Agency of th Army
High Command,

In 7/VI. {Oberkommandc des Heeres, Inspektion 7/VI).--

. Inspectorate 7/VI,

Inaspectorate T7/VI.-~Oberkommando des Heeres, Inapektion T/AI
(OKH/In 7/VI, or simply In 7/VI). A predecessor of the
Signal Intelligence Agency of the Army High Command
(OXH/GANA) .

- Inspektion 7/IV (In T7/IV).--Signal Security Agency of the Army
High Command.
»(’\ Intercept Control Station East.-- Horchleitsteolle Ost (HLS Ost)--
A predecessor of the Signal Intelligence fgency of the Army
High Command {OK}/GANA).
Iitalian Afir Force Intelligence Service.--Servizio Informazioni
Aeronautica (SIA). w7 ,



DOCID: 3560881lberense Intelligence Service.--Servizio Informazioni
Difesa (SID).
Jodl, Alifred, General. Chief of Operations Staff, Armedi
t—\ . High Command {Chef OKW/Ia).
: Keltel, VWilhelm, Field Marshal. Chlef of Armed Forces High
Command {(Chef OKW).

Kettler, Hugo, Col. Chief of OKW/Chi 1943-1945,

- Kommendeur der Nachrichtengufklaerung (XONA),--Army Signal
Intelligence Reglment.

KONA (Kommandeur der Nachrichtenaufklaerung),--Army Signal
Intelligence Regiment.

Krauss, , Admiral. Chief of OKM/U SKL/III.

LN Regt (Luf tnachvichtenregimentg .==Alr Signal Regiment.

Luftnachrichtenregiment (LN Regt).--Air Signeal Regiment.

Meteorologlcal Intercept Control.--Wetternachrichtenueber-
wachung (WENUEB).

Mettig, Lt. Col. Second 1n command of OKW/Chi, Dec:

' 1683°19 ﬁS Chief of Division a (cryptography). .

Military Intelligence.--Abwehr.

Narodni Kommissariat Vautrinikh Del (NKVD).--Peoples' Commis-
sariat for Internsl Affairs. A Russian secret police
organization.

NKVD (Narodni Kommisserist Vnutrinikh Del).--People's Com-
missariat for Internal Affairs. A Russian secret police

/ organization.

Oberkommandc des Heeres/Chef des Heeresnachrichtenvesens
(OKE/Chef HNW.--Chief Signel Officer of the Army.

Oberkommando des Heeres/General der Nachrichten Aufklaerung
(OKH/GANA) . ~=Signal Intelligence Agency of the Army Figh

Commang.
C—\ Oberkommando des’ Heeres/lnspektion 7/v1 (OKH/In 7/VI).--Ins-
pectorate T7/VI of the Army High Command.
Oberkommando der Luftwaffe/Generalnachrichtenfuehrer 11,
Gruppe IV (OKL/Gen Nafue II/IV).--Group IV of Division II
in the office of the Chief Air Force Signal O0fficer.
Oberkommando der Luftwaffe/Luftnachrichtenabtellung 350
c (OXL/ILN Abt 350).--Signal Intelligence Agency of the
Air Force High Command.
Oberkommando der Marine/l Seekrlegsleitung ITI (OKM/4 SKL III).~-
Signsl Intelligence Agency of the Navy High Command.
Oberkommanda der Wehrmgcht/Chef Amtsgruppe Wehrmachtnachrich-
tenverbindungen (O0KW/Chef Ag WNV}. -—Chief, Armed Forces
Signal Communications Group.

Forces
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Oberkommsndo der Wehrmacht/Chiffrierabteilung {OKW/Chi).--
Signal Intelligence Agency of the Supreme Command Armed

orces.

Oberkommando der Wehrmacht/Waffenfuehrungsstas/Chef der
Wehrmachtnachrichtenverbindungen (OEKW/WFSt/Chef WNV).--
Chlef Bignal Officer of the Supreme Command Armed Forces.

Oberkommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
gunkueberwachung III (OKW/WNV/Fu III).--Radio Defense

Orps L

OKH/Chef HNW (Obeirkommando des Heeres/Chef des Heeresnachiich-
tenwedens).--Chief Signael 0fficer of the Army.

OKH/GANA {Oberkommando des Heeres/General der Nachrichten
Aufklaserung).--Signal Intelligence Agency of the Army
High Command.

OKH/In 7/VI (Oberkommando des Heeres/Inspektion T7/VI).--
inspectorate 7/VI of the Army Hlgh Command.

OKL/Gen Nafue 1I/IV {Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV).--Group IV of Division
II in the Qffice of the Chief Air Force S1gnal Off'lcer.

OKL/LN Abt 350 {Oberkommando der Luftwaffe/Luftnachrichten-
abteilung 350).--Signal Intelligence Agency of the Air
Force Hi Command .

OXM/4 SKL II (Oberkommando der Marine/I Seekriegsleitung II).--
3lgnal Security Agency of the Navy High Command.

OKM/4 SKL III (Overkommando der Marine/4 Seekrilegsleiltung III).--
Signal Intelligence Agency of the Navy High Conmand. ,

OKW/Chef Ag WNIV (Oberkommando der Wehrmacht/Chef Amtsgruppe
Wehrmachtnachrichtenverbindungen).--Chief, Armed Forces
Signal Communications Group.

OKW/Chi (Oberkommandc der Wehrmacht/Chiffriersbteilung).--

The Signal Intelligence Agency of the Supreme Command
Armed Forces.

OKW/WPSt/Chef WRV (Oberkommando der Wehrmacht/Waffenfuehrungs-
stab/Chef der Wehrmachtnachrichtenverbindungen).~-~Chief
Signal Officer of the Supreme Command Armed Forces,

CKW/WNV/Fu 1III (Oberkommando der Wehrmacht/Wehrmachtnach-
richtenverbindungen/Funkueberwachung III).--Radio Defense
Corps.

People's Commissariet for Internal Affelrs.--Narodni Kommis-
sariat Vnutrinikh Del (NKVD). A Russlan secret police
organization. '

Pers Z Chi (Chiffrierdienst des Referats Z in der Personal-
abtelilung des Auswaertigen Amtes).--Forelgn Office
Cryptographic Section.
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Pers Z 5 (Sonderdienst des Referats 7 in der Personalabtel-

lung des Ausvaertigen Amtes).--Foreign Office Crypt-
, &nalytie Section.

Praun, Albert, Maj. Gen., Succeaded Fellglebel as Chief
Signal Officer of Armed Forces, 1944,

Radlo Defense Corps of the Supreme Commend Armed Forces,--
Obervommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
Punkuebervachung III {(OKW/WNV/Fu III).

Referat Vauck {Vsauck's Section, named for 1ts chief, First
Lt, Vauck).--Agents Section of In 7/VI.

Releh Defense Ministry.--Reilchawehrministerium.

Relch Main Security Office.--Reichsicherheltshauptamt (RSHA).

Reichsicherheitshauptamt (RSHA).--Reich Main Security 0ffice.

Relchskriegsministerium,--German Wear Minlstry.

Relchswehrministerium.-~ Relch Defense Ministry.

von Ribbentrop, Jeachim. German Ferelgn Minister,

Rommel, Erwin, Fleid Mzrshall. Commander of the Panzer Army
of Africa in 1642,

- RSHA (Reichsicherheltshauptamt).--Relch Main Security Office.

Servizio informazioni Acronautica (SIA),--Italian Alr Force
Intelligence Service.

Servizio Informazioni Difesa (SID).--Italian Defense Intelli-
genece ‘Service.

Servizio I[nformazioni Militarl (SIM).-~Cryptanalytic Section
of the Italian Army Intelligence Service.

Servizio Informazioni Speclalil (SIS).--Cryptanalytlc Sectlon
of the Italin Navy Intelligence Service.

Schubert, , 13t Lt, Cryptanalyst vith the Signal Intelli-
gence Agency of the Army High Command. {OKH/GANA).

SIA (Servizio Informazionl Aeronautica).--Italian Alpr Force
Intelligence Service.

SID (Servizio Informezlioni Difesa).--Italian Defense Intelli-
gence Service.

Signal Intelligence Agency of thes Air Force High Command, -~
Uberkommando der Luftwaffe/Luftnachrichtenabtellung 350
(OKL/LN Abt 350).

Signal Intelligence Agency of the Army Hlgh Command.--Oberkom-
mando des Heeres/General der Nachrichten Aufklaerung
{OKH/GANA) .

Signal Intelligence Agency of the Communder in Chlef of the
Alr Force.--Chiffrierstelle, Oberbefehlshaber der Lufg-

waffe {Chi~-Stelle Cb 4 L).
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Signal Intelligence Agenci of the Nevy High Command.--Ober-
kommando der Marine/# Seekriegsleitung III (OKM/4 SKL III).

Slgnal Intelligence Agency of the Supreme Command Armed Forces.--
Overkommando der Wehrmacht/Chiffrierabteilung {(OKW/Chi).

Signal Security Agency of the Army High Command.--Inspektion
7/ (In 7/1¥).

S1gnal Securlty Agency of the Navy High Command.~-Oberkommando
der Marine/4 Seekriegsleitung II (0KM/4 SKL/II).

SIM (Servizio Informazioni Militari}.--Cryptensalytic Section
of the Itallan Army Intelligence Service.

SIS (Servizio Informszioni Speciali).--Cryptanalytic Sectilon
of the Italian Kavy Intelligence Service.

Sonderdienat des Referats Z in der Personalabtellung des
Auswaertigen Amtes (Pers 2 35).--Foreign 0fflce Crypt- -
anslytic Bection.

T 517. Stand der Arbelten (Report of work done on British
and American Naval Ciphers).

T 240, T)lOO Serle 1726 (Recovered letter-filgure Substitution
Code).

T 2038. Berichte der Gruppen Polen, Finnlend, Lltaen, Lettland,
Tscheckoslovakel, Jugoslawien, Bulgsrien.

Terget Intelligence Committee {TICOM). A joint combined
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