NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

5 April 2012
MEMORANDUM FOR THE CHAIRMAN., INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIECT: (U/F640) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/A0H6) Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 31 December 2011 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order
12333, as amended.

(U//Fe8) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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PATRICK J. REYNOLDS
Acting General Counsel

(U/FEH6) | concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report.

KEITH B. ALEXANDER
General, U. S. Army
Director, NSA/Chief, CSS

Encl;
Quarterly Report
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[. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

I.LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

[LA.11 (U) Unintentional Targeting or Database Queries against US Persons (USPs)
or Foreign Persons in the United States

~SHSHREFO-HSATVEY NSA’S pi'ini"aly tasking tools for (E)(;,) oL 86.35
telephone and Internet selectors| I e ———— (b)(3)-P.L. 86-
I I i S t==P.L. 86-36

(b) (3)-50 USC 3024 (i)
(U/AeB6 5 During the fourth quarter of calendar year 2011 (CY2011), signals

intelligence (SIGINT) analysts in[_]instances inadvertently targeted communications to. from.

or about USPs while pursuing foreign intelligence tasking. Unless otherwise specified. all

intercepts, query results, and reports have been deleted or destroyed as required by United States

SIGINT Directive SP0018.

(b) (3)-P.L. 86-36
ILA.1.a. (U) Tasking Errors

—S5SREH S |NSA analysts

learned that tasked selectors] |belleved to be associated with valid foreign

intelligence targets| | The

errors occurred because the analysts did not | |

| | The selectors were detasked| T

respectively . T %; _P.L. 86-36
“SHSHREEFO-HSAVEY) | it was dlscoveled that an NSA

analyst had tasked a selector that had been associated with a USP| | The

targeting error occurred|

| =S . |The
analyst detasked the selector on | |'and no collection occurred.

—(SHSHREEFOBSA—FVED | | an NSA analyst discovered that a
selector -associated with a USP had been erroneously tasked. The error occurred because the
targeting analyst overlooked information about the target’s USP status during the tasking process

| | The selector was detaskecl| |and no collection occurred.
—(—S%#SH&EEHG—HSA—F%‘E&‘H lin NSA analyst discovered that.
because of a software. ellorj |and
(b) (1) oy (1)
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36 _ o X
(b) (3)-50 USC 3024 (i) Derived From: NSA/CSSM 1-32

Dated: 20070108
Declassify On: 20320108
—TFOP-SECREFSHANOFORN—
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(k) (3)-P.L. 86-36 —FOR-SECREFHSHANOFORN—
(b) (3) -50 ‘USC 3024 (1)

targetiﬁg' of'a USP had continued one day beyond the period authorized by a consensual

agreement. The analyst detasked the selectors|] | (b)) (1
LA m—— : (b)(3)—P L. 86-36

[aUS Iocatlon was erroneously

. targeted and collection occurred for| : |
1 | All collection has been purged.
5SRO AT | |after aforeign intelligence target

was confirmed to be a USP, NSA analysts detasked all the target’s telephone and e-mail
selectors. However, another analyst, who was absent from the office when the target’s USP

status was confirmed, | |retasked the e-mail selector. Upon
realizing the mistake, the second analyst detasked the selector and deleted all queries and query
results.

SHSHREFO-HUSAEVENS ~lan NSA analyst learned that a
selector associated with a USP was erroneously tasked| - Hetasked

| | when the analyst became aware of the target’s USP status. No
collection occurred. The analyst was counseled to research selectors before tasking them.

Q “b) (1) (b1(1)

.LA.1.b. (U) Database Queries _ _ (b} (3)-P.L. 86-36

(U) (b) (3)-P.L. 86-36 (b)(3)=50 USC 3024 (i)
~SHREEFOHSATFVEYT| 1

—SHREEFOESATVEY On[_Joccasions during this quarter, analysts pert:)lmecl

overly broad or poorly constructed database queries that potentially targeted and/or returned:
information about USPs. These queries used | | |
[ produced
imprecise results. OnDOf those occasions, the queries returned results from the database. The
query results were deleted. and no reports were issued.Analysts who per formecl these queries
were counseled by their management. ) (1)
(b) (3)-P.L. 86-36

(U) Procedural and other errors contributed to the following incidents.

1 (UFeEe| | NSA analysts performed I:lqueries in

raw traffic databases without first performing the required research on the selectors.

queries returned results, which were deleted or aged off; no reports were issued. “b) (3)-P.L. 86-36
I 1S7SHREETOOSA—FvED| | an analyst discovered| |

| [a selector that had been detasked | '

because of thg the United States. The analyst responsible t0| the

[had been attending training and was unaware ot|
All non- comphant tlaftlc ‘was ‘purged.-and no 1ep0r’rmU occurred. To prevent future

by (1)

(b) (1) (b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 —FoP-SEERETFASHFANOFORN (b) (3)-50 USC 3024 (i)
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TOP SECRETHSHANOFORN— S e tons
(b) (3)-50 UsSC 3024 (1)

incidents, analysts have been instructed| o Ibefore extended
periods of absence.

1 <SHSHREEFOUSATFVEY| | an NSA database auditor noticed that an
analyst had queried | ' [in a raw traffic database. The
analyst had mistakenly thought 1t would be acceptable to research | |because

| | The analyst was counseled that this is not
permitted under SIGINT policies governing raw traffic because the foreign target was not the
[ | 'No results were returned by the query.

0 —tSert‘fREHG—HS?rF’v‘E‘l‘)'Olijoccasi01ls between| |
NSA analysts performed queries in the same raw traffic database using their personal
identifiers or the identifier of another analyst. The analysts were counseled and provided a
refresher on the use of the database. No results were réturnecl by the queries.

I S#SHREETFO ATV | an analyst performed a query in raw

traffic databases using selectors believed to be associated with a f01e1frn intelligence target.
The analyst later learned that the target held US citizenship. All query results were deleted

“(b) (1)
e (b) (3)-P.L. 86-36
D ASHSHREETFOUSERVE |an NSA analyst perfmmed a query using
the selectors of[ |foreign intelligence targets known to be in the United States. The
analyst deleted the results| |-and was counseled about procedures and
policies regarding targeting foreign persons in the United States.
0 —SSHREETOUSATFYEY) | | an NSA database auditor discovered that
an analyst had mistakenly queried _
in a raw traffic database| |- The error occurred because the analyst. despite
[ | did not realize that the e-mail
addresses were US addresses. J— “(b) (1)
(b) (3)-P.L. 86-36
0 —(-S#S-]#]SEE-L—'FG-U-SA—F%LEﬁL)-l L 3 | d'iiiihn a routine database audit. an NSA
database auditor discovered that-an analyst had pertormed aquery| |
[ The error occurred because the analyst had | |
| Upon-realizing the mistake. the analyst immediately. c?]folsed turther
queries. (b) (3)-P.L. 86-36
' (b) (3)-50 USC 3024 (i)
0 SHASHREEHSATVED an analyst ran a query against selectors
associated with a USP because the analyst did not know that the target was a USP. The
analyst deleted the query results| |
1 SHSHREEFO-USAEYS | | an NSA analyst queried the selector
for a foreign intelligence target| ]

No results were returned by the query.

(b) (l)

{b) (3})-P.L. 86-36

(b) (3)-18 UsC 798

{b) (3)-50 USC 3024 (1)

—TFOP-SECREFSHNOEORN ——

~
J
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. - (b)(3) P.L. 86-36
T ASSERAEO SRS | |-an analyst 111adve11ently ran a querv

in a raw traffic database on selectors associated with a target while he was in the United
States. The selectors associated with the target had been detasked in early | |11_1

- [The query and results were
deleted, and no reports were issued. The team was reminded about the unportance ot sharing

| | - “ b))
- (b)(3)-P.L. 86-36

0 S/SHREEFOHSA—FVEYH | ananalyst mistakenly| B)E)-50 PSC 3024()
| [a query performed in a raw traffic database. The

query did not return any results. The analyst was advised to verify all search terms before

copying them.

0 —tS#SHREETOUSATFVYET | an analyst performed in a raw traffic (0)(1)
database a query that included dates during which the taloet had been-inthe- United States. (P)(3)-P.L.86-36

Although the analyst| o Ithe United States. he
| | The query 1etumed results that did not |equne(b 1)
deletion because they had been collected incidentally . No reports were issued. (b)(3) P.L. 86-36
S-SR S Jan analyst discovered that a selector
that had been detasked| Ilhe
United States| in a raw
traffic database. To prevent future errors. | _ R ""‘."'I
I [ e L 638
(b)(3)-50 USC 3024(i)
0 ~SUSHREL-TO-HSA—FNEYH | an NSA- analyst dlscovel ed that another
analystl [selecwls associated with atarget visiting
the United. States| ~ | The analyst had detasked the selectors
................... I'I kl I
(b)(3)- p.L 86:38[ . the query results were deleted. and the analyst was reminded | |
= | No 1ep0115 wereissued..

0 -(-S#S-HRE—HG—H—SA—F#E—\LH _ [an analyst béff’oﬁned-' |]ueries

- | The
nlcldem occurred because the analyst was not aware that thel .
] | The analyst deleted the results returned by thel lqueries | |
I | The analyst was advised to [before
querying a raw traffic database.

0 —(-S»‘-/-S-]-H-EEHE-)—U-S#F—V‘E"I‘H' [two SIGINT analysts performed queries
in the same raw traffic database using the selectors of valid foreign intelligence targets while
the targets were in the United States. The errors “occurred because | ]

| Jwhen the targets were in the United States| |All query
results have been deleted. Analysts have been advised|
T (b)(1)
(b)(1) (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024())
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FOP-SEEREFHSHAYOFORN- ()(3)-P.L. 86-36 b))
o (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(j)

0 A(SUSHREL-TO-USA—F o | an analyst discovered that a query
against a target whol the United States| | |

| The analyst suspended the query and deleted the results|
[ | The analyst was reminded to exercise caution when| and
to ensure that all relevant queries are stopped at the appropriate time.

0 TSﬂS‘l?‘TKE‘IT‘Pﬁ'U&%—F*‘E‘H-l [an analyst performed a query ina raw

traffic database using the selectors for a target. even though the analyst was aware that the
target was in the United States. The analyst deleted all |esults|

(b))
I.LA.1.c. (U) Detasking Delays o (b)(3)-P.L. 86-36
5RO S A Y ~Jan analvst touncl that|:|select0rs
thought to have been detasked | o |aﬁe1 it was learned that the targ USP had
remained on task. | . INSA management learned thatl had
revented the selectors from being detasked when the initial request was made. | |
NSA management received confirmation that the selectors had been plopelly detashﬁ%
NO repons were 1ssued : (b)(3) -P.L. 86-36
b))~ ' =50 USC 3024(j)
(b)(3) PL. 86 36 S A o | an analyst discovered that
' | hssocmted w1th a talbet remained on task when the target entered the United States
| | The analyst knew| |the United States and
' | The
immediately detasked them. | | No collection occurred. and no

reports were issued. The analyst was advised to]

—SHSHRE—FO-HSA—FE | an NSA analyst discovered that a

[ |elec101 associated with a foreign intelligence target remained on task after the
target had arrived in the United States. Although collection had been suspended 01;';' other
selectors| |th-e-;United States. this selector had been mistakenly

I B I

| The analyst conected the
o -~} Collection ‘was. suspended on the
[ No-collection OCCLll‘led ‘and no transcupts or.reports

b))
(b)(3)-P.L. 86-36

based on the selector were 1ssued.

LSUSHREFO-HSA—HSS | _ R 1 an analyst dlscovel ed that a

selector associated with a target] |the United States between[
| had not been detasked. The selector was included| (b))
| The (b)(3)-P.L. 86-36
selector was subsequently detasked | [ (£)(3)-50 USC 3024()
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o)) —HOR R OO — e (B)(3)-P.L. 86-36
(b)(3)- -P. L 86- 36 _ e ' (b)(3)-50 USC 3024(i)
-(-S#S-H&EHG—HS—A—F—VE’HI | while reviewing results from a
query. an analyst discovered that an| |

| The target office had received several notices]

| No collection occurred. To prevent future incidents. the target office will
suspend collection when notice is received |

United States. e ()(T)
...... e (b)(3)-P L. 86-36

O — | -
OGP LEs3e. —FvEeal Jan analyst dlscoveled that a Se%@r;g ng 28240)
fora tartret remained ontasl\ whlle the taloet was in the Umted States during-

2011 [ — | -
[ | The alizilyst did not-detask the selectors unfil No reports were 1ssued.
Management counseled the anal'yst| |t0 prevent similar
incidents.
tSHSHRFFOHSA— A | | an NSA analyst discovered that
another analyst had failed to detask| |

electors were detasked | | and no |ep'0|t's were |ssued [ : ".?(b)(1)
(b)(3)-P.L. 86-36

SRS A | an analyst dlscovel ed that althouﬂh

The detask delay was
atiributed to the analyst s absence from {he oifice] L The analyst
detasked the| [and no reports were issued.
LA2 (U)
TS REEFOHSA—FVEY

(b)(1)

O)3)-PL. 86-36
LA.3 (U) Data-Handling Errors (b)(3)-18 USC 798

(b)(3)-50 USC 3024(j)
—SHSHREEFOHSAFYEY| | after learning that a tasked selector
was associated with a USP, an _allaljfst'l etasked the selector. The analyst
found[____Je-mails that contained informarion based on fhe target’s communications. The
analyst recalled the e-mails and remove the information from all databases.

| | an analyst discovered that
ummmmlzed US telephone numbels had been mistakenly disseminated in an e-mail to an
. | = | The analyst attempted to

Eol

(b)(1)
(b)(3)-P.L. 86-36 —FOR-SECREFHSHNOFORN—



DOCID: 4165279

recall the message and sent a separate e-mail asking the external-customer to destroy the ®)

original message. | the analyst confirmed that the customer had destroye((.lb )3)-P.L. 86-36
the original message. The analyst was counseled regarding the importance of checking e-mail

distributions before sending any e-mail containing USP information.

I.B. (U) Dissemination of US Identities

—(SHREE-FOBSA—FVEYS The NSA/CSS enterprise issued[____ |SIGINT product
reports during the fourth quarter of CY2011. In those reﬁorts_ SIGINT analysts included

information that identified USPs or US entities on occasions while pursuing foreign
intelligence tasking. The majority of the US entities’ names were those of Internet service
providers in e-mail selectors. In[ |SIGINT products. disseminations were found to be
improper. and the reports were canceled as NSA/CSS| |analysts learned
of USPs. US organizations. or US entities named without authorization. All data.in the canceled
reports was deleted as required. and the reports were not relssued or were 1elssued with proper
minimization. -

C. (U) Foreign Intelligence Surveillance Act (FISA) A
[.C.1. (U) NSAICSS Title | FISA e gggg;-PL 5615

[.C.1.a. (U) Detasking Delays

—SHSHATFH | an NSA analyst discovered that the selector associated

with a target authorized under a Foreign Intelligence Sur‘velllance Court (FISC) Order remained
on task | - | Although the target

analyst had been aware of the information regarding the target’s|
and had entered this information in a database, the analyst did not|

| [and remove the selector from the FISA renewal application. The
selector was detasked| “~_ |and all intercept collected aﬁerb has been

purged. The analyst has been reminded that appropriate actions must be taken when a selector 1s
no longer authorized for FISA electronic surveillance. -

~+S5SNF | | an NSA analyst discovered- that selectors associated
with FISC-authorized targets remained on task | /

[ The séléc‘:to..r ) :_WQI‘@."detaSkQa
[ and all noncompliant collection has bee‘n“‘purded;‘ """""" : “(b)(1)
(b)(3)-P.L. 86-36

SHSHA | | an NSA analyst leal necl thatan e- mall selector
associated with a FISC -authorized target remamed tasked | :
| i | Although
NSA analysts were aware of the targ'et’sl | selectors remained on task
until | | ‘No collection occurred from |

—5HSHANE | | an NSA analyst discovered thatl_l e-mail selectors
associated with a FISC -authorized target remained tasl\edl |
|Inf01manon about the target ’s| |
. Jwvas available to the analyst however, the analyst mlsplacecl the mformatlon and

FOR-SE 7 (b)(3)-P.L. 86-36
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did not submit a detask request until | | Collection between I:l
[ | has been marked for purging.
1.C.2. {SHSHREEFO-HSA—FVEY] lFIsa o)1)
-  (D@E)PL 8636
I.C.2.a (U) Data-Handling Errors A (b)(3)‘50 USC 3024()

~SHSHRFFOBSA—FVE] [an NSA office was notlﬁed that

data was sent to a server that was not authorized to hold| |FISA data. A developel
updated the processing scripts to delete the records-that had been received and purged the results
from the server. ]

o)1)

.C.2.b (U) Unauthorized Access (B}E)-P.L. 86-36

SHSHANTY e durmg a random database check, it was discovered that
three NSA analysts were- granted access o __IFISA datal |without having
the appropriate training. Tt was later discovered| |that on multiple occasions
since a total of nine NSA analysts had been granted access to] |FISA data without

having the appropriate training. All 12 analysts had their FISA access revoked onI
Database administrators have been provided training on verifying completion of training

requirements before granting database access.

|.C.3. TS/ StNFrBusiness Records (BR) Order

(U) Nothing to report.

[.C.4. (FSHSHANR-Pen Register/Trap and Trace (PR/TT) Order
FSHSHAFTThe PR/TT Order was terminated on 9 December 201 1.

[.C.5. (U) FISA Amendments Act (FAA) (b)3)-PL. 86-36

[.C.5.a. (U) Section 702 '

(U/A0E8) As previously reported, NSA/CSS has imp_lem'ehted a new process to ensure
the purging of FAA §702 collection that is required to be purged from NSA/CSS databases. A

|t0 effect the purge.
|t0 1dent1fy noncompliant data that should be purged.
All collection that has been marked for purging will be purged.

[.C.5.a.i. (U) Unauthorized Targeting e %ggm -

SHSHREFO-HSA TV [ an NSA analyst discovered thar|:|

selectors associated with a target had been improperly tasked under FAA §702 authority because

targeting procedures_were not followed. The selectors were detasked | ] and
data collected from has been marked for purging. No reports were issued.
—TOR SECREFHSHNROFORN—
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—FOP-SECREFHSHANOTFORN e (b)(3)-P.L. 86-36
e (b)(3)-50 USC 3024(j)

S-SR AR | areview of FAA §702 tasked _
selectors revealed that an NSA analyst improperly targeted |
[ | The analyst was unaware ofthe restrictions on tasking
[ | The select01 was detasked| -

| an NSA analyst discovered that the
user of a tasked selector bel1eved to be associated with a foreign intelligence target was not the
intended target and was in the United States. The analyst emergency detasked the selector I

..................................

| | Noncompliant collection has been marked for purging. (b)(1)
(b)(3)-P.L. 86-36

S-S REEFOES AT Jran NSA analyst discovered that a.

selector had been tasked when the tawet was in-the Umted States. The analyst| |_

'(b)(ll The selector was emergency detasked on| | and noncompliant collection

Eglgl 1P8Lug% been marked for purging. No reports were issued. Eggl-P | 86.36
(b)(3)-50 USC 3024(i) . . )3 .50 USC 3024(i)
RS | |-d_ur1ng areview of new FASE 5')02
tasking changes. it was discovered that a selector had been erroneouslv approved for tasking.
The FAA §702 tasking |_| |
The selector was detask ed “and all noncomphant FAA §702 data collected
| [ has been marked for purging . | |
additional_selectors were discovered to have been erroneously approved for tasl\m<I and were

detask edl - All-non-compliant. traffic has been marked for plll“lll“ and no

reports were issued. ) . “(b)(1)
: (b)(3)-P.L. 86-36

SHASHREETFOHSATFVYEYY an NSA analvst discovered that a

tasked selector was associated with a USP.| |

The analyst detasked all the target’s selectors| Jand all
noncompliant FAA §702 collection has been marked for purging.

|an NSA analyst discovered that
electors associated w1th a foreign_intelligence target had remained on task while the target
was in the United States. The analyst| |
| | however. because of a miscommunication, the analyst did not detask
the selectorsj | The. selectors Were emergency
detasked on| | Noncompliant data. collected troml —— |has

been marked for purging. o o)1)
(b)(3)-P.L. 86-36
(SHSHREEFO-ESATFVEY| |it was discovered that a selector
for a target had remained on task during the time the target was in the United States. |
| | The sel ector was
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024())
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FOP-SEEREFASHAROFORN
detasked | |-and all noncompliant "Cr)lle'é't1011"'llas"b'EeIi"i'llai'l(éd fdi piifnniﬁ" B)
No reports were issued. ' : (b)(3)-P.L. 86-36
SRS - |
[ [ NSA analysts tasked selectors for| |f01e10n 111telhlrence targets without

performing research on the targets’ cmzenshlp I:lresearch revealed that the targets
were US citizens located in the United States. The selectors were emergency detasked:l

| | “All noncompliant collection has been purged. )
) _ oY) (b)(3)-P.L. 86-36
.C.5.a.ii. (U) Tasking Errors (b)(3)'-P;L.__86-36 (b)(3)-18 USC 798
L (b)(3)-50 USC 3024(i)
R | - | an NSA analyst learned that a

selector for a valid foreign intelligence target had been tasl\ed using outdated information that
the target was located outside the United States. The information predated the earlier detasking

of the selector] e, | The analyst had
forgotten that the selector had been detasked. The selector was detasked again | |
I__Lland data collected | |has been marked f01 purfrinﬂr
. (b))
“SHSHREFETFOHSATVEY an NSA analyst dlscovered thdP}3)-P-L. 86-36

selector had been tasked incorrectly [ (0](3)-50 USC 3024(i)

and tasked a valid selector that was not associated with the target. The selector was
originally approved for tasking { |
| The selector was detasked | | Noncompliant data collected
"~ |has been marked for purging,

(b)(1) o
(b)(3)-P.L. 86- 36 "('S#S'H?‘R'EHG-H'S’&—F*LE-'Hl |an NSA analyst learned that a selector
for a valid foreign intelligence target had been tasked incorrectly. because| |
T ] The analyst detasked the selector] | No collection occurred.
%gg gOLUg%336024(,) Y| | an NSA analyst discovered that a
tasked selector was associated with a USP. |
[ | the analyst had missed this- informatiot T}i'é”(b)m
selector was detasked| |am:| collection has been marked f01 purging. No (b)(3)-P.L. 86-36

reports were issued.

-(-Sf/-S-h‘/-FkE-HFG—H-S#F—VEﬁ‘}l |a11 NSA analyst discovered that an e-

mail account believed to be associated with a foreign intelligence target[ |
| The error occurred because the analyst did not perform sufficient research on
the selector before tasking it. The selector was detasked | | and noncompliant -

data has been marked for purging. No reports were issued.

—SSHREFEFOESATFYEYY an NSA analyst improperly tasked a
selector for a foreign intelligence target without providing sufficient information to indicate that
the target was located outside the United States. Because the selector was detasked on the same

day it was approved for tasking. no collection or reporting occurred.

®))
(b)(3)-P.L. 86-36

—FOP-SECREFHSHANOFORN— (b)(3)-18 USC 798
10 (b)(3)-50 USC 3024(i)
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—SHSHREEFO-HSA—FVEYY On two occasions| NSA analysts
discovered that selectors for two foreign intelligence targets had been tasked incorrectly because
of typographical errors. The incorrect selectors were emergency cletaskedl |
and no collection occurred.

[.C.5.a.iii. (U) Database Queries

SRS | an NSA analyst, using aIZlFlSC
Court Order-approved selector associated with a USP i lmpropel ly-performed a query in a raw
traffic database containing FAA §702 data. After viewing the query results, the analyst learned
that the target’s selector had been misidentified in analytic files as being associated with a
foreign target located outside the United States. The analyst was advised to research’ selectors
before querying a raw traffic database.

o))

T (b)(3)-P.L. 86-36
~(SHSHAREEFOHSAFVET) | wsA analysts pertormed

overly broad queries that returned more data than expectecl The analyst used broad query terms
without |nclud1ng|a:|to limit the query. The analysts deleted the query results. and no

reports were issued.

—SHSHREFOES AV = |NSA analysts queried a raw traffic

database using selectors associated with-a USP. The analysts did not conduct the required
research on the selectors bet0|_e_.query|ng the database. They received counseling and
instructions on conducting-the appropriate research on the selectors. Query results were deleted

s R e [an NSA database auditor

discovered that an analyst had queried a selector that wag | The analyst

had made a typographical error. The query was stopped. and the query results. were deleted No
reports were issued. '

I.C.5.a.iv. (U)Detasking Delays e b)gg;-P‘L. .

—SHSHREETFOHSATVEY| ' NSA analyst initiated 2 non-

emergency detasking of a target selector found to have| / |
I [the
FAA §702 target procedures required that the selector be detasked. The selector remained on
task| | Collection| [has been marked for
purging .

S SHREEFO-HSATYEDT | an NSA analyst reviewed information
in an NSA internal report that a target had arrived in the United States | | The
analyst, however, had overlooked information about the target’s US travel and had not detasked
the selector. After reviewing another internal report| | the analyst discovered

that the target had entered the United __S_t_ates‘ﬂ'hd detasked the selector. Noncompliant FAA §702
information has been marked for purging .

®)(1)
(b)(3)-P.L. 86-36

—FOP-SECRET/SITNOFORN
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—{-S#S-H-FE—EFQ—HS:A—.-F*‘E*’)' | NSA analysts discovered that

|:|select01s associated with a foreign intelligence target had remained on task while the target

was in the Umte.d States. |
A : _J-Alll  |selectors
~remain on task for FAA §702 collection because the target has since leﬂ the United Statef)(1)
(b)(3)-P.L. 86-36

Noncompllant FAA §702 information has been marked for purging . (b)(3)-18 USC 798
~ sb)(:*,) -50 USC 3024(j)
| an NSA analyst discovered that an

(b)(3)-P.L. 86-36
e- ma1l selectml

NSA determined that the e- mall account. |

and must be detasked. However. the account was not detasked| |
"""" (M)
(p)_(a) -P.L. 86-36

—SHSHREFEFO-HSATFVEY Idurmg areview of FAA §702 -

selectors, an analyst discovered that a selector for-atarget had not been detasked|

|- The selector was detasl\edl fand was

mistakenly re-tasked | | The selector was detasked again| |

O after it was learned that the target | | . |
(b)(3)-P.L. 86-39ata collected | [ has been marked for purging.

(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)—SHSHREEFO-BSA—TFVE| |-an NSA analvst discovered that a

delay had occurred when a selector associated with|
|_Up011 |ecoomzmg the mistake, .

the United States|
the analyst requested an emergency detasking | | Noncompllant data ¢

[ | has been marked tor"]:mltir"l"l"lU “No reports were 1ssued

'5(1)
(b)(3)-P.L. 86-36

| |an NSA analyst| |that

k-mail accounts assocmted with a foreign target had been accessed fiom the United States
| An IC agency confirmed that the accounts were being

accessed from within the United States by| o | Instead of
detasking the e-mail selectors |mmedlate]y the analyst requested a non-emergency detasking .
| Upon discovery of'the error, the analyst detasked

the selectory [ Noncompllant data has been marked for purging. and no (b)(1)
(b)(3)-P.L. 86-36

O eports were ]
OHE:PL. g6.3dcports were issued. (b)(3)-18 USC 798

b)(3)-50 USC 3024(i .
BB MS SR e 1 an NSA analyst discovered that a

selector that should have been detasked immediately| was erroneously
detasked| [When the error was

discovered. the analyst emergency detasked the selector | |- Nq_nc_ompliam
data collected | has-been marked-for purging. and no 1'ep0"rt's' 'wele

issued. e (b)(1)
et (b)(3)-P.L. 86-36

| : J an NSA analyst learned that a

selector | Femamed on task even thou0h|_ . |
[ |were known. The error occurred when the pllmary target analyst did not
|to other analysts who needed the

convey information about |
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information. The selector was emergency detaskedl | and noncompliant data
has been marked for purging. -

—tS#S'h‘fRE'Ir"Fe-U'SﬁrF‘v‘E-\‘)I | an NSA analyst discovered that an

e-mail selector for a target had been detasked | | 'when it was determined that
the user of the account was not the intended target. The analyst, however.. initiated a non-
emergency detasking request. and the account remained subject to FAA §702”col_l_ecti0n|:|
[ | Noncompliant- data collected| |- has been

marked for purging. D) (1)
(H)(3-P.L. 86-36

—(-S#SMH@-USA—F—V-EH | while conductmU research 011 a.

selector before re-tasking it, an NSA analyst discovered- that the selector for a foreign

intelligen ce target had remained on task while the target was in the United States| E; |
he analyst had overlooked this selector. The selector was not detasked

because the target had since d'epaned the United States. Collection| |

| | has been marked for purging, and no reports were issued.

-(-S#S-H»’-R-E-HF@-H-S#F—VE‘:‘}' l an NSA analyst discovered that a

selector for a foreign intelligence tarcet had remained on task while the tarset was in the United
States | |

| | The--selec-tor---was "d'etasked| ................................. CLllfed ..... (b)(1)
s (b)(3)-P.L. 86-36

SHSHREEFO-USAEY) [ — |anN§A analysl discovered that an

| | had not been detasked when th. a foreign intelligence
target were detasked — oA —

the United States| B fwas emergency detasked| |
| }-and noncompliant collection has been marked for purging. No reports were
1ssued.

ASHSHREFO-HSA—F )| | an analyst discovered that|:| e-

mail selectors associated with a foreign intelligence target had remained on task while the target
was in the United States. The error occurred because of a miscom munication _between two

analysts; each analyst believed that the other would detask selectors,

Although the| [selectors had been detaskec the United

States. the target’s | [ o))

Noncompliant data collected has been marked for purging. o © 7 (b)(3)-P.L. 86-36
~SHSHREEFO-ESA—FVER | | an NSA analyst 1ece1ved a report

that a target had been in the United States| - ‘| Initial detasking of the

selector was submitted| | but the detaslung request | |

| |As a result. the selector remamed taskedl | All non-

- compliant collection was purged | — | and no reports were issued.

+S#SL¢P=EH9—HS+F%LE¥)—| selectors were submitted for

detasl\mg because of insufficient information indicating that the targets were Iocated outside the

o)1) Cd)A)

(b)(3)-P.L. 86-36 —FOP<FERFT<rSOTORY (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) |

4
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United States. During a review| fto- verify that I:I;electms had been
detasked, it was found that one selector had not been detasked. Tt was determined that because
the target was not a USP and not in the United States. there was no immediate urgency to detask

I.C.5.a.v. (U) Data-Handling Errors e Egg’g PL 8836
T ]| | an NSA analyst discovered that files

containing data collected under FAA §702 authority were misrouted into a directory that was
not approved for FAA §702 data. The error occurred because of'a mistyped path name. The
files have been purged from the incorrect directory and moved to an FAA-cleared directory.

—SHSHARFEFOBSATFVET o | an NSA analyst discovered that a

USP had been identified in evaluated, mlmmlzed traffic (EMT) that was disseminated to a
foreign partner| | The disseminated EMT was recalled | |
and the information was confirmed to have been deleted from the foreign partner’s databases.
The traffic was purged. and no reports were issued.

[.C.5.a.vi. (U) Overcollection

(SIS REETFOHSATFvVE NSA learned that the |
| Collection
occurred| fand I has been marked for purging. No rep0|ts were issued.
—(SHSERFETFO-HSAFVEY)| | during testing of an upgrade of a

collection system, NSA discovered that overcollection had occurted resulting in the collection of
communications . The overcollection occurred because the collection system_ had an
outdated version of an application. An interim _fix has been implemented until a permanent
solution is installed. Noncompliant collectlonl |has been ED;EQ-P L 86-36
marked for purging. NSA is conducting a thorough review to veufy that the system is o
performing properly.

1.C.5b. (U) Section 704 O,
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798

(U) Nothing to report. (b)(3)-50 USC 3024(j)

[.C.5.c. (U) Section 705(b)

[.C.5.c.i. (U) Unauthorized Targeting P Eg;g; oL 8630

SSUSHRELTOUSA—FvEn[ |an NSL\ anal)st was notified by an
| |that an FAA §705(b) authorized target had entered the United States on|_|
~__ | The analyst detasked the target’s telephone selector]| |

[were not tasked when the target was in the United
States. No reports were issued. The NSA analyst reminded .thel_—Lllhat notification is

required when targets authorized under FAA §705(b) return to the United States.

(0)3)-P.L. 86-36

14
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[.C.5.c.ii. (U) Detasking Error

-(-S%FS-HR-EH@-U'S#F‘V‘E"I‘H | an analyst learned that the selectors
associated with a USP had mistakenlv been placed on FAA §705(b) tasl\mgl |_|
~Analysts were aware]
and detasked all the- selectorsl |- On the w l\end oﬂ |
the selectors were mlstakenly re-tasked. | l analysts became aware of

the re-tasked numbers and detasked them. Nocollection occmled and no lepons wele lssuecl

. (U) Other (
;(b)(B)-P.LA 86-36

[.D.1. (U) Unauthorized Access

SHSHREFO ARV ET| | military

personnel who were not authorized to view FAA §702 conducted queries in-a raw traffic
database containing FAA §702 data. Their access was discontinued | |

[.D.2. (U) Unauthorized Dissemination

—(SHSHREE-FO-HSA—FVEY| 7 | an e-mail containing raw SIGINT

was inadvertently disseminated to a distribution list that included an analyst who was not

authorized to receive the data. Upon recognition of the unauthorized dissemination, the message
was recalled| [ and an e-mail was sent to the distribution list explaining the
inadvertent disclosure and directing unauthorized recipients to delete the e-mail.

_ ()
Bl 8636
[.D.3. (U) System Error (b)(3)-50 USC 3024()
—<SHSHRE—FOBSA—FVE)| | |
[ [ an NSA software developer discovered that
| The
error occurred because of a software glitch| |

| | System developers are working to add a
notification of errors feature. ’

—SHSHREFO-HS ARy | NSA learned that a system error

had caused a tasking tool to erroneously | -, ' |

already been detasked. | [an analyst re-tasked| ]

selector that had been detasked because the target was| |t11e UI.iJ.ed_'S.LaLEs_ﬂ.nd_hﬂ.d_aI

permanent resident card (green card). The selector was detasked again { -

Although collection occuuecl| | NO.Ieports Wele 1ssuecl

I.LE. (U) Counterintelli iviti (b)m

.E. gence Activities (b)(3)-P.L. 86-36

(U) Nothing to report.

._.
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FOP-SECRETSHAROFORN (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

[.LF. (U) Intelligence -Related Activities

—tSHSHREETFO-HSA—FEYS-To reduce the risk of unauthouzed telephon} collectlon

and prevent violations, NSA/CSS has instituted a process that gives analysts greater and Taster
insight into a target’s location. | |

Collected data was

purged from NSA/CSS’s principal raw traffic repositories when required. .= (b)(1)
P (b)(3)-P.L. 86-36

SIS REEFO-HSA—FVEY)] EE— | 50 USC 3024(i)

[NSA analysts found] Je-mail selectors] s |J
[Collected data was purged from
NSA/CSS’s principal raw traffic repositories when required.

(UAOBOT In|:|1nstances database access was not terminated when access wasio(3) -P.L. 86-36
longer required. Although not considered violations of E.O. 12333 or related directives, the
accesses were terminated. In addition, there were[l-instﬁr’ices of unauthorized access to raw

data during the quarter.

II. (U) NSA/ICSS Office of the Inspector General (OIG) Intelligence Oversight (10)
Inspections, Investigations, and Special Studies

(U/AOB0¥ During the fourth quarter of CY2011, the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
Executive Orders, Attorney General (AG) procedures, and DoD and internal directives. With
few exceptions. the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.

------ e o)1)

LA, (UHOHOT Regional Operations Center B (b)(3) P L 86.36
As part of an NSA/CSS 1G field inspection of| |
| the TO inspection team reviewed the IO program, IO training, and

application of IO standards in the SIGINT-mission activities performed at the site. The 10 team
found that. although thelZl[O program has not yet been fully implemented, the 10 Program
Manager (IO PM) is putting the appropriate processes. procedures. and documentation in place
to ensure that the program is easily updated and maintained. To provide oversight of mission
operations conducted | | the
10 PM has developed ateam of on-site IO Officers. The IO inspection team found that the
physical layout of the site posed a significant challenge to providing eftectlve protection of FISA
data and recommended procedural and physical solutions. -

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—“FOP-SECREFHSHNOFORN—
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[I.B. (U) Unauthorized Intelligence Activity
—SHSHREEFO-HSAEVEY) | | the OIG’s Office of Investigation

initiated an investigation of an allegation that an NSA analyst had conducted an unauthorized

intelligence activity. In an interview conducted by the NSA/CSS Office of Security and

Counterintelligence. the analyst reported that, during the past two or three years. she had

searched her spouse’s personal telephone directory without his knowledge to obtain names and

telephone numbers for targeting. | I B
| [ Although the investigation is

ongoing. the analyst has been advised to cease her activities.

II.C. (U) Misuse of the US SIGINT System
(U) Nothing to report.

[I.D. (U) Congressional and 10 Board Notifications
(U) Nothing to report.

IILE. (U) Other Notifications

~SHREEFOHSATFVEY NSA/CSS has notified the AG of[_Jntelligence -related  (b)(1)

collection activities associated with USP hostage and detainee cases. (b)3)-P.L. 86-36

Ill. (U) Substantive Changes to the NSA/CSS 10 Program

LA, (U)

(U) As reported in the second quarter CY 2011 report, NSA/CSS is dev_eloping anew
tool designed to automate the process of submitting mission compliance incident reports across
the worldwide NSA/CSS enterprise. The implementation of theli:tl originally scheduled to be
fully operational for the| ‘has been delayed until the | |

ecause of system problems.

lll.B. (U) New Purge Procedures

(U/FOTOY NSA is in the process of introducing new purge procedures for inadvertently
acquired collection across authorities. One of the key features of this new process is the launch

of an| [which analysts canaccess tof .. .. ] (6)(3)-P.L. 86-36
| | Asthe process matures, it 1S expectecl to |eplace the

current, | |t0 further enhance NSA’s overall compliance

posture.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that

Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related
to 10 Programs

(U) Nothing to report.
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