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13 June 1952

Deér Sirs: _

In your lettef to the undersigned dated 28 December 1951,* you adviséd
that the President had directed you, assisted by the Director of Central Intel-
ligence; to have the communicatioﬁs intelligence activities of the Government
surveyed, with the view of recommending any corrective measures that might be
required to insure the moét secure and effective conduct of such activities. In
your letter you appointed t;he undersigned as a Cor‘pmittee to make a survey and
submit to you proposed recommendations for your consideration on two g;zneral
subjects, which may be éumma.rized as follows:

(a) The needs of each governmental department and agency for
the px;oduction of\depa.rtmental int..elligence, and of the Director of/ /‘
Central Intelligence for the productién of national intelligence.

(b) The allocation of reSp.énsibilities and authorities respecting
comxfnuniéa.tions intelligence activities that should be made to insure / .
that such needs are satisfied most effectively, giving due regard to
the requiréments of security. In this connection the Committee was
directed to give_ consideration to the extent to which responsibility for,

and authority over, the interception and processing of communications

intelligence information, or any other aspect of such activities, may

* see Exhibit A to this Report.
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and should be assigned for performance as a service of common concern,

and to which department or agency such assignment should be made.

Since its appointment the Committee has held hearings on 14 days at
which it has had formal interviews with 43 witnesses.* In addition to the formal
interviews, individual members of ~the_ Committee and of its Staff have had a
large number of informal confefences with cer'taie of the witnesses and other
individuals active in the field of communications "intelligence, and the Com»f
mittee has had the benefit of a numBer of special memoranda prepared for it,
Finally, the Committee has had extensive executive sessions. Gur conclusions
and recommendations are conte.ined in the final Report submitted herewith.

It was necessary for the Committee, befo.re attempting to arrive ;t its
conclusions, to assemble and become familiar with a mass of information and
.data_pertaining to the history of communiéations intelligence in the United
States, the past and present forms of organization of the units engaged in that
a tivity, aﬁd the manner in which the present ofga-nizations are operating.
Having assembled this material, and findi;1g 1/1’ t; be important background.for .
our conclusions, we have felt that it should be summa?ized in the Report so
that you may have befor_e you the same information in e;/aluating oux; recom-
mendations. This will, we hope, explain and justify the length of the first four

parts of the Report. Part I is devoted to the history of the national communi-

cations intelligence effort from its beginning to the present time; it is believed

* see Exhibit B to this Report.
-2 .
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| that this is the first fime'that any suéh broad historical statement has been

| attempted. Part II is a summary of tﬁe’ Committee’s findirigs és to the impor- |
ta}xce of commﬁnications intelligence to the Government in the past as well as
at the present time. Part IIT conta_.ins a description of the manner in which our
c'k;mmunications intelligence activities are now drganized, with particular
reference to the statutory authority and the vafious d_irectives cf the National
Security Council, the Secretary of Defense and the Joint Chiefs of Staff which
bear on that subject. Part IV is an outline of thé r.nanner in which these activ- -
ities are now actually Be'ing conducted, with a rough estimate of their bresent
cost..

) Part V containé the Committee’s conc.lusions‘énd recommendations on
the two subjects set fo_r;h in your letter of 28 December 1951. In addition, we .
have i'entu;ed to add our comments on certain ancillary é.nd miscellaneous
issues raised by various wi?nesses in the course of our survey. We have not,

' ) however, attempted to. extenzi the survey to include other subjects not assigne,d.'
to us in your directive, am{ we }_x;_we in particular not attempted to make any ‘
evaluation of the efﬁciency’or economy of the expenditure of funds used in the
over-all comﬁmniéatidné intelligence effort, as this subject is not only outside
your directive but completely beyond the éapability of the Committee and its
limited staff. |

If is hoped.-that'the Répbrt will accomplish two purposes. Thé first is

~ to acquaint the National Security Council and other interested cfficials with
/4‘
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the manner in which our communicatic‘ms' intelligénce machinery is ofganized
and is operating, the scope a._nd importance of its activities, and the organi-
zational and other problems with which it is now confronted. The second is to
convey to the same individuals. the recommendatibns of the Committee, based
on its evaluation of the testimony p;'esented to 'it,'for improving the organi-
zation and its present product.

In summary and gregtly‘ condensed form our major findings and recom-
mendations are: |

- "»-’(é.) | Communications intelligence (COMINT) is of vital importance
to the National Defense. In the last War its vdlue to the Armed ,Serv‘ices
was incalculable. In times such as the present, the information which ~

it produces is needed in almost equal degree by both the Services and

certain of the civilian agencies. 50 USC 403

18 USC 798

P.L. 86-36

The added difficulty of the problem under

attack places a greater premium than ever on the quantity‘ and quality
of the physical and intellectual resources availaﬁle, and on the efficiency
and clarity of the organization charged with the task. While much has
recently been done to provide adeqixate physical resources for the job,

the Committee is convinced that the present organization of our COMINT
. . ,

TOVD QDT OTTIETD
| e
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activities sefiously impedes the efficiency of the operation, and prevents .
us from attracting and retaining as much top quality scieﬁtifié and manage;
ment manpower as tﬁis country ought to be investing in so important a
field. It is highly significant to tﬁe Committee that the rgtufn of many

of the best wartime COMINT brains to more attractive civilian pursuits

1)

3)-50 USC 403
3)-18 USC 798
3)-P.L. 86-36

(;:) In place of the two COMINT organizations (Army and Navy) that
existed during the War, we now have four -- a unit in each of the three
Armed Services, .and a combined organization called the Armed Forces
Security Agency (AFSA) located in Washington and under the Jcﬁnt Chiefs
of Staff. AFSA has no authority over the Service units, which in turn are -
independent of each other. For all practical purposes AFSA is controlled
by AFS;AC, a committee of the Joint Chiefs of Staff consisting of repre-
sentatives of the three Servic;es.- The arrangement is a compromise,

produced in 1949 when there was danger of the establishment of three

‘complete Service organizations, each paralleling the other. It is not well

- suited in this intensely specialized field to the elimination of duplications

and to the concentration of available resources and funds on the intensely

difficult problems that exist and in fact it did not prevent the Air Force

-5
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from establishing a third complete and virtually autonomous organizatioﬁ

which will soon be larger than the Army, Navy or AFSA units and is

~

“still growing, In addition, it results for all practical purposes in tri-

service military control of our entire COMINT effort, for the U. S.
Communications Intelligencé Board (on which the'Staté Department, the
Central Intelligence Aggncy and the Federal Bureau of Investig‘ation, as
well as the three Services, are represented) has inadequate authority -
and has become an ineffective organizatidn. . The COMINT effort of the
Government today has too many of the aspects of a loose combination of

the previous military organizations and too few of a true unification of

the COMINT activities and interests of all the interested departments

- -and agencié€s.

J
(d) For the foregoing reasons, and for others set forth in our Report, .

the Committee believes and recommends that a poiht has now been reached
which makes it essential to carry further the 1949 rqflt)rganization. We
believe that a more effective centralization of certain of the COMINT

actiirities, brought about by a strengthening of AFS itsélf and an increase

.in its authority over the Service COMINT ﬁ_nits, will increase its effeé-

tiveness and correct deficiencies which have become apparent since 1949.
We also believe that a greater degree of policy control over AFSA’s

operations should be vested in an interdepartmental board on which the

-6 -
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interested civilian agencies have adequate and effective representatlon

/ Our recommendatlons on the sub]ect of orgamzatmn logically fall
into three categories: (1) the organization t)elow the AFSA level; (2)
the organization within AFSA itself; and (3) the organization above the
AFSA level. | ) .

(e) As to the first, the Cornmittee recommends- that AFSA should be
made the keystone of the COMINT organization. Its mission should be
defined by Pres,identia’_l Memorandum, which .shotild state that its function
is to provide effective unified organization and control of the COMINT
actiyiti'es Vof the Government, and to provide for integrated operational
policies and procedures pertaining thereto This responsibility should
not, however, affect the respcn/s1b111ty and authority of the other agencies
and departments (1nclud1ng the m111tary services) in respect of the
evaluation and dissemination of the COMINT product received by each
of them from AFSA, and their syntnésis of that product with information
available to them from other sourdes. To the extent feasible and in
conson;ince with the airns of maximum overall efficiency, economy and

effectiveness, the Director should centralize or consolidate the perform-

- ance of COMINT functions for which he is responsible. Although the

Memorandum should make it clear that the Director has the a.uthority

to control all collection and processing of COMINT, it should also
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provide that he shall have due regard for the close support.requirements
of the Services, and that where necessary for close suppbrt of combat

forces, operational control of COMINT activities are to be delegated by

b th'ebD'irector to the appropriate Service COMINT units.

(f) Within AFSA itself, t‘he Director_should ;evr'v'e for a longer term
than the two-year rotational tefm‘ provided for at presént. He must be 4
a man of the highest competence. Although Qualified witnesées have
recommended to the Committee that he be a t.:iviiian, we believe that, on
balance, the position should be held\\for the first term !of at least four

years by a career military officer on active or reactivated duty status,

and that he should enjoy at least 3-star rank while he occupies the office. .

‘He should have a civilian deputy; and in other respects (particularly in

/ :

" the field of reseafch) the development of civilian careers should be

encouraged to a much greater extent than at present. I, as things

develolap, it should later appear that a civilian could better qualify for

the position of Director, we recommend that no sense of tradition or

.vested military interest be allowed to stand in the way of his appointmehf.

(g) As to the organization above the AFSA level, the above-mentioned

, Presidential Memorandum should designéte the Department of Defense

as the executive agent of the Government (under a Special Committee of

the National Security. Council --- consisting of the Secretary of Defense

A
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and the Secretary of State,4and the President, as circumsta;lces may
| réquire,) to manage foi' the six interested departments and agencies
the,productioh, security and distribution of com'municat.ions intelligence,
and to manufacture, saieguarc_'l and distribute the nation’s own crypto-; -
_ _g.raphi_c systems. We are advised that there is precedent for this type

of organization in the existing structure of the Atomic Energy Com- o

<

mission. | | /
We recommend the abolition of AFSAC and of USCIB as presently con-
stitﬁ,ted. We believe that as a successor to USCIB there should be a new COMINT
Board consisting of (1) a representative of the Secretary of Defense, (2) a répre-'
sentative of the Secretary of State, (3) the Director of Central Intelligence, |
(4) the Chairman of the Joint Intelligence Committee, .(5) a représéntative of.
the Federal Bureau of Investigation, and (6) the Director of the Arfned Forces
Security Agency. The Director of Central Intelligence should be the chairman |
of this COMINT Board.
It should be the duty of the Board to advise and make recorﬁmendafions
lo the Secretary of Defense, in accordance with the procedui'e outlined below,
¥ith respect to any matfer relating to communications intelligence which fal;s
vithin the jurisdiction of the Director of AFSA:

(a) The Director of AFSA should be req'uired to make reports from

time to time to the COMINT Board, either orally or in writing as the
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Board may request, and -should bring to the attention of the 'Board, either
in such reports or otherwise, any new major policies or ﬁrograms in
advance of théiz; adoption by him. In addition, he should be required to

- furnish to the COMINT Board such inforrhation as the Board may request
with respect to the operations of AFSA.

(b). f}‘_hg_Bpard should reach its décisions by a majority of not less' -
than foux; members. 'Each member of the Board sﬁall be entitled to one |
vote,

(c) In the event that the Board votes and reaches a decision, any
dissenting member of the Board shall héve the right of appeal from such
decision within 7 days to the above mentioned Special Committee of the
NSC. In the event that the Board votes but fails to reach g majority
decision, any meml?er of the Board shall have a similar right of appeal
to the Special Committeé. In either event the Special Commitgge shall

/.

‘review the matter and its determir_xatibn thereon shall be final/
(d)' I any matter is voted on by the Board but (1) nb deci%ion is
reached and any member files an apbeal, or (2) a decision is reached
in which the représentative of the Secretary of Defense does not concur
and such representative. files an appeal, no action shall be taken with
respect to the subject matter until the appeai is decided, provided that

-«

if the Secretary of Defense determines, after consultation with the

-10 -
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Se;:retary of State, that the subject ;natte'r presents a problem of an
emergency nature and requires immediate action, his ‘d_ec-:ision shall
- govern pending the result of the appeal. In such emergency situation
the appeal may be taken directly to the President.
(e) Recommendations of‘ the Board adopted in accordance with
the foregoing procedure shall be binding on the Secretary of Defense.
'Except on matters which have been voted on by the Board, the Director
of AFSA shall discharge his responsibilities in accordance with his
own judgment, subject to the direction of the Secretéry of Defense,
The Committee realizes that the above machinéry is rﬂore complicatéd
than one would desire, although it is less involved than the present arrange-
ments for the determination a.nd.control of AFS/A‘policies. The complication
appears unavoidable because of fwo controlling’ but somewhat conflicting
g .
factozfs: (1) all of the interested Services and agencies must have a voice in
determining AFSA policy and giving it guidance, anq/ (2) at the same time, in
order to strengthen AFSA and make it a Yiable organization, it is necessary
tilat for administrative purposes it be plé.ced under a single governnient
departmenf. ‘ |
In addition to the duties of the Board relating to AFSA, it should a-.lso.be -

tﬁ_e duty of the Board: (1) to coordinaté the communications intelligence activ-

ities of all departments and agencies authorized by the President to participate

- 11 -
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therein; (2) to initiate, to‘formulate policies concerning and to supervise all
ax_ran_gemenis with foreign goverh_ments in the field of communications intel-~
ligence; and (3) to consider and make récommendat_iohs concerning policies
relating to communications intelligence of the common interest to the depart-
_rnents and agencies, including secu;-ity standarfis and practices. Any recom-
-m_endation of the Board with re.spect. to these maf;ers (as distinct from those
falling within the jurisdiction of AFSA) should be binding on all departments
and agencies of the Government if it is adopted by t'he unanimous vote of the

members of the Board. Recommendations approved by a majority, but not all,

of the members of the Board should be transmitted by it to the Special Com-

RS i //
[
-

mittee for such action as the Special Committee may see fit to take.
A ‘ i

e !

o ——

As we have in/dicated above, Part V of the Report contains a substantial
elaboration of the above recommendations, as well as comments on certain
ancillary and related Subjects which we believe appropriate for consideration

" by the new COMINT Boakd.

The Committee as been assisted by an able staff consisting of Messrs.
Benjamin R. Shute, Lloyd N. butler, Harmon Duncombe and Grant C. Manson,
all of whom have. had previous experience with the subject. We take this
opportunity of-expressing our grateful appreciation for their valuable assist-

ance. We also wish to record our thanks for the unrestricted cooperation which

we received during the course of our survey from each of the Service departments-

-12 -
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and the other departments and agencies involv_ed, and particularly from thé
individual members thereof who either appeared before us as \'witnesses or
who otherwise assisted us 1n furnishing information and other material.

| K after examining our Report you-fin'd that there are any 'parts which
call for further discussian, the members of the Committee will be glad to
meet with you at any time at your conveniénce.

Respectiully submiited,

Pl -
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The 'Ho orable

The Secretary of State
Department of State

Washington 25, D. C.

The Honorable -
The Secretary of Defense
Department of Defense -
Washington 25, D. C.
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A BRIEF HISTORY OF COMMUNICATIONS INTELLIGENCE
IN THE UNITED STATES
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Before 1917 United States activity in the ﬁeld of communications i.ntellif
- gence was sporadic, and fhere is littlé record of it.* For all practical i)urposes
the history of American éryptanalysis begins with our enﬁry into Worlld War L
At that time codes aﬁd ciphers, -eveh those used to carry the most sensitive
informastion, were naive by currc;nt standards. They ‘were hand-constructed
_and hand--applied cipher syst.ems usually overlying double-entry cpde books, .
the attack upon which required skills and patience but not the eiaborate elec-
tronic and tabulating devices of today. Conseque.ntly, the cod;:-s which this
EEPTEN ) .

Government ‘‘cracked”’’ fromr/1917 to 1919 were handled by a small group of
lexicographers, mathematicians, and people who had acquired some b_ackground
in what was then the hobby of cipher construction.

The War Depértment set up the first organized cryptanalytic office in
Jurie 1917 under Mr. H, O. Yardley, an ex-State Department telegrapher who
had taken some interest in cryptography, or cipher-construction., His office

at first consisted of three people. It grew rapidly, was subdivided into func-

tional sections, and at the conclusion of the War had a table of organization

* The phrase ‘‘communications intelligence’’, abbreviated for the sake of con-
venience and by common usage to ‘“‘COMINT’’, means intelligence produced
by the study of foreign communications, including breaking, reading and
evaluating enciphered communications. The breaking cf ciphers is called
‘‘cryptanalysis.’’ The construction of ciphers is called ‘‘cryptegraphy.’’
The entire field, including both cryptanalysis and cryptcegraphy is called
‘“‘cryptology.”’ '
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o.'f"-some 150 ﬁgrso;xs with an annual budget of $100,000. Its security regulations
were primitive. Ciphers were broken and code values were récove;'ed entirely
by hand process. The volume of traffi: handled by the group was neverthél_éss
respectable, and the results of its work on the military, diplomatiae ahd eco-
nomic fironts %%js.eimport-ant enougil to impress both the General Staff and G-2.
But its budget for fiscal year .1921 ran into obpos__ition, and during the next decade
wés gradually cut to $25,000. |

During most of the 1920’s what was left.of the.eff'ort appeared to be of
interest primarily to the State Department. The group’s capécity and output
dwindled to a small daily ‘‘bulletin’’ of diplomatic ,ti-affic, and its curtailed
support came largely from State Department appropriations. Yérdlex remained
on - the office was removed to New York for ‘“security reasons”’ ,'and tl}elwhole
endeavor entered into the era which, as the result of subsequent notoricus
publicity,*has been dubbed the ‘‘State .Department’s Black Chamber.’”’ No
research was carried on; there were no training activities, no intercept, no/ .
direction-finding studies. The personnel had fallen to six.

There was another factor, a_side from relaxed pressﬁre, which contributed
td this stagnation. The entire concept of ‘‘reading other people’s ‘maii” w.as not
only unfamiliar but actually distasteful to the American peeple and its Govern-
ment. ‘Thé .coup-de-gréce to fhe State Department activity came in 1929, a few .

weeks afte'r Mr. Stimson became Secretary of State. Current copies of the

1
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‘‘Black Chamber”’ bulleti_hs, containing some translaﬁons of Japaneée diplomatic
messages of significance, had been placed upon his desk. Mr. Stimson was
astonished. When he was told how the materiél had bee;'n obtained, he dis-
l;anded the Yardley office forthwith. Yar-dley’s reaction was to set about

- writing his memoirs, which eventually appeared in 1931 under the title ‘“The
American Black Chambef,” and which destroyed by unprincipled ‘exposure
most of the gains that the early effort had maﬂe.;
| The recordé and physical poSsessiqns of the New York <ffice fell by
default to the Signal Corps of the Army, which had been giving minor support
to the effort. At a later date .it was decided to reconstitute and continue the
work under Army auspices. In light of the fact'that Yardley’s memoirs had
caused such a furore and had th:own the entire concept of cryptanalysis and
cryptanalysts iﬂto such disrepute (embar'réssing this Government not only vis-
a-vis those countries whose niail we had read, but also vis-a-vis the British,
who had gifren us some small assistance in doing sé), it was surprising that
anything at all was salvaged. ‘/ .

The period from 1931 to 1935 was one of E'evival. The first job was to

reassemble'forméxl- personhel and enlist new re_cruits;' a training program with
instructibnal literature was organized, and it is notewo-fthy that for the first |

ime a complete cryptographic program (the construction of our ocwn ciphers) was

:nvisaged. There was still no intercept service, as we understand it today, but

-3 -



pocrp: 3201737 ~TOP SECRET SUEDE-
) | | '

raw material was clandestinely obtained through "ébackdoor’ > arrangements, -
The secrec& surrounding the work, in the backwash of shock fo‘llowing the
-.Stimson ﬁltimafum, preclﬁ_ded showing the resulfs of the effort to a.nybodjbut
the Chief Signal Officer -~ even é-z was proscribed. In those depression years
funds .were extrerﬁely diffizult to get, especially in view of the nervous secrecy
engendered by the Yardley disclosures; Peehe'.ps the greatest triumph of the

| Afmy cryptanal.ytic groﬁp at this time of stringency and.uncertainty was the
establishment under the Signal Lntellige‘ﬁce Service of a training school for
officers, which grew from a student boey of ore in 1931 tc about a dozen ten
years later.

This renewed interest in cryptology was not confined to the Army. The
ﬁavy had for many yeafs conducted its own cryptographi.. bureau under the
Code and Signal Sectii)n of the Office of Naval Communications, but this office
had concerned itself sole_ly:with the manufacture and dis’tributién of the Navy’s i
own ccdes.. A “pihchf/’ of.f’ﬁ photostatic copy of the main Japanese Naval code-
book in 1921 had given the first rudimentary impefus to a Naval counterpart of
the Army’s cryptanalytic'endeavor, and the codebook was expleoited for some
time by a “Research Desk”' within the Code and .Signal Secticn established in
1924, A secret fund buried in the budget of the Directox" of Naval_In;telligence
'We.s made available for the work. Although this fund was tui‘ned back in ‘1931

by some fiscal official of the Navy Department who may have been influenced

~TOP SECRET-SUEDE
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'by the Yardley révelations, the work somehow went on, for the Navy began in
the 30’s to build in earnest a cryptanalytic organization equal to and in some
respects more far-flung_ than the Army’s. Its task was ready-.made, for the
J :ipanese_Naval Code was formally changed in 1930 and this time had to be
recovered the ha;'d way, for no ‘‘pinch’’ was feasible. Also, for th_é first time,
the codebook’s values were enciphered by a more complex system. -- This
made the problem much xﬁore difficult and foreshadowed the sophisticated.
ciphers which confronted the Navy in Worl& War II. Another milestone in the
art of codebreaking was the adoption by the Navy of tabulating machinery to
help in the attéck. o
The Navy’é cryptanalytic group, like the Army’s, first came into being
under the aegis of tﬁe cbmmﬁnications division. The Director of Naval Intelli-
genée conceded the practical advantages of conducting under the Director ¢f
Naval Communications an effort which Waé related to communications in
zeneral. Accordingly, the DNI agreed to the arrangement in returﬂ for an
a.s:éurance. that resultant intelligence, which the DNI could get from no other
siburce, would always be ayailable to him, and that his requirements would be
onsidered in the direction of the effort. That arrangement remains in effect
oday. (The Army subs-equently reversed its position and transferred its
ictivities from the Signal Cbr’ps to G—2'). The Navai cryptanalytic organ-

zation was built around a central bureau in Washington with several forward
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echelons in the Pacific area, a forerunner of the eventual world netwoi-ks which
modern Amefican cryptanalysis demands. The main purpose'of the Navy’s
program was coverage of the'movements and dévélopment of the ‘Japanese Navy,
and the effort was marked by successful attacks upon the communications
surrounding its great per1od1c maneuvers. Durmg the ’30’s, success built upon
success in th1s coverage, each bringing in 1ts t; am strengthened convi: t10n on
the part of the Naval High Command of the mdlspensablhty of COMINT with
resultant increases in allotment of funds and pe:«:-sonpel. B_y 1938 the Naval

cryptapalytic group was in a flourishing state, and had branched out into full-

. fledged intercept and such latter-day concepts of the art as traffic-analysis and

hlg_h__{requency direction-finding. A secondary central unit in Hawaii had been
established, and the tradition had develcped of allowing officers to specialize in
the field of cryptanalysis, although they remaired nominally ‘‘communications
ofﬁcers.”

In this early'period of the ’20’s and ’30’s, the most glowing success in the
American cryptanalytic field, subsequently highly pubiicized, was the breaking
of the main Japanese Diplomatic Codes, SO 'that practiéally every message of
the Japanese Foreign-Office was being read.

With the growth of the Army and Navy communicatioh intelligence

activities, the need for a definite division of effort between them became

apparent. In October 1931, the Director of Naval Communications took action
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to allocate responsibilities in orde: ‘‘to preclude duplication of effort, to keep
down to a minimum the expendittres for radio intelligernce act'ivities, and to
b.uild up a poh ,y of whole-hearted cooperation between the radio mtelhgence
activmes of the Army and Navy.”” As a starting point he prx oposed that the Navy
be assigned responsibility for activities relatmg to naval affairs of maritime
nations and to diplomatic aﬂairs of certain ma]or naval powers, and that the
Army be assigned respon31b111ty for activities relating to military affairs and
to diplomatic affairs of nations other than those assigned to the Navy. In
addition, he recommended that there be firee exchange of information and.
material between the Army and Navy radio intelligense o.rganizations, After
periodic attempts to arrive at an acceptable division of responsibility along
the foregoing lines, a joint working-level ‘;ommittee finally agreed in 1933 to
the Navy’s proposal, but it was e_ventuaiily discarded/a.t a higher level.

» Between the outbreak of World War II and the entry of the United States into
hostilities, the volume Qf. diplomatic and attache traiiic, .#‘)r,ima‘rily Japanese, . |
available for decoding and translatihg was considerable, and neither the Navy
ror the Army group zould individually bear the burden. ' Efforts were then
resumed to sffect a mutually agreeable allocation of iwork. In 1940 collabo-
ration between the Naﬁ and Army resulted in the breaking of the now famous
““Purple’’ code, the chief communications médiuz_n used by the Japane-.se

diplomatic network prior to and at the timé of the Pearl Harbor attack.
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Although this and other cryptané_lytic successes had been brought about through
pooled effort; the ..inevi,table rxvalry between mg‘,Services had arisen. Much of
the work on military ciphers was jealously guarded by whichever Service felt
it had the primary interest, and the problem of what to do with Athe voluminous
diplomatic traffic remained unselved.

The method of processiné and d-issemin'a.ting the diplomatic messages that
ﬁréré read was both duplicati;e and unseemly. For example, in the Japanese
diplomatic traffic each organization had al_ll the available intercepts and in some
cases all the means for breaking into them - whenever an imporfant message
was read, each Service would immediately rush to the White House a copy of
the tfanslation, in an effort to impress the Chief Executive. After considerable
discussion, the résponsible authorit'ies eventually agreed that the only accept-
able an workable solution was fo;‘ the Services to alternate daily in reading
the traffic, and for the Navy to disseminate fesults to the President, and the
Army to the State Department. T{lis ‘z/ioc.id~and-even day’’ arrangement for
processing traffic was a strange one',/but it seemed practical for the reason

|

that the traffic could be readily sorted according to the cryptographic date,
The -ai-rangement remained in effect until the middle of .1942. (Curiously
enough, it was discovered after the War that precisely the same basis for divi-

sion of effort was employed among the German cryptanalytic organizations,

and for the same reason.) . )
) -8-
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Americap COMINT activity in the yeérs 1938-41 responded to the stimulus
of the second World War; the foréknowledge of our almost ce_ftain participation
in it intensified the effort and made budgetary and logistical support compar-
atively éasy to get. Just before and after the attack on P;eaxl Harbor, it was
clearly realized that COMINT’s ir;1mediate target was tactical military traffic.
The job was at hand and its potentials were enormous. Since the country’s
first actual military engagements were oriénted towards the Pacific, the first
crypianal‘ytic task \w}as the problem of Japanese na‘val ciphers. So- great was
the challenge .a.nd so great the volume of traffic thé.t the Navy at once decided
that the only possible solution was total specialization. By a hastily conéluded
“‘gentlemen’s agreement’’, the Naval COMINT group transferred to the Army
its e/ntire intérest and capa..citj,.r' in all cryptanalytic fields other than naval and
relalted ciphers. The idlea was that the Army would accept stewardship of the
Navy’s excess cryptanalytic cargé, would exploit it to the best of their.ability
during th-lei War, and would feturn it, presumably enriched, when the War was
‘over. |

With expanded fécilities now available, the Army turned a large part of
its effort to the incfea‘.sing demand foir dipldmatic, political and eéonomic
COMINT pending the time when it would become more fully occupied with

enemy military traffic. It came about that the Army’s personnel accretion

was largely civilian, while the Névy’s was largely military. Henceforth, the

TAAD QLTADRTN QLT
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‘Naval endeavdr was commanded by officers with a communicaiions background;
those in charge on the Army side were generélly civilians with appropriate -

" technical training gained in private or é.ca-demic pursuits, This unpremed-
it_ated differentiation in staffing was to become an impértant elerhént in the
problem of post-war unification later described.

The fwo cryptanalytic units were housed at the time of Pearl Harbor in
wings of the Old Navy Departfnent and of the Munitions Building, where working
coﬁditions were poor and where adeduate security.was almost impossible. In

. November,. 1942, and February, 1943, respectively, the Army unit and_the Navy
unit removed to private grounds in suburban Washington - .the Army tobk' over
the former girls’ school in Arlington County, Virginia, known as “Ai—lington
Hall’’, and the Navy took over the former girls’ school on Nebraska Ave.,

' SewvivaRY
N. W., known as ‘‘Mt. Vernon’.\” Between the two was several miles of distance
and the Potomac Rive;','.which if was believed at the height of the inter-sérvice
rivalry in 1944)wou_1d never be bridged for cryptanalytic intercourse.

From the period of the disruption of Yardley’s group in 1929 down to 'the
sarly. days of World War II, the civilian consumers of COMINT (primarily the
Department of State) were sérviced by the Army on the ‘basis of its own best'
udgment of what they needed. The actual mechanics of such seryicihg con-

sisted of the simple device of sending officers from the Army to interested and

:leared individuals., Where a briefing on the basis of current COMINT results

-10 -
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was to be conducted, it was entirely oral and the off.icer—-cour'ier left behind
no code-word material of any sort. Until after World War I, the State Depart-
ment had no separate ‘‘functional’’ intelligence c.»ffice. of its own and no Secure
arrangement whereby COMINT could be kept for study or refere.pce. Essenfi;lly,
this method of servicing the State Department with COMINT remained in effect
throughout World War IL

It soon became apparent that, with the‘ enormous expansion of the COMINT
production, a correspbnding increase in the over-aiil intelligence ;consuming
ability of the Sex.'vices was required in order to cope with tﬁe flow cf COmmuni-
cations intelligence-other than that which was strictly tactical or sirategic. |
For thiS reason, both the Army and the Navy developed "‘special intelligence”i
organizations. Because of the importance of the non-military t.ra}ff‘ic which
the Army was processing, the Army’s speé-ial intelligence greoup (Special
Branch, G--AZ)'in due ccurse be:ame the-iarger. The Na.vy’s special intelli-
gence-consuming interest was small because its main target, crypta;;,jaly.tic
attack on enemy naval tactical ciphers, brought results whiph were Ftvaluated
and acted upon largely by the Navy’s forward units in theaters of war. For

thls and other reasons, Special Branch, G-2, eventually assumed an importance

within G_—'2_. equal fo or even greater than that of the parent organization. At.the

end of 1944, G-2, having at that time an extremely shrewd and energetic attitude

toward COMINT in general, acquired contrel of the Army cryptanalytic effort -

-11 -
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from the Signal Corps, thus differéntiating the organizational status of COMINT

in the Army from that of the Navy, where COMINT has r-eméyined under the

. control of the Director of Naval Communications.*

Some réference has alreédy been made to the riva.lries and jealousies
that developed during Athis perioh-, despite the ‘‘gentlemen’s agreement.’’ They
persisted to a degree that became distui'bing to responsible officials in both
Services. One illustration appears in the .history of our,wartimeArelatior'ls with
the British COMINT organization, known in thos-e years as the Government Code
and Cipher Sch‘oo_l. Cooperation with ‘“G.C.&C.S.”’ was essential to us for the
solution of the Atlantic naval problem, and our knowledge cf the Pacific naval
problem was, in turn, of great importance to the British. 'T'[‘he. ccoperation was
accomplished by stationing parties of U. S. Nav/y éhd Army cryptanalysts-and
liaison agents at G.C.&C.S. headquarters at Blétchley Park in England, and
corresponding British parties at the COMINT headquarters in Washington.
From the beginning there was no fr1ct10n between eafch British and American
group, but also from the beginning rivalry and suspicion between-the American
groups in England was so open as to constitute a detriment to the-effort. Those

who served at the American outpost at Bletchley returned well aware of the dis-

tressing effects of separatism.

-

* The accomplishments of Special Branch, G-2, in World War II are a direzt
- testimony to two factors relevant to the COMINT problem today: (i) the
prime importance of top-flight persannel in leadership and at the working
level; and (ii) the incalculable advantage of top-side civilian and military
support for the COMINT effort. -
-12 ..
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It is orly fair to say, however, that becau'_se of complications arising

during the ‘30°s from the interest cf other agencies than the Army and Navy,
in the cryptanalytié field, some corrective measures were adopted. In July
1942, the Joint Chiefs 6f Staff, in order to conéerve the COMINT resources |
available for the prosecuticn of tfxe war and tg promote security and efficiency, .
reconimendgd to the President that =ryptanalytic aétivities be limited to the
Army, Navy and the Federal Bureau cf Investigation. Following a Presidential ’
directive to this effect, a standing committee was.established for ccordinating |
the work, and agreements were made between the Army and Navy defixﬁng"
spheres of responsibility. As the War prcgressed the need for even cleser
relxztionship beéame apparent and, in May 1944, an informal Army-Navy
coordinating committee fANCICC) was established at the Navy;s suggestion
to improve collaboration and to deal with a variety of operating problems.

Until the War was nearly over ANCICC continued.to struggle with the
problem. Just before V-E D;jiy., correspendence between the Commander-in-

- Chief of the Nax.ry and the Chief of Staff of the Army set in train a seri;as_ of
meetings which, with acknowledgment cf the need for brcader érypta.nal.ytic
coordinaticlm.as the agenda, resulted ir the establishment of the Army-Navy
Commgnicatiens Intelligence Board (ANCIB), the first high—leirel COMINT
board. It began cperating in March, 1945, on Whicfh-occasion it absorbed

ANCICC and reconstituted it as the Board’s working committee, The

-13 -
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foundation of ANCIB was a somewhat grudging act. A ground-swell had begun
to gather among Army specialists, particularly a small group of converts
-to the centralized, British type of CQM;NT organizatien. While equally zealous

converts existed‘ on the .Na'wy side, their preselytiné activities were hampered
by the conviction of the then CQI;/IINCHland the then Director of Naval Communi-
cations'that the Navy must pever surrender any part of its control of naval
'COMINT. It was made known that “‘political’’ issues and forces were invo.lved:
)i.e., the old conflict between the Navy and the Ar.my in the commuriications field _
had moved up a notch and had become confused with other matters of bitter |
disagreement between the two Services., COMINCH realized, however, that"
some observance of the idea of COMﬁ\IT collaboratipn was demanded, and
decided upon a limi.ted tacti‘cal offensive. Accordingly, ANCIB_ was urged . into
being/ for the purpose of ‘‘extending and improving the existihg arrangements*
for collaboration and coordination as might be possible in connection with all
)matters o/i‘ joint interest;” élthough this resolve was watered down by the .
presentaééion of a memorandum from COMINCH stating that the Navy considered
it ¢“/inadvisable to effect any actual consolidation of the physieal, ‘technical
facilities’’ of the i\Iavy and Army COMINT eetivi_ties.
Meanwhile, a new functional intelligence division had been set 'up in the

Department of State with a Special Projects Staff to service' the Depa.rtmezit

* RICC and also ANCRAD (Army-Navy Communications Research and

Deve10pment)
D A -14 -
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with COMINT. This radical departure meant that the Department would hence-~

forward be independent of G2 as a consumer of COMINT and that by the same
token it.would become a claimant to status within the COMINT family equal to |
that of the old-line members, Army and Navy. In December, 1945, ANCIB
~admitted the Department of State‘ to members_hip and changed its name accord-
ingly to STANCIB (State -Army-Navy Communications Intelligence Board) and
the name of its subcommittee to STANCICC. In March, 1946, the wartime
Anglo---Anierica,n COMINT partnership was formaiized at a conference in
Washington which produced the present ‘“BRUSA Agree_ment.” The Department
of. State td_ok full part in those deliberations. |
In the first half of 1946 there were further devélopments. An ea_rly draft
of the new \BRUSA Agreement was referred to the Federal Bureau of Investi-
gation, whiéh had had for years a marginal interest in COMINT. The Bureau
eXpressed a desire to become more. actively associated with the regulnar
COMINT group, a trend which STANCIB members welcomed and approved.
Also in 1946, the President directed thé establishment of the Central Intelli-
gence Group, forerunnerl_of the Central Intelligence Agency (CIA), and it was
at once recognized that this Group had a natural :laim to intelligence from the
COMINT source and a place in the coordinating mechanism. In June, 1946,
after these new members of STANCIB had been .installe_d, the Board voted to

call itself USCIB, the United States Communications Intelligence Board, (its

present name), and its working committee became USCICC.
-15 -
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) , Through 1946, ANCIB-STANCIB-USCIB had.r.lo formal cﬁarter other than
't}xe original Presidential mandate given to the Army and Navy to work out and
exploit the COMINT liaison with the British. Early in 1947 the State Depart-
ment representation in USCICC pointed out.that not only were the latter-day
members without legal footing in. the COMINT association but also that the
association was attempting, from necessity but without adequate authority,
to impose COMINT security regulations and limitations upon the entire
Executive Branch. The result of the ensuing discqssions was the present USCIB
charter, known as NSCID No. 9, promulgated by the National Security Co.uncil
as an intelligence directive through the special channel ofn the Central Intelli-
gence Agen’cy..* This dilrective (more fully discussed in Part III of this Report)
provided for the establishment of USCIB ‘‘to effect the .authoritative coordi-
nation of communications intelligence activities of the Government/and to
advise the Director of Central Intelligence in those matters in the field of
communications intelligence for which he is responsible.’’ It gave member-

~ship to the Services, State, CIA and FBI], req\ured unammlty for decxslfns,
with reference to the National Security Council in the event of d1sagre%ment
and directed all departments and agencies represented on or subordinate to
the National Security Council (and any others designated by the President) fo

imp}ement the Board’s decisions and policies. However, it left ‘‘the internal

* NSCID No. 9 in its present form is attached as Exhibit C.
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administration and operation of communications intelligence activitigs to the
member departments or agencies.” |

. The next development of the COMINT structure was the direct result of
the organization witl_ﬁn the National Déiensé Establishment in 1947 of a separate

Air Force, which promptly tcok s:teps to develop its own unit for the interceptihg
J .

- and processing of foreign radio communications of special application to its

mission, there_by further complicating an already complex problem and inten-
sifying existing frictions in the COMINT f{ield. Sﬁortly after it came into being,
the Air Force was accorded full representaticn in the USCIB structure, bringing
the total membership to six dei)artments and agencies, where it stands today.
The immediate post-war pericd was one of adjustmeht and in a sense
retrenchment of the COMINT effort. In Augu/sf, 1945, its business shrank from.
the swollenl propprtions of wartime to the no‘rmal peacetinﬁé \}olume, largely
political rather than military in character. Althcugh everyone was now alert
to the need for cryptanalytic conti.puity, and a,lthm;jgh every effort was made
to avoid the disruption of the COMINT endeavor ié/zhich had followed World War
I, certain drastic cut-backs in personnel and funds took place. The COMINT
structure became suddenly top--heavy in management, geared to high-speed
pfoductio;l but with a scarcity of raw materials and labar, and with six stoék-
10lders where it had once, in the d;ays cf its greatest productivity, had two.

A sense of frustration and anticlimax was felt by all those who remained in
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the business. An ebbing of morale, which later became one of the most
serious issues in the COMINT prcblem, set in very soon after V-J Day.
. It was in this atmosphere that the Navy approached the A'-my W1th a view

to re- exammmg the ‘‘gentlemen’s agreement” and repossessing its share

of diplomatic and political traffic. Practlcally speaking the Navy -COMINT

unit was out of busmess by 1946 but it had a plant trained personnel,

“career” officers, and a vital stake in cryptanalytic continuity which could not
be kept'going on imaginary problems, Live traffic, as had been foreseen in
1942, was of the essence. The Navy’s effort to reenter the diplomatic field

was .s'trongly resisied by the Army, which had in the intervening yearsdeveloped
a sense of ownership in place of the trusteeship that was originally intended.

It was considered absurd at Arlin'gton_ Hall that a shift of pieces of the diplo-
matic and economic problein, /for the processing of which effective machinery
existed, should be seriously preposed merely for the purpose of “giving the
Navy somethmg to do.” ‘The: Navy ’ /on the other hand, could not afford to
commit cryptanalytic suicide for {ile sake of keeping the peace A compromise
transfer program was eventually Ldopted and dragged out its painful course for
many months, |

At this juncture a new category of traffic for cryptanalytic exploitation,

that of the USSR and its satellites, revitalized the COMINT effort.\

vty .
(b) (3)-18 USC 798
(b) (3)-50. USC 403
(b) (3)-P.L. 86-36
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At least, however,

the %xperience had injected into the effort a badly-needed sense of fresh pur- .

pose and incentive, and it had provided a new basis upon which to build sub-

sequent plans for fuller collaboration within the American COMINT structure.

The emergence of the Air Force as a potent factor in the COMINT story

1as been mentioned. It brought into sharper focus the question of duplication

¢ See Part IV, pp. 105107
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versus amalgamation. After passage of the National Security Act of 1947,

there were not two but three vested military interests actively. engaged in - .

collecting, processing, evaluating and disseminating communications intelli-
gehce. Roughly, the position arﬁong the Services was this: the Army, with
its large civilian component, the n;ost inclusive commitment, and the greatest
expefience with the ron-military aspects of the COMINT cqxﬁblex, was gen-
erally in fav'or of some sort of consolidation of the effcrt; the Navy, only too
well aware of the indispensable importance'of COI\)IINT to the success of naval
war, and reluctant to share an effective COMIN T organizatibn that had become
integrated with its cperating forces, stocd behind its top éom'mand to 2 man in
the refusal to surrencier COMINT Sovereighty ; the Air Force, stimulated by
its new freedom, asked eonly to be left alone to develop its Brooks Field and
other COMINT outposts.

In August, 1948, the Se'cretary of Defense created a b_oard under the chair-
manship of Rear Admiral Earl E. Store, then Director of Naval Communi-
cations, to study tﬁe COMINT situation within the Defense Establishment and
to _recorﬁmend some final solutiqn. The Stoﬁ_e Board was compoesed of repre-
s'entativ.es of ail military interests in the .COMINT family. In December it
submitted a split paper to the Secretary of Defense. The Navy and the Air

For::e both opposed consoclidaticn, while the Army advocated placing respon-

sibility for all COMINT tasks, other than the perfcrmance of intercept and

~ 20 -
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decentralized field processing, withih a single organiz-ation. After reading the .
paper the'Secretary called in General McNarrey to assist in resolving the
dilemma by directive, since the more democratic method had failed to pro-
duce a workable conclusion. General McNarney adopted a plan v&hich in part
required a merger but in part left the three Services the right. to maintain

their own separate COMINT organizations, a.f;d in due course this type of organ-
iiation was ordered into effeet by .Mr-. Johnson. " Supplementary directives,
which go beyond the scope of the Secretarial directive, were 1ater issued by

the Joint Chiefe of Staff. The resulting and existing structure is _described in

Part III of this Report.
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Before considering the present COMINT organization, it ie appropriate
to appraise the value of COMINT in f:he recent past and at the present time
as a measure of the scale of effort that COMINT desei'ves, and of wﬁat might
be expected if the conduct of our COMINT activities could be substantially
improved. | ' | _- |
In World War I COMINT may well have been our best paying invest-
ment. Its cost cannot be accurately computed, but an informed guess ;)vould
) be perhaps a half billion dollars annually at fhe outside. Admiral Nimitz rated
its value in the Pacific as eduivalent to another whole fleet; General Handy is .
reported to have said that it shortened the War in Europe by at least a year.
In the Pacific, COMINT located the Japanese fleet enroute to the Coral
Sea and agAain enroute to Midway in 1942, enabling us to mass the carriers for
the battles which are génerally regarded as the turning point of the War against
Japan, * In 1942 COMINT also told us of the eritical Japanese decision not to -
join the Axis war on Soviet. ' ussia. In 1944, it helped us to pick the seft spots
for our island advance,"o'fti 'n. :s,howing where the J apanese expected us to

attack and where their troeps- were massed.

* The official narrative of the Joint Combat Intelligence Center, Pacific Ocean
Areas, includes the following comment on this engagement: ¢‘The factors
that vitally affected the battle of Midway were many and complex, but it is
undoubtedly true that without radio intelligence it would have been impossible
to have achieved the concentration cf forces and the tactical surprise that
made the victory possible,”’

- 929 .
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Throughout the War, COMINT subelied a day-to-day check on the results
of our submarine and air campaign against Japanese merchanf shipping. It
gave ue -detai_led knowledge of how many ships Japan had, where they were,
and when they were lost,; ai'med with thie intelligence, we planned and exe-
cuted the remarkably efficient and effectwe submarme, direct air and aer1a1
mmmg campazgn of 1944 45, The Strategic Bombing Survey mission wh1ch
ch'ecked on Japanese shipping losses after the surrender discovered that
COMINT’s knowledge of the size and location of th_e J aﬁanese merchant fleet
on V-J Day had been more exact than the records of the Japanese Ministry of
Merchant Marine. | |

F_in_all 'y, COMINT provided us with our cnly relliab_le measure of how fast
the Japanese ﬁvere losing their will to resist. Cur leaders had a thorough and
immediate ;ecord.'of the peace feelers which the J apanese asked Ambassador
Sato in Moscow to send to us through the Russians, and of the explanations to
him of how deczs}mns were being reached and on what peints further con-
cessions would {e made. (Some of these feelers were not passed on promptly
by the Russ1ansl', and our only knowledge of them came from COMINT).
Throughout 1945, from Manila through Okinawa and Hircshima to V-J Day
itself, we were in possessxon of Japan’s instructions to her principal negoti-

ator, often before the Tapanese code clerks in Mescow could put the message

- 23 -
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on the desk of Ambassador Sato, the intended recipient.*
I£1 Europe we were not as suycess{ul with German diplorﬁatic systems,
but the Allied achievements on high level Germa_n- military traffic were even
more spectacular, Before'the War began the Poles had developed, with the
help of some wiring diég;ams, an analytical solution of the German Enigma
machine. This knowledge reached the Bz-itis.h, __v?ho worked out a brilliant
.method of rapid recovery based on the wak of the Poles, The principal public
) credit for winning the Battlé of Britain has gone to radar and the ‘‘so few?’ t§
whom so ma;ly cwed so much. - But much credit is also due to another British
““few’’ who rapidly deciphered the high level combat' traffic of the Luftwaffe,
) and guided the airborne “‘‘few’’ to the defense of the right place at-the right
time. This secret is still shared within the Allied COMINT community.
Before Pearl Harbor, our own Japanese COMINT ccntributed to the Allied
effort“in Europe by giving advance warning of the German decision to attack
) Russia. General Oshima, J apé.n’s Ambassador in Berlin, was a veritable mine )
of infbrmation to more governments than his own, as he faithfully communi-
cated to Tokyo what was confided to him by the German leaders. After Pearl

Harbor, we joined and greatly assisted the Br1tlsh work on German military

* COMINT intercepted, decoded, translated and delivered some of these
messages to U.S. consumers while the Japanese code clerks in Moscow were
struggling with garbles and asking Tckyo for repeats.
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traffic, and equally profit'able fesults soon followed. Cnce we had built enough
,eécort vessgls, they were guided ;by'COMINT to the U—boafs which habitually
and carefully reported their positions each night to the Germaﬁ Admiraity.
&:OMINT also interéepted. German repdr_ts to its subxﬁarines on our convoy
movements, ahd our Naval orders to the convoys were changed accordingly.
(This was represented to tixe Committee as ahother wéll-kept COMINT seéret,
and pgrhéps one of the most sensitive .- aptly I:einforced by results of post-
) war investigations of captured Gef.man documents showing that the Nazis con-
tinued to' blarﬁe their high U-boat losses on some hypothecatéed Allied invention
for direction-finding the source of U-boat emissions. The Committee,
however, found much of the story of our COMINT -based anti-U-boat campaign
spread out in detail in the May, 1952, edition of ‘‘The Reader’s Digest’’, a
public_ation with a circulation of 15,000,000, The Committee could not avoié
some speculation as to the nature of other ‘“well-kept COMINT secrets’’ that
were confided to it in camera.) | o / .
In the war on land, COMINT did even better. It read Rommel’s intenfio -
in Africa so well that the Desert Fox guessed the truth; he confided his sus-
picions to Berlin, only_ to be told by the G:;-rina.n High Command that such thingé
‘were not possible., On the Eastern Front COMINT coverage of German military
traffic, while spotty, was sufficient to provide a unique perspective as to where

the truth lay betweern rival communiques. It furnished.~occasiqnal daily battle

- 95 -
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reports on the progress of various offensives and count‘er---pffénsives by Spviet
af;d German forces, and most impoxztant, order of battle and iapticél intelli-
gence of a quantity and quality which enabled Sbecial Branch in G-2 in 1944-45.
to evaluate the course of the conflict correctly. COMINT als'o helped to trace
the -transfer of German forces between the Eastern and Western Fronts and
to and from t_he South, Amid.a' welter of cont.ra__dictory collateral reports and
claims, COMINT sflowed clearly in Germaﬁ communications that it was Tito’s
partisans, but almost never the Mihailovic forceé, who were fighting Germans
in 1943 and 1944.

Before D--Day in France, COMINT furnished several of Von Rundstedt’s

periodic appraisals of the situation for the High Command, showing where he

thought the main attack would come; as well as some of Berlin’s replies

. J
ignoring Von Rundstedt’s good advice, presumably in favor of Hitler intuition,

COMINT also contributed Ambassador Oshima’s detailed reports to Tokyo on
his pre-_-invasion tour of the Channel defenses, which %Eg, the Committee has
been toid, to basic revisior;s in our landing plans. Aé/ter the assault was
launched, COMINT supplied a large qﬁa.ntity of batfl ' reports and battle orders -
on every level from the OKW itself down to the various divisions. Throughout
the campaign in France and Germany, our estifnates of ene':hy troop strengths,
locations and intentions were based more on COMINT than on any other source.
COMINT Was also the principal source of the information used to select

- 28 -
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'strategic and tactical bombing targets behind German lines; and it helped -

us to 1dent1iy the testing of advanced weo.po 1S (such as improved torpedoes

-and guided airborne missiles) in time to get our scientists started on suitable

counter-measures, thus greatly reducing the ultimate tactical effectiveness
of the enemy’s new developments,

Of .course COMINT was not alwaYs a perfect mirror of enemy intentions.

We did not intercept all impecrtant enemy mes'sages, and we could not always

decrypt the messages we heard. Even when we d1d intercept and could read,

our COMINT producers sometimes failed to turn cut the messages in time

to be useful. Several significant Japanese messages that could well have
made the difference in forewarning us of an impending surprise éttack on
Pearl Harber were intercepted frcm November 24, 1941 through December 6,
1941, and might have been bi/xt were nct in fact available to the COMINT con-

sumers until after December 7. At times, the failure to make effective use

of COMINT capabilities was chafgeable to those who “consumed” COMINT

-

. e :
.. 2 -
. // . . -

and formed intelligen ce sonclusiens from 1t The .Tapanese messages dis-
closing Japan’s decision not to attack Russia in 1942 were viewed with reserve
by our military pl.anners'at the time; those wi’th. the responsibility had already.
formed the opposite dpinidﬁ and rejected the strozg COMINT evidence pre-
sented by G-2 on the ground that it might have been a deliberate Japanese
attempt to_ deceive us with false messages. Faulty appreciation of COMINT -

- 27 -
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}led to the absurdity of assuming that the Japanese knew we wei'e reading
their highest diplomatic code and yet were continuiﬁg to use it throughout the
world. | |

) Perhaps.the most striking tribute to COMINT’s value in World War II
is the remarkable letter written by General Marshall té Governor Dewey on
September 25, 1944, at the height of the _Pres.idential election campaign. This

. letter was written without thé knowledge of President Roosevelt or Secretary

, Stimson -- ‘‘without the knowledge of .any other pe;sbn except Admiral King
(who concurs).” The unprecedented nature o_f this step by a professional
soldier reflects the vital importance General Marshall attached to protecting
the security of COMINT sources. The letter is attached as Exhibit D té this

’ Report. The question of Administration bungli'ng'at Pearl Harbor‘ was a_key
campaign issue. In the letter, General Marshall urged Governor Dewey against
taking any steps in the campaign that might disclose or force the disclosure of
our abiljty to read the Japanese codes. This plea is supported by a detailed

| reéita}/-/of specific examples of COMINT’s value in the conduct of the War on

both i%onts,_ and of the tragic consequences if the Japanese were warned to
changé their éodes.
COMINT’s value foday is more difficult to measure. In time of peace -

even what we now call peace - day to day knowledge of specific enemy strength

and specific enemy intentions is still of the greatést importance, but COMINT

- : - 928 -
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in these fields cannof be of the same speétacular ;ervice as COMINT in time
of war. Of céurse, COMINT could do nothing more valuable than to forewarn
of a Soviet sufprise attack on the free world, but its capabilities on this point
remain to be fully tested. COMINT failed to warn us of the attack on South
- Korea for a variety of reasons or_f which we comment later.

Another problem for COMINT in time of peace is the relative security of

-

communications in a peaceful world.

(b} (1)

(b) (3)-50 USC 403
(b) (3)-18 UsC 798
(b) (3)-P.L. 86-36

) Military forces remain at their bases, where they often are able to communicate
on interior la_nﬂ lines, and cannot be heard. There is less pressure on tﬁe
communications network; fhe opex"ato-rs make fewer mistakes, and COMINT
};as a much harder time decrypting what there is to hear. As a result, the
intelligence consumers alsc have much gr_eater' difficulty in fitting together
into a coherent story the scattered bits and pieces they receive from the.COMIN_T

¢
producers.

Nevertheless, the witnesses before our Committee have been unanimous
in testifying that COMINT ranks as our most important single source of intelli-
gence today. The attached charts (Exhibits E and F) show the estimates of "

the intelligence agencies as to how much COMINT contributes to our overall

- 929 -
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intelligence as compared to other scurces, first for all countries other than

the USSR, (designated ‘‘ALLO’’), and then for the USSR. For ‘ALLO countries,
including the Soviet satellites, these agencies estimate that COMINT supphes '
from 30 to 50% of our military, political and eccnomic intelligence, as well as
minor portions of our scientific and atomic energy intelligence. For the USSR,
COMINT is said to contribute 70% or better o'f our military and economic
intelligence, substantial parts of our political and scienti}ic intelligence, and
practically all of our atomic energy intelligence, such as it is. In submifting

' these charts, the Committee stresses that they have been furnished to it as
estimates only, and any 4Cf'urate percentage allocatmn is obviously impossible.
Also the fact that in some fields a high percentage of our total information comes
from COMINT must carry the qualification that the total infofmation in that field
may be very émall. Nevertheless, the charts serve to indiéate in a general way

the 1mportanr'e which the using agencies ascribe to COMINT sources.

COMINT has had some brilliant mements since World _Wa:.'” , notably on

and on North Kerear military traffic after the

attack in June 1950,

- 30 -
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50 USC 403
18 UsC 798
P.L. 86-3¢

Even these limited and largely low-level sources provide mucl'f,\valuable
intellig_e'nce. The COMINT consumers have given the following recent“\iexamples:

(a).

)

- 31 -
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50 UsC 403
18 UsSC 798
P.L. 86-36

oo oo

)
)
)
)

1)
3)
(3)
3)

) (b)
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(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-3¢
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'k)

ean usually be gathered in peacetime from a variety of open sources,

such as traveling businessmen and tourists, American engineers and

technicians engaged in particular foreign assignments, technical

fnagazines, railroad timetables, and similar data. But in the case of

the Soviet Unicn these sources are now virtually non-available,

50 USC 403
18 UsSC 798
P.L. 86-3¢

\

)
)
)
)

w W wk

)
)
)
)

_555F

4

(d)
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Intelli-

gence conclusions based on such material contain ample margins of error;
unless processed carefully, they can become ultimate assumptiens piled on a

number of preceding assumpticns.

50 UsC 403
18 UsC 798
P.L. 86-36

e

1)
3)
3)
3)

)
)
)
)‘

Mistakes can be and often are made ¢n any of these points, particula_t:ly “,\}
by analysts who lack a background of long COMINT experience. In battle, tf‘l«g

mistakes can often be corrected by collateral evidence such as ground contact,

1 .
Y

* |
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air reconnaissance and priscners.

8 USC 798
0 USC 403
.L. 86-36
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Whether the margin of error is small or large today, it is apt to increase

geometrically as time passes, until something' more solid than |

and similar methods (y’omes along as a check on our mounting ‘,»’é.ccumulation

of assumptions.
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) (3)-18 UsSC 798

) (1)
} (317-50 USC 403
) (3)
) {3)-P.L. 86-3¢

But a sfeady and

patient watch over these sources can prcduce three results of enormods value

~upon the approach of general war.

a.

38 -
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b.
(b) (1)
(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 8B6-36
c.

COMINT was mined from a rich ore in World War II. Today, the ore
being processed is of far lower grade. Large volumes of materials are being
handled, and the refining proéess is complicated in the extx;eme. Costs of
operation are high. New veins of ore need to be_ uﬁearthed, and the costs of

exploration are also high. I the new veins are to be opened up, part of the

-39 .
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present operation may have to be sacrificed. Whether richer ore will be
diScovered, énd Whethér the operation can keep in the black meanwhile, depend

primarily on the skill and efficienéy' of the management.

- 40 -
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)
The present organization of U. S. COMINT activities includes four
principal producing ‘.ggencies, six principai consuming agencies and two prin-

- cipal coordinating bodies. All of the four principal COMINT broducing a_gencies'
are within the Dep:ilrtment of Defense. These égencies, and their positions
within the. Department, are as fcilows: |

1. Within the Army, the Army Sécurity Agency (ASA}, the
commanding ofﬁcer of which is z_'espcnsible te the Assistant Chief
~ of Staff, G-2, who is the principal intelligence staff cfficer of the
Chief of Staff, U. S. Army.
2. Within the Navy Department, the Naval! Security Group,
the chief of which is respcersible to the Director of Naval Communi-
ca/ﬂibns, who in turn is respersible to the Chief of Navz!l Cperaticns.
- 3. Within the Dépar'tment of the Air Force, the Air Forces
Security Services A(AFSS); t_ﬁe commanding officer of which is
rgspo;/z’sible to the Chief of Staff, USAF.
.| 4. Within the Defense Department, the Armed Forces Secufity
Agency (AFSA), tl;e commanding officer.of which is directiy respon-

sible to the Joint Chiefs of Staff.

18 UsC 798
50 USC 403
P.L. 86-36

- 4] -



- - r‘ .-,,
DOCID: 3201737 f@f S.E-b Al BE_
)

50 USC 403
18 USC 798

[ |

The six p:‘:incipai COMI‘NT éonsuming agéncies are the Military Intelli-
gence Division of the Army, the Oifice df Na._vzal Intelligence within the Navy,
he Air Force Intelligence Division, the Office pf Résearch and Intelligence
- of the State Department, the Central Intelligeace Agen-.y, and the Federal Bureau
of Investigation. All of these agencieé receive COMINT material from the
COMINT producing agen.ies and themselvi;s collate and evaluate such materizl.
The customers of these six intelligence producing agencies receive their prod-
uct, which in some cases censists of or contains COMINT an;l in other cases
has been prepﬁred against the background of COMINT.
The two principal COMINT coordinating bedies are the United Stafes
,Communications Intelligence Beard (USCIB) and the A-med Forces Security
' Agency Council (AFSAC). From the point of view of drgamizatiphal pcsition
\ within the Executive Branch of the Government, USCIB is the highest U. S,
COMINT bedy. As indicated in Part I, USCIB was the outgrowth of a long
historical defrelopment in the cocrdiration of COMINT activities and now exists
under National Sécurity Council-intellige-nce Directive No. 9, issued on July 1,

1948 (in its present form attached as Exhibit C). That directive establishes

-9 . ‘
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" the Board, to be composed of “not to exceed’’ two members each from the

Departme_nts of State, the Army, the Navy, the Air Force, the Cehtral Intelli-
gence Agency, and the Fedefal Bureau of mvestigation. (FBI was added in
March, '1950). The Board may act only unanimoﬁsly_;_when it fails to reach a
decision, it is required to refer the matter to the National Security Council,
provided that if unanimity is .nbt reached amc‘mg the military departments of the
Depﬁrtment of Defense, the Board shall fifst pres‘ent- the problem to the Sec- |

retary of Defense.

The functions of the Board are stated in paragraph 1 of the Directive as
follows: ‘

) (1) ‘‘to effect the authé)ritative coordination of Communications

Intelligence activities of the Government” and, .
(2) “‘to advise the D?rector of Central Intelligence in those ma‘ttérs
in the field of Communications Intelligence for which he is responsiblé.”

) ThiS is weak and unsatisfactory language. With respect to the first | J ,
‘function, the word “‘coordinate’’ ordinarily means to brihg into common action
or harmonize, but f_:he preceding word “au-thofitative” appears to indicate some
greater power. Yet the requirement of unanimity precludes any greater power,
With respect to the second function, althbugh the Board is charged witil the duty

of advising the Director of Céntral Intelligence in those matters in the field of

communications intelligence ‘‘for which he is responsible’’ there is no statement
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as to whai are .the matters in that field for which he is responsible, and para-
graph 6 of the Directive expressly provides that all other orders, di_x_-ectives, ,
pelicies or recommendations of the Executive Branch relating to intelligence |
shall be inapplicable to communications intélligence. Accorc}ingly,'. the second
function can at the most mean thz;t the Board is to advise the Director of Central

intelligence on those COMINT matters concerning which he in turn is respon-

sible under the National Security Act for advising and making recommendations

)-50 USC 403
)-18 USC 798
)

to the National Se:.urity Council.

In the final analysis, therefore, the only functions given to the Board are

to attempt to coordinate, with unanimous agreement, the communications intelli-
' J

gence activities of the member agencies. Even these functions are limited by
paragraph 10 of the Directive which provides that the Board ¢‘shall leave the |
internal administration and operation of Communications I.z’._ltelligenCé activities
to the member departments or agencies.”” This limitation seems designed to
insure that in the field of actual production of COMINT (i.e., interception,
decoding, translé.ting‘and preparation of COMINT reperts), the Board shall not
have even fhe coordinating énd adviscry functions set'forth in paragraph 1 of
the Directive. Thus, the proposed move of AFSA to Fo:t Knox, Kentucky was .

apparently considered by the military a questica solely for decision by the
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Departme'rt of Defense and beyond the province cof USCIB

The Beard has me members, Each- military service ;15 represented
by its chief intelligence officer and by the chief of its COMINT producing agency,
the Cenfral Intelligence Agency by its Direztor and an Assistant Director, the
State Departmert by the Special Assistant for Inte‘hge't::e and his principzl
COMINT assistant, and the Federal Bureau of Iavestigation by twe represent-
atives of the Director:., Thke Directcr cf AFSA 15 not a2 member cf the Beard, but
acts as its ‘‘Coordinatoei,’’ or execctive agent. The chairmanship is rotated
annually, ’Ifh'e Beard holds rég'.z‘:a:f manthly meetings ard irterim meetings when
reqguested by any membe:, At its meetngs there are usually present, in addition
tc the thirteen Bcard members or persons acting for them, twenty or mcere other

representatives of the member jagemies, so0 that the total attendance is between

thirty and forty persoas, The Board as such has no office, staff or secretariat,

~and AFSA provides secretarial sexvice, I'\ additicn to the Board itself, an aggre-~

gate of thirty representatives cf the,} member agencies are members Qf the three
standing .cmmittees described hé!‘&m each of which meets at least once a month,
but none of whirh has any stuff or secretariat of its cwrn.

Other than for lizisen purpeses abroad, the eantire USCIB organization

4pparent1v provides nc persunnel; e 1the member or staff or secretariat, whose

sole or,.brimury duty is to consider or act vpon COMINT matters from the natiok;al

point of view, and it appears thit all ¢f the members ¢f USCIB and its committees
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as We]l 3 its “COO"dl"xd,tO'" ?? 4re persons ho!dxvg full time positions of heavy
responsibility in their respective crganizations,

- The Board has issued' eight directives, which deal only with its cwn organ-

ization and COMINT secux 1ty standards. It has three stahding committees, one

-

~ 99

for ““intelligen .r“e,” one for ‘‘se .urity,”’ cce tu: “:c iateral information,’’ and an
ad hoc ‘‘technical’” committee appuinted for a pasticular current problem. Since
the issvance of NSCID Na, 9; the Bourd has held upproximately sixty meetings.
,A review of the mirutes ¢f those meetings india*ate-;s that its activities have been
confined principally to mafters relating teo relations with Great Britain, Canada
and other nationg in the COMINT field, gereral security problems and to a
jlimited extent the coordination of evalvation and disseminaticn of COMINT intelli-
gence. No mattjer-s have been referred to t.he Natio:a.él Security Council for failure
to reach u.nanirhityo

Thus, the actual operation of. USCIB confirms the very limited scope of its
'function as pres_mib?%d by its charter aad interpreted by its members. USCIB and
its subcommittees tndovubtedly perform valvable ard necesszry coordirating
functions in limitel' fields, but it is evident that USCIB dces rnot have or exercise
any power comparable 'with ité positicea at a high level in the organization of the
Executive Branch, It has been made clear to the Committee by a number of

_witnesses that , except perhaps in the field of COMINT c.ﬂcvgements with other

governments, USCIB zs presently conceived and functioning is an ineffective
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} and inefficient body.

AFSA was established by Secretary c¢f Defense Johnscn, by a memo..-'..'_andur‘n
dated éO May 1949 and a Directive (JCS 20_10) attached as Exhibit H, which
placed AFSA “undex_' the direction and ccatrol of the Joint Chiefs of Staff.”’

Its stated pﬁrpose was ‘“to provide.'fcr the placing under one authority the
conduct of communicaticns intelligence and communications security activ-
ities . . . within the National Militury Establishment, except these which are
to be conducted individually by the Departments of the Army, Navy and Air
Force.”” The Directive enumerates 15 specifi . functiens of the Directer,
Armed Forces Security Agercy, of which the moest sigrificant for present
purposes appear to be (1) “‘operaticnal centrol of all AFSA facilities, units and

military personuel; and gperuticrnal and administrative contrel of all AFSA

civilian personnel,’’ (2) producticn ¢f COMINT and conduct of all operations
ne .essary to such preduction, ‘“‘except these operatiens which . . . are to be
conducted individually by the Army, Navy or Air Force’’ and (3) accounting
for, and preparation, produ .tion, sterage and distribution of all crypto-
m_aterial for the Armed Forces.

Under the Directive, AFSA ceonsists ¢f such fa-'.ilities, units and military
and civilian persennel,.inc.’.udiz;g the h.ead@uarters, Army Security Agency, the
Communications Supplementary Activity {cf the Navy), aﬁd any comparable
organizations of the Air For-e, a_ﬁd .“suchl other ficilities, units and perscnnel
as the Joint Chiefs of lSt'aﬁ may delte-:mine 28 necessary te tulfill the functions

herein assigned.”’

- 47 -
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) Thus, as far as COMINT is concerned, the functions of AFSA are defined,
not affirmatively, but in terms of what is net performed by the Army, Navy and
A1r Force. The Directive affirmatively assigns six missions to the Army, Navy
and Air Force, including (1) assigning facilities and perso*\nel to AFSA, (2) pro-
viding ‘‘fixed intercept installations®’ to be ‘‘manned and administered’’ by the
Services but to be ‘‘operationally directed” by AFSA, (3) providing ‘‘mobile

. intercept facilities” for the Services, to be ‘‘manned, administered, and oper-

) ationally controlled’’ by the individual Services but which ‘‘may also be used to

perform special missions for AFSA,”’ (4) providirig communications facilities

required by AFSA and (5) to “‘continue to be responsible for all such crypto-
logic activities as are required by 'intra-service or joint needs . . . and are

) determined by the Joint Chiefs of Staff not to be the scle responsibility of AFSA.”’

The_Directive also created the Armed Forces Security Agency Council y
(AFSAC) (with ten members, all of whem are military officers within the
Department of Defense). - The Directive gave AFSAC certain duties te make '

recomme_ndations to the .Toinf Chiefs of Staff in respect of COMINT and to ‘‘deter- /

‘mine and coordinate joint cryptologic military requirements.’” Under the Direc-

tive itself, AFSAC is gi\}en no actual control cver AFSA or the Director of AFSA,

[
T ™~
pE

-

except for the determination of requirements.
In July 1949, AFSAC eubmitted to the Joint Chiefs of Staff twe further
detailed directives with respect to the functions of AFSA, AFSAC, and the

- 48 -
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)D1rector of AFSA, stating that they were submitted ‘‘pursuant t.o the directive
by the Secretary of Defense in the appendix to JCS 2010, to prepare for approval
by the Joint Chiefs of Staff - - (1) a draft charter for the A-..-megi Forces Communi-
cations Intelligence‘ Advisory Council (AFCiAC); and (2) a draft directive to the
Director, Armed Ferces Security Age 1cy (AFSA).”” While it is not readily -
apparent why such documents were prepared for the Joint Chiefs of Staff except
perhaps the necessity to ampllify the directive of.the Secretary of Defense, the
reéult_s unquestionsbly altered the arfa;ngements set forth in that dire._ctive,' spec-

)

ifically with respect to the authority cf the Director of AFSA vis-a-vis the Service

L4

agencies and AFSAC.
The draft charter for AFSA?%:.nd the draft directive to the Director of AFSA

) were approved by the Joint Chiefs of Staff on 1 Séptember 1949. The charter for
AFSAC designates that body as ‘‘the agency of the Joint Chiefs of Staff chai‘ged
with insuring the most effective operation’’ of AFSA and gives AFSAC the
functions to ‘‘determine po1icies, operating plans and doctrines’’ for AFSA in

its production of COMINT; to “coo'dmate and rewew” the S7/x{v1ce -cperated -
COM]NT facilities; to recommend to the Joint Chiefs of Staﬂl the facilities,
personnel, and flSCdl and logistic support to be provided by the Services to AFSA
on the basis of xjequlrements determined by the Director of AFSA; and to forward-
to the Director of AFSA “‘for implemeﬁtation, without reference to the Join t Chieis

of Staff, its unanimous decisions on matters which it determines not to involve

- 49 -
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) changes in major policies . . . ”’ It will be seen that for all practical purposes

the directive made AFSAC (which is nothing except a committee made up of

the three Services) the boss ¢f AFSA, which in turn is coinpletély dep’endént upon
the three Service organizations for all its comfnunicatio_ns and practiéally all of
its cc;lléction of COMINT. The pattern was not unification under a single control,

but rather a combination of limited functions under the three-headed .control of
the comb.ining agencies, |
) The directive of the ".Taint Chiefs of Staff to the Director, AFSA, compleménts
the charter of AFSAC by providing that the Directo.z_' of AFSA will implement,
without reference to the Joint Chiefs of Staff, unanimous recommendations of
~ AFSAC which are determined by AFSAC not to involve .cﬁanges in major policies.
)The directive further provides that all AFSA COMINT activities of unique or
principal interest to any one service will, insofar as practicable, be carried out
-under the immediate direction of AFSA personnel of the Service éoncerned, and
that AFSA will provide for a full-time Deputy Director from eachﬁ Service,
IThe directive further restates the responsibilitie}s «of the Director, AFSA, and
of the Services at great length, with repeated errphasm upon the position of AFSAC.
Under the above directives the COMINT functions of AFSA are defined only
in terms of what the Services are not to do, and the COMINT functions of the

- Services, other than intercept, are not defined but left to the Joint Chiefs of Staff

to determine. As more fully explained in Part IV of this Report, the Joint Chiefs
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of Staff have not made any clear-cut or definitive 'determination, and the actual
division of responsibilities has béen and continues to be réached through nego-
tiations among the varioué Service crgarizations and AFSA., |

" AFSAC ccensists of the Director of AFSA as permanent chairman, the two
USCI1B members from each of the Services, and (;ne additional member from each
Service, or a total membership o£ ten. Atfenqance at meetings usually approx-

imates 30 persons. It has two standing ccmmittees, one of which coordinates

technical COMINT matters among the member agencies and the other of which

coordinates the intelligence requirements of the Military Services for COMINT.

Like USCIB it has no staff or secretariat ¢f its own, and all cf its members
have full time military pesitions cf heavy responsibility in their respective
erganizations.

A re.view of the minutes of the thirty-five rheetings c¢f AFSAC from its

rganization in July, 1949 until the ernd cf 1951 indicates that its activities fall
irto three prin:ipal categories: the logistic suppert for AFSA, the relations
and divisi_ons df r-espons}ibility between AFSA a_r;d the three Servicé COMINT
organizations, and a v-ctrie'ty of matter\s involving commﬁnications security and
COMINT i)roduction problems of a techrnical nature. The activitieé of AFSAC

thus are of a different scope and nature than the activities cf USCIB.

The negotiations among the Services and AFSA with respect to the divi-

-sion of responsibilities amohg the three_Sérvi:'.e- COMINT preducing agencies
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)} and AFSA iavolve the basic issue of degree cf central control by AFSA versus

~operational autonomy of the individual Service organizations and relate to_

- three principal matters: (1) intercept, (2) processing of intercepted traffic
(i.e., cryptanalysig, traffic -analysis, decoding, trahslation), and (3) the relations
among the Services and AFSA in theaters of operations. The present division
of responsibility with respect to e.ach of these fields is the result of protracted
negotiations aver the period of more than two and a half years since AFSA was
established. Such 'negotiations have absorbéd a subdstantial portion of the time
and energies of the principal officiils of the four broducing agencies.

These and other aspects of fhe éctual working- out in practice of the USCIB

. Charter (NSCID No. 9) and the AFSA Charters (JCS 2010 and 2010/6) are de~

, scribed in the succeeding Part IV of this Repcrt.

/
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| In Part III, we have outlined the commuhications inteiligence organi- -
zafion as it was created by the USCIB Charter and iCS 2010. - That outline |
is in part a skeleton; a useful picture of the flesh 'and bléod organization
réquires a statement as to hovir its normai daily operations are being con-
ducted. Only by following the ‘‘production-line’’ of COMINT down to the
delivery of the finished product can we learn_'how this paper organization has
-functi.on'ed in fact, and underétand the organizafioﬁal and operating problems.

In this Part IV, we attempt to show how the COMINT organization created

by the USCIB Charter and JCS 2010 actually operates in the fields of inter-
cept, priorities, processing, dissemination to consumer agencies and use in
creating intelligence, cryptography, and security.

Size and Cost

The Committee has felt tﬁat it would be helpful to those readin,é,r '/t:hié
Report to have a rough estimate o\f the amount that the Government is spgnd—
ir_xg annually in the production-of communicatiogs intelligence. Howev/er, "37‘6..
have found that it is imposSible to give any completely accurate figures. f '
This'results from the fact that great masses of thga personnel involved belong
to the three Services, and that a large amount of the work and effort which
goes into the production of communications intelligence is the product of

* vaar

Service pérsonnel and equipment which are alsc e:igaged in other duties and
functions.
-53 - .
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| The Committee has, however, obtained from AFSA and other soﬁro:-es
certain estimates and data which it belie.ves are sufficiently informative to
merit’ reproducfion here, even though some of them mayﬂ be only little better
t-ha_n informed guesses. A breakdown of this material by major categories
appears on tﬁe following pages. Many of the expense figures are necessarily
only estimates of the proper allocation of various indirect support costs,
such as military pay and maintenance and the very consideraplé cost of
passing raw COMINT traffic through our military communications networks.
The Committee emphasizes that it has not attempted'to make anything re-
sémbling a cost accounting analYéis. It believes that the summary given
furnishes a reasonable approximation of the amount that we are Spendiﬂg to

acquire and process communications intelligence. The summary does not

include any estimate of the amounts expenéed by the various departments and
agencies in analyzing, utilizing and distributing the intelligence summaries

v

which are based in whole or in part' on COMINT/L

Intercept

Under the 1949 directive of the Secretarf of Defense referred to above

(JCS 2010), each of the Services is responsible for providing intercept

facilities for its own use and to serve AFSA, The only criterion provided
in the directive for the allocation of intercept facilities between the Service

organizations and AFSA is that ‘“fixed intercept installations will be manned

/Text resumed on page 57/
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) ESTIMATED ANNUAL MANPOWER

AND EXPENDITURES FOR COMMUNICATIONS
INTELLIGENCE, 1952

(all figures are rounded)
b

MANPOWER,,,,.«*"/
Agency - Military Civiliaxﬁa Total
AFSA . 5400
ASA
NSG
AFSS

NOTE: By the end of fiscal year 1954, this total is- scheduled to increase
by more than 20,000 with the Air Force Security Service alone
scheduled to rise from 9,600 to 21,000 men. '

'EXPENDITURES
) 1. Direct Armed For_ces Security Agency Expenses -
Personnel J - R
Supplies & materials - o
Equipment : -
Miscellaneous -
Total '

2. Direct Army Security Agency Expenses -

Personnel J -

Facilities (intercept stations) -

Miscellaneous - : -
Total '

3. Direct Naval Security Group Expenses -~

Personnel : -

Equipment -

Facilities -
Total

) | . -55-
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4. Direct Air Force Security Service Expenses

Personnel -

Equipment

Facilities
Total

5. Military upkeep -
(quarters, subsistence,” etc.)

6. Communications -

- (estimated at approximately
commercial rates)

) 7. Miscellaneous -

(security clearances, depreciation on

equipment, and other unallocated indirect
costs)

GRAND TOTAL -
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| and administered by the Service providing the.m” but will be ¢ ‘operationally ‘
d1rected” by AFSA, and that ‘‘mobile mtercept fac111t1es” required by the '
reSpectwe Servxces will be “ma.nned administered and Operatlonally con- /
trolled’’ by the individual Service but ‘‘may also be used to perform special
rtxiésions for AFSA as requested by the Director _thereof.’ ? | /
The subsequent directive of. the Joint Ctxiefs of Staff establishing AFSA
| did not further define the resportsibilities .for ;ntercept, but merely stated,

) ‘“‘Intercept ~ as indicated in JCS 2010.’’ The first relevant Joint Chiefs of

Staff directive (JCS 2010/10, dated 25 October 1949), stated that ‘‘operational

control’’ of Army and Navy fixed intercept stations should be

vested in the D1rector of AFSA. The accompanymg papers emphasized that
this was an “‘initial”’ allecat}on of umts ‘a,‘\\engaged primarily in support of the
functions of AFSA,’’ but did xtet\state the fé‘nctions of AFSA except by refer-
ence to the previous d1rect1ves,,wh1ch had not defmed the functions of AFSA.
The theory of JCS 2010 seems to have/bee that ““fixed’’ intercept facil-
ities are most suitable for performance of AEéA’s ur;gief1ned mission and
that “‘mobile”” facilities are most suitable fo theperformance of the unde-
fined Service missions. It appears, however, that ir\\l\mgslt\}q}as‘es the actual
physical nature of an intercept facility as being ‘‘fixed’’ or ‘}H“mobile” has

little relation to the adaptablhty of that facxhty to perform mlsszons ‘for AFSA

or for a Servxce. The test set up in the d1rect1ve is also 1mpractlcal beoauc;e
(b)(3 -50 UsC 403

- 57 - (b) (3)-18 USC 798
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of the difficulty of determining whether any given intercept tacilities are in
fact fixed or mobile. For example, the Air Force designates all of its inter-
cept facilities as ‘‘mobile’’ although, we are informed, many of such facilities |
are as physically fixed in location as facilities of the Army and Navy which are

designated by them as fixed. - -

As of Apr_il 10, 1952, the three Services had in operation an aggregate of

Imtercept positions*, of which were to some extent under the'operational

control of AFSA The Army’s mtercept iac111t1es 1nc1uded|:|f1xed 1ntercept sta-

tions at locatlons throughout the wor]d havmg a total of pesmops, and

mtercept units (called Radio Reconna1ssance Compames) havmg a total ot

positions, The Navy had flxed intercept statmns W1th|:|posmons, plus|:|

mobile units W1th|:| pos1t1ons The Air Force had ,__Radm Squadrons .

M0b1le and other 1ntercept urnts w1th an aggregate of

s. As of that

date, pos1t1ons at the | flxed mtercept statlon ._tof the rmy

and Navy (including all of the Army pos1t10ns) were unde* the cp ratmnal

ontrol for d1rection f1nd1ng, pursuant to .TCS 2010/10 see p a 3),” m addi-

directjon of AFSA. f1xed pos1t1o S were under
‘Navy (

tion, mtercept positions of the Army were asmgne‘” to perform

- raissions directed bY AFSA, and the pos1t10ns of the Fo

e

(1)
(b) (3)-50 USC 403
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assigned to the operational direction of AFSA pursuant to an agreement be-
tween AF‘SA‘and the Air Force Se'curity Service (AFSS) entered into on

‘November 16, 1951, providing that AFSA and AFSS ‘‘will each have exclusive

task assignménts on 50% of all AFSS intercept positions.”” However, under |

the agréement AFSA may now assign ‘‘non-Air missions’’ to 2 maximum of
two positions. The agreément provides that this maximum will be increased
by mutual agreement as the total number of Air Force pbsitioxis increase. It
should be noted that all arrangeménts between AFSA and any of the Service

.COMINT organizations in the allocation of positions not designated by the

~Service as ‘‘fixed’’ have had to be effected by negotiated ‘‘agreements.’”” An

important aspect of the process of operating through long and painful nego-
tiations is that, should a negqtiated arrangement prove wrong of unworkable,
or should circumstances change, further negotiations are required to am{xul
it and then to make a fresh start.

Each of the Services is now carrying forward a program of expansion °|
of its.intercept facilities under at_lthorization- qf the Joint Chiefs of Staff J

(JCS 2010/46, dated 6 November 1951), pursuant to which the Army is author:

~ized to increase its positions to ‘the Navy to and the Air Force to

for a total of posmons

(b)(
50 USC 403
18 USC 798
P.L. 86-36
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to theater or tact.iéglt. ~commands. The Army Security Agency (ASA) has two
principal overseas headquarters, ASA, Europe, and ASA,'Paciiic, each of
which commands all fixed and mobile intercept facilities of the Army within
its geographic area but has working relations with the theate; commander to
supply his local COMINT needs. All of the Navy intercept facilities are under
the direct command of the Washington hea&quart__ers of the Naval Security
Group. z_\ir Fprce intercept facilities are under the ‘direct command of the
>Brooks Field, Texas, headquarters of the Air Forée Secx_xrity Service and its
subordinate Security Groups. | |
No intercept fécilitie_s are ‘‘assigned’’ to AFSA for ‘‘command,’’ but
>each Service has worked out with IAFSA an agreement aé'to how the éommand :
function of that Service ovef its intercept facilities shall be reconciled with
- ‘“‘operational direction”’ bylA_FSA. Extensive negotiations have bgen held:
between AFSA and the respective Services as to whether AFSA’s operational
)di_rection of Service intercept fa.y.iilifies will be exercised thr’ough general
i_ntercept_requirements transmitted to the headquarters of the Service organ-
ization, or fhrough (_ietailed assignments so tranémitted, or by directions sent
by AFSA, either in _ité hame or the name of the Service COMINT commander,
direcﬂy to the intercept station. It would serve no ﬁseful purposé in thié
Report to detail the negotiations on this ma.tter and its preéent status, but the
great amount of vtime absorbed by and signiiicance attached to such arrange-

ments are noted as a commentary upon the present COMINT organization.

)
- 60 -
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It should be helpful, at this stage, to illustrate how the exe,'mption of

particular ServiTT intercept facilities from AFSA’s “operational direction”’

has affected the employment of our total 1ntercept capablhtles In the

several months precedmg the invasion of Korea in June, 1950, the U. S. had

some intercept posmons so s;tuated as to be capable of intercepting

North Kore\an\ traffic. Of these positions,.AFSA had ‘‘operational direc-

tion”” of[ |the remainder being directed by the Army and Air Force. AFSA

had many oth-er*ademands for the"‘aliimited facilities available to it, and assigned

only of the \po\s‘itio‘ns to search‘ior an«d intercept North Korean traffic.

In large part because onlprosmons were asswned to the task, AFSA was

no Korean traﬁlc whatever at the t1me of the invasion in June, 1950.

With the beneﬁt of h1nds1ght 1t JS now clear that 1t would have been wiser to

assign more of the avallable posxtmns to Korean traffic. If AFSA had had

the posmons under 1ts operatmnal d1rect1on, 1t mlght st111 have decided for

what seemed to be good reasons 1n the Sprlng of 1950 thatDwere sufﬁclent to -

cover North Korea. But AFSA never had the opportumty to deczde how many (

posmons it would put on Korea out of AFSA had\only :lposmons under

its control, ;
After the invasion in June 1950 both AFSA a.nd th_“\ Servme ‘rap1d1y

assigned a con51derab1e number of intercept posmons to N \"or«ean traffic,

Some North Korean encrypted and. plam text messages,;w,e,rt rcepted
(b} (1)
(b} (3)-50 USC 403
= _61 = . (b) (3)-18 UsC 798

(b) (3)-P.L. B86-36
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in July, and by September the monthly total had risen to[ | But despite
an impresSive increase in total effort, the division of “operatfzpnal direction’’
among the Services and AFSA led to a number of wasteful and i1_Enefficie‘nt

practices. The Army (ASAPAC) and Air Force (AFSS) units 'inzthe theater

duplicated much of their intercept effort on Sovtet and traiﬁc

in the combat areas, with neither unit accomphshmg complete coverage or

ana1y51s on either problem. Despxte the urgent recommendatmns of an AFSA

team (which visited the theater at the invitation of General MacArthur S

" headquarters) that ASAPAC and AFSS divide and coordinate the1r efforts by

agreement, the duphcatlon continued for an additional year until ASAPAC
volunterﬂy discontinued its own efforts on both problems in Marctx ef 1952.
Similarly, AFSA recommended in the Spring of 1951 that the direct}ion find-
ing (D/F) facilities and activities of the three Sefvices in the Far East be
btaced under common control to obtain results on Chinese Communist.
traffic that were urgently needed and could not be achte.ved with the limited
facilities possessed by any one Service. The Corrxmi/tltee is advised that this
single and obvious step was not adopted until this Spring, more thart e.year
after the or1gmal recommendatlon was made. And today, despite a sub-

stantial increase in the number of intercept positions in the Western Pac1f1c,

the pr0port10n under AFSA operational dlrectlon has actually declmed

from out-of |1n~June 1950to| out of] on-May.1,.1952,
. . (b) (3)-50 UsC 403

- 62 -
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The ..Toint Chiefs of Staff’s recent authox:izaticn for an increase of
intercept facilities to|:| posmons makes no prov1s1on as to whether such
facilities shall be fixed or mob1le cr shall be. sub]ect to AFSA or Service
operatmnal direction. The Commlttee is infermed that, in negot1at10qs among
AFSA and the Serv1ces leading to su. :h duthonzatmn, the Lnderstandmg was

reached by at least some of the negotlators that a certain nnmber of the total

authorized positicns would be deemed to be *eserved to the Services for the

‘‘direct support of combat commanders’».’ and that the remainder would be
deemed available for AFSA requ1remeﬂte However, the JCS authorization
contains nothing which p”esrrlbes this alloeatlcn, and it appears difficult if
not impossible to muake any allozaticn on the ba‘a51s ¢f what is and what is not

in ‘‘direct support of combat commanders,”’ Aé’c(ordir_gly, under the present

. '/ ' . - N - "\'- . :
directives, the future allocaticn of intercept 1&:11.1t1es as between AFSA and

the Ser-v-ice organizat ons appears tc depend ugon ‘Nhat pcrtion ¢f such facil-
ities shall be m:ed or mobile in the case cf the Army .:‘d the Navy and what
portion shal’ bé allocated to AFSA by voluatary agr_eeme;:;t\l m,the case of the
Air Force. Also it appears that the manner cf exercise Qf'xéperatienz;l direc-
tion by AFSA of such,lfacil-ities as may be at ifs disposal will “igobably contimue
to be the subject of dispute and protracted negotiztions. |

- The foregoing detailed descriptiqzﬁ of the ;ntercep.f_ situa'tionl‘in]flustsates

one of the complex problems which cccupies an inordinate amcunt of the time
s (b) (1)
(b} (3)-50 USC 403
~ B3 - (b) (3)-18 USC 798

(b) (3)-P.L. B86-36
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and energy of the COMINT organizations.. An effectively controlled COMINT
organization Would permit complete ﬂe_xibility in the use of intercept facil-
ities, having"in mind at any time the availaple traffic, the intelligence require-
ments of military and civilian consumers, the nature of the proceésing re-
quired, th.e need for speed in a given situation, the ability to identify targets,
and other pertinent; factors. These various factors may change rapidl&,
‘particularly in time of war, and the desired flexibility cannot be achieved
by application of the present arbitrary standards- of ailocation or through
“n.egotiations.” among separate COMINT organizations. |
Priorities

Although throughout the COMINT process the interrél)ationslilip of pro-
du<ers and users is coﬁtinuous, the consumers first enter at the point where
they make- their COMI&T needs k:nown to the producers -- a periodic 'gét of
instruction known as the ‘‘determination of priorities.”’

-

It is obviously impossible, as well as impractical, to intercept, ana-|j

lyze and disseminate to all interested agencies each of the hundreds of

-thousands of radio messages traveling daily 'through the air and theoret- |

ically available for study. It is neCessary, therefore, that machinery exist
for deter,rhining the particular channels for particular subjects to which
attention is to be primarily directed. Two committees meet monthly to

address themselves to the question of determining the national COMINT
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requirements for any given period.

' Fifst, the USCIB Intelligence Committee has formal res»p'onsibillity
for USCIB COMIN’I' priorities. The Intelligence éommittee has repre-
sentatives from all member debartments and agencies of USCIB: i.e., ONI,
G-2, A-2, State, CIA and FBI, with'-tt_le chairmanship rotating among these
representatives. Voting is done on chart-like ;on:ms divided by countries,
aﬁd under eaéh country thére is a list of tepics previously drafted and ag;eed
'upon by the Committee from time to time. The interests in these topics are
expressed in terms of the numerals 1 through 5, with 5 the highest. The
results of this preferential voting are forwarded directly to DIRAFSA (the
;I/)irector of the Armed Forces Seéurity Agency). ’ﬁxeré is appended as Exhibit
Ha characteﬁstic sample of USCIB intélligence requirements for the month of
15 January to 14 Febfua.rj 1952, It wiil be seen that these requirements are
broadly-phrased, subject-matter_ interests cof the USCIB intelligence con-~
sumers, which do not attem.pt f_o pinpoint t':e. type of information desired
either by n‘atioAnality‘of tré.ffic or by links or frequencies. We believe that in
most cases these priorities are so broad‘ly expressed as to>be of little value
to AFSA.

The weaknesses of this methed 6f expressi_ﬁg consumer priorities are

well illustrated.by the USCIB Priority Lists furnished to AFSA during the

seven months’ period December_ 1949 - June 1950, immediately preceding the N
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invasion of South Korea. 'As shown below, the various intelligénce agencies .
were becomihg increasingly concerned during this period about the possi-
1-)'ilit§ of a Soviet move against South Korea, and yet this concern was never
dir‘ectl}; commﬁnicated to AFSA through the mechanism of the USCIB Intelli-
gence Requirements Lists: - . |
(a) Early in 1950 the intelligence agencies had formed an
informal Watch Committee under the sponsorship of CIA (this
Committee was the pfedecessor of the present official inter-
agency Watch Committee presided over by G-2). The Corﬁ-'
mittee had 10 members, 2 each from Army, Navy, Air Force,
~ State and CIA. The:Committee operafed at the COMINT level;
3 of the 10 members had their offices in the consumer beach-
heads at AFSA-which are descfibed below.
(b) The Watch C-omx_nittee did not deal with COMINT exclu-
sively, but examined evidence fr.om all éources- so as to select
and idenﬁfy évery available' means of warning that might indicate
a Soviet move against the non-Soviet world. The Committee’s
minutes for its meeting of April 12, 1950 record only six items
of evidence on Soviet intentions. The sixth item was the fol-
lowing collateral report: |

““A report relayed by CinCFE stated that the North \/
Korean Peoples’ Army will invade South Korea in ‘
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June of 1950. Representatives of the Department of the
Army undertcok to ask for further information on thlS
subject.”’

(c) ThlS particular report is nct mentioned again in the minutes

until the meeting held July 31, 1850, five weeks after the invasion,

when the Department of the "Army stated that the report “‘had

-emanated from an Air Force source whose reports were not given -~

much reliability by the Air f‘orce.” But ;neanwhile, Korea had con-
tinued to hold the attention of the Watch Committee, along with a
number of other areas the Committe'e regarded as sensitjve.. In the
minutes of the meeting held on Fune 14, 1950, the fc!lowing appears:

““A list of sensitive areas icr consideration by the Watch
Committee as petential scurces of cenflict with the USSR
was presented by the Chairman (z CIA man)., These arezs,
arranged in the Chairman’s estimate c¢f the crder cf their
explosiveness in the rear future {six menths te cne year)
are: Indo-China, Berlin and West Garmany, Iran, Yugo-
slavia, South Korea, the Philippires z:-d Japa Members
of the Watzch Committee vere usked to present al terratwe
lists or rearrangements cf this list ot the next meeting, /
28 June 1950,”’ /The invasion occuzred on the 25th, aﬂ? ’
cubsequent minutes do not indicate that the ziternative l

lists were ever prepared./

The above qucted miriutes_of the Watch Committee indicate that the

consumer agepmes had Scuth Korea oi the1r mixn ds, and that at least

the CIA representatwe regardea Scuth Korea as the 5th mest poten-

>t1a1 source of conflict with the USSR througheout the entire world. But

this degree of concern over Kcrea was never specifically indicated
- 67 -
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in the USCIB Intelligence Priorities List.
(d) The tablé on the following page shows the number of priority
requests by consumer agencies for traffic relating to particular areas

of the world during the beriod December 1949 - June 1950. (During

‘these 7 months, 9 separate lists of intelligence requirements were sub-

mitted by the USCIB members). On the'highest priority list (List A),
Korea is mentioned onl;r once out of 124 sc;pa'rate specific pricrity
items, and ranks 12th and last in frequency of mention among the areas
of 'thc_e world. On the 2nd priority list (List B), Korea is mentioned only
5 times out of 277 separate items, and ranks 15th of 18 areas in fre-
quency of mention. bn the 3rd priority list (List C), Korea is mentioned "
once out of 90 separate items, and is tied for 13th and last place in fre-
quency of ni/ention. As a comparative measure of the importa.nt:e
evidently assigned to coverage of traffic on Korea by the intelligence

agencies, Latin L}merica, while never mentioned in List A, received 15

/
- mentions on Libl/t B and 25 mentions on List C during the same period.

(e) The above evidence suggests the possibility thét the USCIB
Intelligence Requirements Lists do not accurately reflect the views of
the intelligence agencies themselves as to comparative priorities, and
it is not surprising tha'tlthe Lists are of ‘such little assistance to AFSA.

[Text resumed on page 707
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FREQUENCIES OF USCIB CONSUMER REQUESTS
FOR TRAFFIC ON KQREA AS SHOWN BY
USCIB INTELLIGENCE REQUIREMENTS LISTS

(December 1949 - June 1950)

List A includes those individual subJects considered to be of greatest
concern to U. S. policy or security.

List B includes those individual subjects considered to be of high
importance. - .

List C includes those individual subjects cons1dered to be of considerable
) interest but of less immediate concern.

Under each List is shown the number of priority requests by consumer
agencies for traffic relating to each area during the period December 1949 -

June 1950:
List A o List B . List C
> 1. USSR - 26 1. China ' 31 1. Latin America 25
2. China 23 2.1 |29 2. 15
3. 16 3. Satellites 24 3. 11
4. “Satellifes 13 4, 21 4 8
5. 10 5. 19 4 8
6. World Wide 7 - 6. 18 6 6
6. 7T 1. 17 7. 4
) 8. 6 8. 16 8. China 2
9. 5 9. .15 8. Satellites -2
10. .5 10.[ 14 8. 2
10. 5. 1. USSR 13 8. 2
12. Korea 1 12, 9 8. 2
13. 8 1
- 13. ‘ L8 1
15. Korea ~ 5 1
15. World Wide
17,
18. () (i)
(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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Since thé intelliger-_cg agercies themselves fziled to communicate to

AFSA fhe extent o_f their growing interest in the Korean problem, it

is small woender that AFSA was so pqorly prepared to handle Koreax}'

tr.affi(.: when the invasica cccurred dn TJune 25; 1950.

AFSA’s own dissatisfaction with the USCIB I.ﬁtelligence Requirements
Lists, illustrated by t;.he Kc:reé:r episode desc.ribed. above, led the Director of
AFSA to protest to AFSAC qr; August 18, 1950 that he was in a position of having

) to direct the intercept and processing e.fforts'o.f AFSA without formal inte-

| grated guidance from the Services as tc their intelligence requirements. Gn
October 2, 1950, AFSAC agreed tc establish a sperial I_'ztelligenée Require-
ments Committee ecnsisting of members of ONIL G-2, A-2 and AFSA. Since
the creation cf this Committee, it has assi:med the respecnrsibility for making
intelligence priority reccmmendatiors a/Sth military tr.;ific, and the USCIB
Intelligence Committee-has ccnfined itself primarily to ;e.cz‘.--military traffic.

} | The part of the tota! ““COMINT pie’’ av} ilahle to the USCIB Intelligence
Committee for the expression of its pricrities is what .is ccwn as ‘“‘Joint.”?

It is primarily non-military traffic in which, however, the intelligence divi-

they participate'in the expression of USCIB pricrities. The part of the pie
dealt with by the AFSAC Iatelligence Committee is composed entirely of

military traffic in which in the main the civilian components of USCIB have
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only a secondary interesf, other than to be kept advised of the highlights of
the resulting ';ntelligence. | |
.When the recommendations of the two intelligeﬁce committe.es reach
'DIRAFSA, they are acted upon by the Intercept Priorities Board (IPB), of
AFSA—OZ (the processing center of AFSA). As in the case of the intelligence
comfnittees, IPB meets monthly. Its voting members are the heads of the |
branches of AFSA-02; its chairman is always the Chief of AFSA-02. The
) civilié.n ;:omponents of USCIB havé no voting members in IPB but have the
right to station observers at its meetings and customarily do so.
The IPB, in turn, has about ten SIPG’s (Special Intercept Priorities
Groups) set up within the various branches of AFSA-02. In advance of the !
) monthly meetmg of IPB, the SIPG’s prepare and submit their own recommen- '
datiohs based upon the interests and needs of the processing units. As in the
case bf the IPB, the civilian agencies participate m the SIPG’s'through non-
voting, observers. | |
) //011 the basis of the priority reCommendations received from the tv}o
infell{igence committees and the various SIPG’s, IPB lays cut the actual inte'r-.
‘cep't plan idr the comir_lg month, At this time the total COMINT intercept capa-

bilities necessarily exercise a limiting influence, It will be remembered that

AFSA has operational control over only| (b) (1) |presently existing inter- f ; '

cept positions. Accordingly IPB is in fact able to apply the piiorities

.71 -
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recommendations received from the consuming agencies only in laying
out the intercept plan for approximately two-thirds of the available intercept
positions. The remaining intercept positions follow the priorities laid downJ
for them by the three military Services.
It will thus be seen that eaeh of the three military Services has abso-
" lute control over priorities for ifs own reserved intercept facilities, and that
it is also authecrized to ma.ke'recomméndations to AFSA as to priorities for
) the intercept facilities under AFSA (;ozitrcl. Within AFSA the military Services
have an effective voice, if not absolute control, over the actua! intercept plan
laid out by the IPB for the AFSA control stations, through military personnel
assigned fo AFSA who happen to serve as members of IPB.
) " The civilian consumer agencies are therefore at a substantial disad-
vantage in deterinin'm.g intercept priorities. With respect to th/e one-third of
the total intercept capability reserved by the three military Services,'the
civilian agencies have no right even to make priority re\,ommendatifms. With
respect to the ‘‘Joint’’ (but not the military) portion of the rema1m‘<g two-
thirds -of the intercept more or less controlled by AFSA, the civilian agencies
are permitted to makg priority recommendations, in conjuncticn with the
Services, but, since they do not assign personnel to serve under AFSA command

(as the military Serv1ces do), they do not sit on the AFSA Board (IPB) which

considers the various recommendatlons and wh1ch makes the decisions.

-T2 -
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It is a natural consequence of this arrangement that, in the opinion of

the civilian agencies, an Intercept Priorities Board composed wholly of

' employees of the Department of Defense tends to place undue emphasis on.

priority recommendations made by the military Services, as compared to
those made by the civilian consur’ners Thus the State Department represen-

tatives have advised this Committee that of the|:|1ntercept positions at the

d1sposa1 of AFSA in June 1950 only p051tions or were devoted to non-

military traffic, while of the posmons avallable to AFSA in April 1952,

only «positions or were devoted to non military traﬁic Agamst a 100%

increase in the number of 1ntercept pos1t1ons available to AFSA, both the
percentage and the absolute number of posﬁxons devoted to non- mihtary

traffic have dechned sharply. These fio'ures, moreover, leave entirely out of

consideration the \ lnter/cept posmons reser ved for and operated by the
military Services, rather than AFSA Vo .

"Once the actual prxorities/ for a ‘given ‘movnth a_re set in terms of sub-
stantive requirements, itisn cessary to trahslate them into the ‘‘profes-
sional’’ terms required by mtercept station practices. ,The basic implement

for instructions to stations is the “case book” whlch contams a list of all

known radio circuits, and of which every mtercept station has a copy.‘

50 USC 403
18 USC 798
P.L. 86-36
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The interpretation of the COMINT substantive requirem'ent;é

for the benefit of intercept crerators is done by AFSA-28, the Intercept
Division of the Cellection Group of AFSA. As a result of this translatic”:i” into
professional tefms, given in.te-.rcépt stations are tcid to ‘fsteq to certaif; case-
book numbers. Ln each case, three aux1]1ary r‘ase—book numbers muet be |
ass1gned along with that number which is preferred, because of 1oqospher1c

) and other technical cemplications which may make it necessary for the inter-
cept statlon toc use some leeway and ]udcrment in pi ckmg up the quu ired traffic;

Processing

After the raw material is intercepted, it is returned to A’FSA and to the
decrypting units of the three Services acsording to "L:"rent mstrurtm 1S, which
vary with the type of tra.flc..

a. Processing as between the Service wuzits and AFSA

) The allecaticn of respensibility for p*r_r,e;smg tf"flc ae
‘between the Service units and AFSA has proved as cc-,:_tre-versial _
and difficult as the parallel prcblem of mtercept"/a.lready ‘men-
tioned. The 1949 directive of the Sesretary of beie.—rr.se provided
. no criterien for allocation of respcnsibility ‘o" pro<cessing. The
d1rect1ve of the JCS to AFSA st.,tes that the Se'“vn.es shall be |

responsible for precessing “as reeded for 1"tex cept centrol and

)=50 USC 403
)-18 USC 798
)

-P.L. 86-36
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combat intell-igence,” but that ‘‘Exploitation by each Service
applies only to material of operational interest to that Service’’.
and ‘‘will not entail uhdesi_rable duplication.;’ The “‘initial .'
composition’’ of AFSA prescribed by JCS 2010/16 placed under
vthe direction of AFSA portions of the Army and Navy processing
orgs.nizatious, but did not limit the rigtit of the Services to engage |
in processing with any ’retained or ‘new pe"rsonnel.
At present neither the .Army or the Nztvy maintains any pro-
| cessing unit in the conttnental United States, but the Air Force:
rnaintains a processing unit at Brooks Field, Texas, andtall three

Services maintain processing units outside the United States, the

Army at ‘ and the Navy at and the Air

~ Force at and

It is clear that some decryp‘tion must alvsfays be done in the
field processing centers, because of the time element because of
special direct support requlrements for certam m111ta}{r operations,
and because any effort to concentrate a11 processmg at AFSA would

produce such overcrowding of telecommumcatmns c1rcu1ts as to be

unworkable. The processing at the Servxce centers consists mostly

of decryption of systems on Whlch no further

cryptanalysis is required; there is, however,, fertam amount of

)-50 USC 403 -
3)-18 USC 798
3)

(b

(o) (

- 175 - (o) (
. (b) (3)-P.L. 86-36
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cryptanalysis that is necessarily carried on. For instance, even
low-level systems will from.time to time be changed, réquiring a

cryptanalytic attack to put them back into readable condition in a

matter of hours if the volume of traffic is heavy. (Navy)

and (Army) do some medium- grade c'yptana1y51s as a result

of the Korean War, wh1ch necessitated medmm-grade COMINT
" being avatlable on the quickest basis to commanders in the Korean
Theater. But desp1te agreement on this general pr1nc1ple, AFSA | L
and the Serv1ces have had a good deal of dlff1cu1ty reachlng an
understanding as to whe"e the line of pror*essmg reSpOI‘SIblllty :
should be drawn between them ard between the Serv1ces; themselves.
As between AFSA and:xthe Air Force, the debate co;ltinued fer
more than two years. Eventt;atly, the division of resptihsibility for
processing was set forth in a se“‘-.;_ealled ‘‘reporting ag;eement’f
. dated December <13,'/i9.51 and accet;'ted by AFSA on February 8, 1952,
which conternplates/three levels of ;;rgcessing, first at the point of
‘intercept, second at the theater level and third by AFSA and AFSS.
Although the wording of this agreement 1sm some respects ambig-
uous and its actual apphcatmn has not yet been tested the: prmmple

of allocation appears tc be that processing whmh ca_n be accomphshed

effectlvely within twenty-four hours after 1ptercept shall be do'1e at
(b

' (b) (3)-50 USC 403

- 76 - (b) (3)-18 USC 798

{(b) {(3)-P.L. 86-36
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the point of intercept within the theater, that fﬁrther pr;)ce'ssing'
which can be done within forty-eight hours shall be done at the
'th_eater. level, land that all other processing shall normally be done
within the continental United States, with AFSA performing the
COMINT processing and AFSS performing certain reporting and
‘“‘unique technical support’’ functions, the exact nature 6f which is
not entirely clear. This a{greemenf thus iippears_ to reflect to some :

extent a recognition that thé prdcessing of intercepted traffic shall

.- be accoinplished at the most forward locations at which the desired

speed can be achieved and shall otherwise be performed by AFSA

rather than a Service organization.

As between AFSA and the Army and the Navy, no written agree-

ment exists as to the allocation of processing responsibility; Neither

_ the Army nor the Navy has at any time since the organization.of AFSA

undertaken to establish proéessing units within the United States, but

the Army has on various occasions strongly asserted its right fo do g
so. The division of processing responsibility betweén AFSA and the
Army and the Navy field processiné units has, we understahd, involved

less controversy than the relations with the Air Force, and has been

reached through frequent liaison and close coopération.*

* For example, Navy processing at is currently under the
operational direction of AFSA, '

50 USC 403
18 USC 798
P.L. 86-36

3)-
3)-
3)-
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In general, the Army a':.-.d'the Nayy field units have performed such
processing as can be done with speed and efficiency within the theater:
to provide infsrmation for the thenter sommander on the basis of
technical assistance proviaea by AFSA,

As in the case of intercept, however, there has been a certain

amount of duplication of precessisg effert between the military Services /.

themselves, best illustrate.d_by the previcusly mentioned duplication

of effort between the Army and Air Force uvrits in the Pzeific in pro-

e result that neither unit

cessing Russian and traffic, with th

was able to accomplish c-ompleté arulysis o2 either problem. An AFSA

team was invited to study this p*oblem #2d coneluded that a much

greater degree cf success-ceuld be achieved cn beth Russian and ,
i

- AFSA in the Sp; ‘ag of 19351, a:_pl.'atm:. xﬂ*#w inued <rti! Mar ch 1952,

b
dinate the11~ eﬁorts by agreement. De::p;te su:zh a "E"f‘mmE'ldatIO"l by }‘
-

' when the Army uxnit vo!;u;fg.atar ily abandone d the entire field ,,,to the Air

\

Force.
As in the case c¢f 'rzterce\;\ﬁ;,t\he gme*dl prinr;ips-'-.e,«“i:as been

followed in processing that each Ses-\iiic\\\e e:?gg‘:;\iz-atzc: is concerned

Pprimarily with the 'traﬁic of the same sz‘vice\bf thé‘ ““enemy’’ natien.

The soundness of thls t\mdame atal premise depends upcn the particular
(b) (1)
(b)({3)-50 USC 403
. ) (b)({3)-18 USC 798
~73 - (b) (3)-P.L. 86-36
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nature of the ‘“enemy’’ traffic and also upon the organization of our
own military forces for operations. Although no serious difficulty

appears to have arisen to date, it may be questioned whether enemy

military traffic can always be divided effectively on theA basis of

three Service organizations, whether for the purpose of intercept,

" or for the processing purposes of traffic analysis and cryptanalysis.

Also, under our.own-pr‘esent concept of unified commands in theaters
of operations, the premise that any IU. S. military Service has a pe-
culiar command responsibility for deriving COMINT from the traffic
of its ‘‘enemy’’ counterpart Service appears of doubtful validity.

Considerations such as these have led to extensive negoti-

‘ations among the Services components of AFSA with a view to the

establishmeﬁt of a so-called ‘‘global COMINT organization.’”’ In
genefal, it has been the poéition of AFSA in such hegotiations that
COMINT activities require coordination wifhin a‘ny theater similar

te tl;e coordination within the continental United States through AFSA.

In general again, the Services have opposed any such concept as incon-

sistent with normal command relationships and with the responsibility

of each Service to provide combat intelligence for its own operations.

The only tangible outcome to date of the extensive negotiations with

regard to the so-called ‘‘global COMINT organization’’ has been the

. 79 -
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establishment of z urit in the Fa: East called AFSA Field Activity,

Far East, to which a small adva_._ce complement of personnel has

been assigned te date. The prircipal functiens of AFSA Field
Activity, Far East, is te assist the Directcr of AFSA to coordinate
United States cryptelogic 1t1ea in the Far East area, coordmate
United States activities in the area with those of any collaborating
foreign ;;ower, and pz_*ovicie technical suppo;'t to service COMINT
activities within the area. Each of the three Service COMINT organ-
izatiens, hov’vevefl, continues to maintain its cwn COMINT c:ga:x-w
ization within the theater.,

Although the Services have tended te cppese the establish -
ment of any AFSA field activity as being inconsistent with normal !

] . . /
command relaticnships, we underst.nd that each Service has

activities, regardless of the fact that surch organization likev{ise / .
aﬁpears inconsistent with normal! 2fommuand z-elatic-z:éhips in the{ters
of operation and results in the presence in each theater of twe or |

three separate COMINT agencies reporting directly tc their respec-

tive Servn,e COMINT crganizaticns in the continenta! Uaited States.

b. Processing within AFSA

AFSA eventually receives, either by telecommuaiication or

. 80 -
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by pouch according to urgency, one copy at least of everﬁr ifem of

raw traffic intercepted anywhere. While the Services and AFSA

are often in disagreemenf as to the divis.ibn of processing responF
sibilities, there is considerable team-work in the matter of sending
raw traffic around. Service 'communicat.io-ns networks are currently.
handling AFSA’s raw traffic requireménts in the following proportidn: ‘
Army 44%, Navy 38%, and Air Force 1-8%." These are largely the '
) same networks upon which ihe Services must rely not only for the
passing of théir own COMINT 'traﬁi(; but also for their overall |

communications of a general nature. Since raw traffic must be en-

ciphered in privacy systems before being put on the air for return to

> COMINT cénters, the extra load is even more burdensome. Upon
receipt at AFSA, new traific is sorted first by éountry of origin,
then according to certain traffic-analysis requirements, and lastly

y by cryptographic system ulhder/i t}le heading of the country of origin.

If readable, the traﬁic the-n gé/es directly _to decrypting sections; if
unreadable, it is further sorted according to the general _tyfxe of
encipherment, whether by mac_hine or hand, and is passed to the -
appropriate cryptanalytic units.

Simultaneously with the 'crthanalytic' or decoding technigues

. which are applied, other copies of 'the traffic are being subje&:ted to_

=~ 81 -
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the process of traffic analysis.\ -

i Theoretically, completely readable

traffic can be turned into the form of a finished translation very
quickly, since there are no real difficulties involved in handling’git.
However, thelre are long delays, sometimes up to ten days, en--r"
countered in translatica, ‘and much effort is dissipated through
processing messages that either héve no substantive v.alue tq";any
consumer or that have lest it through being robbed of their txme-
liness., A recent AFSA repﬁrt estimates that fully half of the
messages.tra_nsllated meet no specific .intlelligence requirg’;nent
whatever of the coﬁsumer agencies., |

Non -readable traffic these days consists mostly of ;i?.ussian- and

‘ satellite systems, witb| traffic as a.n important

second category. The cryptaﬁalytic attack upon non—x;»éadable traffic

relies heavily upon electronic devices and tabﬂ\lating‘,f’machines in

" collaboration with AFSA’s best human brains. |

Satellite traffic,

50 USC 403
18 USC 798
P.L. 86-36

Tooo
Dwwe
[ |
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Despite cybernetics, however, our attack on Russian

since the early | I‘,’

- of 1947 and 1948 Granted the problem is extremely difficult m

view of the fact that the various systems under attack are un-;’

doubtedly based upen

but some )

T

cryptanalytic experts not presentxy on duty at AFSA have adv1sed
the Committee that in their cplmon, the attack is t1m1d par31-
momous, and too bound by the remembrance of past accomphsh- i

ment to make the fresh and untrammeled start that is dem;anded.:j

. Naturally, until the time when the more

) How to divide AFéA's/ g‘e- |

sources between such speculative research and current pmch-
tion is a problem that is mcre perplexing in the COM]NT field
than is the comparable issue so irequently found m prwate
1ndustry. To add to the d1ff1culty, AFSA’s manpowerz potentlal
has suffered through loss of many of its best cvyptana lysts.

It is estimated that there remain or.ly ten or fl;fte

) | - 83 -
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mathematicians and technicians to provide the necessary guidance

and incentive, as compared to three or four times that number during
World War II. Low pay and ‘‘too many military bosses’’ are the
reasons usua.tl_y cited for this distressing attrition. A‘_FSA, asa _

military organization, is operated largely with military officers §

policy now employed at least by the Army and A1r Force, the officers

- e

in charge often appear greatly inferior in skill and experience to the
civilian professmna‘s under their command. Day-tc-day cperating
frustrations and the di_fficulty of advancement under these conditions

are cited by a number of our better World War I cryptanalysts as

~ primary factors in AFSA’s inability to retain the best men, while

the Government pay scale.a_'w_d the problems invblved in criginal
security clearances have seriously impeded AFSA’s effcrts to recruit
and train. gualified young replacements

It s ould be recognized that many of these baffh.-,, perscnnel’
problem.s exist despite AFSA’s management, and not because of it. :
AFSA was not spared the gener 1 budget restrictions preva-eqt
throughout the military establishment from the date ¢f AFSA’s creaticn
through iune, 1950. Per'haps because of AFSA’s rcle as the first

‘“‘combined’’ functional military operation not directly under the

-84 -
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control of a single military Service, it began existence by adopting the

principle of awarding proper billets to the officers of all three Services, too

often at the expense of a deserving civilian professionél better qualified for
a pax_'ticular task, The present Director of _AFSA is well aware of this pro-

blem, and has taken a number of ‘significant steps in the direction of higher

_ pay and greater responsibility for his civilian professionals.

So much for the processing of enciphered traffic, readable and unread-
able, whi:h is that aspect of AFSA’s as.signment_t‘hat engages popular imagi-
nation (unforfunately stimulated by too frequent publicity) under th; heading_ -
of “décoding.”

At the other extreme is the bulky flow of plain text, wkich is at present
the best completely readable product which AFSA has toc cffer in the field of

Russian COMINT, excepting those elements of order-of-bzttle intelligence,

traffic. Plain text is unenciphered traffic sent in vast volumes t};rdughout

the eastern and more primitive half of the USSR and contéiniz;g;/ amoag other

things, much of the urgent but presumably less sensitive bz.smess of the Soviet

- Since the]| L under the Soviet system, embrace every
conceivable activity of official life, these plain tefit messages when studied
. “or(1y
“(b) (3)-50 USC 403"
: (b) (3)-18 USC 798
.. 85 - (b) (3)-P.L. 86-36

Russian
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in bulk, are sometimes very revealing, at least when compared to the

appalling lack of information available from other sources within the Soviet
Union.
The problem in handling plain text is two-fold: first, it is a que-stion of

reducing the volume to workable proportions; and second, it is a problem of

translating ‘“in the gross’’, so to speak. Of the messages

. 1ntercepted per month, a prehml 1ary sort accomphshed by rapid sca_n_nmg |
reduces the total by about 80%. This a:t of wholesale rejection is ,intended to
eliminate unimportant personal meésages which make up so large;”a proportion
of the traffic carried by the plain text circuits. However, it is ax b1trar11y
accomplished by selecting for retention only those messages thgt contain cer-
tain predetermined words, of which there is a glossary of abOuﬁtj 1300, Such
scanning as this is sheer drudgery.j It is performed by low-ggf;ade personnel
with little or no knowlédge of the language, or, indeed, of whafi u1timate purpose
their work serves, who are trained to récognize merely as patterps the appear-
ance of these words wherever they mayl/ occur in the message, and then by
reflex to f11e the message in the correl,_,plondmg b_m.. So fa;, nc other more
hﬁma,ne or less haphazard methecd of reducing the millioz;é of .bits of paper to
usable and workable proportions has been developed. |

Of the remainder thus produced, expert 1mgu1sts in eleven separate

reading panels make the second sort, reducing the bul.k again by some
| | () (1)
(b) (3)-50 USC 403
- 86 - (b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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20-25%, and cross-filing the retained material in about ninety general cate--

gories, It is these readers who alse select those individual texts which are

tr_anslated verbatim and dissemirated tc ccnsumers, a final distillation of -

less than 1% of the origiral However, nothmg that results from

the second sort is destreyed, ,.d these messages are available for further

study or for subsequent translation as reqmred. Just as an example of the

'ac-tual totals handled, in the month of Ma'rcfatz, 1952, the first grand total of

intercepts was ~.,,xThe first sert retlure’d the tct'al to and the
second to ~~We have ot beer a.b’e to obtalr the u1t1mate number of
these texts whmh were fma._lv t'avelated and mssemr‘ ated to the

consumers, but applymg the gen ral average made .wal'dble to us it was

substantmlly les:; than Tbe xemar\der’ f:.‘:' the mess—:ages would

not be destroyed but, as abcve mdm.,tted weuld be reta:red 'nd filed.
Valuable as Russian plam text 1s, th pbym cal plant .4:*d the staff.
required /to produce it are enm mr“ "J“m mmpaf ed to t}'e p'ob lem of

handlmé/ encrypted traffic. At the sdme trme, n‘.uz: text 1s elassed as ortho-

dox communications mtelhge'\re a_nd is g:ven the qame secu'-lty treatment

It may well be that th1s common gmupa--g 1\ se*v‘-ubly 1mped1 g the progress

of both our eryptanalytic program and the m0>t efhr'lept ut1 1zatmn of plain

text as well. The argument can be made, as it ha_s r‘g *“ veral yea:-s past in

é ded to TOP SECRET

(3) -50 USC 403
(3)-18 USC 798
(3)-P.L. 86-36
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or at least segregated from cryptanalytic COMINT materiazl under a separate

code word of equally high classification, thus irsulating the knowledge of oﬁr

cryptanalytic activities from the large number of intelligence analysts re-
q.uired to work estclusively on plai- text. |

Before we turn to the final steps of the actual disseminaticn to con-

s‘umex"s of the COMINT product and the use they make of it, soinething shouid
be said of the so-called ‘‘beachheads’’ at AFSA. These are groups .qf intelli-

| gence aﬁalysfs and liaison perscnrel stationed at AFSA by the six consﬁmers:
ONI, G-2, AFSS, State, CIA and the FB]I. While v"ng considerably from
consumer to consumer, the main purpese cf the beazhheads is to study com-
munications mteL_-ger‘ce in its unpublished ctate beth for t}.;,.e sake cf speed and
for reduction where possible cf t};‘e Quezntity of firished COMINT tc -be dis-
seminated. The beachheads z!so se-ve as a valuzble device wheréby con-
sumers and users of COMINT cax keep abrezst ¢f each cther and vnderstand
more completely the requirements on cne hand and the czpabilities Qn‘ he
other. The bé-ashhead.' principle is not entirely without its eppene:\:ts,/l.fowever. '
The beachheads are physically within the AFSA compeund; they have full zeccess
to all levels of the AFSA operatian; yet they are rat under AFSA control It -
has been suggested with much force that beachhead persr*nre’ sheould be, fc.

the sake of efficient. ma_nagement under the operatu a! centrol of AFSA pro-

duction chiefs, even though they continue, as new, to influence AFSA’s effort

.- 88 -
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in the direction which individual customers desire.

Dissemination and Use of Processed Traffic

To con_nplete the picture of how tt;e p;eseﬁt COMINT organization |
operates we next comé to the arrangements for disseﬁxinating processed -
traffic to the intelligence consumers, and the methods employed b}; the con-.
suxﬁers in producing intelligence from this traffic. Any reorganization of our

" COMINT éfforts should be b.ased o-n an unders.ianding of hqw the processed
} traffic is supplied to the intelli_génce agencies and used by them. A knowl-
edge of the methods of thé intelligénce agencies is alsc an essential elemént
in considefing the adequacy of present COMIZNT security precednres, dis-
cussed at a later point in this Part IV, and the merits of the ‘“CONSIDO”’
-debate.* .

It will be recalled that the six consumer agencies each have sovéreign
powers over the internal administration and operation cf their COMINT activ-
ities, reco.gnized and com‘irm.éd by pé.ragraph 10 of fhe USCIB charter. The

" methods and habits of the si%k c.onsumer agencies in evaluatin ng the bulk COMINT
that they receive and in disseminating the resultant intelligence are thus
allowed to vary considerably, and they do. Somé of the differences stem from
basic divergencies in the intelligence reqﬁirements of parti.cular. agencies,

but whatever the reasons, the differences exist, and it is therefore necessary

* See the Committee’s observaticns on the CONSIDO problem, attached
hereto as Exhibit L.

) . 89 -
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to describe the procedure of each agency in turn, although a few general-

izations apply to all three of the military intelligence Services as a group.

Military intelligence
The three military Services use the COMINT product as a major

: source “o;f ‘‘tactical’”’ order-of-battle and operational intelligence

aboi{t;the gnd Korean forces in the field, and as the prin-

cipal éoﬁrce of “st;‘gtégic? ? intelligence on USSR order-of -bat'tl'e

) and military intentiox;’st‘. Each Service concentrates on its bpp.o.site 3
enemy number, but keeps abreast of developments in all branches
of the enemy forces unde‘ni*\study. The COMINT needed for tactical
purpo'ses-is largely intercen‘pzted and pxjocessed by the Service. inter-
cept 'facilities in the combat Vaf‘lqeater, and immediate tactivcal intelli-
gence is produced by the Serviée intelligence unit stationed there.

Both the theater-processed tra.ffie and any resultant intelligence -

) . estimates are i'eturned by each Se;‘vice in the theater to its own . /
headquarters in the United States (as Well as to AFSA). On arrwal //
here, these estimates are used by the Servme intelligence umts to
brief ﬁllltary and civilian officials on tac‘_xtmal developments in the
theater,. as well as to produce additional i;i;elligence (primarily )

' order»-of—battie) which is of interest to the tx‘heater commanders and

(b) (1)

(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b)(3)-

is transmitted back to them.
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The COMINT needed for strategic intelligence on Soviet order-
of -battle and Soviet intentions is processed mainly in the United States,

either at AFSA or at the Air Force unit at Brooks Field, and the

resulting product is turned intb u_seful intelligence by the Service chief

of intelligence or units under his command. Again, each Service
concentrates primarily on its Soviet opposife number,

In Wasﬁingfoﬁ, the three Services follow substantially the same .
procedures, with minér variations. Each of the three maintains a
beachhead at AFSA not only to perform lliaison fur_xctions, but also to
produce intelligence from the bulk traffic delive'red by AFSA. Each
maintains its intelligence analysts at AFSA ahd prepares intelligence
summaries there, thus avoiding the security risk involved in deliv-
ering bulk traffic outside the physica'l. coﬁfir;e)s of AFSA’s production |
center at Arlington Hall Station.* | |

The Army and Air Force units at AFSA prepare only working
mtelhgence papers which are edited, published ané distributed among -

their top Washington commanders by the parent ? -2 or A-2 staffs in

the Pentagon. G-2 in the Pentagon then cables 1mportant items to- the

Army field commands throughout the world, while in the Air Force

* The Navy, however, sends a full set of AFSA’s “‘take’’ to CINCPAC
at Hawaii, where a separate intelligence staff maintains a complete
and permanent message file for Pacific naval operations.

~ 9] -
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) this role is performed by the AFSS Comrﬁand at Brooks Field in
Texas, to which the Air Force beachhead at AFSA has recently been
subordinated.* The Navy bi-rector of Intelligence, on the other hand,

‘ B has delegated full COMINT responsib_ilitj to the ONI party (Y-1) at
AFSA. . Y-l not only prepares intelligeﬁce summaries from. COMINT,
but also edits and }iublishes fhe weekly Navy Special Intelligence Brief
and other reports, anc_i sérvi_ces Navy commands throughout the world
with_cables', COMINT summaries énd urgent.operational flashes as
occasion requires. Arndy G-2 has aiso authorized its AFSA beach-
head to originate cables to the theater whenever the beachhead dévelops
operational intelligencé on the I_{orlean_ camp_aig'n.

P

) The productipn of intelligence a1_: the AFSA beachhead serves
;nilitary needs in a number of ways. It i.s obx;iously the iastesti method
of developing operational intelligence and getting it back to the theater,
in the frequent cases where hours and minutes count. The tricky nature

of order-of-battle }nt’elligence and of tactical military intelligence

(particularly wheni, as in Korea, we rely mainly on traffic analysis and

places an enormous

premium on close working cooperation between the intelligence analysts,'

* AFSS in turn, is subordinate to the Chief of Staff rather than the
_ Assistant Chief of Staff, A- 2 (b) (1)
(b) (3)-50 USC 403
{(b)(3)-18 USC 798
(b) (3)-P.L. 86-36

. =-92 -



DOCID: 3201737

)

' traffic analysts, and cryptanalysts. v Each type of specialist can and

often does save the other from 'c‘:r:itical mistakes. Working jointly,
they are faf .xz;ore eff‘es:-.ti_ve than when they work separately. H the
iﬁtélligence 'analysts remained at a physicaliy »separatelocation,

joint work of tkis sort would be far less é-ffective?' Another important

advantage of the ‘‘beachhead”’ arran_gemént is that it not enly facilitates

cooperation between the Service greups ard AFSA but has greatly

improved cecoperation among the Service groups themselves, Finally,
the physical concentration at AFSA, reducing as it does the shipment

and storage of raw t:_é_._{_ﬁ;; t!y_';r-czughﬁ-u.t the city, undcubtedly contributes

to the security of the COMINT sgurce. Pirtly because cf this concen-

tration, the Services are alse able to held dewn the number of intelli-

gence personnel cleared féxr COMINT, Each Service manages with an

AFSA beachhead cf 100 or-less, znd with ne more thaz abnut 300 to

400 cleared intelligence-p-edusizg persenrel ox duty with each Service

in tie Washingten area. Orlv a smull percentage ci the Service intelli-

gence staffs in Washirgton are cleared fer COMINT (except that in

fields such as Soviet order of-battle, where COMINT is virtuaily the

only source, the entire gro'unp must necessarily be cleared te do

effective workj.

4
2
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| State Department Intelligence

The State Department does not earry on any part of its intelligence-

l

producing function at AFSA, and limits its beachhead to liaison duties.

The processed traffic moves in bulk (in up to eight copies, dépending

on the class of material ipvolved) to the Départmgnt’s Special Projécts :
 Staff (SPS), located across the street frém'the Depaitmént;s main building.

Here.é small staff of less than 40, with the longest contintous COMINT

) . experience possessed by the intelfigence producers cf any agency except

-

the Navy, further clarifies and develeps the processed material for

— T T

| intelligence use. Items of general interest are edited and published in
the daily Diplbmatié Summary, circulated to a limited numbe1 of top
) .Department' officials and to the otﬁer prinéipal COMINT .consumex;s
. in the Government, including the President, Meséages of limited
interest are personalf,g/_ delivered to the Depart_ment cfficer concerned
) by the SPS area intellligeﬁce specialist, who explains any COMINT
features of the item that require caution or elaboratica, remains while -
the officer reads, and then b’rings the item back to the protected area.

Some 100-odd Department officers are served in this way, weekly or

oftener as required. Urgent items, such as

‘delivered to SPS and passed on immediately by SPS tc the proper

b (1)
= 94 - . OGA
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Department .otficer; Important items are also cabled via Army channels

to a few Embassies abroad where.'

(b) (1) -

adequate safeguards exist. OGA

. Central Intelligence Agency

The Central Intel_1gence agency .likewise conducts the production of

int_:elligence in its own buildings, situated, like the State Department, at.

a considerable distancé from Arlington Hall. CIA is the

) I |and the most prolific preducer qf"intelligence reports

based on this source, It requires delivery frorn/*AF_SA cf as many as ten

- 4—

or fifteen copies of most types of traffic..

and it turns out by fa.r the largest number of intelligence

] / . .
reports, of all security ClaSSﬁlu aflo 1S, of any governme ntza! intelligence

agency. The Committee has/"not attempted to evaluate the e.f.ficacy' of
the explmtatmn methods used by .CIA or any of the cther consumers,

-The CIA has a number of special responsmﬂ ities wh1c'/COMINT

helps it to dlscha.rge it produces ‘‘national intelligence’’ based on

material prepared by the specialized or functionai intelligence agencies;

<

it brlefs the Pre51dent on ‘‘national intelligence’’ of btoth current and

long range nature; 1t is the major produr'er of eccnomic and scientific

//,,,;;,_intelhgence about the Soviet Union;

" - 95 -
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Alerting Top Officials

Something should be said of the existing machinery whereby COMINT

messages of crucial importance are immediately furnished to topmeost officials
I . ! ‘ v | . - 98 -
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of the Executive Branch.. The Pearl Harbor investigation sl;e'd_ a.h_ard a;ld
relentless light on the necessity for such machinery, and for keeping it in
berfect working order. | At present, theré are several ways v;'hereby urgent
COMINT items‘ can be carried to officials of Cabinet rank and, through them
or directly, to the White House, but the primary channel is that which is at
the disposal of the Director of C_entral Intelligence. He has, by statutory .'
right, access to the -Presidegt, but also, on the .éti:er hand, he has by virtue of
his specialized intelligence respoﬁsibilitiés a place at the'production echelon
in the intelligence councils per se. He is therefc;re in a position to pick ﬁp
:a.n urgent COMINT iteni from source, judge its importance, and to hand it.
without intermediary to the Chief Executive. The other COMINT consumers
’ have, of course, evenfual access to the White House through their re‘Spectiv‘e
Secretaries; : y
Careful arrangements exist within the CIA for the no_tificatioﬁ at any hour
of the twenty-four of‘the Director and his Assistan.t for Current Intelligence

|

in the event that a COMINT item of high priority has been received. The - /

—TOP - SECEET SURDE
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There is, of course, always the possibility that some significant message
will be fatally miss,ed‘or delayed because of the large volume of material
handled. But, granted this fundamental weakness in the C_OMB§T alerting
mechanism (in which characteristic it is no dif_fereﬂt from any other) there is

the more disturbing fact that the COMINT mechanisz_r,i suffers from indeci-
:

siveness., Because it

The DCT’s chanﬂél, described above, is the best one, and sg,etﬁs to have

~ been evolved partly in a spirit of cooperation inasmuch a,s»tﬁé other intelli-

- gence chiefs can participate in its operation; but, a,,s»“ié so often the case in

(b) (1)

(3)-50 USC 403
(3)-18 USC 798
(3)

)
)
)
) -P.L. 86-36

(b
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mterdepartmental arrangements, its efficiency is m1t1gated by that. uny1e1d1ng
sense of sovere1gnty wh1ch characterizes each depa.rtment and agency, and
which consc10usly prov1des loopholes for drawmg off the strength of such
arrangements. The method of alerting the hlghest authorities concerning
crucial COMINT items is one Wthh above all others, should be free of all

possible evasion and duplication; but it is not. It is suggested that an early

. act of any revitalized COMINT Board that may result from this present inquiry

would advisedly be a review of the 'existing machinery with the purpose of
evolving a single, unchallenged alerting technique that would place respon-
sibility squarely updn one authority for notification of the President, the Chief

of Staff, the Secretary of State, the Secretary of Defense, and his three services

Cryptography e

There is another aspect of the present communications intelligence organ-
ization which has not been hitherto-mentioned in this .part of the Report, namely,
cryptographic activities. These are tonfined te the construction, the checking,
and the distribution of the Nation’T' own code and cipher sys'tems. While |
cryptography iS of itself an advaneed, comﬁlicateci, and -irﬁportant_seience, it

has not been beset b}} rivalry and strife to nearly the same degree as has the

cryptanalytic effort; for this reason, the cryptographic picture is a relatively

serene one. The inevitable relationship between cryptography and cryptanalysis

- 101 -
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(for the combination of which. two activities the special.all-embracing syn- ..
thetic word ‘‘cryptology’’ has been.coined) has long been recognized. . The
security and .the.éf.fici.ency of our own ciphers are.to a large extent f.evealed
by the insecurity of the cipher.s of other governments. Any insufficiencies
or breaches in our own cry.ptograpl;ic syétéms might well.beco_me known
first through cryptanalytic éctivities,.and the testing of our own systems,
which is carried on continuqd_slyl, i_s so closely }elé.ted in nature to the basic
) principles of cryptanalysis __1_:)_91:_5_'_3‘ .as to make it advisable that cryptographers
_have access at all times to cryptanalysts and the results of their work.
When AFSA was created, the! cryptographm\act1v1t1es of both Army and
Navy were transferred by the.S_ervmes to AFSA, At the time, the Air Force
had no independent cryptographic unit of its own, and no such unit has since
been created. The State Department and other government agencies had.
already adopted the practice of relying upon the Military Services for crypto- :
) graphic service and they have contmued to rely upon AFSA. "As a result,
true um“hc'atmn and centralization of this Government’s cryptographlc activ-
ities was achieved by the creation of AFSA; So far as the Committée has
been able}to determine, our cryptographic activities have been performed
efficiently by AFSA without significant jur.isdictional conflict, and witﬁout any
‘of the various unfortunate consequences which the Servicés have oftén pre- |

]
i

dicted would follow from a upnification of other phases of our COMINT operations.
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Security
The consideration of the .'cryptographic aspect of cryptologic activities
brings into focus the numerous problems of security which ﬁlégue and are
'inherent in the COMINT world by its very nature; The delicacy of COMINT
as a sour'ce of intelligence, and also, inversely, the reason for its unique
value, is the ability of the target to den'y'the_ source to us é.s sodn as its
_accessibility to us is suspéctéd. There is at all times a balance to be main-
) tained between the secﬁrity of the source, which. is vital if communications
intelligence is to continue, and the applicétion of COMINT as an instrument
of national action vis-a-vis th.eltarget nations, without which COMINT would
cease to have any useful meaning.
) Two principles of COMINT security have grown up and become basic,
namely: (1) the principle of the ‘‘need-to-know’’, whereby it is decided
whether or not a prospective recipie.nt has the right of access to a given
category of COMINT; and (2) the-compart}nentatiop principle, whereby those
whose need-to-know has been established are kept from developing any
km;wledge of other aspects of communications intelligence which lie beyond
the province of their special responsibility or activity. The purpose of
compartmentation is primarily to localize the dangérs and effects of com-
promise. The maintenancé of this balahce lies at the very root of the COMINT

security problem. It becomes particularly difficult as the size of the COMINT

- 103 -
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world increases'. ' COMINT security was relatively simple in the days when
the total number of people with established need-to-know amounted to no more
‘than 200 or 300; but, with the growth of importance of COMINT as a source -
of natmnal intelligence and w1th the mcreasmg complexity of the cryptana-

- lytic effort whereby COMINT is p_roduced, that number has grown from the
few hundreds to scme 40,000, (including the consumer agencies). And in
spite ef the two principles n;entioned above, it must be taken for granted that
indoctrination, even though dissemination be conipartrnentalized and restricted
to the narrowest scope, involves full knowledge of the existence of the com-
munications intelligence endeavor and peripheral knowledge of the general
means and techniques .of its production, Thus, it can be seen that people
engaged in the COMINT effort, whether their positions within ‘thla‘t effort be |
humble or exalted, are all by‘ definition possessed with information of a most
sens’itive nature, This neceesitates, in turn, that every member of the COMINT .
world be screened before indoctrination and_'be periodically sc:ut‘inized there-
after, Enormous problems of investigation and clearance are un?/vmdably
brought into play as the result of this aspect of COMINT securxtyt

At present, COMINT secunty is the sovereign province cf each COMINT
agency, so far as concerns that agency’s own practices and personnel There
is a USCIB Security Committee at which the sovereign agencies meet and

negotiate agreement on general security standards, but the application of
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these standards within each agéncy is for the agency itself to ;ietermine. Even
the originél clearance of COMINT personnel is handled by different investi-
gators in each agency, and the FBI, which for a time cai'riedv-alarge share of
tixe general burden, has recently ceased screéning AFSA’s own personnel,
because of the p¥essure of other duﬁes. .As a resulﬁ, one of the most sensi-
tivé agehcies .of the Government, AFSA, has It;st the services of our most
professional sqx'.eening organization..

Among the unfortunate results of the sovereignty enjoyed by each COMINT

agency over its own security affairs is the tendency of each COMINT agency

to suspect and criticize the security pract1ces prevailing in other agencies,

without being able to learn the true facts or do anythmg about them. The

-Comm1ttee has been struck by the frequency with which representatlves of

'particular COMINT agencies have pointed’to poor security praétices in other

COMINT agencies, practically on a round-robin or pot and kettle basis. AFSA

) worries over the security practices of the consumer agencies, the consumer

' agenmes worry about AFSA and about each otlfer; yet so far as the Committee

has been able to determme, no COMINT agen Y and no individual in the COM-
INT world, has suificlent information about secur1ty pracnces ‘outside his own
1mmed1ate f1e1d of COMINT activity to form a sound opinion one way or the
other,

A good example of this weakness of the presént system is the reaction
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-of the various COMINT agencies

was created, but relating to security.practices which the creation of AFSA

before AFSA

did not disturb.

50 USC 403
18 UsSC 798
P.L. 86-36

TooTo
Dwwe
[
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(b) (1)

(b) (3)-50 USC 403
(b) (3)-18 UsSC 798
(b) (3)-P.L. 86-36

It also seems worth noting that the USCIB Bé;;ard considered the problem

and made the following

recommendations:

' (c) The following counter measures are required:
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(1)

50 USC 403
18 USC 798
P.L. 86-36

TooTo
Wwwe
[ |

(2) A thorough review of present. d1ssem1nat1on lists and dis-
semination practices, by each of the consumer agencies with
a view to insuring that:

a.

b.

d.

The “‘need to know” principle is rigidly adhered to.

That the producing age,ﬁcies are required to furnish only
those COMINT items which the application of the ‘‘need-

~to-know’’ principle reveals are actually required by a

consumer agency.

Only the minimum number of cop1es of individual COMINT
items essential to the accomplishment of the dissemination

. program be requested from the producing agencies, and

Proper measures ior handling, custody and stowage are
being pract1ced

So far as the Committee has been able to learn, very little has been done by

USCIB to carry out these recemmendations. The general tenor of the testi-

mony before the Committee ﬁras_;that, in the opinion of each witness, security

practices in his own agencyx’f are excellent but that security practices in other

b_ranches' of the U. S. COMINT effort are poor, with no observation of any

improvement

The Committee is unable to express an opinion on

the accuracy of these statements, but it is convinced that under our present
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form of COMINT organization, no one COMINT official has ac¢quired, or has
the authority or ability to acquire, sufficient information about actual security

practices in all agencies to reach any sound conclusions on this subject.

-
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The first four parts of this ﬁeéoft do nof purport to be a complete
summary of all of the evidence presented to the. Committee, or of the numerous
and irarying opinione which have been received ffom-the witnesses listed in

~‘Exhibit B and from other individuels with whom members of the Committee
and its staff heve held ipior.n}al.d'iscussions. On the other hand, they are more
exten_sive than would have been necessary if -the Committee had limited its
'report to specific replies to ihe two main qﬁestions submitted to it. In order
to put itself in a position to answer these questioxis, however, it was essential

- for the Committee to acquire the background information which these four

_ pa'rte contain, and it was decided that, since the material had been collected,

| it might be eqeally helpful to the officials to whom the Report is addressed

_ to have this same background.

Our conclu‘sions ai/-e necessarily matters of opinion and judgment, based
‘on the evidence we ’have received. They have been a.rrived at unanimously.
In addition to those submitted in response to the two main questions raised
in our directive, we have a/dded certain others of an a.ncillary nature on three
or four other subjects necessarily encountered in the course of our survey.
We have not, howe'ver,.attempted to extend the survey to include consideration
of the efficiency of the expenditure of funds used in the overall COMINT effort, .

nor to evaluate the methods or machinery used by the various departments

and agencies in utilizing the COMINT information currently being made
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(/ When one considers the fact that/in the past most of the spectacular exa.mglee

) portance to the Government. There was a tendency on the part of certain wit-

available to them, as these ,subjeets are completely outside our terms of
reference, ..

_The Importance of Communications Intelligence.

In our directive of.28.December 1951 we. were asked first to consider
‘‘the legitimate Corﬁmunications.‘ln;elligenee needs. of eaeh governmental de-
p'arfment and agency for the produetion of..dei:artmental intelligence, and of the
Director of Central Intelligeece for the producﬁon of national intelligence.?’ Our
reply to this question is in large Part contained in the materie.l set forth in Part
I and in pages 89-102 of Part IV:'.'.The Cemmittee can advise without qualification

that communications intellig_ehce has been in the paSt, and still is, of vital im-

<

nesses from the three Services to. empha.sme that its primary importance is___ o

‘‘military’’, and that the.pnmary justification for our great COMINT effort should

be to furnish the three Services with intelligence which is necessary in con=-

) / nection with the conduct. 6f a war and in preparing to meet attack if -a war starts.

~ of its success have been directly connected with our.military effort, this view is

_not surprising. On the other hand, there is no question in the Committee’s mind_

.that at this stage of our country’s history. commumcatmns mtelhgence is also of "

>~ r—

primary 1mporta.nce to the successiul operanons of certain of the.civilian agencies

particularly the State Department, the Central Intelligence Agency and the Federal

) . | -1 -
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Bureau of Investigation. These civilian agencies today play a vital part in |

the national security of the United States, and it is apparent to us that COMINT

-has an essential part in our entire effort to protect that security and not only

in that large part of the effort which is t_he direct responsibility of the Military

- Services. This principle should gcvern our COMINT orgamzation to a greater .

extent in the future than it has in the past.

-

i‘i‘-ﬁ Information obtained through COMIN T is -of importance in a number of

’ - .-

ways, but it is not too much of an overs1mph.f1cat10n to d1v1de 1ts 1mportance

into two main categories. -The f1rst of these relates to the direct snpport of i
our military units in the field through communications intelligence pertaining
) to order-of-battle, movements of the enemy, enemy plans and intentions, and S0

forth. The second mcludes the longer-range m111tary information, and intel- i

-

hgence relatmg to dlplomatlc, pohtical economic a_nd scientific matters

While the two interlock, the former is unquestionably of primary 1mportance
to the S-ervi.ces‘and is indispensahle to them. The latter is on importance to
the Services and the civilian agencies alike. The two-fold characteristic of
the finished product is the source of one of the. di{ficulties in the orgamzatlon
of a central communications intelligence effort. The dxfficulty is compounded
by the fact that, although it is possible to sep'arate to the extent indicated the
use of the finished product, it is not at all possible to segregate to an equal

extent the functions of collecting' and processing the material which is the

) | 12 -
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source of the miorma.tmn. Some mf.ormahon in. the ﬁrst category can be

obtained d1rect1y at a. Iorwa.rd mtercep<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>