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The Liberty Exhibit

S

Ex’—

. On]une8 1967 theleerty,ashlpoftheNavnlSewntyerp foundnselfmﬂwmddleofthel%7
Arab-lIsraeli Six-Day War, Cruising 25 miles off the Gaza coast, it was attnc.kedbylmeh fighters and
torpedo boats at2 o’clock 6n a clear and sunny afternoon. There was no apparent provocation, and the
reason for the attack has never begn fully resolved, although'Israel described it as @in identification estor
andsentmsumuonforthedamweandlossofhfe TheU.S. govemmentnooeptthheexphmonoﬂhe

- Israeli government concerhing the identification érror: The loss of thirty-four men was thé largest loss of

”__.hfemasmgleeventhmenunuyptologlchmay Itoccurred,:romcally duungaWarmwhlchthe
'Umted Stateswasnotapnrhclpsm.

ettt

pproved for Release by MNSA on
2-22-2012 FOIA Case # 53673
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e UAR—Inraeli coastal area, {he last dnlir lnq ‘o Aerauo s to posltlons o pElN - i
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i tical les from Cyprus.

. yed 6 Qsses are known Losses of classiﬂed cryptolog!c _-
my grléls and o8 pmants wnl not be ‘known tmttl an mventory is
m;d . matiria g ainingnboardthe LIBERTY

ug rep ' wnl demonstrate on tho basis of evidence ,

extsung tastruckions AN\ the positlon of the USS LIBERTY was
.operationa_uy and_ technicaNy pic er from__av SI__GIN_'I‘..s_tanclpom.t‘ff.:,‘.cept -

Qn the hindsight of the 74
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SIGINT POSTURE IN THE MIDDLR EAST

outhroak o! hostill.ﬁas in the Middle East, Slgnnls

tot
tell ca (SIGINT) coverage o! the araa was belng accamp.llshed
throug use land-banad mteroopt positlms at U.8J

\

tacunlas. ‘rnese !acnn.las wem taskad - '

~with ﬂra :o! )Jc.iﬁc ommers whlch had tha greatest 1ntemganco o
|

. mmnuﬂl.

N g—
\ “oy)
. N (b)(3)- T C 798
Bscause of their uniqua (b)}(3)-9 C 403
. — -'{b);a)- 5-36
capabillty, certals tieg wEry assigned VHI-‘/UHT‘ targots
in the general location of ti £a '1 I.lne oI sjgm. limitat.tons,
howaver, brecludéd o::;ctena gy tbig Tovergge to coas:al and ot.her o

areas where military acu-vny was tife nderwa . Addttiormny, it

‘hod been anticipatad that thase Eliities ould Le st in

the event of an outtreak of bostilitigs orihe brga iag of d.lplomatlc

rélallons with cortaln Arab countries. § qusnt eyents, did, in

foct, cause thia loss to ocour.
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agai'n'st kndwn':and suspygied.

SEANTD) COE A Y= EESS OIS
NI DS ivia I TGN B

I‘he majo VBP/UHP collecuon effort was assigned to alrbomec,a)rw
2.6 v &Y (Jw

lstlng of daﬂy C-130 nlghts out of Athans. supple-

BC-lZl colla"uon. The time on statlon umitauom

qe (l.e.. 5 hours on a'bit) togemex wnh mc:easmq '

lnatlon that a ship platform. properly posi—

3 a stap cant conttlbsn.ton tn conecunq VH}'/ UEP "
general o_per e brg_ 2o . vaptopagatlon a‘mlyssa was coaducted
argets. A sumnary oI the tesults oi

"thls enalysxs n1d & floto thsse

ere contained in TA B A

LIBERTY was di.rected at coverega

sults ona map of tho target area '

The SIGINT taskm ot the

of communications ral_a;ad't,o Upith ) Ropuhuc (UAR) Mz, Mmtary T

ami Nzval Pérc_es 4acu\_dty. The tao & 'nmunicauons o! these

eatitles are nomally found {nghe 20-5%, $0-70, 100-150 and 300-400

'-MCS Erequency ranges. ‘l‘ha UARAs kno a‘ﬁ‘ o Sovtet—provided =

: equlpme'xt ln these rangea and lo rrowered\EF 'nmunicatlons o

transmittets as well (’I’AB B) In addixtby to 59 ifi known
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(B)1).
(b)(3)-50USC 4§
(b)(3)-P.L. 86-3¢- .

CL e clo_;wﬂenicauons‘ antitlas above 30 MCS éménaﬂng from those
3 :

DN
(b)(3)-50 UBC 403 - ,
(b)3)-P.L B6-36 - - -

Tha location, capd 43 targets of the collection reseurces ..
7% are {ontalned 1a TABC, 1 - .

- - 5 o

o available at fha' tine of the fn
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DRPLOYMENT OF THE TEGENICAL RESEARGH

SHIP, USS LIBERTY (USN—BaSl e . N N N
he ¥S BERTY {(AGTR-5) 15 a converted Victory Shlp o S

- Full Load Draft
- .. (estimated} -

e Displacement

N Maximum Speed o

- Personnel

as the SIMMONS VICTORY, (TAB D)

'o an"AG"l'R'u'echniéal Reéearch.Ship) was.,__'-

e Iron and Qte.tel “ rks, Portland

ERTY was commissioned on 30 December 1964 .

: ~cs of the ship are as follows- B R

455‘ - 0'

| 7,190 tons’

10 ,580 tons

l'B"IiA&t_\ots_et o

General Se.rvice )
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ection and reporting efiort'as_signe_d to the
as directed pdmarﬂy against UAR tacucal ' .
gh frequency, very high irequency and ultra

'1ges. ".'he normal personnel complement i

. .___:-,"rhe-prop'oai't ok 18 vss Lmzsmrto:he

he result oi consumet

s Mmdle East Crisls. Rece

~ 1 /‘\'—3,4‘\\1*\.7\‘75 i
R\ SN




in the intercept of pight-time VHF commuaications
requirements cocid have been fully
with a seabome platform positioned off

od previously, wave'propagauon studies

In operation area 3 for juitidl opera

Sl ]

the followinf‘,' factors: )

~ The major requiroment was for overagR

-

“Thé LIBERTY would have

-7 R = e

et v
g ezl Nl

o

EENE TSR

USC 7s8
USC 402
. 86-36
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1}t collecuons\iccess. - I
propagatlon analysls lndlcated that operanonal

:  adod”3 wokid T for the eollecuon o( the greatest number
of §_i_g : ntra\ted with the other speclﬁc. approved _
[ N o f wag onsidered that tha Gaza str1p area

S R wbul-d'be the 'f_ stgniﬁcant mlutaty actlon becauso e
.. the ship was Yot sendd 40 arnve at this pnrticular operatinq. .
. area until the r_nbrzﬂng of 8.Juz e. and as the military actlvlty

o a’pbearec.l" fo be movi fro East West 1: was recommended

o to JCS/JRC that app. val ven D authonze dlversion of the / o
' Uss LIBERIY to opera ng ared %, 'l‘hts would have allow«;d T

B the ship to collect tactical coma

'2 nghl'requency Morse cir 5 f '

PHntdr circuits
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.> : 1 segure Moo'n Relay syntem, one channal capabluty,
\ 100 words per minute .
s\securgyHigh Frequency cimuits plus two spares |
ot ot 3 full duplex and 3 Falf duplex}
crypt&on/docrypticn devices. ‘_ :
‘ wﬁlth.ln gnrbc;é .
B ‘The LiB ‘ w ‘
o i - Vsi.:‘m'marie_'s t'b'o't_her col‘l- . nd NSA 'Ihase summaries WOuld ‘ . :" : ,;“ :
- L - provlda tha lquterust‘taA nformation for use by othu’ R '-
. fp}t‘he-x.ménw's SIGINY { S

’ ‘-hli'.plamtext 'intefﬁétiondl s 0

—-

ity was tobe

' tapes, to NS!

E oy
© (b)(3)-P.L 86-36.
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-QPERATIONAL AND TE‘.CHNICAL RESPONSIBILmBS .

Rommand and control of a eea’bome SXGI‘JT collecuon

@‘ clsed in mllitary command channels. Control - :

"'.summanzed as £ouows- S

- . The Introduct.lon to the . S\ 's'lcm'r -

o .'mea'\s by chh the Direckn', exd cise y ' apon,_ﬂ '

- and technical control of the Nationa BIGYNT eifo in '

-

| accordance with the nut‘xority and prov)eisng )Sﬁﬁnal

-Secuity Councll Intemgence Dlrcctiv (NSCIY ) 6).214 o
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e pTme

faiplementing DOD Dltect.lves (33115 2 and S3U5. 4). This '
datun cribes operaung !nshuctions (OPINS) as "Orders 7
nd d!r assigning misslons. tasks or funcﬂons o

‘I‘o Py ons.';' (TABE}

" tnstr xc;mr companent aboard the Technical '

‘ Resga;c ‘ ; (AGTR‘S)* R outli.nes the

“to tbe specmc procedy es !or plannlng and npprcval -

- of Tachnical Resaarch Ship schelidfes. NSA empl_c_:_ys t_his B
. doc‘ument ag the has!s Iot loys for TRS
platforms, —(TAB G) -

9%, Phovidgsfhe NSA and o

AJCS Mcssage of 6 ]'une
' comrnand reaponsibilities for the 'Uilm Q whi e operating in the
USCINCEDR area of esponsibnny H

On'5 November 1965, the JCS ofitned Yon gancy

planning for TRS operatlon_é. to be used in“Gen ot al planning.
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B . tatem-nt of. eommnnd and conuol :

{b)(3)—P L 86-36

7 I) Ampll.ﬂcauon ol tlus statement T

mvolvinq tha l‘echnlcal

”on board the OXFORD 15 cxercised 5

(TABS J and X )
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@ 1a on 7 June UCS 2085—65 0?14042 Iune 1365.) . o
7 his message subsumted tha statement C o

suggested gul.‘da y

‘ e "Operational and technlcal .
, control of t @ ctivkies. bn board the OX.‘r“ORD ls
: -f.e.xerclsad by D \-_

Dm'vsa in commanting on' -

f‘these gctivmes lncluda

9= collection.” -(TAB M)

On 1 Septcmber 1965. = hat Jcs oonszder

: .' 'lssumg general guldance 3y LT
inform the other unlﬂed oo e .Qf_.: 8 purpose, narurg nnd .
—concept of ’ms operations. ( \ ' -

E T In accordance with: the NSA r} quest ot T Soptember 1965, the

ICS lasued the guidam:eon TRS oph a:u g on ¥ ilgyvember 1965,

'I‘his message was sent to all uniﬁed cfmminders ary the CNO.’

The rhéésage outlined the purpose, natire znd concept of TRS

T\ﬂ/—\“‘:ﬂ/—\ . "‘[__
L \.1\“" \ﬁ'://l— ;.._'\-;
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"__Dlr r, NSG ‘e me-saqe furtner states* aperatlonal o

-,‘,"pé_n}.'rol of SRF. WL peratlonal coutrol of these s\ips
' will be effeqt® :am uniﬁed or specmed commander o

through the HAve coPiphbn m_comruander to a spectﬂc ﬂee: !

Lo

* or force commander .. AEs1s I collaction area assiqﬂments voe

@ Do
7 operation required b}

Cteas 1)

.

atio al: carnmnndars tbct the fﬁ

omp tibla with the sa{ety oi

. :_.f_thp ship,*”

14

B STy (’T"ﬂﬁi_\“:: = ':---;..u-:a
: ll'—@’d z_)t;;%f)s. Wime B & e A_:.—:
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The sltuatlon xn the Middle Eaat resulte:l 1n NSA

adnq a SIGIN'I Readlness BRAVO. _ In order to ‘ _
& nt coverage in the area, NSA requested JCS/)‘RC to - .

.aptharize dlverslon of the USS I.IBRTY from Abldjan,

Ivo. Coast to Rota Spain, xn preparatlon for deployment

25 May

b2y

: _' (ﬁq ’i’-!_ebre\'(v li_n f

~.- Tasking for both the ”‘ o t$

: the period whlle on—smt n wis deyetoped, coordinated :

{ viere avajle

ting area.and | S

P (’DIR’\I“A mz/sss 2922012, B

and supplled to USN 855 (r~8

. DIRNSA K12/606 0223332 KlZ/ull 223352)

_ _ 'r/\v::/'\r*’\"l"
e . L\.:\\J ;e \1
o - . S l’_.____‘__\._—-\71_ :;._'

I
AR : P . -
— . )
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Loz approved the NSA requast for divarsion of thé
BERTY and mquested that CINCLANT changer OPCON
‘ the LIBERTY from CINCLANI‘ to CI‘WCEUR upon th.a

ity arrivnl at Rota, Spain, on or about 31 May.

! -\- ny. ICS Irfesmad. CINCEUR to maka tha nacessary

zaboratio Das .for extended. employment of tha LIBERIY to

#{tern 3 edlten'anean (*mn chs §499 291uozz). -,_' R

he t_ranslt. Upon arrlval -

LT3 _Bupula_ted bY_IC§ -
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' 'rhe mezan' daployed from Ro{u, Spaln, at ﬂzxz:wz

ugh tha Straits of Gibralter lollowlng a coastal route

0\! changé'_ ‘

message to the LIBERTY (TAB 11 #6523 492) .

- . S : — TINTTERETE r:T_——T\r \t':|1
TE@T CJ :@L“x_—x H Bl L-\;..:-\.l__..:l
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\ © Since the 'I)AR target entitbs were movlng westerly,

\ISA requested IC'S for lmmediate action to chmge the -

tutlag araa of the LIBERTY £ro'n Area 3 to Area 2 1in order

" nottheadd \\pegz-Satd upm un'ival inArea 3 (TAB W
' (USS LIBERT) S AR
: . -)’uri'e-,. the NSA remesenﬁuw TR

tasking tem’ssentauvea to '-; .

..c_dnce_r"nixiq _t)_xé-po_s ity of & anqlng the z.mr.ary's cm- o -'.'_'" '

@

There: wés concéyn with ce the LIBBRI'Y was o
£ .thh Fleet uhlpa. 'l'ha' '

.’350;_-400 x.nu_'e‘s» fromgths ¢ 053 :
_ ﬁéhrepreéeﬂt_étivé A\ J c lay d€hd\ concern expressed e
by a monber of ]'x\C tha se i tjie CPA might have
an adverse eliect on the Hrp'A\S _ £ mikston. The NSA }

tasking represantauves pou ed o\t haf the effect of any : v
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?r\ ™ FV*——'K“_V:——'—TF! EErTT\ TR
S A= Q,)‘”‘%J _.__.-;Ll _Ulf\x,'.-\._._a , SRR

hange In the uné of sight capabﬂity was a Mth'ematicéi

.. mputation which could be readily derived. however, they S

gt ned to mke any statement regarding a-xy specmc T

&Pv %ﬂg of the LIBERTY slnce changes in the CPA
a onal or safety teasons were constdered a

cmmand dec.lalon . an:l thay felt that any speclﬂc )

:_m on h‘pm could be Ln:erpreted asadofense o
: zsmuecm.._ | . '

\ Friorty p-t bualness 7 ]une the l\SA representa-. _ v
N -‘ive ot JRC spy-a-qgssnge cﬂginated by ICS/IRC ordexuv'.'
L!BBR 1 s CPA tp 29 nauﬂcel mnes to ths o

L CCHRANGING . - LR
| milgs to Israel and m the me‘ry'

e change _n tha
‘AR and {5 QL

' -_op ai‘p_a to '_aa 2. s equasted by DIRNSA on s )une

However, the messgge as' tra seitted by I‘\C th X)

- Qcs 6724 072202) dia\k Yout\in the lotter changa. - <%

'l‘he }RC mamber cogcernay sta' d t.hat hs had decided to - -

_doone thlng atuu »/ 1t Noter turfdd out that IRC was B i
overtaken by events in ﬁ. the OP srea. . . .- _3 o .
~  Later in tbe evonlng t 6F ' o ' )

_ feceived a call from JRC red
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n
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__ ' : S message changlng the’ CPA to 100 nautical miles. .'
. _ he, reasons fot the chanqe were expressed as bemg, at

@ tset, prlmarﬂy polltical in orlgln: Smce the Unlted

Sizxtes bassador to t.he United Nauons had stated to that

ere were no U, . Navy ahlpn within 350—400 :

es ot the UAR/Israel area, ]’CS and Navy felt

'no operatiode,. eithe.r sut‘aca or an'. were perm.ltted wlthin

{ o l_Ot_) miles o (1s X Sy, or Bgypt or wlthin 25 mnes o(

f’ ‘4 | Cypms.' { .ge p 0 ded a status report on Sixth

E .Fléet operat ; ' une at which ume the LIBERTY

lf ) ‘was under the operatx g ol of CI\ICBUR. transfer

{ | of operatlonal coRitrol to\ L‘l‘ was ef‘ected at .
; o '. ) _. 0700012 The statn}s fepoi\ was _pa;_eadi-p;émpted by N _".
’ o the anegation b; the __s, at the that the Y. S and 1

the Brmsh had panicipat egl e Israe}l air strikes N

agalnst the mm. ]CS rea ;] amessage to

CINCEUR, Info LIBERTY, can ), the 20 Tautical mile

| RNy

i NN N

N =S

- -—j'
LT"/'\"'\ f‘r——-i/w"—\-——"—*ﬂ I e =
- : i .

“.\_,‘, .r
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mﬂeé.to Cyprus. (‘i‘AB Z) (]CS 73-.7 0801102). o

(b)(1) R
(b)(3)-P.L. 86-36 °
(b )(3) 60 USC 403-.

i (U’SM » oaalzz)m

j':[j T~y -r-' U . r-? - . '."'-‘:.‘.. E
Q‘\Jr TS ,L.m= 4 4 Chon \lf:

S
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Analysis of Provagation Studies Related to

UAR Communications Networks

TAB A

Due to the complexity of the intercept problem (VHF/UHF
systems and low-HF networks) it was determined that the

best overall coverage would be poésible by a ship positioned

in proximity to the general area of the target activity. This

determiration was based on the computed values of \fHF

path loss which serve as good indicators of what signals-

could be intercepted successfully and continuously, Becauie .

loss increases with the log of distance, more rellable

intercept would be expected close in to the emitters. The

computed values of path loss along the 13 mile track Indicate

" values that are completely reasonable for the NSA fntercept

equipment and that which was installed aboard USS LIBERTY.

.The values at the 100 mile track are beyond the scope of

intercept equipment employed ior general field use, '.ln

addition, the low HF frequencies employed by the military

-networks would be expeded to be successfully intercepted

via ground wave modes only. Analysis of far field sky

wave modes for the low HF area indicate little, if any,
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probability of successful intercept at any distance, while
the close in points along the recommended track indicates
a high probability of support. This technical theory is
best illustrated on a chart of the approved operating
area which depicts the signal path and DB loss along

tracks of 12.5, 100 and 200 nautical miles from the target

- activity.

(b)(1) |
(b)(3)-50 USC 403
(b)(3)-P.L. 86-36
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8ince 1360, the UAR has relied primarily on Soviet military

radio equipment and cohtlnues to negotiate for it. Most of these

eqdp:ﬁents ara in the R-series and are c_ielivei’ed with aircraft,
-7 tanks and radars; or separately as tactical equipments. The infantry |
' and grtﬂlefy -Iuae AM and FM radios opénted on frequencies from 1
to 4, 2 to 5 and 20 to 50 mc; -armoved personnel, carriers and tanks.: ‘
equipped witﬁ AM/PM radios, dse ﬂ‘equencles from 1 through 4 mc;
‘aircraft g;round-to-air service is on frequéncies from 100 through 150
mc. (For @itm air éommunications. it has been proposed to

gradually phase out use of the 100~ to 150~mc band and to hse the

! 225- to 393.9-mc band.)}

— ' S B 1 '¢ ) S
(b)(3)-18 USC 798
(b){3)-50 USC 403
(b)(3)-P.L. 86-36



-18 USC' 798
-50 USC 403
-P.L. 86-36
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_ (b) (3)-50 USC 403 °
o (b){3)-2.L. 86-36
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18 UscC 798

50 UsSC 403
P.L. 8636

(b) (1
pocIib: 3958111 ... B
(b) (3

(1)
(3)
(3]
(3)
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C. Promlgate policy and doctrine governing SIGINT operations
~within the NSE.

4. Provide i.nformation to SIGINT activities not under the con-
. trol of the Director, Nationel Security Agemncy, with a view to facilitating
. stendardization and the exchange of technical support '

-~ 'I'his m'mommon to the Manual prescribes procedures for the e
preparation, review, publication, disaemination and control of MJSS0
documents within t.he NSE.

e

l?or purposes of this document, the tollwing dei'initiom apply.

 a. COMINT - Communicetions Intelligence. “J.'eehnical ‘and intelli-'
gence information derived from foreign commmicetions by other then the
intended recipients. COMINT activities shall be construed to mean those
activities which produce COMINT by the interception and processing of"
foreign commmications pessed by radio, wire or other electromagnetic :
meens, with specific exceptions stated below, and the ‘processing -of roreisn .
encrypted commucicetions, however transmitted. - Interception comprises -
search, intercept, and direction finding. Processing camprises range A
» estimation, tranamittﬂr/operator identiﬁcation, signal analysis, ‘traffic
“anelysis, cryptenalysis, decryption, study of plain text, the msion of
these ‘processes, end the reporting of reaulta._

NOTE: COMINT and COMINT activities as defined herein shall
not include (a) any intercept end processing of unencrypted
written communicatioms, press and propaganda, or (b) censor- -.

ship. _ . l

b. ELIRT - Electronics Intelligence. 'i'echnical and intelligence
information product of ELINT activities. ELINT activities are defined as- - =
the collection (observation and recording), end the technical processing . ' ,
for subsequent intelligence purposes, of information derived from foreign,
non-communicetions, electromagnetic radiations emanatins from other than T
nuclear detonation or radicactive sources.. o . B |

: ¢. BICINT = Bignals Intelligénce. 'i'he generic tem uued to
apply to both COMINT end ELINT as those terms are defined above, includ-
ing the. speciried limitationa of those definitions. '

N _ d._ NSE - Netional SIGINT Effort. The SIGINT intercept end o ;

A\ processing activities of the U.S. Amy Security Agency, the Naval Security ) I
A Group, the U.S. Air Force Security Service, and the National Security Agency.

!
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- 'SECTION IIT - NATURE OF DOCUMENTS

. 1. MISSO comprises certain unnumbered publicationa,. and four o
purbered series.’ The unmmbered series includes this INTRODUCTION, a
Letter of Promuilgation, a basic Statement of General Operating Policy
{SGOP)}, en Index of MUSSO Publications (POXSCORE), and such other docu-
ments as may be decmed appropriate i.n the ﬁzture. The ‘four numbered series -
end their definitions are: Lo .

. & “OFIXOC - Operating Doctrine. Enuncintim of the principles
governing the assignment of misuio:ns and tuks and the utilization of
SIGI.H‘I' regources. i .

b. OQPINS - Cperating Instructiona.. Qrders or directivea aasisn-

vi.ng aisgicns, tasks or functions to SIGINT Orsanizations.

" ¢. TECHDOC - Technical Doctrine. Bmmeiation of the principlee
governing the determination of techniquea, met.hods, and proeedures for
mlﬂ.lling assigned tasks. .

d. TECHINS « Technical Instructions Orders or directives

) preaéribi.ng techniques, met.‘mda .or procedures to be used in the rulﬁllnmt

of uaisued tasks.
" The numbered series are thus dif:ﬁerentiated accoraing to their

" concern with operating (OP...) or technical (TECH...) metters end further

differentiated according to whether they are instructicnal {...,INS) or
doctrinal (....I0C). A good index of the difference between operating
doctrine or ingtructions and technical doctrine or instructicns is that
the former category is.concerned with the question, "Who does what?", the
latter with the question, “How 1s it properly don.e‘!" ’

- 3. Instructions (...INS) are tantamount to orders of a detailed natu;'e_

" which must be carried out to the fullest possible extent to satisfy the

particuler requirements on which they ave based. Doctrine {...D0C) serves
es guidence, embodying the consensus of the best Judgment' as to the wey in
vhich operations should be conducted. It is expected that ell SIGINT o
activities will be governed by suck doctrine and, 1n this respeet doc- o

. trine 1p tentamount to orders of general ucope

4. The NSA Circular iz used to promulgate phﬂosophy, policy, cbjec- -
tives, progrem and technical guidance, and other matters in the fields of

. research, development, test and evaluation (FDT3K} and of scientifie,

technical, production engineering and logistice information managemert .
The MUSSO, therefore, will not be used for these purposes. MUSSO will be
used, however, for issuing research-and development cperational and tech-
nicel instructions to cryptologic field activities in those areas of NSA
reaponsibility which ave directly rel.u.ted to COMINT and ELINT intércept

D T TS o i B S
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and proceasing activities wvhich are under the operational and technical

control of the Director, NSA.

SECTION IV - PREPARATTON, REVIFW AND PUBLICATION '

1. The preparation, review and publication of ‘ell MUSSO- documents o
shall reflect the policy and spirit of the Letter of Promilgation and the -
general principles of the Statement of General Operating Policy (SGOP). -

The following MUSSO preparation and publication responsibilities and proce- -

dures provide guidance and information for all dements of the NSE:

a. Thé unnumbered publications referred to in Section III,
paragreph 1., will be prepered and published by the Naticnal Security
Agency. These documents fexcepting the BOXSCORE) will be coordinated -
vith the Service Cryptologic Agency Hea.dquartere for eppropriete addi-
tions, corrections and/or comuents.

Operating and Technical Doctrine normally vill be prepared

and pu'blished by the Faticnal Security Agency; however, SCA Headquarters .- -

may initiste operating doctrine by forwarding drafts of proposed OPDOCs
to NSA for publication. NSA will undertake all necessery pre-publication .
coordination with the other SCAs for coments ‘and/or concurrence.

¢. Operating Instructicns and Production Plans for the Service =
Crytologic Agencies and the National Security Agency Production Organi-
gation will be prepared and issued by the National Securlity Agency with
active participetion of the organizntions eoneerned. These Operating
Instructions include:

(1) OPINS No. 1, 2 and 3. Task Chiei‘s of the Service _
Cryptologic Agencles of the Army, Navy end Air Force, with their respective
SIGINT missions. OPINS No. 1, 2 and 3 are used also to delegete opera-
tional control of specified COMINT end ELINT facilities and resources for
such periods and such tasks as are determined by ‘ohe Director, NSA,

. (2) opms No. 4. Tasks the National Security Agency Pro-
duction Organization with specific SIGINT responsibilities, analytic,
reporting and support functions, aad/or other matters as appropriate.

(3) OPINS No. 1¢, 2¢, 3¢ and 4@. Levy SIGINT collection,
processing, production and machine processing requirements upon the Army, "

B Navy end Air Force SCAs and the NSA Production Organization, respectively.

4. The Service Cryptologlc Agency Headquarters, or Iﬁtemediate :

'SCA Hesdquarters as de;;gnated by their ¢pe.rent service, will prepare and

publieh OPINS %n the 1 2¢¢d end 3¢PP series, tasking individual SCA .
units with specific SIGINT collection, processing and production functions
and whetever additional instructions as are necessary or desirable to the
successful accomplishment of assigned missions. In certain situations -
vhere Joint activities are to be conducted under provisions of OFDOC

18 or by other special arrangements, and vhere NSA resources, per se,

4 . -

nmom:ﬂron - S s¥ L Maren 1966 .
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Lo R 1))
are not involved, an OPINS wi.ll 'be prepared Joinf.ly by the SCAs involved = L < (b)(3)-P.L. 86-36

_and published under a double OPINS number (e.g., OPINS 1799/3799). These
documents normally will be subject to pre-publication rev:lew and. approval
- by the Nationel Secu.r:l.ty Agency. )

" @. OPINS in the 4p¢f and 5¢fF series will be prepa.red end isaued

‘by B8, as required, to task NSA Production Organization elements, RSA .~ - -

b ' I Appropriete SCA coordina- . -
: : ¥lon wII1 be accompliched whenever SCA resources or major diviaions of :
responsibility: within the NSE are involved. g

: ' f. Technical Instructions (n:cms) To 1nsure necessary uni-‘
formity within the NSE, TECHINS normally will be prepared- -and published by .
the National Security Agency with the active’ participet:lon of the SCAs. '
SCA Headquarters (and SCA Field Heedquarters or fleld inits vhen authorized
by parent SCA Hgqs) and Joint Proceasing Centers may prepare basic TECHINS
and supplements or Intra-Service variations to NSA TFI:H]I{S, according to

" the follow.lng procedures:

: (1) In normal (non-eme'gency) situations, when necessary

- instructions sre non-existent, or when previously published instructions
are inedequate, drafts of proposed TECHINS will be submitted through normal
chennels to the National Security Agency for review and, 1! eppropriate,

. ’ publication.

: . (2) In emergency situaticns, 'I‘ECH]I(S may be prepared end

i published witbout prior coordinstion with the National Security Agency. ;

4_ Such instructions will be limited to unique situations wherein eppropriate

' " imstructions from NSA and/or SCA Headquarters are lacking, and the time

. factor is such that normal pre-publication coordination would seriously _
bamper or delay fulfillment of a local operating requirement. " Implemen- = = -
tation of such inetructions will be on a provisional besis and TECHINS )
thus published will be given post-publication review by NSA, in con,junc-
tion with the SCAs ag in normal situations. - The originator will ‘be noti-
fied of the results of the review and recommended disposition (e.g., con-
version to NSA TECHINS with wider applicability; distribution eas e Service
_TECEINS subject to any necessa.ry amendmenta, releiuioxr, etc.). o

~ (3) Supplements cr Intra-Service va.rietions may be required
to amplify instructions contained in a basic TECHINS in order to meet some -
specific Service purpose, ares nead, or. local field requirements, aver -
end above what is required by the basic Tmms. . . :

) {a) ScCA Headguarters and Joint Processing Centers may
repa.re and publish supplements or Intra-Service variations to NSA TECHINS,
as required, without pre-puhlication coordinstion with the National
~ Becurity Ageney. .
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: (b} BCA Pield Headquarters or field units, ‘Vhen authorized
by BCA Headquarters, may prepere and publish supplements to NSA end S5CA
Hesdquarters TECAINS. At a minimm, pre-publication coordinetion should
be conducted, if time permits, with the KSA Field Activity or sub-office.

.1 uamh 196;6 D

(Field unit pre-publication coordination with intermediete Field Headquarters

vill. be as directed by the SCA Hesdquarters.) Supplements thus published
vﬂl ‘be given pcst-publication ravievs by NSA end SCA Headquartern. -

{¢) Supplements will not reiterate or dnplicnta, elter

¢r change the baslc text of the publication they. manent. .

* (4) - Supplements or variations are binding o subordinate
mits of the fssuing organization but in no way obviate the requirements

expreued in a higher authority supplement a.nd/or basic TEXJHINS.

(e) When 2 basie TECHING 4is revised, supplements to the

. previous version w111l be reviewed by the issuing organizatian for con~

formity and epplicability to the newy version. Sueh supylements v:lll be
up-dated and reissued or cancelled. ' . |

‘2. To achieve uniromity 1n the system, pre-pnblication coordina.tion

of MUS30 documents, whenever required or appropriate, will be nccanplished \ T

between and amons elunenta of the NSE as ‘rollm
a. A1 KsSA draﬁ.ed MUSSO documents and changes thereto nomally

prior to publication. Formal referral normelly will be accomplished by -
providing coples (in the number desired) of draft MUSSO documents to SCA’

‘ vi.ll te referred formally to the Service Gryp'tologic Agencien for cuments-r_'

Representatives at Fort Meade for their respective Heedquarters and/or SCA-

heedquarters. Deadline dates for the receipt of cosments {normally 3p-45
celendar days from dete of recelpt by the 8CA) Will be established, when
appropriate. Kon-receipt of comments by dates indicated will be construed

ations, KSA draft TECHINS may be issued direc‘bly to SCA field units as
interim ingtructions pending ccunpletion of formal coordination. - Such.

‘issuance will be affected in coordinntion ‘with SCA Represmtatives at

R- Meade, -

‘88 "no comments" and publication will normally follow. In emergancy situ-

“(b)(3)-P.L. 86-36

Activi‘bied i | v ,
w111 be provided vith a ccrpy of the Initial dre L

ol an NSA-originated MUSSC document and subsequent drafts, where appropr!.-
".ate, for reviev and comment, Deadlines for receipt of comments be
to those for internsl WSA comments. NSA Field Activities
ts may be forvarded electrically, if practicable, in order
Q receivad for consideration during internal N3A coordingtion, or at

o
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leut prior to foml presentation of the draft MUSSQ document to the SCAa.
8CA Representativea at Fort Meade may be provided copies of initial drafts

,for lnforml review, as eppropriate.

. Bequests for ex-t:ensioﬂs of deediines established by NSA for -

' .receipt of SCA Headquarters comments will be honored; where posaible; how-

ever, requests for extensions to permit recelpt of comments from subordinate -
field units will not normally be approved. Commenta rrcm such organizations

- can be cougidered ror amendmerta or changes.

a. To permit pmpt review-of ail Service-originated MIISSO docu- o

' ments, & minimm of 3¢ copies of draft OPINS and 20 coples of draft TECHINS -
. are required by NSA for pre-publication revisw., Normal deadlines of not
.. less.thar 3p days from date of receipt by NSA may be established by the SCA

. Repreaentatives for receipt of NSA commeats. _

3. Meesage changes or other operatiocnel or technical instructions

promulgated by electricel or mall message will be coordinated with SCA Repre- .-

sentatlives at Fort Meade and will be confirmed in hard-copy MUSSO format
vithin 3¢ days of transmittal, except wtere the changes are. periodically:
(quarterly or more often) recapittu.ated Chenges or instructions not con- )
firmed in bard copy form, except aa above, x'ithin 9b days wlll be considered-
o lonser valid. . . '

5, Pre-publication coordinztion and post-publi"ation reviev of all '

: WBSO documents at all levels should bave the folliowing obdectives.

8. To insure applicability or adaptabi_ity, ag app*opriate, to
the world-wide Natioral SIGINT Effort.

. - b. To eliminate dupli\.ution a::.d/or 1nconsistency with other
WSSO publications. N .

¢. To tnsure ccmple.enens, nccuncy, ve_'l.idity and appropriate-
ness of instructions. -

"S5, Comments or suggestions reaarding draft MUSSO publications or
regarding suggested amendments to existing MUG3S0 documents will include a’ _

- rationale:

8. To insure that facts mlu‘“ive to the commt or suggestion.

_ lre reAdily aprarent.

RATIONALE: Facts concemins a 3u33estiotn'that‘are eagily
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understood cen be collated rapidly to other factors (sometimes unknown

: or not considered by the suggestor) which may or _may not support its ‘adop-.
-tion or partial adoption. _ _ :

.

b. To insure that the purpose or o‘odective mtended by the

ooment or suggestion is not misunderstood.

' RATTIONALE: The precise point(s) that motivated a coment
or suggeation should be made so as not to be overlooked dur:l.ng the
dec:lsion to accept or reJeot e suggestion.

é. Comnents of en editorial nature or coments vhich are oelf-
explanatory need not include a rationale.

(b)(3)-P.L. 86-36
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1. Nomally en OPDOC or TECHDOC will apply to only one subject. A .
‘separate TECHINS will be prepared for each individuel subject. Each OFDOC,
-TECHDOC, or TECHINS will heve as many sections as necessery, end each - .

- section will dbe given a brief descriptive title. A PURPOSE section should
alveys be innluded. _ ) — .

O {(b)(3)-P.L. 86-36
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2, OPT.MS also will have ns :nany sections as neceasary and appropriate

to the document except that OPINS KO. 14, 2(7 g and 4f will adhere to the -
format preacribed seperately in TECHINS NO ‘

3. An OFINS in the 1§¢#, 2084, or 3¢ﬁﬂ series will be- ared for’

, each individual SIGINT unit having &' SIGINT .unit designator (TECEINS NO,.

fgzs refers) and liated in OPINS NO, 1f/2$/3f, and mmbered according to
procedures cutlined in foregoing sections. | An OPINS in the ifff or -

5#¢f series may be prépared for NSA Production elements and for Joint or

- Speciel Units, respectively, as appropriate or desired. OPINS are not.
required for sub-elements or detachments of ‘major units providing the ‘
SIGINT activities of such elements or detachments are adequately covered
by the OFINS of the parent unit.” In addition, OPINS for SIGINT units .
"(e.g., ERU's, STRAC Support, etc:) fot wnder the operational control of
DIRNSA should be’ prepamd only at t.he diecretion of the parent SCA o

- 4. Tmplementation of an QPINS at acticn units {the tasked ,element
as stated in the OPINS) will be effective upon veceipt., OPINS will be .
implemented separately only when Lt 1s epecifically stated in the OPINS y
that :lmplmmtation will be eﬂ‘ected at a later dnte. -

© 5. Under no clcumsiances wil_'l. a ’I'EEEINE contalin an mplementatitm
: . statement. A TECHINS is effective upon issue, but implementation of &
TECEINS at action units is aceowlished separately as deémed appropriate
by NSA at the time of issuance in consulation \r!.th tha SCA Representatives
at Fort Meade. Under normal procedures. ‘ ,

a. ASA #nd N3G field urnite vﬂ_l automticalh 1mplement a ‘
TECEINS upon receipt, es applicable to thelr mission, unless otherwise
notified by higher headquarterm Norma.lly, applicable TECBINS are reflcc- ?
ted in the unit CPINS. ]

b. AFS8 implements TS::H]I{S by mesasge %o Intemediate field
headqua.rters, information to DIRNSA. Intermsdietz field headquarters -
will implement TECHINS by meseege o subordinate units and reflect such
implementation in Iits querterly TECHIVS IMPLEVENTATION RECORD (U15!+ ‘
Report) or Annex A to the unlt OPINS. ' . _

‘ 6. On occasion, to assure a!.nmlta.n.'eous implementetion of a TECHINS
at all affected stetions, a specific implementation date will be desired.
In such cases, appropriate correspondeice to the SCA Headquarters, inror-
mation to the affected stations, as appropriate, will request implemens
tetion on the desired date. This corraspondence will be releaged prior
to Aistribution of the document and/or receipt of the dccument in the
ﬁ.old to permit the pormal mplzmcnta.tion proce(’hn-ea above. .

,Wr_
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. ’ 7. Prepsration of MUsSo documsnts will be in sccordanee ‘with Annex ..

A end, within NSA, the MUSSO Typing Instructions. A suggested Unit OPINS
format and instructions for completing it are attached as appendix to _

" Annex A. Because of fundamental differences in service orgenization struc--
“ture, service operational traditions, and general modus operendi, flexi-
- b11ity has been provided for by making many elements of the formet optional.
While its use 1s not mandatory, the :t’omat ﬂ.lustra.tes the preferred order
of sections and para.graphs. : _ . -

SECTION V"'I ~ MANUALS

1. SICINT material considered for .msnuul-t\rpe presentation must
qualify as technicel support materisl under the provision of TECHIRS

KO. TPJ1, or be selected as suita
within the National SIGINT Effort

2. Msterisl vhich is cons:ldered suita'ble for. issuance as combined -
instructions may, after appropriate coordination, be produced as & manual . -
" and promulgated by ell sgencies concerned in-the publication series used -l ¢
by each ageacy. For U. S. units; manuals so produced will be pramulgated (b)(3)-P.L. 86-36
as @ MISSO document. (e.g., the TEXTA Manual, TECHINS NO. 2f2g). Ad- w7 (b))
i : ditionally, materisi, vhich would normally be issued as combined :Lnstmc-_. T
' tions but is precluded from such treatment| . I

|- W' o
L'beproducedasamsnualforthemandpr tedasawmdoctment
(e.g., the SIGINT Publication Manual TEHINS uﬁm .

‘ 3. For convenience of reference, assoclated OP]IIS, OPDOCS; TECHINS = -
'.IECHD)CS, and technical suppor: material mey be compiled by recipients .
thereof into a single binder to form a comprehensive "Manuel" on a given

subject, Cross raferencing from one MUSSO publication to another 1n .
usociated subject areas will facilitate such compﬂation. T e

Lo - " SECTION VIIT - DISTRIBUTION .

. 1., Distribution of MUSSO documsnts, or portions thereor or changes
thareto, will be made directly to elements of the SIGINT producing com=
mmity end will be as broad as is consistent with need-to-know, security,
and usefulness of the document to the recipient. ' .

: 2. A pumber of MUSSO documents have been ‘edited or senitized to ' .
permit less restrictive handl:l.ng of t.he docment than requ:lred by the con-
tents of the ‘basic document. - :

.

8. A sanitized version pazmel_s e basic MUSSO document on the
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i same subject, normally carries the same number and publication date as the
basic document but is identified by a letter suffix in parentheses. The . -
following letter suffixes will be used to identify sanitized MUSSO documents:

(b)(1)
(b)(3)-P.L. 86-36

3. Non-SIGINT producing orgenizations will not routinely receive
MUSSO documents or portions thereof or changes thereto. To rermit distribn-
tion outside the cryptologic comunity in those circumstances where it is
necessary to provide pertinent "need-to-know" information to consumers end
certain non-cryptologic activities and organizations, the follow:tng excep-
@ tions to this Agency policy apply: = - ]

e. Technicel information may be provided to non-cry:ptologic
organizations, where a valid need-to-know is established and Jjustified, in
the form of en INFOCON (Information for Consuxers).  An INFOCOK is the ap-
proved vehicle to provide the information contained in a MUSSO 'document
required. by a consumer in order to understand the am product he meives
by virtue of the basic MUSSO docment.

(1) INFOCONs must be prepered in e manner. vhich will avoild: .
() being instructional in nature; and (v) any rererence to SIGINT techniques
or."in-house" analytic procedures.- e

(2) Numbering of INFOCONs will conform ‘ingofar as possible -
to the numbering-of the related MUSSO document (e.g., INFOCON NO. 4A@ and.
INFOCON NO. 43§l equate to TECHDOC NO. 4fff and TECHINS NO, 4361, respec- -
tively). Titles of INFOCONs may be revised where necessary to exclude -
non-essentials relating to technicel preparations and therefore may not ’
always equete to the title of the MUSSO document. )

(3) INFOCONs will be prepared in tbe_ same formet prescri‘bed
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for MUSS0 docu:nents excspt that INFOCONs will not be issued under a MUSSO . ‘>
ooversheet (see Amex a).

(h) All INFOCONs will be prepared and published at NSA for-

- release by the Director, National 8ecurity Agency, in order to maintain .

centralized: accounta‘bility.

b. A copy or neproduction of a TBGHINS, per se, may be provided E
to nom-cryptologic or non-SIGINT producing organizations where such instruce.
tions are an integral part of an Operations Order, an Operatione. Flen, or '
& SIGINT Support Plan, which is accorded ‘security protection at 1east com-
mensurate with the classification of the TECHINS.' . . :

&, A1 requests received from non-cryptolosic or non-SIGINT producing
organizations for MUSSO documeats, other than those qualifying under pro-
visions of paragraph.3.b. above, and those covered by existing INFOOONs :
appropriate to the intended purpose, must be submitted to the Director, .
Rational Security Agency, for decision on an individuel basis. 'All avail-
able information end appropriate comments attendant to such req_uests :

_lhduld be provided to DIRNSA.

5. - Standard dist*ibution of NSA originated MUSSO documents, senitized

MUSS0 documents, end INFOCONs, will be as i.ndicated in Annex B and Appendices

thersto.

6. Reproduction of NSA originated MUSSO documents by NeA field
Activities, SCA Field Headquarters or subordinate units is authorized to-

-meet local requirements, except vhere speciﬁcal.ly prohibited in the docu-

" ment. This authorizatior does not extend fo reproduction of documents
- for issue to non-cryptologic organizations except as provided in pare-

graph 3.b., sbove.

“T. Supplements, Intra-Service variations, or. original OFINS or _
TECHINS iasued by SCA Headquarters or field elements will be distributed .
in accordance with the parent SCA Headquarters directives. Distribution .
vill alweys include: cne (1) copy each for area NSA Field Activities and
sub-offices and forty-five (45) copiles for NSA. e

8. " Requests for additional or replacement coples of MISS0 documents.
or requests for changes to standard diatribution will be addressed to the”
originator of the document(s). Requests frcm SCA units will be rorwarded
through their appropriate SCA Headquarters.

9. Chang-s or amendments or rescission notices to all MUSSO docu-
ments will receive the game distribution vie the same channels as the
basic document. -



DOCID: 3958111

MUSSO "A" Bxcept _nzms.imnu_tm._mnsn (12).]
(b)(1) R
(b)(3)-18 USC 798
(b)(3)-50 USC 403
(b){3)-P:L. 86-36

INTRODUCTION = - - 1 March 1966

"SECTION IX - OTHER REMARKS

Suggestions for edditions eand amendments to the Manual of U.S,
SIOINT Operations will be velcome from any member of the SIGINT community. p

" Field elements of the Service .Cryptologic Agencies originating such sug-

gestiong will forward them through prescribed charinels vin SCA Headquartefs :
to the Diractor, Retional Security Agency, ATTN: POh.

. - " MABSBALL S. CARTER

Lieutenant General, U. 3. frmy
. Director
OFFICIAL: . |
S (b)(3)-P.L 86-36
swra t.ea._
2 Inocls:

.1l. ARNEX A - PREPARATIONAM)M&MNANCEOFMBSOK)CWTS
2, ANHEK B = NSA DISTRIBUTION OF MUSSO IOCUMENTS
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\. .. . PREPARATTON AND MATNTENANCE OF MUSSO DCCUMENTS -

1. General Instructions

" a. MUSSO documents will be typed on letter size paper (8" 'x 10}"),
prepunched to permit insertion in standard three-ring, loose-leaf binders. . -
Typing within paragraphs will be single spaced. ‘(Draft versions should be i
double-spaced to facilitate reviews,) Both sides of the paper will be used
in head-to-head printing, unless operational reegons Juatiry single-side
printing orly. Other single-side printing exceptions will be. pointed up. .
in applicsble paragraphs to follow.” (The term "MUSSO documents" as used
berein refers to ell documents except OPINS NO.- 1¢, 24, 3¢ and u¢) P

. b. Cover Shcets. Fron't and back cover sheets on MUSSO documents
not only serve to identify the MUSSO series publications btut help to pre~ -
.serve and protect them. Numbered NSA—originated MUSSO documents will be

- 3ssued under two-color (blue and black on white) covers.” They will be used

only on a basic numbered document.. They will not be used on the’ “unhumbered
MUSSC documents, changes to documents, Memorandum to Holders, or oversize
(8" x 13") attachments, nor will they be used on INFOCONs. Changes to
basic documents, oversize attachments, and Memorandum to Holders will be
issued with a special MUSSO first page format similar 40 that used on this
INTRODUCTION. Other issuing authorities may use cover. sheets if prac-

: ticable and desired. If not used, houever, continued use of the’ special

O MUSSO first page fornat is. encournged. - B

2. Arrg_ngement. S .__"_,1»‘_-_

. 8, MUSSO documents will ‘be prepared in a standard format for the
lake of uniformity. The issuing heedguarters, effective period, the short
title (1.e., OPDOC, OPINS, TECHDOC or TECHINS as appliceble) and mumber, -
plus the date, full title end table of contents by aection will be indi- .

~ cated on the firet page of the document. " :

(1) The classification 01’ the title, as detémined by the '

originator is entered one space after the lest word of the title in brief
form, in parentheses, as follows: (U) - Unclassified; (C) - Confidential;
C-Ccog Confidential, Handle Via Ccmint Channels Only; (S) - Secret; = -
8-CCo Secret, Handle Via Comint Channels Only; (SC) - Becret, Codeword, '
TS) - Top Becret; (TS-CCO) - Top Secret, xamne v1a Comint Chennels Only;
TSC) - 'l‘op Secret, Codeword.

) : (2) RC3 mmber, where appli\.a'ble, ia enterAd :anlosed in’
parentheses 1mmed1ate1y under the title. : . B .

ANNEX ATO
INTRODUCTION
Dtd 1 Mar 66 -
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(3) A supersession statement, it applicable, will be entered .
.imediately following the table of canteats. .

: b. Yages rollowing the title page will carry the short title -
and date as the first line of printing below the top. margin.‘. Two spaces
vill separate the various slements of each document:(i.e., between the
title and the Table of Contents, between the Table of Contents and the :
supersession statement (if eppliceble) or Section I, between each Section =~ .
title end the first paragraph of the section, and between paragraphs.) o

¢. Sections. Sections will be numbered conaecutively with o
capital ROMAN numersls throughout the publication._ Section_jtitles winl v
be in capital lettere, centered and underlined. - - Do

d. g_nmr_uplx_i_x_x_g; Parsgraphs,’ when more than one, will be
numbered consecutively within each section with Arebic numbers. Paragruphs
will be indented five spaces and nubparasraphs,vill be further _indented four
spaces. Single paragraphs will not be numbered. Paragraphs and subparas
graphs throughout all MUSSO documents and attachm.ents vill appea.r as in B
_ this Annex and Appendices. :

. . nginatio . All pages within each MUSSO document will be .
pumberéd at the bottom center of the page. in Arabic numerals, begimning .
with page two. The first page will not be numbered. Each page of an
a.ttaclment will be numberad indepenﬂenthr, elso starting with page tvo

p f. Authentication. MUSSO documents will be authenticated in
‘ccordance with the procedures of the issuing organization.

8. Inclosure Notations. The inclosure notation (ir applicable)
vill eppeer on the signature page of the besic document, tvo spaces fol- .
lowing the last line of the authentication block. . .

(1) When there is only one inclosure, type the notation as
follows: o o . : N S

"Inels ' U
ANNEX - INSTALLATION PLANS" =

(2) Hhen there 1s more than one inclosure, mmber each and
type the notation as follows: :

"3 Inelr o
1. ANNEX A.- PROCEDURES
2. ANNEX B - REPORTING
3. ANNEX C - FORMS"

ARNEX A T0
INTRODUCTION
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h. Attachments. Attachments to MUSSO documents will be annexes,
lettered consecutively 1f there are more than one. A single ennex normally
will not be lettered. Each snnex will be identified as ANNEX at the top
of the first page, with a letter, 1f appropriate, and will bear a title.

It will elso be identified as an annex to the dasic document at the lower
left corner of even-numbered pages and lower right corner of. odd-numbered

_ pages except where a TOP SECRET control block is éntered. Inithe latter

case, the annex identification will be placed in the opposite corners. Ap-

' pendices will be used for attachments to Annexes, Tabs as attachments to

Appendices, Inclosures as attachments to Tebs.

(1) Format for an Attachment. - 'rhe attachment letter or
number, as appropriate, should appear at the top, center of the first’ pase
The title of the attachment, underlined, shculd be centered on the page ..
below the attachment letter or number,: yith a Table of Contents, 1f used,
centered below the title line. Instructions for: the -remainder of the =
first pege, second and succeeding pages of en attachment are the seme as
for a bhaaic MUSSO doc\nnent. .

(2) Attachment Notation., Identiry esch attachment' vith the
proper notation in the lower right cormer of cdd-numbered pages and lower
left corner of even numbered pages. __Emmples. .

ANNEXA.N ANNEX A TO . APPENDIX 3 TO TAB A TO

TECHINS 4gfl  TECHINS 1955 AMNEX ATO  _  APPENDIX 1 TO

DID 1 JAN 68  DID 1 JAN 68 ~ TECHINS ugeg ~ ANNEXBTO

, © (C1-JuN T1) DID 1 JAN 57 2¢99
s . mlsmﬂf

i. Distribution. Each MUSSO document will show a distribution

- notation. The word "DISTRIBUTION" will follow two spaces below the last

attaechment 1isted, at the left mergin, followed by a distribution list or
symbol indented two spaces. If no attachments are listed, the distribution
will follow the authentication block. ' If space is limited, the list may
be included as the next page of the document, in which case the words,

_ "List Attached," will be included in the available space., . If the docu-

ment carries a special distribution and is attached to the document, type -

- the words, "Special-Attached,” If the document carries a speclal distri- -

butlon but is not attached to the document, type only the word "Special."

-The distribution represented by symbols appearing on NSA-issued MUSSO L

documents is listed in Annex B.

L S S T L ANEX A TO
. ~ INTRODUCTION
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‘ g Excﬂticns. Exceptions to the foregoing procedures P spe- .
e:’.ﬁcally with respect to control and pagination of Aunexes, may be made
- vhere split routing 1s required or where the Annexes-are distributed at
veriance from the basic document. In’'such cases, atfected portions will

'bear unique control numbers and pagination.

o 3 Clagsification and Control. . S ‘|'_

in'.' MUSSO doc\ments vill be classiﬁed according to content.

(1) Por purposes of classification marking, all MUSSO docu-
.ments, except Menuals, will be comsidered unbound documents.. For TOP =
., SECRET Control. purposes & document that is bound by staples or fasteners o
.7/ 18 consldered an:unbound publication. The appropriate classification will .-
.be plainly end conspicuously marked or printed in the top and bottom - . .
" margins on all pages. Front and back cover pages, title pages (when used) -
and the first pege will bear the over-all classification of the document.. =
Other pages may be marked according to the classiﬁcation of- ‘their own -
omtent. A ecver will be marked on its outer surface.’ When both sides

of a page are used, both sides will bear the sppropriate classification.

(2) When a basic document contains no codeword material
but one or more of the annexee contain codeword, the basic will bear the
" classification of the highest classified infommation contained in the
attachments thereto. The attachments will be classified according to
.content. The basic will be marked "APFENTED Docum'r(s) comm(s)
. CODEWOHD MA!EERI!‘L," on the first page only.

' (3) A codeword is not & classiﬁcation, but signifies a
category and requires special handling. Documents that bear a codeword
are automaticelly placed in COMINT chennels. Documents contéining infor-

mation relsted to COMINT or COMDW activities, elthough not codeword infor.

mation, will be marked with the caveat "HANDLE VIA COMINT CHANNELS ONLY."

This cavest will be placed conspicuously on the cover (if used) end- at “at the

bottom of each page, normally at the left margin. Placement of this

notation on the page 1s not critical. If necessary, it maycbe .stamped or
- typed at different places at the bottom of the ‘page to allow room for no=-
C tations that teke precedence. . . _

: (b) Whben a basic document containing SECKET Codeword infor-
mation is classified TOP SECRET because it or attachments to it contain®
TOP SECRET information, it will be classified TOP SECRET CODEWORD. '

(5) Classified MUSSO documents which do not carry a code-
word, codeword warning, downgrading statement s or the HVCCO caveat, must
carry en appropriate. "Automatic Downgrading or Declassirication" statanent

ANEX ATO e
INTRODUCTION ’ . . S : -
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; " . es prescribed in DOD Directive SQM l¢ This atatement need only appear on
< ' the cover. o

: (6) Classification and categorization of MUSSO documents will
"be in accordance with appropriete TECE[NS.

b. Fev MUSSO documents will be TOP SECRET Contro]led. Top. Secret
documents bearing e codeword or the HEVCCO notation are exempt from TS Con-
trol. Documents that are classified TOP SECRET with no COMINT indicator.
are controlled, When required, the TS Control blocks will appear at the
lower right cormer of the MUSSO Cover and each odd-numbered page (face -
page). Each sheet of an unbound Top Secret document is controlled and

not necessarily each page. Annexes will bear the seme ‘control number -. .

as the basic document and be considered a part of the document: The . . "
pege pumbering in the TOP SECRET control. block vill be consecutive from '
cover to cover, disregarding any internal pege numbering.

(1) Non-Reproduction Statement. This statement 1s required
on the cover of all TOP SECRET documents. It is not required on the i
cover of documents which contain codevord material or are merked with
the HVCCO notation or contain a downgrading.or regrading notation except
wvhere sensitivity warrants. This statement, as’ appropriate,’ 1s placed at
the left margin as shown below:

L : "Reproduction of this document
| (’ © . -~ . 1in whole or in part 1s pro- -
_ . . -hiblited except with the per- .
' ’ " . mission of the issuing office
_or higher authority.”

¥Reproduction of paragraph(s) ___

~ of this document .is prohibited o

_ except with the permission of the &
1ssuing ofi‘ice or higher au- - o
thority. .

¢. Reports Control. MUSSO documents requiring submission of
reports will normally bvear a Reports Control Symbol (RCS). The RCS
_mumber should appeer under the title of the document on the first tex-
tural page. If it is determined that a Raports Control Symbol is not
required, an exemption clause will be included stating that the report
In question 15 exempt from assigrment ‘of ‘a Reports Cortrol Symbol.

ANNEX A TO
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k. - Preparation of INFOCONs. As pointed cut in Section VIII, para-

graph 3, of this INTRODUCTION, MUSSO documents will not.be released,.per .
se, to non-cryptologic organizations. The replacement .documents, comtain- =~ .
ing only that information which has been determined to be required by none

eryptologic organizations, titled "INFOCONs," are mutually exclusive of

" the MUSSO system. INFOCONs will be prepared in exactly the same- manner

as prescribed for MUSSO documents but will not be 1asued under a MUSSO

'. . 5o Meintenance of Documents. o '. TR A

‘a. 'Ihare are two methods used to change MUS&J publicationr
(1) Perd Copy Changes. A pr:l.nted page or peges containi.ng

amendments to a basic punlication, p_u‘blished 1n the same size and rormat _'

as the publicatim. "

C(@) Message Changes. Uaed only in extreme situations vhere .
priority reproduction and distribution of a printed change will not insure -

receipt of the information by activities conéerned in sufficient time to

~ thet the instructions will be confirmed by & hard copy change: to follow.

The hard copy change should be submitted for publication end distribution
within 30 days of the date of the message and should contain a.statement
1ist1.ng the messege change or changes it confirms or suparsedea. {e.g., .
“This hard copy change confirms electrical. change 1, DTG ° " "hiE
bard copy change supersedes electrical changes 1, 2, and 3, DIG_____").

.Exoeptions ere permitted only vhen the document is under constant cha change
‘and 1s periodically revised (e.g., TECHINS 1643 - Forwarding Directive)

. with Ro. 1. Message changes mey be mmbered for eccounting end reference
purposes but will not be intermingled and numbered consecutively with hard

b. Hard copy changes will be numbered coneecutively beginning

copy changes due to their temporary nature. The .number of changes to any
one publication should be kept to a minimm. Upon revision of a MUSSO
document, change mmbers will revert to "l" . Changes to HUSSO_doments
lr.lll be of the following types, _— : '

(1) Pen-snd-Ink Changea. Used to make minor changes of Dot
more than a few words, phrases, sentences, or short paragraphs which can

. be easily inaerbed by hand. ILengthy paragraph changes should teke ad-

ventage of the aciasoring techn.iqua mentioned in pa.ragrapb S.c., follow-

: (2) _P_agg_h_ax_:&_. Used to replace existing peges with new _
cnes. Normally, a page change is used 1n lieu of pen-and-ink changes vhen

ANNEX A TO
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E . uge of the latter would involve extensive write-in. Pages which replace E

. © | complete pages in a document will carry the same date and page number as . .
the superseded page and are further Mentified 'by the change notation typed
at the bottom of each xevised page.

(3) Adaitionsl Paregraphs. Chanées anrd edditions may require _. 

;raph(s) » 1f not at the end of & section, can be accomplished' in two weys. .

j

!

| the insertion of new paragraphs in the text. Insertion of a new pare-
1. . :

|

' » In sections composed of only a few paragraphs, all paragrsphs. following

i the inserted new paragreph can be renumbered accordingly. Or, in the.

o second method, by using the decimal eystem t» number the inserted pare-
graph(s). (Examples: "Insert following new paragraph 2 and renumber ex-.
isting pardgraphs 2, 3, and L, as peragrephs 3, 4, end 5, respective'ly.
"Insert hew paregraph 2.1, between numbered paragraphs 2 end 3. "y.

(k) Mditional Pagea. When changed material requires ad-_
daitional pages, use the number of the original page plus alphabetical
" suffixes, such as page 2a, 2b, 2¢, etceterea. ',‘- : .

(5) - Removal of Paragraphs and P ﬁagg_. Hhen necessary, para-’
graphs may be deleted on a changed page without losing the numerical
sequence .of the parsgraph numbers by placing a perenthetical statement
noting the removal of these peragraphs. For example, if a pege contains
paragraphs 6 through 12, and paragraphs 9, '1f and 11 ere to be deleted,
type the statement, "(PARAGBAPHS' 9, 14 end 11 NOT USED)" in the space be- T

. tween paragraph 8 and paragraph 12, . Pages may be removed by using the same

. metuod.” For example, 1f peges 6, T, end 8 of a document are to be removed,
& single blank page would be 1nserted between pages 5 and 9, with the
statement "(PAGES 6, 7 AWD 8 NOT USED)", typed in the center of the page.

? €. Printing of Changss. Charges which 1nvolve insertion of re- ;
: vised sentences, paregraphs or portions of pages will be printed single-
side to allow addressees to scissor such changes for insertion into the ;-
-ordginal document. Changes which wiil replace complete pages of a docu-
‘ment will be printed head-tc=head. or sinsle-side depenéing on the format
of the original publication. }

d. Changes to TOP SECRET Dosuments. When reviaed pages are
to0 be inserted into TOP SEARET Lontrolied MUSSO documents, the change
sheet and the revised pages which it is transmitting will contain the
same new TOP SECRET Control number. Type the contrel block on each face -
pege and number the pages with the control block in sequence. The page
punber on the revised pages should agree ‘with. the vages they replace in
t.he original document. :

ANEX ATO -
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e. Distribution of Changes. Instructions which change MUSSO S e
ocumenta will be published as numbered changes to the pertinent publi- T D
ation and will recelve the same distribution as the originel document.” L '

This does not include distribution of chenges to MUSSO documents which are

‘split~routed or where attachments are distributed at variance f'rcm the ‘nasic e
"document - (see paragraph é.b). -

- N I
6. In no case will a "MRMORANDUM TO IDLDERS" be used to promul-
gate ‘changes of any kind excespt as mdicated below. A MEMORARDUM TO
mm?.ns of a MUSSO document may be uged for ‘the following purposes'

a. To rescind, cancel or revoke e pnb:_Lication, i.e. » a com-
plete document. Recission or cam:ellation of an attachmcnt is considered

‘to be a ch.ange to the documant.

b. To transmit certain attachments of a MUSSO pu'blication or.

: changes theréto to speciﬁc units when there 15 a split distribution of the

document .

7. T6 insure uniform:lty in the mintenance ot the Manual, use of ‘the
fo.uowing prescr:l.‘bed correction procedures is encouraged-

... 8. Gemeral Rules for Posting. ~ o
(1) Exercise care to insure accura.cy and 1egib111ty.

.' ' (2) In pen and ink chenges, draw a single line through
chans

ed material, rather than oblitereting or blanking it out.

(3) Line out old material consisting of three or more
lines of text by draving single, straight lines through the first and 1ast_

lines and connecting these lines from top right to bottom left, making a

"Z" shaped figure.

(1) Indicate the authority for changinga basic ;m.blication ' N %
in the outside margin of the affected portion (away ﬁ'om the b:lnding) ) o]

(5) Flace a check mark (v/) by each item of a cha_nge as 1t

o e

b. Procedures for Making Minor Additions zmd Cmectiona.

(1) Iine cut the deleted portion and u space on the 'basic :
publication permits, enter the added portion into the proper place on the
text and add the authority "((:1)" (1.e. s .Change l) in the outside margin.

ANNEX A TO
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(2) If the space on the basic publication does not permit,

 enter "(woans ADDED/C1)" or "(SENTENCE ADDED/CY)”, as the case may be

into the proper place on the text or in the edjacent msrgin. . Enter the
added material at the bottom of the pege, eppropriately :ldentiﬁed by the
change suthority "(Cl)". Arrows showing the exact location of an added '
portion may be used 1if necessary for clarity. i

' "(3) Wien numercus additions and deletions cecur within a
limited space in the basic publication, or when added material cannot be

either inserted in its proper place or éntered at the bottom of the page, '

1t may be more practical to "Z" out the congested portion (provided the
printed change restates that portion in its entirety).and the reader
referred t0 the hard copy change :Ltself, by noting in the outside margin .
"(SEE/C1)". 'This ection will oﬁ:en prevent "patchwork" entries which
ccmf‘use the reader. . ‘

: , _ (h) If a paragraph or subparasraph is to be added, and
space does not allow entry in its proper place or elsevhere on the page

in the basic document, enter the new paragraph or subparagraph number in -

its proper mumerical sequence in the basic text follwed by the words
" (ADDED/SEE C1)." By

Ce Procedu:es for Rescission and Suspeneion Changes.

(1) Rescission. Line or "2" cut the rescinded part and

_enter the notation "tmsc?c 1)", in the outside margin.

(2) Sugpension. Place brackets around the affected por- -
tion and enter the notation "(SUSP/CL)" in the outside margin. :

8. Upen completion of the posting required by a change, enter
"FOSTED", the date, and poster's initials in a conspicuous position on
the first pege of change. Copies of hard copy changes should be re-

tained with the original publication.

ANNEX A TO
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CPINS(mmber)
| CPERATING INSTRUCTIONS FOR (Sta.tion Desmator) (Clasaifica.tion Symbol )

| L | ' GECTION
MISSION . . . . . ¢« e @ . e II

CCIMANDREIATIONSEIPS- L} o_r"c_. i N III ]
SIGINT CONTROL: « o « o o ".cl'_ ’» -.0;- S IV

MG'ED ENI'ITIES e o . . 0 ‘. ‘e Y |

SIGINT PRODUCTION FUNCTIONS o . o o VL .

LIAISON ‘e *> ) ] o’ @ @ ,.o O__ o m ’
COMMUNICATIONS . R e o VIII

*(&xpersession statement, as applica.‘ble)
SECI'ION I - TASK ELEMENT

(Station designator andfor short-title edministrative designa.tor,
administrative desigw.tor, location,cla.ssirication, 1 ¥y of locetion.)

. : _ SECTION IT - MSSION

" 1. Provide and operate 1ntercept facilities allocated for the .
collection of designated foreign conmmications and non-commica.tions
emissions, and conduct such processing as mey. be ired and authorized
herein, or otherwise directed by the Director, WsA DIRNSA) »-1n 3eme~a.1 :
support of the Ratioml SIGINT Effort.. - _ .

2. Provide direct SIGINT service to theater U.s. m:L'l.ita.ry coma.nds ’ .
v:lthin capability, in Tesponse to the SIGINT requirements of ‘those ccxmands.

#3, When authorized, provide direct SIGINT support to. (speciﬁc '
command or commands) in accordence vith NSA SIGINT Sup;:ort Plans or- other
instructions or directives from DIRNSA. .

®4, Provide for opera.tion of (name of oneration, e.g. = J’DA, J'NACC,
_ snnwm:cx(c), ete.) in accordance with pertment directives. -

%Ttems so marked msy be omitted if not applicable. ' S
e R R APPENDIX 1 TO

' . o . T . . . .- . .. INTRODUCTION
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" . . SECTION IIT - COMMAND RELATTONSHIPS .~

‘!1._ Subordinete SIGINT units or (station des:l.gne.tor) are:
(to be. listed by appropriate sca qu) e T :

. ‘2. (Adaiticnel paragrephs to be ingerted by SCA Eqs, ir desired, o
relative to edministration, logisties, milita.ry Justice, coma.nd :
subordination, eic.)

BBO'I'ION IV - SIGINI' OOMZROL

1. (perational control of assigned SIGINT eo]lection and proauction

- Tesources and fecilitles will be exercised by Director, NSA, in accordsace

with MUSSO procecures and other approved operations orders or ple.ne
(Se= Appendix 3, Paragreph 3)

: 2. Technical .cortrol of essigned SIGINT coJJ.ection and produetion
resources and facilities will be exercised by the Director, NSA, in
accordance with MUSSsO proeedures.

3. Manegement of designated collection positions will ‘be exercised

. by the eppropriate Collection Meaa.sament Axrbho':l.ty (CMA) 'in accordance

: . vith TECHINS 1756 end/or special purpose plans or directives from the
mncto;, NSA (e-ge, NsSA BIGIN.T amport les’ e’tc-) . . T

BECTION V_-_ASSIGNED ENTITIES

(Liet entitles from OPINS 120/ assigned for ool'!.ection a.nd,/or )
] processing by the unit end its subordinates, wvhere appliceble, or list .-
separately in an Annex, thereby minimizing the need. :l'or freq_uent cha.nges
%o the besic CFINS. ) . S

SEC'.L‘ION Vi - SIGINT ?RODUCTION FUNCI’IONS

o 1. collec’cion. _ ) _ o
e.'. Interce:st, reeord, end rorwerd emissione rrom e.ssigned

*Ttes mey be omitted 1 not e,ppucaue. '

APPENDIX 1 TO
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; OPIRS (Rumber) : )
terget entities in accordance with pertinent MUSSO directives.’

Collection will be accomplished -in accordence with COLL GRP listings
mﬂ_.ected in the current RSA Collection Group requirement publi.ce.tion.

T %b. Apply special ident iﬁcation techniques , &8 milable, to
ueisned target entities in a.cccrdnnce with. pertinent HUSSO directives.

_ #c. Develop and issue TEXTA, in eccordance with TECHINS 2bop. .

‘A, Meintain Tm a.nd issue TEXIN, TEMPO, and ‘TEXSIG, ae
req;uired by ".!ECHINS 2029 and in support of intercept effort.

¥#e, - Maintain ELTEX and other reeords, s uppropmte,

. lugport of assi@ed ELIRT effort.

2. Processing,

8., Traffic Analysis., Perform traffic an&lysis, including data
reduction, within capabllities, on assigned entities in support’of
collection, cryptanalytic, and reporting eﬁ‘orts 1n a.ccoraance vith
pertinent TECHINS and/or Annexes to this OPINS.

(1) Meintain local traffic a.m.l:,'sis records as requi.ed in -
support of collection efforts.

~#(2) Provide Special Identifica.tion Techniques (SI‘I‘) etfort :
with timely analytical and technical support es required.. .

*(3) Integrate SIT reenlts vith ana.‘l.ytical p-ocessing a.nd

1nto analytical reporting media.

#b. Cryptanslysis.. Perform c-yptane.lysis and decryption vithin
capebilities, on lovw and medium gade cryptosystm on mtities a.s -

‘indicated in Annexes to this OPINS.

%(1) Perform cryptanalyais, uithm capebility, on high-grade

.eryptosystems on entities mdicated in Annex (or Annexes) _  to this

OPINS.
(2) Maintain cry;pta.na.lytic records as requi.red in supporf.

of the local’ crypta.nalytic effort.

*Items may be omitted if not epplicable. = ' ANNEX A TO

nta 1Mar66
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| .zzm  (mgber) L
s %. Bimnals Analysis. Perfarm signals analysis of intercepted o

ELINT sigrals, within capability, to the extent neceasary to. determine
1dent1ﬁcat1un, signal chmcteristics, and’ ni@iﬁcmce of cmiuim.

.o, Iinguistics. Perform uca.n.ning transcription, trnnelation, IR Y 4
as appropriate, of plain lenguage and docryptcd texts on agsigned ol
entities in support of collection, malytic, and reporting tanke.

*e. Machine Processing. Utilize authorized machinc peracnnul o
end equipment resources to perform data processing on ‘assigned entities
in support of local collection, analytic, and reporting tasks and in
support of releted SIGINT activities at higher/lower or lateral echelcns;
‘in’ accordence with' pertinent dircctives and Annexeu to this ovms

"#(1) Prepere and forward machine p@rscnnel and equipmnt
utnization report in accordance vith pertinent directivea. S

'(2) Unite requiring data proccu:lng uupport vill so advise
h.igher hea.dquarters. ’ . : .

3. Mt-z
. (1) Issue tcchnical raports required by paragraphs 1 and
2_.a‘b6ve. ] ' ' )
- (2) Tasue technical reports mdicated o usisned entities o
_1n Annex (or Annma) to this OPINS. . . SR
: R (3) Issue technicel supplements to SIGINT pzroduct, u ._ o _' L
- required, and in accordance with pertinent ‘I‘D‘JBDG L b e T

{(3) ZIssue other techn.tcal reports required or dec:med : o
uppropria.te, vithin capability, in accordance with pcrtincnt directives. ~

(5) (For Units assigned an ELINT niuion.) Ism sm :
mdﬂEARreportninnccodancevithTEHIﬂSl o

: b. SIGINT Product. In accordance with appropriatc TECH]IS,
ya.'epa.re and iuue the follmr.lng reports. o

| (1) CRITIC Reports s " :
_ I'Itenswbe cmitted 12 not :pplica.‘ble _ E o
. ANEXATO e LR - o
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) SICINT Readiness Reportu. A
*(S)BPOtReportnmdMIM-’ . .
!(h) Txmslationa, g;uts, or extracts. from plein text and" v

decrypted ususes. . Y .

.

- #(5) ﬂlmr.? rerort.s raquired au nntitien as indicated in
lnnmu to thil CPINS.

‘(5) ‘Other product reports required in Annexes to this OPIHS.
u('r) (rur Units assigned an ELINT n:luion ) Issue zrm '

nnd[or EIO reports in accordace with: TECHINS h3¢

h-' M - ) . -. .__\‘_'::'
e Com!nct ‘on & comtimuing buis, 'a plemed and’ supez-vined ap-

-preaticeship training program designed to qualify enlisted persounel to

the level of proﬂcimcy reqilred to’ perrom operatiunal duties. o ‘ '

b. Defina end state requirumentu :I.’or Spec:l.llized Operational e
Training (SOT) for peraamel enroube to ua:l.sment %o’ thﬁ unit 1n accordsnce .
¥ith TECHINS [ 1. o :

o

5. Evalustion. Conduct SIGIFT collection and reporting evaluetion

progm in accordance with pertinent dimctivea. )

6 Forvarding and: Disn'ﬂ:uticn.

s. Forvard rew traffic and techaicel ‘material in’ sccordance o
uthmmsmaamamhamdother;mmeutmms K

b. Distribute SIGINT produ.ct i accov-dunce -—n-.h 'mn:ms Ldd3
Ind other pertinent TECHINS,

T." Dechntcel Support. S

a. Provide teclmical support to lnd exchange of information

with subordinate units end other units engeged in similar or related

- BIGINT tasks in accotdmce with pertd.nmt directives or as uuthorized

- herein.

o - . " APPENDIX 1 TO
*Items may be omitted if not applicahle. - - AREEX A TO
oo - IRTRODUCTION

' Dtd 1 Mar 66"
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b. State xequircmente Lor teehnical m:ppoa-t th:rough apprcpriate -
channels {n accordance with pertinent directives. o

SBJTION 'V'II ~ LIATSON

' 1. Conduct liaison end technical exchange vith other U.8. smm
‘units in accordance with pertinent directives. -

e p))
ff_'__...(_b)(3)-P.L. 86-36

#, (Conduct lialson with local U.S. military Lnteuigence repre-
-sentatives for the purpose of obmning collateral support. The area e
N3A Fiéld Activity end area Chief, SCA Field Beadqua.rtera, \rul 'be kept o

. informed of the nature and scope of such liaiaon. . _ R

(b)(1)
. (b)(3)-P.L. 86-36

SECTION VIII - COMAUNICATIONS '

1. Maintain and operate, on & continuous 'besis, a SIGIII'I‘ comuni-”.
cations facility to provide for the timely trensmission of Criticel and ..
Signal Intelligence in support of the National SIGINT Errort and desig~-
nated .U,S, Military Commands. _ _

*Ttems may be omitted {f not applica‘ble.
APPENDIX 1 TO
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o . . OPINS (Kumber)
. T ) ‘. 2. Commmnications formats and procedures vill be {n accordance L
with can‘Icom Operating Instructions (COI). ‘
L w3, Provide and operate cammmicetions fac:l.litice as tesked, in

of DF net contirol flashing and tip-oﬁ’ activities, in accordance
' vith pcrtincnt directives.

(stguature)

@

o : ' _ - . . APPERDIX 1 T0
#Items may be omitted if not applicable. . ANNEX A T0 .
Dtd 1 Mar 66
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T S(XRIESTED FOBHA"‘ FOR ANNEX TO UNIT OPINS |

ANNEX

¢ (orTLE)

. . o TASK s .0 o o s s o I. »
© e FUNCTIONS. + o o o o 1T
S : LIAISON . e e e e . IIX

' 8ECTION I - TASK

e (Administrative designator, SIGINT desig;na.tor in parentheses) is
tasked with the current exploitetion and reporting of (entity/mtitiea)

8ECTION II - FUN(.‘I'IONS

Collection.

" &« The management of intercept facilities will be in accordance
. with TECKINS 1§56. _ . ,

'. b. Utilization of Special Identifica.ti.on Techniquea (s1T) on .

' assigned entities will be in asccordance with instructions contained in .
TECHINS Fo. 1¢25 and 1¢26; results thereof will be forwarded in -
eccordance with TECEINS No. 1¢k3. All assigmments will be in accordnnce

* with the SIT priority list as eatablished 'by the tasking a.uthor:lty in
accordance with TECHINS 1¢56.

‘2. Trutnc Axmlvsis.

_ . In addition to the requi.ements speciried in the besic OPINS,
d.evelop and maintain as aminimmtherolloving records .f.or, a.ndas a-
result of, traffic analysis: ' .

(B)I|P.L. 86-36
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3958111 . - -

." ' b. In accordance with TECHINS 13 forward, through
‘appropriste channels, rasults of traffic analyses to DIRNSA, a.nd to
aqy otker U.S. SIGINT ﬁ.eld unit known to heve & need for the results.

Tl Long-tem resee.rch and analysis 1s nuthorized when it can ‘
"be sccomplished without detriment. to the 'basic cun:ent nmlysi.n and 7
reporting missiona. = - L ; ‘

3. Crptesslpste, ‘gE;ﬁﬁa.
s, Conduct emtana.lysis, perrom code. u.nd key moveries and
decryption, end maintain necessary records on lov. - and mediume-grade .

grephic systems, and on undingnosed systems unless & dctemination o
1s made by DIRFSA that such systems are high-mde.

N

b.  Develop end maintain as a m:!n!mm the. follmdng cryptanalytic )

Vrecords for, end as a result of, cryptanalyais.

(1) System identificstion inromtion L ,"_ IR
(2) Deerypted message flle. AT e
~(3) Undecrypted message file. _ _" e T

c. In accordance with TECHINS No. ml;s forverd, througt

approoriate channels, results of cryptanalysis to:DIRNSA, o
.-t:y other U.S. SIGINT field units nown to bave @ need for the results. -

k. Reporting, el

. 8. Technical. In wddition to tha requircuentu apecified. in the
basic (PINS, issue tha folloving :

e

(1) Sttustion SAT ONE end, sm wo Reporhl, in accardn.nce
with TECHINS No. 2¢ld. R

APPENDIX 2 TO

AMEX ATO S T e

Dtd 1 Mar 66 - N

(b)(1)
(0)(3)-50 USC 403

T

(b)(3)-50 USC 403

- (b)(3)-18 USC 798
. (b)(3)-P.L. 86-36

(b)(3)-18 USC 798

(b}(3)-P.L. 86-36

o
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k. S (2) MIAR, inaecordance withTECBINSNo. 1¢19

" (3) Technical reports, as required (e 8., mzcsm, MATSUM,
mus), in accord.ance with pertinent TECHINS, '

- (b) Informal Technical Notes (T/A a.nd C/A), 1’.n accordence -
- with 'mca:ms Fo. .

A ‘ ( ) Temporary Recosnition Data (TRD) , in a.ccorda.nce with
m Fo. 3 l.

_ (6) Cz'yptologie Information Publica.tion (cn'),
'accorda.ncewithTECH'mSNo.Ml. _ o .

(1) comyT Technteal ‘leporta (c'm) S .
(8) Working Alds .-\-' ' '

b, BIGINT Product. In addition to reports required by the .
basic OPINS, end utilizing materials from all sources evailable, prepare
and issue SIGINL‘ Product on the a.bove desi@ated entities as follows: =~

' ' (1) BIGINT Resdinese Reports, in accordance with TECHINS

no. hm’ L . X ; 4 o ‘

(. SR (2) Other reports in response to specific theater consumer
requirements, including those in accordance with TECHINS No. 4f11, which
can be undertaken without det>iment to the basic timely reporting mission. )
DIRKSA will be promptly not:l.fied, through- appropriate chennels, of .
requirements originated by field consumars and of the e.ction ta.ken or
proposed in mlrulment of such remxiremen R i

: S8EOTION ITI - LIAISON

_b)(1)
" -(b)(3)-P.L. 86-36

: 2., Other liaison will be condncted 1:1 accordance with Section VII
of basic CPDB . .

'OPINS

" APPENDIX 2 T0O
ANNEX A TO
* INTRODUCTION

' | ‘ . . 3 i _ | | e _
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ﬁem' unit -

L mmmmonsmncmmmsmm
mﬁm UNLT OPINS FORMAT . : :

S Items indicated by dsterisk (*) w be mitted 1t not"
applicable.

2, Ttems in parenthases to 'be cmpleted by drai‘ti.ng Hqs. ’

3. Pcrag'sph 1 of SECTION IV will noml‘l.y rea.d as 1nd.icated o
in the suggested Unit OPINS format; 'however, operational comtrol over
specific facllities end rescurces for s specific period of time mey be ;
delegated by Director, HSA, to Chiefs of “he SCA'a. . Such delegation e
of operational control will be documented in OPINS l, 2, or 3 as - :
appropriete. Operational control may be re-delegated ‘by the SCA-Chief -
to & subordinete SCA element’ citing the authority granted In OPINS 1, 2 -
or 3." VWhen operational control has been delegated or re-delegated, per -
above, paregraph 1 of SECTION IV should ¢ontain one of the following .~
additional sta.tements to reflect such delegat* on Qr re-delegation.‘

&. When delegated to ScA Chier, but mt re-delega.ted -

", except thet ope:-stional contml over SIGINT rescurces and
facilities allocated to the entity (or entities) hee been delegated -
by DIENSA to azd \rill be exerciseqd 'by (Chief of the SCA) "

b. VWhen re-delegated to an SCA Field Eeadg.m.rters or subordi.nata

"; axcept thet aperational con'trol over SIGIN‘I‘ resources, S
and racilities alloeated to the “entity (or entitles) has been "

-dele?! ed by DIRNSA to (Chief of Eca' 7 and under authority of OPINS {1, 2,

or 3) herewith redelegated by (Chief of the SCA) to and will be exercised ‘

(Chief SCA Field an or €O of subordinate unit). o

AMNEX, TO-
QPTHS
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4. At the option of SCA Hqs, where "in accordance withk pertinent
directives” or "in accordance with pertinent TECHINS," etc., 18 stated
in the OPINS; these terms may be replaced by. citing actual applicable

. TECHINS or appliceble TECHINS iay be listed in an Annex to the OPINS
and referenced by footnots where. approp'iate. Additionally, vhere o
training end/or evaluation functions ere of.guch scope to werrant,

these functions may be treated 1h Annaxes or as additional Sectious. to - S

the bu:l.c TECHING 1n addition to psramhs o:t SE'I'IUN VI.

Be Annexes may be prepared on entities \fhenunit :l- maused in a
“major effort (i.e., other than collection, T/A in support of collection -
and CRITIC/READINESS or Spot Reporting) sgainst those cntities. __Anmms

should generelly Te confined to groups of like entities (a.g., all scrv'iet, .

or all Satellite, etc.) of no lover than trigraphic breskdown (Cowntry/.

Bervice Area). Ho Annex would be required i? 11 mtters concernad can o

‘be covered Yy utandard wording in basi.c OP‘.ETE

. 6. The following pmaraph lhould e mcluded 4in any Annex
. concerning ET.INT:

. . "n:virorment Information. ‘.Bm unit u‘ill develop and meintain
as R nintmm, the folloving infomtim ona non-ccmmnication sisnn.l
enviromment: . .

. e T m.z-ing or 1o=ation or unitter.
. S © ., rrequmy.
T :'c._ Type amitter.

ANNE 0
R a—
| . Dta
- APPEDIX 3 TO
: 7 NEEX AT
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| ‘ ANNEX B
. .~ 7. - " STANDARD MUSSO DISTRIBUTION FOR USE ON .
- : - NSA-ORITTNATED M550 DOCUMENTS ARD FOR INTERNAL ~

NEA DISTRIBUTION OF SCA- ORIGINATED DOCUMENTS

1EGEKD: _ A - NSA-ORTGINATED DOCUMENTS (None-controlled)
B - SAME AS "A" 1ESS UNITS WITH CAT II CEILING.
- SPECIAL (e.g. -~ OPDOC/TECHDOC) (Rone- controlled)
SAME AS "C" LESS UNITS WITH CAT II CEILING. ..
SCA-ORICINATED UNIT OPINS. :

OPINS 18, 24, 38. .:{_“ . 35 'f“':ﬂ';'
. SCA-ORIGINATED TECKINS. S
e - SPECIAL (ELINT or ELINT Related).

Hmommuo
LI T T

- MUsso BRAF'I‘S FOR PRE-PUBLICATION COORDINATION

ORGANIZATION
Internal

‘B G - D B r;. G

>
=

i)
D2 .
D31
D32
‘D33
D3k
D4

&
2
‘PF211
Pok
F1
- P2
P21
P22
- P22132
AP2
Agh
Al |
. A2
A3
NOTE; Exceptions, additions, deletions to standard distributions for individual
: documents will be specified in the distribution block on the document.
Permanent changes to standard distributions sbove or specified in the
- distribution block will be referred to DIRNSA' (ATTN: I2141.apd P@4)..
Non-permanent requests for additional or replacement copies may be made dir et
‘to DIRNSA (ATTN: P22132) by elements receiving initial dia"ribution of o

'—l
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(b)(1)

(b)(3)-50 USC 403
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

By . .

(b)(3)-P.L. 86-36

. .Z : . a4 .
* ORGANIZATION AT B ¢ D E F G E
L ﬂ ternsl} - - - .

4

LR L N e o e Y T o e

o
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ANNEX B TO . . )
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' DEPARTMENT OF THE NAVY .
* 7. " NAVAL SZCURITY GROUP
' WASHINGTON 35, D. .

EH'IC’I'IVE Uﬂ'ﬂb RESCINDBD OR SIJPRSEDED

~

£°
MENUAL OF U.S. suem'r OPERATIONS

OPINS No. 2855 C e T 12 March 1965
© - USN 855 OPERATING INSTRUCTIONS . _' s
TASK ELEMENT..o0cuvvannnsivnnronnan I-

COMMAND RELATIONSHIP.....ewwseceoas . - IL
mss:ou.‘...'...............‘.........’ s
A7 £10) S R
comummrous.....................- .
SPECIAL msmucnons........'.......-

'Es<:ﬁ

SECTION 1 - TASK ELEMENT

u. S. Naval Security Group compounent (USN 855), abonrd .
the technical resegrch uhip USS LIBERTY (AGTR-S) LT

SECTION 11 - COMMAND REIATTONSHIP . .. -

1. Naval Command and'COnErol-Relationahips follow:

2. The Chief of Naval Operations will exercise operation-
al control of the USS LIBERTY (AGTR-S) through normal naval.
command channels. ‘The ship's .operations will be based on
tasks expressed by the Director, National Security Agency
(DIRNSA) to the Director Naval Secur1ty Gtoup (DIRNAVSECGRU).

b. The KRaval Security Group component aboard the USS ..
LIBERTY (AGTIR-S) will be organized within the Operations
Department with & separately authorized personnel allowance. ’
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. OPINS No. 2855 - . . T
: ' Henegement ‘control of this component. will be exercised by DIRNAVSECGRU. .
Military command will be exercised by the COmmanding officer, uss |

LIBERTY (AGIR-S).

2. SIGINT control relationships follow' (1)

L Operetional and’ technical control of the SIGINT miaeion will be .‘
. . ‘exerciged by DIRNSA in accordance with appropriate MUSSO directives.-

. . sr:cnon III - mssrou . e
Conduct SIGINT oPeretions as directed in 3enerll support ‘of the
-national SIGINT effort and, as authorized, in direct uupport of
designated U. S. Military Commanders._- . L

SECTION IV - FUNCTIONS

1. Collection.

8, Intercept, record, transcribe and scen foreign communicetione
. and pon-communications radiations and forward -a§ directed (27‘

co ‘b, Conduct general and directed aearch for tlrget eignale as
'. ) directed and/or requred (3) : ; :

c. Utilize DF capability as required in perfornance of mission..
-ody Perticipate'in Intercept Coverage Annlyeie as directed. )

e¢. Maintain current TEXTA, TEMPO and TEXIN as required to S
support intercept of asuigned cases., (S) .

£.. Prepnre and iseue TEMPO/TEXIN as euthorized. (5)

~(b)(1)
(b)(3)-50 USC 403
" (b)(3)-P.L. 86-36

2. Processing.

Perform traffic annlyeia on intercepted materiel in order to:
(1) Support intercept effort. ',. I _ .

» (2) Provide assistaance to other SIGINT units engaged in the
v o intercept of similar or related targets.

c o . : (3) Prepare required technicel and SIGINT product reports, as
. 'lpecified ia’ paregrnph 3 below.

“";i' - T ‘ifjf'fzda_f}?;f_”
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b. Perform processing of designated cipher and plein lauguage
material in order to:. -

1) Support trlffic anulyeis functions. P . . R

(2) Prepare required technical and SIGINT product reports as.
lpecified in paragraph 3 below. . . i

. e, Perform signal analysis and evnluation in uupport ot inrercept
and reporting tasks as directed and/or required -

3{ Regorting.. ' _ _
" .?. Perform routine and special SIGINT reporting as directed )y
" bi Perform routine end specinl technicnl reporting as directed. .(7)
er Participate iu the SIGINT Rendinesa Progrem. (8) _ .
Ce0d, Participate in the reporting of‘Critical Intelligence (CRITIC) (é)m ‘
4. Diltribution. ‘ .

Distribution of technical and SIGINT product reports will be '
accomplished in accordance with pertinent TECHINS and curreat {astructions. (10)

S. Technical Support.

a. Conduct, as necessary and appropriate, a cdntinuing and_direct
exchange of technical information (lacluding raw traffic, certain

SIGINT prrduet_renn:ts._etg_J_nith_all_elemen:a_nf_ihe_natinnnl_SInINT _ I

community o - . (b)(1)

engaged ia the intercept of similar or related targeta, ir --~cordance (b)(3)-18 USC 798

vith established procedures. (11) ’ . S - (b)(3)-50 USC 403
- (b)(3)-P.L. 86-36

b. Continuing technical support will be _provided by Director, ‘

. National Security Agency and on occaaion by Director, ‘Naval Security

Group. .

6, Research and Develqpment (R&D).

. Participate in nntional SIGINT R&D effort by conductins Systems
Engineering, Signals Research and apecial research’ asoignments as
directed.
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- - SECTION V - LIAISON

1. Effect liaigon with other U. S. SIGINT unites as way be required

for the successful accomplishmeant of the assigned mission. Raw.
traffic and/or technical fnformation may be furnished or may be
exchanged with such units in accordcnce th pertinent directives. (11)

-18 USC 798
-50 USC 403
)-P.L. 86-36

SECTION VI - COMMUNICATIONS

1. Hliuta‘l.n and operate SIGINT comunications facilitiu i.n order o - -

o to provide timely SIGINT support to designated SIGINT consumers.. .

2. Conduct SIGINT communicntions operations in Accordance vith
established procedures, . .

.3. Use on-1line cryptographic coumunicntiom circuits vhen pouible
and appropriate using circuits prescribed in communicntions plans :

. prep&red by the Director, Naval Securi.t.y Gx:oup.

_atteantion of the Director, National Security Agency and/or Dtrector,

S!(.'I‘ION V1I - SPECIAL INSTRUCTIONS

o

- Conduct SIGINT oper;tionb.tn accordance with operationnl and .
technical directives provided, Such directives include pettlnent
MUSSO Documents, NSA Circulars,. OPNAV Instructions, DNC Instructions,
RAVSECGRU Instructions, and Standing Operating Procedures,” Conflict- -
ing instructions or directives will be immediately brought to the S

- Haval Security Group.

.Enclosure'

.Appendix - Refe:ences _

Distribution:
DIRNSA (45) -
‘CNO (0p-94G) (10)

DIRNAVSECGRULANT. (2) ~ . 5 "+
‘DIRNAVSECGRUPAC (2) e : o,
DIRNAVSECGRUEUR (2) _ _ T R
ASSTDIRNAVSECGRU (2) S ' .
USN 855 (2) LT
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(4) TEGAINS No. 1019, 1046, 003. e o '

-f?x7._ ;jfsflii‘ffi[ifiEgﬂiEl;-_.'

APPENDIK to OPINS No. 2855
;' S i mmuczs
(1) Statemeat of General Operating Policy.,?,

(2) TECHINS No, 1001 1002, 1003 1005 102& 10&2 1003 1056
: 1302, 021, -

(3) Sutement of General Operacfng Policy, TECHINS No. 1007 1012. s
1013, 1014, 1013, 1018, 9021, . . R TN

- 1~ — _ — — - {b)3150 USC 403

. L S A : . (b)}{3)-P.L. 8636

(5) TECHINS No, 2020, '
(6) TECHINS No. 4001, 4010, 4016, 4016, 4301, 9021, rzcnnoc aoo.-
(7) TEGHTSS No. 1302, 1350, 3002, 9021, | ‘

(8) TECHINS.No. 4002, 4003,

(9) TECHINS No. 4019.

(10) TECEINS No. 1042, 1043, 4001, 4003, 4015,

(11) TECHINS No. 1043, 7001, 7005, 7006, 7009.°

Note: References have been provided to easure familinrity with
documents of particular concern,
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_THE JOINT CHIEFS OF STAFF
* « 'WASHINGICN, D.C. 20301

- MEMORANDUM FOR: Director, National Security Agency
: . Attention: P212- SR
s Commander, Military Sea Transport Service :
T Attention: M-35 S e
_ Commander in Chief, Pacific ﬁj;; o
. Attention: J382 SRR
Commander in Chief, Atlantic S
- Attention: JRC y
Assistant for Jcs Matters, OPSOBl

' Subject: - Recommended Actions Resulting from the
. . Technical Research Ship Conference’ (U)

1. (U) A conference was held by the Joint Chiefs of Staff_

é' . (Joint Reconnaissance Center) on 28 April 1966 to discuss
. . 8cheduling and operational control of Technical Research '
Ships. 4 . .

. . .

2. (U) As a result of the discussions the conferees re- '+
commended that certain actions be taken which are summarized
in the attachment. ) :

3. (U) In the interest of improving Technicel Research .=~
" Ship operations, addees are. encouraged to carry out the. re-
commendations of the conferees. -

| .
B L : T A Coe T ] ety ot .
oL S S . SEERET * | automaticatyy dectassi



Coyto'

'R, (%) This memorendum end.attachment is classit‘ied '
- SECRET because it associates the National Security Agency s

with seaborne SIGINT platforms.

e e . -

: 'Attachment T -
A g e
" R ' - RALPH D STEAKLEY -
= - Colonel, USAF
' "-;.'" Deputy Director
or Reconnaissance
Operatlons Dnrectorate

CNO OP-333DL

COMSTSLANT 36), Mr. Kyle-
COMSERVRON 8 (Cdr Jordan)
CINCLANTFLT (LCdr Olson)
NAVSECGRU HQS (Lt Bra.goner)
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. RECOMMENDED PROCEDURES FOR PLANNING AND
APFROVAL, OF TECHNICAL RESEARGE SHTP SCHEDULES

1. '(&? USNS ships (VAIDEZ and MULLER) operating in -
CINCLANT s area of responsib lity- .

_ a..- The following procedures should be used in the
planning and approveal of routine schedules. L '

FROM I w Sz

DIRNSA : ?"~8ta.tes requirements o R cINCLAN‘I' )

‘CINCIANT g Pa.ases for planning action , ','c'INCI,ANTFLT
CINCLANTFLT Passes for planning action . COMSTSLANT

COMSTSIANT Prepares pla.n to fulfill re-. - CINCLANTFLT

S ' quirement including dates/ oy e

S areas of operstions, CPA's .

. T ©© in trensit and passes for EPE
- . a.pproval L

. CINCIANTFLT Requests a.pprova.l o _:;QINCIANT
.CI_NCIAN’I‘ "Requesi;s a.pprOval_ R .JCS/JRC

" - JCS/JRC ‘Obtains CNO .concurrence .7 CINCIANT
B and approves proposal Con .

GINCIANT ' Directs action -y  CINCLANTFLT
CINCIANTFLT - Passes for action - " .. . COMSTSLANT.
. COMSTSLANT . Issues sailing orders Lo ‘USNS ships

) b. The following procedures should be used in ma.king
: cha.nges to a.pproved schedules--

" ' S o .. Attachment
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' DIRNSA -~ - States requirement - fJCS/JRC-
JCS/JRC - - Obtains CNO concurrence, -  CINCLANT
. : " sapproves change and re- T o
©  quests action , -
_ CINCIANT | Directs action . - ~ . : CINCLANTFLT
- CINCIANTFLT =~ Passes for action - COMSTSIANT
COMSTSIANTT ~ -Issues sailihé”orderé o USNS Ships-

,  ¢. The following commands.shouldibe'addeéS-bh all -~ .
messages pertaining to schedules or’'schedule changes: .-

~.JCS/JIRC

oNo e :
. | COMSTS "
. o CINCLANTFLT

o COMSTSLANT

DIRNSA

DIRNAVSECGRU

ADIRNAVSECGRU

DIRNAVSECGRULANT : )
NOTE: The ship involved is'not aﬁ addee on these messageé'

: d. COMSTSLANT reserves the sole right to 1ssue move-
v ment/sailing orders to the ship. .. = . e R

. - 2. {s) Uss ships operating in CINCLANT'S area of respon—
\ sibility

| a ' e. The following procedures should be used, in the
\ . planning and approval of routine schedules:



DIRNSA ~ States requirement © °  CINCIANT'
COMSERVRON  Prepares plan to fulfill . COMSERVIANT
-8 - requirement including T
dates/areas of operations, - '
CPA's in transit and passes
_ for epproval '
COMSERVEANT Requests approval .~ . CINCLANTFLT.
CINCLANTFLT ~ Requests approval -~  : - CINCLANT '
" CINCIANT  Requests epproval . JCS/JRC
JCS/JRC ) Obtains CNO goncurrence '“- _,cINcLANT.7
) : - and epproves proposal =~ . . . o
| CINCIANT ~ Directs action . - . CINCLANTFLT
CINCIANTFLT  Passes for action .. .. COMSERVLANT
. COMSERVLANT Passes for action =~ COMSERVRON 8
. _ COMSE:RVRON AIseues:sa'.ili'ng“ordefs ., USS ships

. b, The rollowing procedures should be used 1n
making changesg to approved schedules: _

FROM . . REMARKS' ' N

DIRNSA States requirement - " --. JCS/JRC
JCS/JRC Obtains CNO concurrence, -, CINCIANT -

: . approves change and re- Tk

_ Qquests action S )

CINCIANT = ° Directs action . ' % -~ CINCLANTFLT
CINCIANTFLT  Passes for action .1" ,;'CQMSERVLANT
 COMSERVIANT  Passes for action ) COMSERVRON 8
COMSgRVRON ~ Issues salling orders - USS ships
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. o "¢. The féllo‘wing commands should bé addees on all
a messeges pertalning to schedules or schedule changes:
JCS/IRC B B

~ CINCLANT
7 CINCLANTFLT
commmm

commvnon 8 -
DIRNSA - S e
. DIRNAVSECGRU =
" ADIRNAVSECGRU | e
" - DIRNAVSECGRULANT o .
KOTE: The ship involved is not an addee on these messages.

. h 3. {8} The Director, Natlonal Security Agency should state
. 'requirements a minimum of 60 days prior to ship salling.

-, A4, (U) The Joint Reconnalssance Center, Joint Chiefs of
Staff, requires that schedules. be recelved on or before
the 20th day of the month preceeding the month for whj.ch the

- schedule 1s submitted for epproval. - ; : .

5. (U) Ships operating in CINCPAC's area of re3ponsibility
will continue to be scheduled using procedures in effect.
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" APPROVAL PROCEDURES FOR USS SHIPS IN ATIANTIC

. T 76hf66 DTD & MAY 66

DIRNSA

State requirement -

.. - [cousERvRoN
[P Y

_ < S - |Prepares plan
‘113'. 5,<[§§§i§ﬂ*'”

JC8/JRC

Obtains CNO .concurréncé

Approves- -

. . |Pass for action
[ COMSERVEANT]|

Pess for action

" |Request apﬁfoval of action
. |Request approval of action -

Request approval of action.

: _{consmvmn Bl-ﬁ&iling or&er_._ o
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- ‘APPROVAL PROCEDURES FOR ATLANTIC

JIM T6L-66 s MAY 66
ROUTINE SCHEDULES (VALDEZ/MULLER)

-

8tate Requirement

(et

Obtains CNO concurrence
Approves proposal '

- [Directs action




poCIP”

395813

" CHANGES TO APPROVED SCEEDULS

IM T6L-66 L
- DPD. 4 MAY 66 IR

DIRNBA

S Btate Requiremsnt
“__.|JcsZJRc]' ‘

Obtain CNO comﬁence
. _Pus: for-sation

cmcum{
o Dire@ta action
[cmm" |

Pass for astion -

- [CoMsTTANT} 48011 1ng orders -
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" CHANGE TO APPROVED SCHEDULE

DID b MAY 66

Btate requirement

- Obtain concurrence and approval v

Directs action

5

:

CINC

Pass for ection

f

LOOMSERVRON 8| -sIssue sailing 'oﬂeré_ :

L

o sEeRer— R
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‘ _ ol JCS TO CINCEUR (JCS 062050Z JUNE)
| DIRNSA| -
~ State ruquirement

. Including recomznded ports of call

' :"-,_.j- [ctcusnaveur]

Review a.‘nd.pa.so_u o :
' ]:nch.@

Roque st approval

‘JCSZ JRC

Obtai.n coord
Notify a.pprova.l/modirications

'MODIFICATION GF APPROVED SCHEDULE (JCS 0620502) .

DIRNSA LT ,

l Requ.iremznt.

JCS/IRG |

Obtain coord/notify of modification -

/ [G3CTRCEUR] | ' |
. _ ~Pass for.action . - _ . o
DGR R
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_ ","  'MODIFICATION LESS THAN b8 HOURS FOR
: ' . . OPERATIONAL REASONS (JCS §62950Z) -

MODIFICATION MORE THAN 48 HOURS

. ER CUSNAVEUR
' Proposal
" [USCIRGEUR]

For approval

[__3cs/re ]

- S ®  |Approval
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1 {evpersedue 71788 REV AUG A3 T o ; -
. to bo uaad wntli depleted) .o . SECUNITY CLASSIFICATION
ACTIOR PRECEDENCE INFO PRECEDENCE ° SPECIAL HANOLING
PRIORITY ROUT INE - NONE

| .F_M:' Jes

DATE:T JUN 67 ACT:
INFO
TO: USCINCEUR  /// SUSP DATE: §9 JUN 67 ///
DIRNSA
L - // ADV cpv SNOO //
INFO: CNO = / /HQ NSAEUR
: CINCLANT *~ NSAEUR OFF GER
"CINGLANTFLT -~ DIRNAVSECGRU
- CINCUSNAVEUR "z ADIRNAVSECRGU
COMS IXTHFLT - % " DIRNAVSECGRULANT
CTF 64 w... DIRNAVSECGRUEUR
USs LIBERTY :
©JeS T2¢6.  J-3 SENDS.

SUBJ: USS LIBERTY (1 =~ =
REFS: A. JCS 6724 811545 JUN 67
B. JCS 5838/052235Z NOV 65 (NOTAL)

‘ l. (S) REQUEST PROCEDURES OUTL INED HEREIN BE
. FOLLOWED IN DEVELOPING SCHEDULES FOR LIBERTY WHILE
OPERATING IN USCINCEUR'S AREA OF RESPONSIBILITY.

A. PLANNING-APPROVAL OF ROUTINE MONTHLY SKED:

(1) DIRNSA STATE REQUIREMENTS TO. CINCUSNAVEUR ;
INCLUDING RECOMMENDED PORT OF CALL.

2) CINCUSNAVEUR PREPARE SKED TQ FULFILL
REQUIREMENTS INCLUDING DATES/AREAS OF OPS, CPA'S, PORTS
'OF CALL FOR LOGISTICS AND PASS PLAN TO USCINCEUR.
| |(3) USCINCEUR REVIEW AND PASS SKED .TO JCS (JRC)

UTION

K1

G
G

.G

Pge -
- PgL

ADP
DIR
ADNSG
SUSP

RELEAIING OFFICER

RELEASZD AT (ZULUD)
&

QOCUMENT MARKING

~y

e
PAGE PAGES

1

oF

SECURITY CLASSIFICATION

.ls 10 MRSIAGC;

AGO

" et .~ 7

RULBENEY — . — [ (RO - JE— QN _—— - —

AGiI NR,

41957

AGO NR.

uri; g628587
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QORM 82220 REY SEP €8
(lnp«.odu N228& REV AUG 65

10 be waed unti) depleted) | . SECURITY CLASSIFICATION

. —SEERET— | __{xx ;“..._

ACYION PRECEDENCE INFO PRECEDENCE

PRIORITY : ROUT INE

SPECI AL HANDLING
NONE .

‘JR APPROVAL, PROPOSED SKEDS ARE REQUIRED BY JCS NLT
20TH OF THE MONTH PRECEEDiNG IHE_MONIH FOR WHICH THE
SKED IS SUBMITTED. | ' )

| <4> JCSCJRC) OBTAIN NECESSARY COORDINATION
AND NOTIFY USCINCEURTOF APPROVAL OR MODIFICATIONS,
. (5) USCICCEUR PASS FOR ACTION.
(6> CINCUSNAVEWR ISSUE. SAILING: ORDERS.’ |
B, MODIFICATION OF APPROVED SKED DUE TO CHANGES
IN TECHNICAL TASKING: oo “-','?" .
(1> DIRNSA STATE REQUIREMENf TO JCSWRC),
@) JCSCJRC) OBTAIN NECESSARY COORDINATION
AND NOTIFY USCINCELR OF MODIFICAT ION,
. (3) USCINCEUR PASS:FOR ACTION.
._' (4) CINCUSANAVEUR ISSUE SAIL ING ORDERS
; C. MODIFICATION OF APPROVED SKED INVOLVING A

-~

CHANGE OF 48 HOURS OR LE‘SS .FOR OPSRATIONAL REASONS:.
(1> CINCUSNAVELR ISSUS SAILING ORDERS AND
_ INFORM JCS(JRC) AND USCINCEUR OF REASON FOR THE CHANGE-
D, MODIFICATION OF APPROVED SKED INVOLVING A CHANGE
OF MORE THAN 48 HOURS FOR OPERATIONAL REASONSt
(1) CINGUSNAVELR PASS PROPOSED MODIFICATION
TO USCINCER., -

e

' .(2) USCINCEUR REVIEW. AND PASS TO JCS (JRC) FOR

OIETRIBUTION

ORAFTER RELEASING OFFICER

RELEASED AT (ZULUY)
) 3

ODOCUMENT MARKING

o,
MAGES

aewNeR*eEe—**—+e—¥E*R—+NTﬁRv#ts7—NGT—wUTon#TTcnttv-nee:&§?‘ 5

oF 3
AG) NR.,

t ERS TO MESSAGE
R
- -

 AGO . ) . - .

SECURITY CLASSIFICATION

agr

oTG
SUSPFNEF

41957

I ISTYLE

ove

I sgednaz.
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10 be used until depleted) - SECURITY CL ASBIFICATION

SPECIAL HANDLING - -

NONE

ACTION PRECEDEMCE

PRIORITY

INFO PRECEDENCE

ROUT INE

l!PR OVAL,

(3> JCS (JRC) OBTAIN NECESSARY COORDINATION ANF'.

NOT IFY USCINCEUR OF APPROVAL,
(4 USCINCEUR PASS FOR ACT ION
" (5) CINCUSNAVELR ISSUE SAILING ORDERS.
2, (U REF A IS THE EXISITING APPROVSD SKED FOR
_-JUNE ise7, . . . -g. R |
3. YO THE FOLLOVING SHOULD BE ADDRESSEES OF ‘AL
MESSAGES PERTAINING TO SKSDS OR SKED CHANGES:
| JCS (RC) B
cNO
. . USCINCER
- . CINCUSNAVEUR
" DIRNSA _
DRNAVSECGRW -
'HQNSAEUR ' i
D IRNAVSE CaRUEUR
NSAEUR OFF FRANKFURT GERMANY
norE: Uae E YRV s wot AN ADDEE.ON THESE MSGS.

4, (U REF B PROVIDES. GUIDANCE ON CDN’IINGENCY
PLANNING FOR TRS OPS,

. "3 (B) FOR YSAs REQUEST - ’IOU PROVIDE CINCUSNAVEUR
YOUR RECOMMENDED JULY SKED ASAP

OIsYRI@BUTION .

st AR P .5'."';j.-_~'_'='.-e* semee T :.‘1"[' HEETORN
- L23 NOTE: REF A 1S AGI LL¢57T
BAARTER RELEASING OFFiCKR RELEASED AT (ZULD)
) DOCUMENT MARKING — - PAGE :Aa:s
4 fitabadd ; : _ oF ’
.“' TO MESSAQE - .. SECURITY cLAISIFICATION ASHNA. :
Aco v B : s T ' — “.41'957
-AGH
°T° . DTG.

AL odeda_ .
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g e | FOP-SEERET ’ R i
: o - it - ALEURITY CLAASMACA 110N ~ . :
' Ac'rmwn:cwmcz D PRECEDENCE - JsrECiaL nanD. ]
© POUTINE  © | ROUTINE ] NONE ~- 0 r -
‘ .M Jcs . _-n)ue. @6 NOV 65  INFO: 24
v CINCPAC B
"~ CINCLANT . .
INFO:  CNO , Y3z
: USCINCEUR - 2
CINCSOUTH -~ pga
CINCSTRIKE . - P2
- PINCPACFLT P
CINCLANTFLT Gi
. DIRNSA - ADN
- DIRNAVSECGRU - [ ADP
. DRF
::—o-a—s—s—e—n—s—r Jes 5838. J=3 ssms. : ADN_S'G
SUBJ: CONT INGENCY FLANNING FOR RS OPERAT IONS (u>
'REFSt A. DIRNSA DIR/115, DTG 0123872 SEP (NOTAL)
. B, CNO MEMO OP-922YE/RH 80@38P92, 27 OCT (NOTAL)
. TS SUGGESTED GUIDANCE WAS PROVIDED BY.THE REFERENCES
: r'com INGENCY OPERAT IONS OF - TECHNICAL"RESEARCH SHIPS,
THE FOLL OVING REFLECT S INFORMAT ION. CONTAINED IN THE |
REF AND IS ISSUED FOR USE IN GENERAL F’LANNING FOR
SIGINT SUPPORT OF CONT INGENCY OPERAT IONS NHEN REQUIRED: +
A. DESCRIFT ION. SPECIAL”MODIFIED FORMER
MERCHANT SHIPS CONFIGURED TO CARRY OUT THEIR 'ELECITRONIC'- |
" MISSION. ' _ | o
B. MISSION. TO CQLLECT COMMUNICATIONS AND |
ELECTRONIC SIGNALS FOR INTELL IGENCE PURPOSES, UNDER TASK- .
KING OF THE NAT IONAL. SECURITY AGENCY (NSA), IN SATISFACTION
‘.'9.4"'..."' —“".‘ = S et ‘E';Alm‘c or+iCER GP‘SER ‘ RECKABED AT .
THRIQJ | . : T -
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Lo OPERATIONALLCONTROL OF SHIPs SAME AS IN

2. OPERAT IONAL AND TECHNIGAL CONIROL OF ALL
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HAE{UM SEZJURI'I’Y OF THE SHIP. ANI DIVERSION OF THE TRS \'IHIGH DEI'RACTS
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.TRA-INLNG OPERATIONS IN THE SEA OF CRETE AND SOUTH OF THH

WEST ERN

END OF CRETE. NO AIR OPERATIONS WERE AUTHORZED EAST OF LAT 3¢E OR

)
" WITHIN 1¢g MILES OF THE EGYPT:AN COAST. THESE RESTRICTIC
PROVIDED A MINIMUM APPROACH DISTANGE FOR AIRCRAFT TO THE
ISRAEL AND SYRIA OF NO LESS THAN 24 MILES AND TO THE =

NS~

COAST OF EGYPT FROM ALEXANDRIA WEST OF NO LESS THAN 160 MILES. AT

¢52¢15Z JUN 67 THE OPERATING AREA FOR SIXTHFLT UNITS WA°

EXPANDED.

' TO INCLUDE ALL OF THE EASTERN MED EXCEPT THAT NO OPERATHONs;E

COASTS OF =

. -EITHER SURFACE OR AIR; WERE PERMITTED W'lTHlN 1; MILES OR. I SRAEL.,
; :SYRIA -OR EGYPT OR WITHIN 25 MILES OF CYPRUS. ' |
‘ 3. on 5/. BOTH CARRIERS WERE OPERATING N POSITIONS WHICH WERE
. IN "EXCESS OF 4¢¢ MILES FROM |SRAEL OR SlNAl. FLIGHT OPEﬁATIQNS
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ON AMERICA WERE CONDUCTED FROM ¢915z UNTIL 12352 AND ON

: FROM ¢8282 UNTIL 1313Z. FLIGHT OPERATIONS WERE GONDUCTEf
'-TRAINING PURPOSES AND WERE ROUTINE n ALL ASPECTS. ON 6
'LIMITED UR OPERATIONS WERE CONDUOTED DURING THE DAY, FOR
'PURPOSES NO NIGHT OPERATIONS WERE OONDUCTED BY EITHER é
_ u. ALL SIXTHFLT GVA PILOTS WHo PARTICIPATED IN AIR OPERA
E ON 5 AND 6 JUN HAVE BEEN QUERIED OONCERNING THEIR TRACK
"AND ANY: VOIcE COMMUNICATIONS EITHER TRANSMITTED OR REOEI
NO REPEAT NO. TIME WERE THE AIRSPACE RESTRIOTIONS SET FOF
1. ABOVE VIOLATED, FoEv, ON s(dun NO SIXTHFLT CVA 'AIRCRA
APPROACHED THE 'ISRAEL OR SINAI COASTL INE CLOSER THAN 2u¢

_ AND ON 6. JUN NO SIXTHFLT CVA AIRCRAFT APPROACHED THE ISR
“OR EGYPT COASTLINES CLOSER THAN 1¢¢ MILES TRAcKs FLOWN
ﬁAcTUALLY FARTHER FROM. ISRAEL/SYRIA/EGYPT THAN THE ABOVE
'FIGURES. DURING THESE FLIGHTS NO REPEAT NO SIXTHFLT PILC
TRANSMITTED OR RECEIVED ANY RADIO TRANSMISSIONS FROM STA

SARATOGA -
FOR

JUN
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ARRIER.
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TEITHER IN OR UNDER THE GONTROL OF ANY OOUNTRY IN THE MIDEAST. _
_ ENGAGED IN- THE CURRENT OOMFLICT. EITHER DIRECTLY OR INDIREC’TLY

BY RELAY. IN SHORT, ON 5 AND 6 JUN NO: SIXTHFLT AIRCRAFT

OVERFLEW.if

.~ ISRAEL, SYRIA, OR EGYPT AND NO-OOMMUNICATIONS WERE ESTAELISHED -

© BY SIXTHFLT PILOTS WITH ANY RADIO STATIONS CONTROLLED OF UTTerED.

BY ANY' OF THESE OOUNTRIES.

2. NO FLI GHT OPERATIONS ARE SCHEDULED FOR 7 JUN FOR EITHER E
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