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INTRODUCTION

The purpose of this study 'Was to examine copies of messages believed
to have been aboard USS PUEBLO at the time of her capture by North Korea
on 23 January 1968. These messages were received by PUEBLO via the WEST
PAC Operational Intelligence Broadcast (GOPI) for the period 5-23 January.
The file of traffic examined is believed to be a duplicate of that held by
PUEBLO except for a two-day period (8-9 January) which 'Was not available
for study. The examination 'WaS conducted to assess the damage to U.S. in
~elligence programs and operations that might have occurred through the
loss of this speci~ic series of highly classified messages.

During the evaluation process it 'Was assmned that North Korea in par
ticular and all communist countries in general would eventually benefit
by this compromise of across-the-board intelligence material. For esti
mative purposes, it 'WaS assumed that the enemy has or can develop the
necessary expertise to exploit all aspects of the disclosed information
to the maximum extent. In the p:r:actical sense, however, the North Koreans
will probably not be able to ~loit the entire volume within a useful
period of time. By comparison, if the entire message series has been made
available to the USSR maximum exploitation within a relatively short period
should be expected. Other communist countries, especially North Vietnam,
could then be expected to reap the benefits and take appropriate precautions.

The assessment 'Was accomplished by analyzing the 7-8,000 messages in
the light of eight categories of information. Assessment on an individual
message basis 'WaS not attempted. GOPI traffic that may have been carried
on board PUEBLO prior to sailing 'WaS not examined.

The volume of information that 'WaS disclosed on anyone category as
represented by numbers of messages is diff:i.cult to determine in all cases.
Summary type messages often ran the gamut of information categories, rarely
reporting on a single incident or subject. Technical analysis and assess
ment of the GOPI broadcast messages 'WaS not attempted as not being within
the purview of the study group.

I-l
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II. SLW..ARY

The acquisition of a nearly complete three-week file of GOPI
message traffic is without a doubt extremely valuable to the Commu
nists. The traffic covers a wide spectrum of intelligence subject
matter, and provides an excellent overview of U.S. camnunications
intelligence collection and processing requirements, interest, and
collection capabilities in Southeast Asia. However, the volume of
the compromised material, the sUbjective format, and the general peri$h
ability of combat intelligence are factors Which prevent rapid enemy
exploitation of these types of materials. For these reasons some of
the compromised material was of doubtful tactical intelligence value
to the enemy. Assessment summaries by categories follow.

Air Defense and General Air Activity - I~telligence on Communist
and Cambodian air activity is contained in e variety of reports ranging
from ~CREPs to end-product summaries. The reports cover all phases
of air activity, but a large portion of the air-related reports con
cern North Vietnamese air defense. The majority of North Vietnamese
air defense reports are tactical in nature used to support friendly
operations in Southeast Asia and were consequently of short term value.
A lesser number of reports were summaries, which covered subjects of
longer tenn interest such as al

I I These reports displayed a tho-
rough knowledge of the subject matter, including information on sub
ordination, order of battle, past history, and unusual activity.

Maritime Forces - Intelligence on Communist and Cambodian mari
time activity is contained in a variety of messages from a number of
sources ranging from detailed reports of shipping activity originated
by intercept sites to analytical summaries by national-level agencies.
The reports cover all phases of maritime activity, but a large portion
of the coverage concerns merchant shipping operations in and around
Southeast Asia. The ~~po~ti~g of Communist Far Eastern naval.activity
reveals great attentior. t~ detail by intercept sites monitoring Com
munist naval communicati 0:1 circ".lits. The several references contained
in the :-t:I. ·_c 1

Ground Forces - The timing of the compromise of national level
SIGINT summaries and Army-Theater level daily and weekly intelligence
summaries and estire.ates ~~s significant. '!he enemy launched the TET
offensive in Vietnam on 31 January 1968. Study of these top level
intelligence papers provided the enemy a good picture of U.S. in
telligence capabilities in battle. ~ne estimative process and the

11-1 orO!' BEeRS'!' BUBTh\
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relative value of captured documents, prisoner interrogation, agents
and special intelligence was revealed to the enemy

The loss of ALCRITICCM messages divulged the U.S. Army SIGINT col
lection organization, except Southeast Asia, and the Special Security
organization for dissemination of special intelligence. Thisinfor
mation provides a 'Windfall to the enemy intelligence operations analy
sis of U.S. strategic intelligence resources.

Electronic Warfare - Messages contained in the GOPI traffic pro
vided detailed information regarding U.S. capabilities to intercept
and exploit North Vietnamese communications associated with $ir,
surface-to-air and early warning/air surveillance defenses. While
these communicaUions prOVided extensive information on a variety of
defense operations, they were also exploited to provide threat
advisory warnings to U.S. aircraft and to develop electronic order of
battle.

U.S. capabilities to provide electronic warfare support through
the intercept of radar and IFF emissions were also revealed.

In addition to prOViding threat advisory warnings, messages in
the GOPI traffic also disclosed U.S. efforts to actively counter NVN
defenses through-the employment of radar and VHF communications
jamming.

Political, Economic, and Sociological - Most of the political,
economic and sociological information deals 'With some aspect of the
Vietnamese War and is contained in daily and weekly intelligence
summaries originated by D1RNSA, C1NCPACFLT and ssa MACV. The overall
intelligence loss included three types of canpromise involving:
(1) identification of U.S. intelligence interests; (2) revelation of the
extent of the U.S. intelligence effort; and (3) compromise of the
status of U.S. knowledge.

In the areas of North VietnameseI reconomic aid
same sources and methods were revealed. Our detailed interest in the
progress of the Cultural Revolution in Communist China was also revealed.
Gonceivably the enemy could take steps to deny some of this information
by tightening his communications 'Procedures. An enemy could also I

'-- ~ ---------II Concerning
infiltration, it is revealed that the U.S. was well informed (through
AlIDF) on the movement of major enemy combat units in South Vietnam,
but it also showed that we knew very Iittle of how enemy manpower was
sent to the canbat theater or the scope of this input. The major U.S.
breakthrough in this area did not occur until approximately one month later.

I1-2 'l'GP S:SSREl'I' UMBftA
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Through the GOPI traffic it was shown that the U.S. had only a limited
knowledge of the Communist logistics system for sending supplies to sup
port the war in South Vietnam in early 1968. At this time we were only
beginning to grasp the organization and functions of the General Direc
torate of Rear Services apparatus of the North Vietnamese.

After review of all this material, the Vietnamese Communists would
be impressed by the scope of U.S. intelligence operations but would pro
bably also conclude that their vital interests in terms of infiltration
of troops and supplies into the South had not been seriously impaired.
They would probably also conclude that the doctrine of operational ne
cessity far out-weighs any increased security measures that would be
necessary in order to deny this type of information to the U.S.

Weather - Intercepted weather data originated atl__~ ~__~
and North Vietnamese civil and military facilities comprise more than
20% of the GOPI message traffic. The information from these reports is
used ta support friendly operations in Southeast Asia, and in some cases
is used as a basis for intelligence analysis. A denial of this weather
data could result in serious damage to U.S. air and surface operations
over and near communist-held territory.

Friendly Operations - The existence of many U.S." operations and pro
jects was disclosed by GOPI traffic onboard PUEBLO. The extent of de
tail about each varied considerably - from mention of the codename or
nickname to a gross account of a mission objective, concept of· Oper
ation and evaluation of effectiveness. Much of the intelligence detail
was perishable but its value to the enemy rests in the revelation of
the depth of U.S. collection programs, the evaluation processes of data,
and dissemination and use of the final products. PUEBLO GOPI traffic
provided an indication of U.S. success in exploiting enemy communications
andIt:eC~ .. dependence on COMINI' in tactical ope... rations. CCMBAT APPLE
and mission results summaries and bi-weekly operations reports
from E GETs afloat are prime examples. Particularly damaging were
messages from senior levels of command which revealed areas and degree
of interest and sometimes may have been a reflection of national policy
or military strategy.

Mission schedules, usually for the short term, when combined with
mission results stmlIl1aries permitted an accurate description of U.S.
reconnaissance programs. On the other hand, enemy operational require
ments will probably override.security considerations in some areas and
thus permit continued collection against same targets.

Miscellaneous - Nuclear - A report derived from.1 II ICQIl:lude that the device was airdropped., that the altitude
of the burst w.sbe:twoen 3,000 and 25,000 feet ian<j' that it Ph~b:1w.s
a thermonuclear failU:te':Ml of the reported inf.ormation()n had
been reported in the press by.I\EC news releases except ~he a ~ u e of
the burst, therefore it is believed that no daxnage tof'uture collection
programs will result.

II-3 (b) (1) '1'CJ1i ~ECffi3':P UUBfb.'\
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A. Air Defense and General Air Activity

1. Air Dei'ense
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Information contained in over 200 reports reveals the capa'-
and areas of interest of portions of the U.S. SIGINT coUecr-;;t;.;;;;i~o=n ---,
a ainst the air defense or anizations of North Vietnam and

and Cambodia. The reports include mission summaries of
tors as well as reports fram ground collection stations of all the mili
tary services. The reports demonstrates capability to. analyze the air
defense structure of the target country and.to Use this information to
provide real time tactical mission support and to estilnate the system's
capabilities and weaknesses in additiont.o usingi,t to view other areas
of activity, for instance radar tracking of.bambermovements.

North Vietnam - Intelligence on North Vietnamese air defense
was contained primarily in DRV Air Summaries franL=J r I
Mission Summaries fram USA-32,1 ~Mission S~ries
from VQ-l detachment,Danang and COMBAT APPLE Mission Results framl ~
Numerous other reports such as ~CREP's, SPOTs, CRITICs, and other ser
ialized SIGINT reports as well as technical data from the SCA sites also
provided an insight into U.S. knowledge of their organization and proce
dures and the degree of U.S. intelligence exploitation of this information.

Fighters - Information concerning North Vietnamese fighters
included:

Preflight schedules
Take off and recovery times
Numbers act!ve
Pilot billet numbers
Home base and primary and illternate recovery bas·es.
Alert status
Nationality of pilots (North Korean, North Vietnamese, etc.)
Rotation of aircraft to and from China
Pilot-controller relationships
CAP areas
Tactics
Aircraft characteristics and performance through pilot

references to speeds, altitudes, fuel checks, instrument readings and ar
mament expenditures.

Mig losses
Navigational and recovery procedures
IFF usage
Methods used by analysts to determine aircraft type

III-A-l
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TYPes of equipment deployed and active
Capabilities of equipment

Enemy command channels and organizations.

Movement of AAA units
Subordination of AAA units
I I

b) (1)
)(3)-50 USC 403

(3)-18 USC 798

,),3He "Ho

Operator communications concerning sightings, shootdo'WIls
and the capture of downed aircrews.

'fOP BECRE'!' UMeltA
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Cambodia - Cambodian air defense reports included:

Border violations by U.S. aircraft.
Attack on Cambodian village by U. S. aircraft.

2. General Air Activity

Air activity other than air defense was generally similar for
all of the target countries. It included civil and military transport
movements and international flights entering or leaving a country.

Of the following information, the most detailed and perhaps
the most revealing was contained in the 5th AF weeld.., brief which is a re
cap of the briefing given the Commander, 5th AF. The report apparently used
all sources which could be released at the tap secret codeword level. Al
though the report does not reveal technical analytic methods or specific
sources, it combines all of the best available intelligence on each subject
and discloses the degree of knOWledge possessed. Analysis of the in....~
in the detail in which it was presented in the 5th AF report and the
Daily SIGINT Summaries could give the Ccmmunists a fair estimate of/ e
success of our intelligence effort against communist air targets.

North Vietnam - A specific exception to the routine transport
activity was detailed summaries of the attack on the Lima site at Phou
Pha Thi, Laos by North Vietnamese AN-2' s. That incident was covered in

Ill-A-3 (b) (1)
(b)(3)-50 USC 403
(b) (3)-P.L. 86-36
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more detail in the GOPI traffic -l;~.n any one other incident. Reports
rangec. f'ran COKI:NT reports by individual colle~tion sites to summary type
reports. IDf'ormation included the f'unction of' the site, details of' the
shootdoVDS by Air America helicopters and prel:i:linary F'l!D analysis of the
crashed AN-2's.

Most of' the repcrting on air activity was either air defense
related or covered other activity such as banber and transport movements
which had been reflected it! air defense cc:mmunications. The ability of
each of the countries to deny the U.S. this information then depends on
their ability to either close down the communications concerned or to
pass the iDf'ormation by a more secure means. Since the '::ontinuance of
their air def'ense system depends on camnunications, they nll have to use
a more secure means of' cacmunicating in order to prevent the U.S. from
collecting the type of' iDf'ormation which appeared in the GOPI traffic.
Air defense communications must be simple and timely in order to be ef
fective. '!he ccmplexity of' any encryption system that is employed must
not be so great that it impedes the flow of iDf'ormation to the degree
that it is no longer use:ful. AutaDatic encryption devioes are costly
and require canplex communications equipment as well as a long installation
time. Simpler systems are vulnerable to exploitation and are difficult
for operators to use, since they are not autcmatic and usually require
manual encoding and decoding of messages. The bulk of' the intelligence
that is available through the intercept of these camDunications is there
fore timely and valuable to the U.S. but is difficult for the target
country to conceal. Each of the countries involved probably already has

III-A-4 'PeP SBeREI' tlMBRA
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a program for securing its air defense c01lllllUIlications but econanic and
technical limitations prevent a more rapid implementation. This being
the case, the acquisition of the GOPI intelligence will probably point
out the areas of greatest loss and may serve to reassign or reaffir.m
priorities in their air defense overhaul. The emphasis may be shifted
to areas where security can be achieved rapidly at modest expense such
as aggressive C0M3EC training for their camnunications operators. Mea
sures such as this would have a degrading effect on intelligence col
lection in specific areas, however probably would not have an overwhelm
ing effect on the entire collection effort.

Little overall change in intelligence collection capability
against the air defense structure of the countries involved should be
expected except as a result of changes in structure and equipment evol
ving fran programmed modernization. SaDe iJDmediate effect may be felt
as the result of "tightening up" should North Korea give the GOP! intel
ligence to the other countries concerned. This "tightening up" could
take the for.m of improved security practices, emission control, fre_ o

quency changes, etc. and could cause a loss in timeliness in areas such
as advisory warning and other real time tactical. support, but probably
would have little effect on long ter.m collection efforts.

III-A-5
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B. MARITIME FORCES

Information of a maritime nature contained in the GOPI message
traffic covers a wide spectrum of intelligence. The traffic includes
numerous reports fram intercept sites which are comprehensive and de
tailed, and which, over a three-week period, may well indicate a site's
collection capability. The traffic also contains reports originating
at intermediate processing centers, such asl I which summarize
and highlight intelligence for specific collection categories. Other
levels of intelligence reporting are apparent in traffic originating
at the fleet level and at the national level. A summary of the contents
of various types of GOPI message traffic of a maritime nature follows.

//

b) (1)

(b)(3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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7. Daily USN ';?fJ North Vietnamese Naval Summaries, 62 messages
originated between 3 January and 23 January, contain a summary of North
Tietnamese naval activity and intercepted reports of DRV radar tracking
of surface ships. The naval activity summary contains sections on
highlights and fleet operations.

III-B-2
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Review and analysis of the GOPI traffic of a maritime nature
provides an excellent overview of' U.S. communications intelligence
collection and processing needs, interests, and priorities for infor
mation of a maritime nature. It also reveals the degree of detail of
collection e:f':f'ort, an indication of the resultant manpower required
to accomplish this task. Since almost complete reporting for the
three-week period at the various hierarchal levels (intercept site,
intermediate processing site, fleet, national) is contained in the
traffic, it is possible to determine what use of specific information
is made at each level and the degree of interest evidenced at each
level for information category types. The times of processing and
the dispatch with 'Which information is transmitted are obvious from
date-time group information on each message. The failure to report
information !mown by Communist nations to have occurred indicate gaps
in U.S. collection capability.

III-B-4
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it was detect·ed..·.·..p....rov:i,des an excellent ind... ication of TJ. f? "'0' J ecti on
capabi1it~ for suchan effort. The reporting of otherlI lactivity reveals great attention to de~ail and the
considera Ie Aependence of the U.S. collection effort on communicationsIintelligence as a source of" such information. The detailed and

Provided with data such as is enumerated above, CO::r:'!nUlist nations
could take precautions to improve the security of their maritime
operations, if they considered such precautions worth the cost and
effort required. A simple tightening up of security measures by the
Communists on communications nets would result in a marked decrease in
the U.S. intelligence collection effort.

Denial/by the Communist nations of the type of information
contained in.the GOPI message traffic would greatly reduce the
efficiency .Of U.S. communications intelligence collection ro rams\.
considerable uantit and detail of information obtained

could easily be denied if the Communists established more stringent
rules over radio utilization. Similarly, a reduction in naval-type
communications could be effected which could cause a considerable loss
to the U.S. intelligence collection effort.

By virtue of possessing this message traffic, the Communist
nations have available to them an overview of U.S. communications
intelligence collection and processing needs, interests, and
priorities. This suggests that they, therefore, could apply
comprehensive security controls over such communications at a time
of their own choosing.

III-B-5



"DOCID: 3998167

C. Ground Forces

The GOPI messages of greatest potential value to enemy ground
force intelligence were the MACV-J2 Daily Intelligence Summaries (DI
SUM's) and Weekly Intelligence Estimate Updates ('WIEU's) issued during
the period 2-22 January 1968. Other documents affecting ground force
intelligence include: NSA Southeast Asia SIGH~T Summaries; NSA techni
cal messages; and intercepted communist forewarning transmissions.
These documents provided a good basis for evaluating the overall U.S.
combat intelligence state-of-the-art. The GOPI compromise occurred just
prior to a major countI"".f-wide enemy offensive in Vietnam. The TET off
ensive was launched on 30 January 1968, just seven days after the cap
ture of the PUEBLO.

Evaluation of the compromise should consider the nature of the
war during and immediately following the period of compromise. During
Jan~ry 1968 the enemy in South Vietnam was positioning his forces for
the TET Offensive and generally avoiding contact with allied forces ex
cept in the KHE: SAN[ area. Enemy troop and logistics preparations for
the TET Offensive began as early as October 1967 When two NVA divisions,
the 304th and 320th, reinforced the DMZ front area. These two divisions
moved into the battle area under a way-station communications command and
control system.

The main assault of the enemy TET Offensive was thwarted by the
end of February. The enemy then repositioned his regular forces Which
until late March had been mostly uncommitted and launched a series of
assaults against Saigon during May and June. Following a pause in July,
another series of lower intensity attacks were conducted in August.
During the last nine months of 1968 Allied forces began a series of
counterattacks Which seriously degraded enemy offensive capabilities.
Enemy personnel and weapons losses in South Vietnam for 1968 were un
usually high.

In March of 1968, the enemy CIDRS*again accelerated the movement of
men and material to South Vietnam. Control was exercised by way-stations
using low-powered voice radios, transmitting exploitable codes. During
1968 the GORS communications became, and remains a highly valuable source
of information to U.S. forces in the field. Enemy tactical communications
increased the use of radio means, using low-level ciphers and codes which
increased the value of SIGINT to a great degree by early 1969 as can
pared to early 1968.

The outcome of the war and enemy behavior since February 1968
indicates that the ground war in Vietnam was not affected by the compro
mise. The canpromise is significant as concerns the U.S. intelligence
apparatus designed to support ground forces not only in Vietnam but
throughout the world. The compromise of DISUW sand WIID's gave the en
emy an insight into MACV's canbat intelligence procedures, and the ana
lytical and estimative capabilities of a U.S. Army Theater level head-

* - General Directirate of Rear Services

III-C-l
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quarters in combat.

The individual intelligence items were not singularly important;
however, the compiled and analyzed formats of the reports would have
great value. The enemy was aware that captured documents, equipment
and personnel were exploited; he knew that agents were employed, aerial
photography utilized and order of battle maintained, but after the acm
promise he saw them pieced together. From knowledge of this process, he
would be able to determine the strong and weak points in his security.
He could also determine gaps or strong and weak points in Allied intel
ligence capabilities. In addition, he could determine the methods of
Allied tactical reaction to various intelligence information.

The DISUM' sand WIEU' s made many references to captured docu
ments as intelligence sources. The listing of Combined Document Exploi
tation Center (CDEC) control numbers indicated a sophisticated system
for this purpose. Conceivably the enemy could institute additional se
curity measures to defend against loss of documents.

Information resulting from the interrogation of prisoners and
ralliers was also greatly in evidence in the DISUM's and WIElJ's. From
comparing the dates of capture with the dates the information was ob
tained, it probably was obvious that the individuals were divulging in
formation readily and with an apparent minimum of resistance. The enemy
may attempt to indoctrinate his personnel to counter this source of
intelligence in the future.

Agent-obtained information as reported in the DISUM's and WIEU's
was probably not specific enough to compromise individuals or networks.
The agent's name, code names or numbers access, method or operation,
specific location or other incriminating data were not stated. In some
cases it may have been possible to associate location, event and time
to an individual known by the enemy to have had access. However this
would have been a long, arduous process and unlikely to have been suc
cessful.

COMINr intercepts from the Ministry of Public Security and Central
Research Directorate, both in Hanoi and from various unlocated and un
identified intelligence entities were among the GOPI material. These in-
tercepts, which we b a' ne 64 t us
knowled e of

b) (1)
(b)(3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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TheI I~~~sages described
and indicated the U.S level of knowl
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of CHICClM forces in NVN

The externals and body/of severa.l NSA technical messages lucidly
revealed order of battle in:f'ormation on U. S. Military Intelligence \ele
ments. A 4 January NSA technical message listed a distribution Whfch in
cluded world-wide locations of Army and Air Force Special Security Of
fices (SSO's). A 17 January NSA technical message conveyed routing in
structions for internal,DA offices to include ACSI and Intelligence"
Threat Analysis Group /(Ii!AG) as well as several European SSO's. \An 18
January m3A technical message explains in detail the YANKEE seriali
zation. ALCRITICOM/l-68, 3 January from NSA lists callsign changes and
locations of ABA units inl I
I land CONUS. ALCRITICOM 3-68, 15 January and ALCRITICOM
4-68, 17 January both from NSA list callsign changes and locations \.of
various CRITIC stations including some SSO' s. The primary order of\. battle
for the U.S. Army SIGINT collection organization, and the organization for
dissemination of special intelligence was neatly divulged.

The bulk and detail of the SIGINT colil.ection station reports pro
vide the enemy with clear evidence of a collection means of Which he was
already well aware. The routing of these messages, and the final nation
al level and Axmy-Theater level analysis provided a good view on the U.S.
special intelligence system and its capability to support ground combat
operations. This information is of a strategic and long-range nature,
and will stimulate the enemy to devise means, methods and doctrine to
thw.rt or exploit this capability.

During almost 14 months of ground canbat in South Vietnam since
the compromise, there is no evidence to indicate that enemy ground forcesIhave imJ:>~emented cQJlDtemeasures based on the ce;gtured GOPI documents. 'I

The impact of the compromise on infiltration and logistics in
Southeast Asia is treated in section III-E of this report.

III-C-3 'fOP SECH8'f UMBRA:
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D. ELECTRONIC WARFARE

A substantial number of the 7,000-8,000 messages\transmitted over
the GOPI broadcast contained information relative tOOT obtained from
U. S. efforts in the area of Electronic War:f'are. Fran \. these messages
considerable insight is available relative to U.S. EC!ti \.techniques (both
passive and active), capabilities, limitations, and tnetactical employ
ment of Electronic Warfare. Although the majority of traffic. is pri
marily concerned with Southeast Asia, it can be inferred\\ that\.the same
techniques and capabilities can be used in other geographic areas.

Radar Intercept - Reports such as the I ·lmission\\summa.ries
and a SIGINT Trend Analysis Report issued by VQ-I Detacfu;;ent Danang pro
vide information relative to U.S. capabilities and efforts to intercept
and analyze non-communications signals. Information revealed in these
reports included:

Electronic Order of Battle - U.S. efforts to develop and maintain elec-
tronic order of battle for North VietnamI liS evidenced
in a variety of tactical reports and summaries. Two of the more signi
ficant reports containing information relative to this aspectot~Blec

tronic Warfare are USJ-794, s "Weekly Air Defense Wrap_up" and1\ I
daily "DRV Air Summary." Both of these summaries contain specially for
matted sections listing EOB for SAM, early warning/air surveillance CGI,
and coastal surveillance sites engaged in surface tracking. Detailedin
formation contained in these summaries regarding U.S. efforts/capabilities
to identifY and locate SAM sites and other radar tracking entities include:
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ECCIII - Although considerable information reflecting U.S. ef':f'orts and
capabilities to intercept and exploit radar and IFF emissions was
revealed in the GOPI messages, attempts to counter these capabilities
through extensive modification or complete replacement of present
equipments 'Would be dif'ficult and cost~y. 'P8rticular~y on a short term
basis. I
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Radar Jamming - Eighteen I lime$sages included in the GOPI traffic
provided an excellent;Picture of U. S. /ECM tactics and procedures. These
detailed reports inclUded technical aSsessments of the effectiveness of
U.S. jamming against North Vietnamese air surveillance, Gel, fire control
and missile control radars. ECM ta~tics of EB-66 type aircraft (as dis
closed ~ shift1J)il frail chaff dropS to active jllllllll1ng) were apparent'
from I Itraffic. Additionally, the functions and capabiliti.e.s.
of speci ic ECM equipments carried aboard aircraft were revealed.

Based on info~ation obtained from this traffic regarding U.S. tac
tics and procedures, the enemy /may decide to incorporate selected modi··
fications or alter his tacticsi in an attempt to degrade the effectiver
ness of U.S. jamming.

Communications Jamming - U.S. efforts to actively counter the NVN Gel
capability through the employment of ALQ-55 VHF communications jamming
equipment are reflected ini a CTF 77 message promulgating the rUles of en
gagement for cgmmunicati~ns jamming and in various air summary sectionS
of the I Jpost flight mission reports.

states in essence thatI I
ort Ship will request t"Th~e---'i"'n"'i'"l't--'i"'a""':t"'i""o-n-o""'lf'''''''''VHF-~C-OID--

attack on airborne Mig aircraft. The request to cease jamming would be
initiated by the same units when the threat no longer exists.
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TheI ~ummaries indicated I"equests/made fora.cti-
vation/termination of ~amming including/the l'easons for the requ.ests
and on occasion, estimates of the effectiveness of the jamming.

Whil.e these messages provide:detailed information on the employment
of the AJ..A.-55 against tactical/voicec:amnunications, the disclosure
should not be parti'cularlydetrimenta.l since tbe North Vietnamese are
probably aware of U.S. jf1IDming tac:tics due to./their frequent employment.

Adv::tsory Warnings -/Informati()11 in the GOPI/message traffic revealed
U.S. efforts to provide advisory warnings to U.S. aircraft.

---:-_-::--~Iand COMBAT APPLE mission re);lorts reflect the issuance of
threat advisory warnings to u.S. aircraft when intercept of NVN tacti
cal. voice communications indicated the fighters posed a threat or 'We.re
about to engage U~S. aircraft.

A Itmission summary reflects the passing of a surface-'to-ai..r
missil~warningto U.S. aircraft based intercept of guidance eII\lis
sions and tracking communications from a SAM site in the VINH area.

r--_..:An:.::; .exchange of message traffic between SEVEIfi'HFLT units and aD
,--"",:,:,~~pot item revealed the/issuance of··a:..border violation warning to
a U.S. aircraft. Basis for the warning was identified as intercept of'
NVN air defense tracking reflecting a ho~tile (U.S.) aircraft pene
trating the NVN/cm:COM b.order.

These messages clearly reveal U.S. capabilities to exploit North
Vietnamese defense communications including the II I The loss of anyone of thes-e-s-o-ur-ce-s-w-o-ul~d~d~e-g-ra~d~e"""

U.S. warning capabilities. Canpromise of the source of tracking infor
mation is potentially the most damaging as this data represents a sig
nificant source of information onl

I

Assessment - Since major changes in all exploitable facets of active
emitters (parameters, operational characteristics, and techniques) ob
viously cannot be effected in a short period of time, overall ELINT
collection capabilities should not be substantially reduced. Some changes
might be expected to occur from the compromise of the information con
tained in the GOPI traffic; however, these changes would probably 'PPear
in gradual steps which could. probably be countered as they occurred.
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Intercept could also be denied through the practice of emission
control when reconnaissance platforms are known to be in the area. How
ever, since the emitters must radiate to provide requtred defense infor
mation, countries of interest would probably not deny themsel'i'es this
information at the expense of signal in~ercept.

The potential for damage to communications intercept is greater. In
creased security procedures including emission control could result in
intelligence loss. However, it can be expected that the requirement
will continue to exist to pass the information that is eXploited fran
present forms of cammunications with overall loss of intelligence being
dependent upon a particular country's· capability to develop/produce
or sequire secure communications equipment and codes.
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E. POLITICAL, ECONCKI:C, AND SOCIOLOGICAL/(to include informat.ion on:
foreign relations; internal security, manpower!infiltration,\iprports/
exports·and logistics).

Most of the significap.t information in this category was contained in
daily and weekly inte~igence summaries originated by DIRNSA, CINCPACFDT
and SSO MACV•. ~~se:r amounts of Significant information were COtl.painE:d;J.
traffic originated by the CNO, USM-808 .(Phu Bai, South Vietnam).zl _

~ I // ~AFSSO 5AFjuSFJ andlL....- ......

For example, DIRNSA originated messages believed to be on board the
PUEBLO included nineteen South East Asia SIGINT summaries for the period
1 to 22 January. CINCPACFLT messages included sane sixteen C(J{[NTS~

covering the period 2-22 January, plus one message containing 6 items quoted
from the DIA advance INTSUM (170046z) of 17 January 1968, SSO MACV origi
nated messages included eleven daily intelligence summaries (DISUM's) and
two Weekly Intelligence Estimate Updates (WIEU's).

The number of messages containing significant political, sociological,
economic items transmitted on the WESTPAC operational intelligence broad
cast (GOPI) during the period amounted to approximately Boo messages.

The intelligence information lost in this category is of several var
ieties. First there is considerable information which clearly identifies
specific U.S. intelligence interests and areas of interest; second, certain
details revealing the depth and breadth of the U.S. intelligence collec
tion and analytical techniques as applied in January 1968 have been com
promised; and third or last, certain U.S. intelligence hypotheses, esti
mates and/or situation judgements based on the information then available
have been compromised. However, after careful review and consideration of
Vietnamese Communist behavior since the capture of the PUEBLO, one impres
sion remains foremost; that is, that up to the present time we have not
encountered any evidence to indicate that the compranise of the materials
in the GOPI traffic has had any measurable effect on our ability to gather
intelligence in Southeast Asia.

The paragraphs which follow identify the intelligence losses in this
category. Where practical an attempt has been made to discuss and evalu
ate the loss of information and assess the impact this loss might have on
existent or planned U.S. operations and intelligence programs. One such
impact might be the ability of an enemy to deny us this information in
the future.

t considerationOne message revea

III-E-l

include whe~~(!l"the
and whethe...r--::~h:-e-re--"""lha-=v....e--:;b:-e-e--n-a--:--'

1. A special U.S.

(b) (1)
(b)(3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36



"DOCID: 3998167

'fOP SECflI3'f lJMBfU'

··(b) (1)

(b)(3)-SO USC 403
(hi (3)-18 USC 798
(b).(3)-P.L.86-36

I
l""iIo.lSi.-lig...i,,"VL.leiO.!n=-..:t~o~c..:.o~n;!l;d:!:.lUCl!ol=..lt;l.;ii!r.l;n.w:g:.JIL...- 1~.;.,... =r"""':l=~'="'T""",===,=,"""----- __1
L...- ~s orspec~aI ~nterest.

The chief losses concerning this collection program are: (1) the
detail which we devote to follOWing the subject and (2) the sources we
use -to obtain "tip-off" inf'onnation I Imay be of special interest.

Armed with this information the enemy could take certain pre
cautions and be more secretive in requesting special handling or expedi-
tious I land thus deny us some of: our tip-off information.
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Intercepts of messages such as those cited have provided valuable
information on North VietnameseI I

If apprised of the fact that we intereept this type of data and
consider it useful; (and it is apparent that we do since it is highlighted
~n our intelligence summar~es) it would be relatively easy for the North
Vietnamese to deny this data in the future byl \..\.1

I 4. u.s. intelligence ~'1ierest is apparent fran the dietan~ manner \\i\ \
in which we report fragmentary information concerning the1\1
I I It is also apparent from the GOPI traffic that
ccmmunications intercents nrovide us information on·1\

\\

Such information, if made available to Peiping, would probably
result in an effort on their part to improve and tighten their communications
security procedures. Such a tightening would probably result in denying
some of the information that the U.S. finds useful.

5. In the area of foreign.: relations the only report of substance among
the GOPI messages was the MACV DISUM No. 21-68 which discusses an NLF docu
ment captured in Binh Duong province and a NVA cadre's notebook taken in
Hau Nghia province, both in South Vietnam. The first item reveals NLF de
termination not to negotiate with the "Thieu-Ky clique" but a willingness
to enter into discussions with the U.S. in order to reach a solution
which will amount to an "honorable defeat" for the Americans. The second
document discusses NVN support of the NLF, the favorable circumstances
for a general offensive and uprising and the firm expectation that the
Communists will have defeated the Allies by mid-summer 1968.

No analytical discussion follows the summarization of either of

'Pop s!:eft!l' tlMBRA

III-E-3



DOCID: 3998167

these documents. Consequently, the enemy would have no clear idea of
our attitude regarding their authenticity or relevance to our view of
the progress of the war.

6. Manpower and Infiltration. This subject is the one most exten
sively treated in the compromised materials. Virtually every DISUM and
SIGINT Summary and a major portion of the USM-808 spot reports deal with
the movement of enemy personnel in North Vietnam, South Vietnam and Laos.
While these reports indicate that the U.S. was well infonned (through
ARDF) of the movements of major enemy canbat unite- in South Vietnam, it
also shows that we knew very little of how enemy manpower was sent to the
combat theater or the scope of this input. It is extremely fortunate
that these materials did not become availablO to the Ccmmunists as little
as one month later, because by then a major breakthrough in SIGINT was
significantly increasing our understanding of the workings of the North
Vietnamese infiltration system.

One of the major infiltration themes running through all this ma
terial is the deployment of the NVA 304th and 320th divisions fran their
garrisons in the North Vietnamese panhandle to their positions in the vi
cinity of Khe Sanb in South Vietnam's Quang Tri province. It is clear
from this data that we were aware that major forces were being sent sO'.lth
in late 1967 and had correctly determined their identity and missions by
January 1968.

These materials further reveal that we were aware that a system of
infiltration way stations--labeled Alfa through Echo--had been established
to facilitate the movement of the 304th and 320th. We recognized that
these were temporary entities that were disestablished once~these main
force units had arrived at their destinations.

What is most remarkable about these reports of infiltration ac
tiVity, however, is that they show that we were not aware of the major
movement of manpower which had begun in mid-winter 1967/68--other than
that involved in these two divisional structures. There is no discussion
of the groups of replacement personnel which were then being dispatched
to expand existing military units in the South and to compensate for the
losses that would occur in the 1968 Tet offensive.

The reports do contain scattered references to the commo-liaison
stations (T-l, T-2, T-3, T-4, and T-15 are noted) that we subsequently
came to recognize as the basic elements of the manpower pipeline. Two
infiltration group numbers were mentioned (228 and 231) as being associ
ated with enemy units which had been sent to the III Corps area, but there
is no indication that we knew that all groups were numbered and that these
numbers revealed destinations. Finally, the reports contained a few re
ferences to the two-watt radios used in the infiltration system, but did
not show that we regularly exploited these~cammunicationsor realized
their significance relative to the movement of enemy personnel.
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On .the topic of manpower, apart from infiltration, the captured
intelligence reports contained only limited data. There are two signifi
cant items, both related to the question of Communist recruiting problems
in South Vietnam. The first is a CAS report discussing Viet Cong diffi
culties in procuring manpower in the III Corps area (MACV DISUM 20-68)
and" the second is a report of a prisoner interrogation Which also revealed
Viet Cong recruiting efforts in Communist Military Region.2 (MACV D[SUM
21-68). Our knowledge of enemy manpower procurement in the South has al
ways been limited and it is possible that the Communists would only be
amused by what was contained in these reports.

7. Logistics. Like the infiltration of personnel, these materials
show that the U.S. had only a limited knowledge of the Camnunist system
for sending supplies to support the war in South Vietnam as of early 1968.
At that point we were only beginning to grasp the organization and func
tions of the General Directorate of Rear Services apparatus that had been
created by the North Vietnamese outside of their borders. We were aware
of the 559th Transportation Group in Laos -- the principal forward logis
tical authority for the war -- and of one of its chief SUbordinates, the
70th Transportation unit.

We were not aware of the elaborate system of Binh Trams, work
camps, warehouses, transshipment points and commo-liaison stations which
were already in being by the time these materials were compromised. They
reveal that we did intercept, on an intermittent basis, same readable
communications which show the movement of specific types and quantities
of war-re1ated material. They a1so inc1ude at least one collateral report
(in DISUM 12-68) f'rom an agent source which discusses enemy efforts to
move supp1ies into South Vietnam via Cambodia. On the whole, however,
these materials would probably suggest to the Vietnamese Communists that
we had only a limited grasp of' their logistics system by January 1968.

8. One message originated by CNO quoted a CIA CIB item on Laos stat
ing, "The king f'earing the 10ss of' Naril . Bac would threaten the approaches
to the royal capital at Luang Prabang had pressured the military into over
extending itself' in order to defend the area. This had resulted in a gen
eral weakening of the government's defense posture throughout Laos, most
significantly in the South." "~e loss of Nam· Bac is more a reflection
of the lack of decisive leadership within the Royal Laotian Ar.my than an
indication that the communists have embarked on a larger offensive r01e
in Laos."

This item contains analytical judgements which could be embarras
sing to the U.S. government if they were made known to the government of
Laos.

9. Security. Vietnamese Communist officials examining these materials
would have to conclude that the U.S. is privy to substantial quantities
of the operational traffic broadcast py its tactical elements in South Viet
nam and to occasional transmissions in the North. Moreover, they would be
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impressed that the U.S. has an efficient exploitation program for cap
tured personnel and documents. They would probably conclude, however,
that increased security measures to deny this information to the U.S. in
future are not feasible.

The operational requirements of combat and support units in the
South alma; t certainly prohibit the adoption of coding for all but the
most important traffic. In the North the same practical considerations
apply, particularly in the fastbreaking traffic related to air operations.

It is possible that after reviewing this material that the Com
munists might take steps to reduce the volubility of their troops who
fall into allied hands and to limit the amount of paper being produced
by field units.

'.POP SEl8RE'I' UMBRtI:
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F. WEATHER

The GOPI traffic contained
weather data which had been interc

i---===Iiil,.;;;.;;;....;containing
North Vietnamese

..... ..... and North Vietnamese Civil, Civil Air, Military Air,
Shipping, Naval and I Icommunications • Since measures are
taken to conceal the weather infcrmation by the transmitting facility
such as simple encryption and da.ily changing identifiers, a certain
amount of technical analysis must be performed by the intercept site
in order to put the weather information in a usable form for the con
sumer.

The weather information fran these reports is used to support
air operations in SEA and in same cases used as a basis for intelli
gence analysis.

b) (1)
(b)(3)-50 USC 403
(b) (3)-18 USC 798
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G. FRIENDLY OPERATIONS

The existence of many U.S. operations and projects was
disclosed by the· GOPI traffic onboard PUEBLO. The extent of detail
about each varied widely - from a mere mention of the operation or
project, usually by codename or nickname, to a gross account of its
objective, concept of operation, and evaluation of e:t'fectiveness.
Much of the intelligence detail contained in any one message was often
perishable and would be of little value to any but an on-the-scene
observer. Its value to a xemote observe:r, either in time or distance,
rests in the revelation of the degree of detail the U.S. is capable
of collecting, the significance attached to a particular intelligence
target, and the use to which such intelligence ·would be put. Thus,
the major impact of loss of information relating to U.S. operations
and projects is not necessarily disclosure of their existence but
disclosure of details of such operations or projects. In some cases,
disclosure of a collection program to the enemy probably was not
especially damaging since he undoUbtedly realized its existence already.
On the other hand, PUEBLO GOPI traffic has provided the enemy with
same measure of U.S. success in exploiting his communications for
tactical use. Mission results summaries and bi-weekly operations
reports from afloat detachments are prime examples. Particularly
damaging were the messages from higher levels of command which granted
approval or requested information relating to g,perational concepts.
These obviously revealed a degree of interest which may have been a
reflection of national policy or military strategy.

The following paragraphs describe the degree of disclosure of
details of some U.S. operations and projects and attempt to assess
the damage to such operations that exploitation of the disclosed
information may have in the future.

COMBAT APPLE - Mission results summaries in the form of approximately
17 messages originated by USA 32 provided a comprehensive insight into
the objective and results obtained by COMBAT APPLE reconnaissance missions.
These formatted reports consistently included the following information:
The mission number, times on station of the mission aircraft, general
location while on station, significant enemy activity noted during
the mission, observed SAM activity and report of alerts and warnings.

Analysis of these messages reveal additional information
related to the U.S. collection programs, including the importance
of ELINT and CQM[NT to the overall intelligence picture. In addition,
the degree of success in .. integrating derived ELINT and COMINT and
their use in tactical operations is obvious. Preliminary reports issued
by USA 32 based on information obtained tram COMBAT APPLE mission air
craft while still on station indicate the flow of such intelligence on
a real time basis. Coupled with the report element of warnings and
alerts by CCMBAT APPLE mentioned above, this prOVides a reasonably
accurate picture of the function of COMBAT APPLE. Significant enemy
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activity which was reported in all the mission resUlts sulDDa1"1.es nearly
always included DRV air and SAM actiT1ty aDdc1elllous'tratecia capability
of CCJmAT APPLE to collect a:ffective.ly against these targets.

Proof that enemy cClllllUnicatiQUS./re1ated to SAM anti air actiTity
over North Vietnam are being exploj,.ted on a reaJ./t1.Jle basis is not
considered as being particularly ~ing to the U. S. intelligence
efforts since the enemy must continue to CCIIIIIIUl:l1cate in ol1e·~ or
another. These caamunications are not especi.:lly suitable for\shifting
to land lines. On the other hand, evidence of the volUlle of information
provided by these caamunications will probably cause the Vietnamese
to tighten up their caamlmications procedures and at the. same tUie
consider shifting to secure cammunications./in the distant future\ if the
equipment becanes available. Operation of/ CCMBAT .APPLE m1ssions \will
probably not be affected to a great degl"E,tfe in the future. However,
their effectiveness as collectors of air/and air def'ense.intelligence
may be seriously reduced. This in turn/i'VOu1d significantly degrade
effectiveness of U.S. air operations in/Laos and North Vietnam.

_~!!"",,!!,_,!!!!,!!!,~!!,:I- SaneI ~ission results summaries origi-
nated by USA-32 disclosed a considerable amount of detail of operat\ion
and capability of these missions. ~ese formatted repo!"ts revealed \the
mission name, area of operation, and tiJIe of the missions. In addition
to operational infonaation, these sUllllll&ries contained significant intel
ligence concerning Vietnamese, Chinese and North Korean pilot actiVity in
Southeast Asia, ground controllers at various a1rliel.ds I • INorth
Vietnam, tactical fighter camnunications, transport and helicopter can
munications, and NVN SAM camnun.:l.cations. Taken in toto, these mission
summaries reveal the depth of U.S. knowledge of the North Vietnamese Air
Force, its operations and capabilities.

As in the case of CCl4BAT APPLE, evidence that NVlJ air camnuni
cations are being exploited/is not considered especiaUydamaging. How
ever, the int1lllate detail lOnd depth of lmovl: of the'1Mf Air Foree
that bas been made possible through theI • ~Ollection will
probably cause the Vietnamese to tighten up eir cCllllllunications pro
cedures and may event1.Blly cause them to shift. to secure. cCIIDunications
if the equipment becCllle$ available.

Continued. opeI1ltion ofr [miSSions in the Gul.f of
Tonkin will probably not be attected by disclosure of this inf'oImation.
The greatest impact of the loss will probably be noted il1 decreased
effectiveness of U.S. air operations against North Vietnam through the
absence of detailed and timely knowledge of MIG reactions and SAM
laUllchings. Knowledge of non- tactical aircra:tt (transports and some
helicopters) mOveJ1ents will probably be least affected.

I li- Primary damage to theI loperations
probiblS- occurred in the disclosure of infol'Mtlon concerning the
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degree of SIGINT support provid~dstrike and recce forces over North.
Vietnam. Nearly 40 SEA Strike/Recce Alert andl.. . ... I
schedule messages origiIUlted by NSAPACREP VIETNM-l'providedadetailed
description of U.S. 8,1r operations over North Vietnam and taos. These
are formatted reports and contain all the daily strike details necessary
to "inform SIGINT support stations of impending air operations. Elements

inClude... d. in the messages were: numbe.. r.and .... tiPe of aire.. / rl...tt ....$.. cbeduJ e
d

. ..1

O i SI1S, targets and times over target, composition of . .
a.nd flak suppression forces, communications frequencies, forces
would execute land and water/appr~phes. SChedu1.esror.•...SIGINl'

support platforms such as COMBAT APPLE,l • landl~---=,~ _
In addition, in excess of 30 strike adVisory messages originated by
SIGINT detachments I (provided daily schedules giving
target, time over target, force composition and callsigns. This message
traffic demonstrated a degree of interest and requirement for operational
infc;>rmation by SIGI1'~T elements in the area in order to provide effective
C<JwfINT support. AlthOUgh none of these messages were SI,they nevertheless
provided the modus operandi Of/daily U.S. bombing operations and support
activity over North Vietnam which conceivably would also b~ used else
where if the situation warra.nted.

I VTwo lengthy messages,t: • • •
provided extensive information on proJeCt"l / ra concept
for coordinating operations of individual SIGINT units for supporting
various naval commands operating/in a single tactical force. The USN
~ge outline.d.. /the concep..t and Object... ive and enumera..ted prerequisites.
~requestedcomments and suggestions after haVing presented the

complete concept./ Although knowledge of the existence of' this project
would be of little value to the enemy, these messages nevertheless
provide more detail into/the inner workings of the SIGI~ community
and its practical applications to the support of naval forces afloat.

I VA total/of 181 ~essages originated by AFSCC were
~ncIUded ~n the GoPI traffic. These evaluations addresl$ed strike
activity over North Vietnam with particular emphasis on determination
of the effec.t... iveness of U.S. ECM efforts on a strike-b~-strike basis.
Types of information included in all thesel Jmessages were
total foree/composition, mission, target(s), descr~pt~on of the
potential/and active threats to the force, the EW aircraft assigned to
support the strike force including call-signs, orbit areas, and times,
and resume of strike activity and results, and a most detailed estimate
of the ECM effectiveness. In some cases, effectiveness and reliability
of self-protection pods were evaluated as well.

These very detailed messages disclosed the·heavy reliance being
placed on electronic warfare and revealed ECM tactics and evaluation
processes being emp~qyed in Southeast Asia. They would be of
invaluable assistance to any country possessing the necessary
technological competence in arriving at an advantageous position in the
one-upsmanship of electronic warfare. If so evaluated, disclosure of

(b) (1)
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information.contained ~n these messages could result in a significant
degradation of U.S. ~ EefI'orts and an accompanying decrease in
effectiveness of tacticlll air strikes.

1 1- Schedules for!\\\ \\ \\lmissions.a:gainst southern North
hetnam for eight days we:t'e \1ncluded in/the GOPI traffic. ~ese

daily schedules I I included launch and recovery times,
area of operation of eachtnss~on,\forcecomposition, mission codename
and were entitledl •• ISupport"\ messages • Individual mission
objectives and concept of operation.s\.. were· not included. Since these
were relatively short term \schedules.they would be of little value to
the enemy from an operational standpoint. On the other hand, they
do demonstrate the! •• \ Inature\ of the missions and might make it
possible for the enemy to interdict this type mission in the future.

I J Some \78 meSsages originated by COMFAIRRECON
ONE DETACHMENT (VQ-l DET) at Danang revealed a high level of knowledge
of the North Vietnamese Air Force•. Over 50\ of these messages were

! Imission summar.ies in which the following type
information was reported: miSsion departure base and time, orbit
position and times, recovery base and time,1 \.. Itracking, SAM
associated communications, North Vietnam air activity, North Vietnamese
air surveillance communications intercept, number of CaMINT positions
operational and volume of intercept obtained. Additionally, considerable
lion board analysis" was perfomed and included in. tIE reports which
assisted and improved the real \t.... ime suppo.. rt rendetby the lmissions.
In addition to these summaries, \. there were several spot item
reports on significant activity of high interest. so, an incomplete
five-part message, a SIGINT Trend AnalysiS Report - S~, provided
in-depth analysis of a comparative nature of several facets of North
Vietnam air and air defense activity.

This VQ-l DET traffic disclosed a high degree of understanding
of the North Vietnamese Air Force. operations and tactics. However,
being based in large part on intercept of OPerational air cQIlDIlunications,
it is unlikely that the Vietnamese can reduce. the intelligence take
to a great degree. Some areas such as exploitation of air defense
tracking, IFF, radar, and pilot bi.llet suffixes (PBS) may be susceptible
to increased security measures and thereby be denied U.S. collectors.
In general, continued execution ofl • Imissions can be
expected to be useful with only minimal loss of effectiveness.

Non-Specified Operations - Several messages framT laddressed
two separate operational incidents which occurred in close proximity
to North Vietnam and revealed considerable detail of the employment
of COONT and ELINT by naval forces afloat and operation of the NTDS.*
In these messages the role of embarked SECGRUDETs as sources of border
violation warnings was noted along with the interplay of ship's radar,
CaMINI', ELINT, and N'.IDS. One of the incidents involved a TALOO
missile launch at a MIG-2l and in the description of the engagement
considerable insight into the rules of engagement and means of identi
fYing the target as hostile could be gained.
*Naval Tactical Data System
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A s~ries of at least seven bi-weekly operations reports
originated by various SECGRUDETS afloat provided excellent information
relating to their mission, operatioll and effectiveness. Included in
these reports were highlights of the period, specific support rendered
the ship's CIC, pecU1.iar comms intercept allocations" statement of
volume and quality of intercept, and general comments on equipment
performance.

Employment of MIC- 36 Destructors in North Vie.tnam was mentioned
in at least two messages of theOOPI traffic -- once\.inconnection with
the presence of foreign merchant ships in Haiphong and once in a discus
sion of suitable interdiction targets described by name..No significant
details of the MK-36 were disclosed; however, high level interest and
concern for the safety of foreign merchant ships in llaiphong was
evident.

A U.S. proposal for/destruction of North VietIl!UIlese coastal
radars was discussed to considerable length in a CINCPACFLT message.
Expression of concern over the possibility of introduction\of SSM's
into North Vietnam pointed out an intelligence gap. In\.addition,
feasibility of a ca.mpa.ign,to locate and destroy SSM's was discussed.
Inferred in the discuss·ion was a high degree of technical knowledge
of Soviet SSM's.

Loss of information relating to operation of SECGRUDETs '\ ~\\
the NTDS, and the/ MK-36 Destructor will probably not seriously affect
U.S. OIlerations .: the near :ruture. On the other hand. eVidenc: \<4

\\\\\\ \\\

Reconnaissance Missions - NUmerous operational messages concerning
~co~issan... /cT missions were included in the GOP! traffic. Tvves of
m~ss~ons were l---::~-:-:_---:,_---:,-=--_---:,...--:-_---::--_.......---:,...-.."...._-=--_---:,...-...,....-:-_I tin addition to other missions described elsewhere in this
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TOP SEeMlY ~Mt

report under specific mission headings;: The type of iIiformation
lost included routest times. anq.~titudes of individual missions.
Also, in the case of. J mission codenames, IFF codes,
mission purpose, and recovery data were given. All information 'Was
of short term interest and would be of little if any value to enemy
planners except to provide additional information on U.S. reconnaissance
policy and methodology. No significant effect on future U.S.
reconnaissance operations of this nature is expected to occur.
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H. MISCELLANEOOS

l.Nuclear - A report summarizing the
was in the GOPI traffic. This report indic'-a""":t-e""'=d:"'1

that the weapon was airdropped,
(3,000 to 25,000 feet) and that
thermonuclear device.

The information in the
to the cnCOMs

e ac •• agencies ~=~"""'----I

L.- ----~---....JCHICCM nuclear tests has appeared in..=;AE=C....;;;~;;...
releases and in same cases the news releases specified theI I

I Iand speculated on the type of dev:Lce
that had been detonated. In the case of I Iall of the infonna.tion
which was in the above report, except the altitude, appeared in AEC
news releases.

The loss of the information in the above report will have no
effect on future debris collection programs.

3. NSAPACREP Vietnam - The existence of the NSAPACREP Vietnam was
campranised by the loss of the WEETPAC broadcast materials. Prior to the
loss of the PUEBLO the existence of this organization was tightly held in
the U.S. SIGINT community, and even the name was classified CONFIDENTIAL.

The loss of this information should not affect the U.S. SIGINT
effort in Vietnam and Southeast Asia.
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A. A major factor in the compromise was the disclosure of U.S. in
telligence capability to collect fram multiple/sources, process and eval
uate, and disseminate large volumes of information on a near real time
basis to military forces in the field and naval forces afloat in time of
war.

B. A second major factor in the ccmpromise was the inclusion of SIGINT
technical data, field and national SIGINrireports, and operational intel
ligence on the same broadcast.

C. Information and intelligence PI"Oducts from the various hierarchal
levels (intercept site, intermediate processing site, fleet/theater,
national) contained in the GOPI traffic indicated the use made of speci
fic information at the various levels and their degree of interest in
specific subject areas.

D. The extreme detail of many intelligence reports and the\large vol
umes of technical information transmitted to and from field stations dis
closed the level of effort afforded collection of SIGINr.

E. The content of individual messages was in large part perishable or
of transitory value; however, /analysis of all compromised messages would
reveal methods of operation, collection, and analysis.

F. Operations summaries originated by SECGRUDETS afloat provided
excellent information relating to collection and use of COKI:Nr by forces
afloat and contributed to/the compromise.

G. The existence, technical capabilities, manning, and areas of
coverage of many SIGINT sites and detachments were disclosed through trans
mission of technical information, personnel clearance and intelligence
reports. A comprehensive analysis of the GOPI traffic would reveal ex
tensive command and control information of the SIGINT cc:mmunity.

H. Because the loss of PUEBLO occurred at a time when enemy ground
activity in South/Vietnam was at a relatively low level (prior to the
Tet offensive), the intelligence reporting from Southeast Asia contained
in the GOPI message traffic was also reduced. Similarly, intelligence
onl Iactivity reported during this period was minimal due to
the normal seasonal operational lull which takes place at that time of
the year.
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J. ~e meanings of the codenames and nicknames listed in Attachment
B are compromised.
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V. RECCl-1MENDATIONS

1. That all members of the intelligence community take immediate
steps to review their procedures for tIE handling of messages contain
ing SIGINT information. Particular care should be taken in applying
the'need-to-know principal and limiting addressees.

2. '!hat the OPIETEL broadcast be restricted to purelY operational
intelligence reports and all technical data be excluded. Further" that
subscribers to the OPINTEL broadcast be severely restricted to those
units afloat which have a clear requirement for such information. Ad
ditionally, consideration should be given to the use of privacy deviees
on OPINI'EL broadcasts. These could include the use of "stunt boxeS"
designed to print only those messages specifically addressed to th~ re
ceiving station.

'3. That an additional broadcast or point-to-point links be esta
blished to provide technical support to SIGINr collectors. OperatiOllal
intelligence reports would not be included on these broadcasts.

4. That the USIB advise the Department of State of the comprcmise
of the information that the U.S. government is involved in an active
program to interce t and read the communications of Southeast Asian
countries

5. That on-board message handling procedures be established whereby
non-essential traffic is destroyed shortly after receipt rather than
being retained for an arbitrary period, such as 30 days.

6. That appropriate service security organizations be informed of
the personnel listed in Attachment A and their connection with sensi
tive intelligence. Also,that the agencies notify these personnel that
they might became targets for concentrated exploitation.

7. That equipment and material (e.g., teletype paper) for high-risk
areas be designed/obtained with such physical characteristics to assist
in their prompt destruction. Water-soluble or highly inflamable paper
is an example. Also, that destruction plans of units liable to enter
high-risk areas contain provisions for immediate, "in extremis" actions
(such as open fires), in the event time does not permit destruction by
normal, procedural methods.

8. That continued use of the codewords and nicknames in Attachment
B be reviewed by the cognizant organizations.
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ATrACBMENT A

NAMES OF PERSONNEL WITH CCMrNT ASSOCIATIONS APPEARING IN GOPI TRAFFIC

Names of personnel with COMINT associations appearing in the GOPI
message traffic held by USS PUEBLO at·the time of its capture are listed
below with the circumstances for their appearance in·the traffic.

1. Security clearance information

LOUTEN, Thomas M., GS-il, Cleared Top Secret, CAT III CCKrNT.

HARRIS, F. S., LTJG, USNR
COLE, I. C., LT, USN, ""--::=""'\
DAUGHTERY, R. E., CTC, USN
CAVALLI, C. J., CT2, USN,
BRITI'ON, F. M., CTSN, USN,
ARNOLD, R. R., CTSN, USN,
NOBLE, D. D., CPL, USMC,

""'==="'"POINDEXTER, R. B., CTSN, USN
RIDGEWAY, R. L., CTSN, USN
EGGE:RS, D. E., CPL, USMC," (b) (6)

PEGUES, W. M., CT2, USN,
VALENTAS, D. w., CT3, USN,
DARAGHY, P. R., CT3, USN,
NELSON, R. J., CT3, USN,
CAIRES, R. J., CTSN, USN,'--=......_~~ .....

All cleared Top Secret CRYPrO, CAT IIICetaNT.{Cam.position
of/I D

WAGNER, F. J., CT2, USN, I I/cleared TQPSec:ret CHYPTO.
CAT III CCMI:NT, transferred fromI ././ Ito$<!)ETI _

ARCHEBET,T.E, Jack W., CTC, US~.&....-__"":""...J

.PERRY, Edward 0., CTSN, USN, Secret CRYPTO
CAT III CCMI:NT, transferred to as
reliefs for:

ROBARGE, CTC and
scarr, CTSN

MONTGOMERY, Jam·.·.·.·.·.es :g.;/cT3,1 ?~l.. eared Top Secret CRYPTO,
CAT III COMINT,/transferred toL./ ~s relief for:

WILLI.AM3, CIJ:i2

~;K~~~~t/~; I I~ 1bp Secret CRYPro, CAT
IIlCOMINr, transferred to~r:rc;708,.1 las reliefs for:

S'l'RAA1MAN, CT3
BOOMA, g'l:'3

:,',,;;'

(b) (1)
(b)(3)-50 USC 403
(b) (3)-P.L. 86-36 A-I
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deployed to Danang

LEWIS, Steven W., CT2, cleared Top Secret Crypt0 , Cat
III CCMI:Nl', transfe~rr=e~"r"::-r-....I....;----"as relief for:

SHRIVER, CT2, transferred to as relief for:
ALLEN, CT3

FOWLER, J. F., CT2,1 IGleared Top Secret C~to, Cat
III CCMI:Nl', transferred to NAVSECGRUDET, I ~ as relief for:

SCBIJETZ, CT3 _ ..............

LANGE, H. J., IV,
RUPP, W. H., CTSN, L.....----::--:'---r---l;==.:::.::~~..=.:::=.:.:.._;CrYPto, Cat III

COONT, transferred to as reliefsf'or:
ROBISON, CTSN
GLENN, CTSN

GRIGGS, David T., as-18, Special Consultant to MACSA, indoctI":i,uated1"(b) (6)

for CAT III COMINr ~o visit Yankee Station.

~~g~,J~i~~~T~·us~rM. USN'lfiagJi;~~~~~~natedfbr
CAT III CCMI:NT, to visit various commands in Seventh .Fleet.

HYLAND, J. J., ADM, USN, CINCPACFLT
OSTERHOUDT, R. S., CAPr, USN
BRIDGMAN, W. E., LCDR, USN and
SHERRY, R. J., CTC indoctrinated for CAT IIICCMINT~. ADM HYLAND

also indoctrinated ~ANGO/KILO,/INDIA/OOCAR/PAPA./ sHERRY author
ized access to CRYPrO. CCMINT encryption schedule listed.

McClillLEY, BRIAN, CAPr, USNDFleet Ops Off, CINCPACFLT
RAYSIN, Paul E., LCDR, USN .Asst SrkForce/ Officer and
GINDER, Jesse L., LT, USN, gt Analyst indoctrinated for

CAT III CCMINT. LT GIEER also indoctrinat.ed i!ANGO/IaLO. To
visit various commands in Seventh Fleet.

VANDERBECK, E. A., LCDR, USN, I ICOMFlURECONRON ONE
:leared Top ..s... fcret . C~O, ~T III C.. OOE, deployed to Danang
l.n support of operatl.ons. ""

PETERS, V. W., LCDR, USN EC121M EWAC, CaMFAIRECONRON ONE
Kl!JMPF, T•.L., LT, USN, InteLbf'ficer
BURGESS;L. L., LTJG, USN EW Eval
PALME:R, M. D., ATl, USN Enl Operator
BEST, D. J., CTSN, """"""..,......~.",..... ..... Tech Elint
LUNDGREN, R. B., CTSN, USN
CHRISTMAN, C. T., Civ., Tech Support Rep and
WEITE, B. J., Civ., Electro Systems Rep

?leared Top Sycret ~TO, CA~ III CCMINr,l.n support oft --.J operatl.ons.

(b) (1)
(b)(3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36
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Secret CRYPI'O,

MO;RRIS, J. M., LCDR, USN,D and
ROBBINS, W. T., LT, USN, cleared Top Secret, CM III CCH[NE,

to attend Talos Arm Conference as CTF77 reps.

MANBERZ, J. M., CAP!', usLJ I Ops()fficer, CT.F 77
BENDER, A. F., CDR, USN,"L rcivO:f'f'icer cleared Top Secret,

CAT III CCMrN!'.

SHOLL, Theodore G., LCDR, USN,II QOO:sWFORPAC, indoctrinated
for CAT III COMINE to atten~f Japan'l'ranSit Intelligence
Planning Conference, COMNAVFORJAPAN.

FOBS.O~:":f~~:' t~ r="J I,*",1;zoinat~~*"~~ III
MEYER, Gerald P. , ENS, HeNR, I ICle~cl~SE!C~~'~A.T~I~CamIfr.

MIU:Mr~~o~~a~~fe~d ~~ ~mindoctrinatedmformCAT~::!!' (b) (6)

KAPOO, Ervin (N), Civ,OEG REP SEACAG, indoctrinatedf'or CAT III COONT.

BISSEN, Paul Jr., SFC,1--_--,
EARLE, JeffreYiW. 'iSP41 USA,
0' HEARN, Tilnothy C., SP4, USA
CASH, Robert W. ,PFC, USA, Lr---~

CAT III COM[Nr to visit

CCH[NTindoctrinated/for CM III

EPES, H. R. , JR., RADM,USN
AULT, F. iW., c.APr, USN
ALDERTON, D. W., CAPr, USN
LORANGER, iD., CAPT,/USN
IcrSER,i C. J., CAPr, USN
BU'TLER,iJ. D., CDR, USN
HAY:n3 ,iiS. M. ,CDR, USN
SMITH, C. R~, JR., CDR, USN
RATrE, P.W., CDR, USN
lttLLETr,/J. A., LCDR, USN
PARDUE, J. I. JR., LCDR, USN
AUSTIN, D. V., LT, USN
MNKOWSIa, M. J., LT, USN and
JACKSON, G. L., LT, USN certified.

(Personnel of COMCARDIV ONE).

SOMERVELL, Willis L., Jr., CAPr, USN, I~===r OiC NAVWARE5FAC, NORVA
cleared Top Secret CRYPTO, CAT III COMINE, to visit various
commands in Far East.

LANNING, Melvin T., AGeS, USN, I ICleared Top Secret CRYPrO,
CAT III CCH[NT. To visit various commands in Far East.
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POOND, Hannon J., W01'~UA ~
SELLER, Ernest L., SFC, and
READY, John C., SSG, USA, cleared Top Secret CRYPTO,

CAT III CCK[NT.

2. Military Orders

ROBARGE, George A., CTC, USN, ordered to duty\to NAVCCMMSTA!
with NAVSECGRUDET. _----I

IaLIaNNEY", James E., CTSN, USN atl Imodif'icat;i:on of orders.

MANZ, Henry N., CT2, USN, r I~~ Iordered to duty
SERVSCOLCCM, NTC, GLA:kEs.

3. Administrative Matters

LEE, CT2
VALLANCE, Alex (N), CT2 bothfroml""--""--_---'

;:: i: ~:: ~::, bothfroml'--~-- ....

WGGLE, CTSN
CARE, CTSN
WAGNER, F. J .. , CTl,aLlfroml'-- _

HARRIS, LTJG
BOLLING,\LCDR
COCCI, /ENS, /811from

MITCHEL, /LTJG .fr

BRANDT,.CTSl.'l,/ fr

JACK, Nbrman w.,Ir--!=====iI....lrrom 509th RR GP

(b) (6)

HOSKINS, LT, conducted liaison with Seventh Fleet 10-13 December
concerning DRV NAVSUM.

BENSON, William D., CDR, USN, I ICCMPHIBPAC request for
CAT III· CCMINT clearance. '----.....

CURRIE, Glenn K., LTJG, USN, CCMNAVPHIL requested to furnish
information for COMINT clearance.

FURTADO, Francis J., LCDR, USN, CCMNAVPHIL advised clearance
determination pending.

McCLELLAN, Charles A., LCDR, USN, COMNAVPHIL granted authority to
indoctrinate for CAT III COMINT.

(b) (1)
(b)(3)-50 USC 403
(b) (3)-P.L. 86-36
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ADAMS, James N., RM3, uSN,/I:=-~==~_---,kranted authority to
indoctrinate for CAT III COMINT.

ORSIK, Walter A., LCDR,USN, CCHNAVPBIL advised clearance deter
mination pending.

STEINBRINK, Earl E. ,LCDR, USN, COMNAVPmL advised clearance
determination pending.

COOK, Creighton W. ,/ CAPr, USN, CINCPACFLT granted emergency auth
ority to indoctrinate for CAT III COMINT.

CAMPION, Robert F., Jr., CDR, USN, CCMNAVPHIL granted emergency
authority to indoctrinate for CAT III COMINT.

MASON, James M., CAPT, USN, CCMNAVPHIL granted authority to indoc
trinate for CAT III COMINT.

FITCH, Kenneth R., LT, USN, I ~dVised investigative
action initiated on an expedite basis.

~......./. GregOry, LT,USN, I lassumeti<i'U~ies as OIC, USN
.L-.......---,~:-::-:-----.-=-===:!lrelieVJ.~n::=l:g:::u;'---_

BRAGUNIER, William,: LTJG, USN,IL...- _

SMALL, James Let LT, USN, I lassumeddut:i.~~ aS9,!G,1

1/ I -
MOSHER, Robert E., CT3, USN, I 11tA\tSECGRUl)]JT,1 Ire-

quest for authority to indoctrinate for CAT TIl COMINT.

(b) (1)
(b)(3)-50 USC 403
(b) (3)-P.L. 86-36
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ATTACHMENT B

Codenames and nicknames appearing in GOPI traffic 5-23 January 1968.

CCNBAT APPLE

\
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