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1.. C<II:m: IMPACT ftATIM:Itf.r:

A, IN SUMMlTIOIJ, THE PROBlBLB CCJtPR<IttSB or FOUR MAJOR\..U. S.

CClfSlIC 1QUIPMD'fS, INCLUDING mRD or 0tJB MODIRN BIBC'I.'ROJUC CBn'1'O­

EQtJIPMIN!L'S, IS A MAJOB I:N!J.!ILLIGEICE COUP WITHWt P.ABALI,II, IN )fQDIRlf

lIIftORY. tJJfJ'Oltl.1'lJTBLY,WE:DPBCT i'BA.T TIll mMINlTION or mESl

BQUIPMD'fS CIt THI IfA.I1lI!JIIUCI MANUAlS WILL BI A MAJOR HEIiP TO 1'HI

SO'VIJR BLOCI
I I WBIL'I mE DE'lI.!LED·INFCBMATIOB IS Nor AVAIW3LE'!l'O

PDMIT AN ACCUIUE ASSBSSMBNT or WHE'l'JiER' S(J(I' or THIS KEYING MlIfBRIAL

Ml'NU\IB, OR EQUIPMENT MIGHT 1IAVJ!: BDH DESTROYED PRIOR TO ClPTuRE,

WE ABE TAKING THE PRlCA.UTIONARY ACTIOIJ IN SUPlRSBDING THES~

SYSTEMS AND RBDIREC'rDG ce.tJMOnrA.TIONS 'l'O A.Il.J.'BRD.TE CRY.rTcmBTEtt8.

THUS, THE PURE CXM3EC ross IN THE TERMS or SPBCIPIC MlSSAGIS BAS

BEEN MINIMIZED, BUT THE TECHN()L()(Jf Ia3S laY WELL BE MAJOR, WITH
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B. NOD or mE THREE MlCBID SYSTEMS (!cL..47, IC.W..r, AND KWR­

37/KG-14) IS EXPLOITABLE mttJ!aS THI sPBcmC-ASSOCIATED mING
.TERI.A.IB (,1m KAYlCEI CA.Rm AND THE UK"m LISTS) lmm-.a.uJo UlST.
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" ....
ISTRIBUTION

- .
LISS. BMlRGENCY DP8TRUcrIOI WAS INSTlTO'rED AT LlMST OR BOOR

PRIOR TO n:N'AL CONTACT Am) KEYING MlTBRIAL IS FIBST PRIOBITX.

T1fJSRfi'Od, WIm POSS.IBLB EXCEPTION OF TIlE KEI HE.r.D Pm TEE IASl'

CaoroNlCATIONB, IT Al'PEARS pmSIBLE THAT MQ3T OF THE KEYING MlTERIAL
. .

WAS Dl'BTBOIED AND NO T1W'FIC IN THE SYSTllM5 WAS COO'ROMIUD.
,-

NONETJIEIimS, AS A PRECAUTIONARY MMSt.mE, ALL HOI'iDERS OF THE KEYS

BA.VB BUN DIRBCl'ED TO USE AII.l'ERNATIVE SYST1M3 AND TO HOLD ALL PRIOR

TRUTIO PASSED IN'THESE KEYS FOR P~SIBLE REVIEW. IN GENERAL, THE
. ."

~STDB HELD WERE SPECIAL INTEWGENCE SYSTEMS AND WERE NOT

GrENJaL SERVICE CRYPTOOlST.DS. (THE~ KW..31 PAcm,,, ~1&IT'
. .

BR04l:or.:AB!' WAS Nor C~SED, NeE WImE ANY ARMY, AIR FORCE OR J'IXlm

PlANT DOS ~CATIONS AFFECTED" )

c. THE MA:NUIL SYSTEMS ABQlRD CONSISTED OF NO LOW-LEVEL 0PERl­

TIONS COOE (,Kle's) AND ONE AlJTHENTIClTIO:N"smTiM (jw,)~ AUmoucm
- - -

POSSIBLY lDETROYlm, AGAIN AS A PRECA.UTIQWARY MEaSURE, ALL BOL.DlmS

HAW BEEN DIItEOTED TO MINIMIZE THEIR USE PENDING ISSUE or A

BBPIACBWfl' CODE.
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D. FINALLY, OlE SYSTIX DmIClTOR BNa.RYP.rION 'SYS!Dl AND OD

CA.LLSIGN ENCRlPTIOI' SYSTEM WERE HELD. CONSEQUENCE OF THEIR LaJS

WOULD BE :MINIMAL SINCE T.H:EI ARE IU!tlDlfEN1"S !l'O MIne ANALYSIS AND .'

E. BlIANCE OF CRYP'fOMA.TERIAL IN INV'EN.rORI CONSISTS OF SECONDlRY

VA.RIABa:s (;E.. G. RO'l'OBS FOR KL-47'S)8 GENERAL SUPPORTING DOCUlIE.N'N,

OPERA.TING INSTRUO'fIOlfS, AND MA.!NTENA.NC1!: HA.NI1\L. ACQUISITION OF ANY

OF THESE ITEMS llILL NOT PERMIT EXPLOITATION OF TRAFFIC~

SPECIFIO KEYS AU AIBO KN<IlN.

M/R't, COfSBO 1m.P&ct statement prepared by Are in coordination with
Am and cleared witil DIR and »7DJJJ".
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