
The It Bill of Destruction" covering the equipment of the PUEBLO

provided for destruction of key cards and key lists D then of the equip-

.
ment , then codes and a,..l'thenticaU.:J!1 mate-rials I and tinally ~1nt@nano@

and operating manuals. While it is theoretically poasIble to have elec-

tromc automatic deton4tion ge&T. the P01-::8LO was not so equipped.
~~

f#;-= -
The hazards of eutomattc detonation equipment on k>oard a ship are

weighed aqe1nst other metnods of d~struot!on and tne possible oamage

from oomprocuse and are generally ,::,-o"1sioered unaccaptable .

for the pa~t 30 years it has be e n the- general U.S. practice

-
that, where possible, sec.urtty of t: .~), communications-will not depend

-
solely on physical protectaon OF th~ €9.u.ip!l1..§!l! used to enctpher and de-

cipher the mes sage 0;; • During the pe st 20 years no equipment has been

produced without variable elements -Nhlch depend upon keying elements,

usually key Itsts or key cards ¥ for their primary security. In particular,

all the com-nurucatton securtty e iuiVm01lts which the PUEBLO cerrted

depended upon either ,.:;ey lists or '\.1""), cards. Lose of~.a particular eqw.p-

ment with the l-eying element would :lA jeopardize any oilier traffic en-
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ciphered by blnilar equ1pP1entt> J3lnl) different key1ng-elements. A s soon
-r -
_" ;i.-

as notification of the capture of the PUEBL:~~f~~re,!e~vedin Washing'ton,
Z{'f'","~'1 ..

_ ... -"''f ~.,.."-'...

steps warn taken to supersede all key1ng elementi:f w:hich she carried and

new ones were prescribed.
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communtcetfcns ; and' sf!Coad i~: to"t~k~ ad~a'l1~ge of the commlJnic~tititis

.of. target nations ~
. . . . . . , . ~. - . ' . · · : ~~~::~~d

It is the N.atibnaJ $ec ur1ty .Age~cy' s Judgment tbilt ..:-< ·.·..,, ~
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nodeqradatfcntc .t he. secUrity.::>!. U.S. com'm'tinlcat1oHs can result" .. . ,. ......;.,_._"
. from this compromise even if the equipment and tne key lists' wer~. .

, .
capture'd,' intact, since steps were .t a ke n lmffii cl1a te ly to superaede

. " J
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all. of the kE!ylng materials. -In the worst possible ease ; the few messagi!~

, were· Captured intact.
'. - '. . " ..... ...'1.;..:~

"

-.

-- : .: . "'! ~ ' -

-"'Y&'"+-~.....=i
-:.' :' ~..-

' .' -:- -. ~-.

~~- -- '.

" '-;= --'~

..

.. . " .SECRETHCOMIHT : ,:;.-:.;....;....~ . . .". . .':..;
. f ' :""'7'7 ' . . ,,;.. ..."'"-.:..iL.

w~~...., "·-":~~'~-~«-"'·'·~· ·~~·~:~~'''':~'~~-;~:,*~1Q>.:m~..Z;;~~~;~~~J.~..m~~~:~

: ( .
.. ~I

' . ';..
' .': ; .



as well as Jettisoning. From ner-commumcetrons, ltmay be inferred

Mess~. traffic from the PUEBLO, .as well 88 from the North'

Koreans, indicated a destruction effort 'onboerd iheve's'sef by fire
• . ' -.. • . 0' •
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t~t the bulle pI her key material, perhaps all, and as much equipment

as" possible was destroyed',. but that s~ver('ll publications were
", '

- Thl~ PliEBl.Ocarried a suff1cl~nt amount of corlactjon gear to

probably compromised. .
--'-......:..... ::. ~
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enable her to monltor North Korean cornrnunfcatfons and radar f';c1l1t1~s
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unclas51f1e;i (we are stUl crleck1n~ .~: fJ1.eces) but the use to which ~;.;..:~ ..
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.. the 89u1pmelit co•ald be put ·;i·I'1,~L--t:'\e !',:!sult3 Jerived tnerefrom are -"._'- """-I _-';.r.~

mission could be accomctrs ..~.;1.

e reasonably prec'ise reconstructrc.. of thE! PlI'EBLO's intelligence
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In eddttlori 'to the -equtpme nt ret~rre.j- to above , the' PUEBLO-
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North Koreens precise ld.of..M;tlO1< on tile e xtent of U.S. 'knowledge

of their co.n.nurucatrous techr~iQue s, uS~ge"jr' and ,rada-f'9qu1prnents.
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mtaston , If these ite ms were cnot.ur'FJ intact, they would 'g1ve'the..\".. ". ...

a'ids, required. to enable 1113f tQ:jlscl"t~~r(;t~tt1e lnteUlgell.Ce collectiOn

. Th~ pu~l1cat1cns also reveal ~1 more l1mlted U. S~~np~_~ejge'of the
·ta;~~ ~ '~:~.;
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systems ai'ld/or modify their operationalcodes.

te 'change their communications praq,t1ces I supersede theit callsl0n'
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Aith~ug'h the Pos$1ble,loss of'the communtcanons security

infCX'maUor~, if compromised, would sUml.llate either of the' two uaUons
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equ1~ment or materials Inno ~fay w.tll compronuse U.S. communications,

it nonetheless ha'S this aerfous aspect.
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col~ct1Qn and' analytic ed'arts end' a few Of ·them hed some :k~iedge .. . . - .
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of one or tWo'sensitive National .. Security Agency projee.ts. DePending'

. 'on the duress to··whic.h they may be sUb~ectE!dand t,M .~n:iount.·_t~e}·

may recell , serious compromfse of sev.~r:.81 hlghly cla-sslHed- pC(j}ects
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d.S. st9l1als int~il1gence ef.fort. This could msult 10 '~iefe-ns"ive
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measures by the Sov~ts tQ. deny theJ.~:,). further inforn,adori"...•.
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