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YCARDS QND KEY {178, THEN OF THE EQUIPMENT, THEN
gCIﬁESAND AUTHENTICATION MATERIALS, AND FINALLY MAIN-
TENI—\NCE AND OPERATING MANUALS. WHILE IT IS THEORETICALLY
g SSIELE fr'o I\-I‘AVE' "‘EEEéTRONI"'c AUTOMATIC DETONATION GEAR,
»IHE' PUEBLO WAS NOT SO EQUIPPED. THE HAZARDS OF AUTOMATIG
DETONATION EQUIPMENT ON BOARD A SHIP ARE WEIGHED
GAINST OTHER METHODS OF DESTRUCTION AND THE POSSIBLE
DAMAGE FROM COMPROMISE AND ARE GENERALLY CONSIDERED

UNACCEPTABLE o - N ' 5
'FOR THE PAST 30 YEARS IT HAS BEEN THE GENERAL U.S.

PRACTICE THAT, WHERE POSSIBLE, SECURITY OF U.S. COMMUN~

; ot ICATIONS WILL NOT DEPEND SOLELY ON PHYSICAL PROTECTION

.""‘OE”‘THE EQUIPMENT USED TO ENCIPHER AND DECIPHER THE
MESSAGES DURING TI-IE PAST 20 YEARS NO EQUIPMENT HAS

‘ BEEN PRODUCED WITHOUT VARIABLES WHICH DEPEND UPON

KEYING ELEMENTS USUALLY KEY LISTS OR KEY CARDS, FOR

THEIR PRIMARY SECURITY IN PARTICULAR, ALL THE COMMUNI-

CATION SECURITY EQUIPMENTS WI—IICH THE PUEBLO CARRIED
:‘:‘ DEPENDED UPON EITI-IER KEY LISTS OR KEY CARDS. LOSS OF A
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PARDIZE ANY OTHER TRAI:'FIC ENCIPHERED BY SIMILAR

! EOTIIPMENTS USING DIFPERENT KEYING ELEMENTS. AS SOON AS
NOTIFICATION OF TI—IE CAPTURE OF THE PUEBLO WAS RECEIVED

\ WASHINGTON STEPS WERE TAKEN TO SUPERSEDE ALL KEYING
'EI.EYMENTS WHICH SHE CARRIED AND NEW ONES WERE PRESCRIBED,
THE KEY LIST ENABLES THE USER TO ESTABLISH A UNIQUE
,__ACHINE 'SET~ UP FOR A CRYPTO PERIOD WHICH IS NOT LONGER
HAN 54 I-IOURS THE/KEY CARD IS A CARD PUNCHED WITH A T

' S‘PECIPIED PATTERN AND IS INSERTED INTO THE MACHINE BY

MEANS OF A CARD I-IOI..DER. TI-IE KEY CARD AND HOLDER PERMIT

. _;;*EEIZEh PINS TO MAKE CONTACT THROUGH RANDOMLY POSITIONED
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OEES AND EFFECTIVEI_.Y REWIRE THE CIPHER MACHINES, AGAIN

NOT LESS OFTEN THAN EACH 24 HOURS. THE NUMBER OF o
'!}'i"?'/COMBINATIONS RESULTING FROM A CARD SYSTEM IS ASTRONOMICAL
._:AND A. MESSAGE WHIGH 1S TRANSMITTED THROUGH A MAGHINE
E ,»_:’:fU‘SING A PARTICULAR KEYING ELEMENT CAN ONLY BE READ AT THE
| ’II_{OATI;IER END BY A MACHIIE WITH AN IDENTICAL KEVING ELEMENT.
| " IT 1S THE NATIONAL SEGURITY AGENCY'S JUDGMENT THAT
| ‘r'.‘}-‘No DEGRADATION TO THE SECURITY OF OTHER U.S. COMMUNICA-
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IN THE WORST POSSIBLE CASE THE FEW MESSAGES TO AND FROM
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MESSAGE TRAEEIC FROM THE PUEBLO AS WELL AS FRGM P

' THE NORTH KOREANS INDICATED A DESTRUCTION EFFORT ON ~
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..BOARD THE VESSEL BY F-IRE AS WELL AS IETTISONING FROM ELE“‘R
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:J‘KEY MATERLAL PERHAPS ALL, AND AS MUGH EQUIPMENT AS

o POSSIBLE WAs DESTROY'ED BUT THAT SEVERAL PUBLICATIONS W‘ERE

e IPROBABLY COMPROMISED WE WILL NOT KNOW WHAT UNTIL TI—IE
CREW I8 RELEASED AND DEBRIEFED
ON THE INTELLIGENCE SIDE, TI—IE PUEBLO CARRIED A

R SUFFICIENT AMOUNT OF COLLECTION GEAR TO ENABLE HER TO

o MONITOR NORTH KOREAN COMMUNICATIONS AND RADAR FACILITIES
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IN ADDITION TO THE EQUIPMENT REFERRED TO ABOVE
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- THE PUEBLO CARRIED A SUBSTANTIAL NUMBER OF TECHNICAL
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| '-“"_'PUBLICATICNS AND ANALYTIGAL AIDS REQUIRED TO ENABLE HER TO
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ITEMS WERE CAPTURED INTACT THEY WOULD GIVE THE NORTI-I -

KOREANS PRECISE INFORMATION ON THE EXTENT OF U.8.

' 'KNOWLEDGE OF THEIR COMMUNICATIONS TECHNIQUES USAGE
) AND RADAR EQUIPMENTS THE PUBLICATIONS ALSO REVEAL A ‘
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"EQUIPMENTS OR THE MAINTENANCE AND OPERATIONS MANUAfS
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COULD STIMULATE ONE OR OTHER OF THESE COUNTRIES (OR

‘POSSIBLY COMMUNIST CHINA) TO MAf(E MAJOR CHANGES IN

Tl THEIR COMMUNICATIONS SECURITY EQUIPMENT AND PRACTICES

THIS COULD VERY SERIOUSLY HAMPER| |'U S.

SIGNALS INTELLIGENCE PRODUCTION ON THESE NATIONS IN
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THE FUTURE
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| THERE WERE THIRTY ( TWENTY NINE ENLISTED AND ONE

OFI-‘ICER) NAVY SECURITY PERSONNEL ON BOARD THE SHIP

"-?'._'- -.-‘MO_NS_T__ OF THESE MEN AND OFFICERS WERE HIGHLY SKILLED
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AND REPRESENTED SEVERAL YEARS OF EXPERIENCE IN THE

BUSINESS SOME OF THEM HAD INTIMATE KNOWLEDGE OF &
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NUMBER OF SENSITIVE NAVY COLLECTION AND ANALYTIC

i THE CAPTURE OF THE MODERN U.S. COMMUNICATIONS SEC%%T‘.

G

Dri_AFTzR' i

TRy

RELEASING OFFICER RELEASED AT (ZULU)
"SQEUMEN? MARKING PAGE :Aczs
i - Ay 6 or 7
Y. "REFERS TO MESSAGE ' ===
k SECURITY CLASSIFICATION AGHNR.
AGO NR.
0 2/20/62

02 (706 T




T mnm Nzgapnpv QP e?
.= [Supdreedes N2288 REV AUG 65.
= 10 _be ‘tyed until depleted) SECURITY CLASSIFICATION

1ON PRECEDENCE INFO PRECEDENCE SPECIAL HANDLING
o e ,_..'v ‘ :E 'f:,;—

| é‘EVERAL HIGHLY CLASSIFIED PROIECTS COULD ENSUE FROM ~

| -E,THEIR INVOLUNTARY REVELATION oF THE s&OPE OF THE U.S.
SIéNALs INTELLIGENCE EFFORT THTS COULD RESULT IN &
DEPENSIVE MEASURES BY THE SOVIETS TO DENY THE U.8.,
FURTI—IER INFORMATION - S oo %
HOWEVER WO DAMAGE TO OUR OWN COMMUNICATIONS
"' ‘SECURITY WOULD FOLLOW EVEN FROM THE FORCEFUL EXI‘RAgTIO

.....

OF INFORMATION 'FROM CAPTURED PERSONNEL  UNQUOTET

DISTRIBUTION

N

o P"‘"FTER RELEASING OFFICER RELEASED AT (ZULU)
DOCUMENT MARKING PAGE
REFERS 7O MESSAGE SECURITY CL ASSIFICATION ﬁ“' NR.
AGO NR,
S 2/20
o Z /7/6 %




