
DIR
ADP
P2
A
B
G
K
M5
D32
ADN
B1
P04
ADNSG

D41'---__

ISTAIBUTION

(b) (3)- P. L. 86-36

SPECIAL HANOL.ING

-NOfOItN

DATE: 2 FEB 68

INFO PRECEDENCE

ROUTINE

'-...

PIRNSA
, -,' +-'. ~. -.- ..•. ',"

ASSESSMENT OF PVEBLO LOSS'
,'. : '::

MY DlR-21-68 AND pIR-22-68 REFER.

. C1iAiB.i1AN~JCS '
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;phkrHER NSA ANA:L1SIS Ofi?OSSIBLE COMPROMISE ~F coJ:~~C

'~B1GINr'~~~~Ii$I~.Q6~NECTrbNWITH THE PUEBLO'~%
';~~CIDENT JIASRBSULTEDIN THE FOLLOWING UPDATED REPQ~

I . . .. ' , "\ . . .'. ' . t::' . e- "C

WflICH WAS PRESENTEP If'Q THE POLICY SUB-COMMITTE OF:
, .

Dd~'Q~~~ ~g~~~~;
. er', ~~fJ~t~:g:"u:e?f~~P~!t~dfuC 65 <

·~ :}r~ ·C;}ibm:i~BNG~ '~,.
'...: >,,,'1:;',,:- ·~ ~~;C~ ---'>'r:

, -::("".

THE HOUSE ARMEDSERVIGES COMMITTEE ON 1 FEBRUARY BY

+,HE: DIRECTOR OF NsA.
' " " ,:.: .~.\

QUOT.E NATrONd SECURITY)~GENCYACTIVrrIES Al~£:
. .,' , ":,-: -. . ,;.L~~;'

CENTERED ABOUT TWO MAJOR PURPOSES: ONE IS TO MAINTAIN

; 't HE SECURITY OF THE UNI~ED STATE~COMMUNICATIONS,i!~. . ~1·[

SECOND IS TO TAKE ADVANTAGE OF THE COMMUNICATIONS

OF TARGET NATIONS. THE "BILL OF DESTRUCTION" COVERIN@
~ ~.~~;

~ ~~:.-,

.TEE EQUIPMENT OF THE PUEBLO PROVIDED FOR DESTRUCTIOI:i OF
. ' . " : .~ ~;\' :.. ;..,;:;.-.'"
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T IBUTION

SPECIAL HANDLINGINFO PRECEDENCE

, :", '

-~~~
-:y:' ~

~':!;i-.' .

~:,i~~ ;,i · , '. .: .' .
I;Ljl~~Y CARDS AND KEY LISTS; THEN OF THE EQUIPMENT I THEN
~\.; f~.:;;; ; . . "' ,

~,!;r~eDPES AND AUTHENTICATION MATERJ:ALS ,AND FINALLY MAIN-
;~":f1- ;'~" " ~', :; !!1. l;:' ~' '.'., .

;!,~:;fE~ANCEAND OPERATING MANUALS. WHILE IT IS THEORETICALLY
.~::~:": ~~,. •".: ...:~,,i., ,", . . "

')~:.;· ;,,/pbSS:tBLE TO HAVEELECTRON'IC AUTOMATIC DETONATION GEAR,
~. .: ,'~.i/ ...~~~'- ." -, "

,~~;' ~"':::-" :~~':/~ ~ .::. " " . .'. . ..

y' "::"1'HE PUEBLO WAS NOT SO EQUIPPED. THE EAZARDS OF AUToMATI
.}:~,: " !ori!- ' ' .. , _ ..

:1;J5:ETONATI 0 N EQU1PMENT ON' BOARD A SHIP ARE WEIGHED

"
· ~(;AINST, OTHER rJrETEODS OF DESTRUCTION AND THE POSSIBLE

.::'"" .';-,~

,; ; c ~ DAMAGE FROM COMPROMISE, AND ARE GENERALLY CONSIDERED
'- . " ,. ~•. l \' ,. '" ~ • ,_

tNACCEPTABLE.
,,',

FOR THE PAST 30 YEARS IT HAS BEEN THE GENERAL U.S.

',.OF THE EQUIPMENT USED TO ENCIPHER 'AND DECIPHER THE

. t M ESSAGES . DURING THE PAST 20 YEARS NO EQUIPMENT HAS

; BEEN PRODUCED WITHOUT VARIABLES WEICH DEPEND UPON
~.{ .

KEYING ELEMENTS, USUAIJ.,Y KEY LISTS OR KEY CARDS, FOR
" ~

. THEIR PRIMARY SECURITY. IN PARTICULAR, ALL THE COMMUNI-
"' \ .

. .
. CATION SECURITY EQUIPMENTS WHICH THE PUEBLO CARRIED

DEPENDED UPON' EITHER KEY LISTS OR KEY CARDS. LOSS OF A
" _J>(. .

.. P~TICUI.AR EQUIPMENT WITH THE KEYING ELEMENT WOULD NOT
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<:t:j r~::;., .' ..'
t~fE(:)'P.ARJ)IZE ANY OTHER TRAFFIC ENCIPHERED BY SIMlIAR

H;i2ijfPM'ENT~ USING DIFI'ERBNT KEYING ELEM-ENTS. AS SOON AS

, ; ~ :~,.~;"~;~:.' ? .' c . ' <'< '. .:."
~•. r .N OTIFICATION OP THE CAPTURE OF THE PUEBLO WAS RECEIVED

~- ;_!:I:;~t/_.. ~)' . . .
.~ .i J:N\vAsHINGTON ,'STE'PSWERE TAKEN TO SUPERSEDE ALL KEYING
~' .~~~l; ;\' ; : ~',.: ~", "

>i--E t t ME:NT'S WHICH SHE CARRIEDAND NEW ONES WERE PRESCRIBED.
,;>-" i : .,:.:;';t ':\i . ..", "'-

SPECIAL HANoi..lNGINFO PRECEDENCE

4053049
LIL"I a ........ r... .... ... . _ .... •• ~ _ .... __

~ ...... '":.' lIr_n", 1'6"00 t'\t:.v ->a::.r- co •

,; @up......<c... N2288 REV AUG 65
.1'!. 0 li!.'u.,!ed unlit depleted)

?"ACTiON PRECEDENCE
).~~'~~~ ~:i:'")' ,,'.', ,

" t:J..:_':';'p_i(" ..

~: ~,:e:t~~r .-THE KEY LIST ENABLES THE USER TO 'ESTN3LISH A UNIQUE

;~ - : :MACHINE 'SET-UP FOR ACRYPTO PERIOD WHICH IS NOT LONGER
,, :'j:":-' ~'-' . . -

-.:,;~:tllirn ~ 4 HOURS. THBIKEY CARD IS A CARD PUNCHED WITH A
_.: ~ \ ;,~~~ . T::\ : , "

SPECIFIED PATTERN'AND IS INSERTED INTO THE MACHINE BY

, "MEANS OF A CARD HOLDER. THE KEY CARD AND HOLDER PERMIT
c . " '~

;FEELER PINS TO MAKE CONTACT THROUGH RANDOMLY POSITIONED
.,. ""!.;i_.

'~ '; : tIOLES AND EFFECTiVELY REWIRE THE CIPHER MACHINES I AGAIN
:. , "' t. ~.r ,. • ., •

',{NOT LESS OFTEN THAN EACH 24 HOURS. THE NUMBER OF

, ;:;t OMBINATIONS RESULTING FROM A CARD SYSTEM IS ASTRONOMICAL,

'AND A MESSAGE WHICH IS TRANSMITTED THROUGH A MACHINE

}US1NG A PARTICULAR KEYING ELEMENT CAN ONLY BE READ AT THE
~. '; ' "

O"rHER END BY A MACHU£ WITH AN IDENTICAL KEYING ELEMENT.

IT IS THE NATIONAL SECURITY AGENCY'S JUDGMENT THAT

, NO DEGRADATION TO THE SECURITY 6F OTHER U. S. COMMUNICA­

, .l!IONS CAN RESULT FROM THIS COMPROMISE EVEN IF THE EQUIPME
DRAFTER REL.EASING OFFICER REL.EASIEO A T (ZULU)

DOCUMENT MARKING
"'AGE

3 OF 7
PAGES

R-EFERS TO MESSAGE
SECURITY CLASSI FICATION AGJ NR,

] . r I

AGO NR.

02./20 62-

C



I TRIBUTlON

SPECIAL HANoLlNGINFO PRECEDENCEION PREC~DENCE

-

'TAKEN' IMMEDIAT£LY TO SUPERSEDE ALtOF THE KEYING MAT£roAtS., ~.~ ,- i ! ",' , " •

,'," '".'

"~-,, ~~- : -'- ,::,;->~~.;. - :; '- u.,' -~-...;,.,;~;-

·'c' ...,c • ....- THE' KEY LISTS WERE CAPTURED INTACT, SINCE STEPS WERE'

:_--o,~,

,;,;;"tcm:THE WORST POSSIBLE CASE, THE FEW MESSAGES TO AND FRdlvI
;~ ', i C' : ';i L " - Y.. " .. " ';,:::~:

.'T~J:: PUEBLO COULD BE READ IF ALL MATERIALS AND EQUIPMENT-

DoC:1tf~~~ AQ~~"Q~~,;
(3UperS@deS N2288 REV AUG 65
t<;\1Ie u,u,d ,untll, depleted)

. WERE CAPTURED INTACT.
• ' '- .' I, __:~." . . _ __ _ • .-,/_, _ ~ ,,' ,~::'li~~.
. i . MESSA.GETRAFFIC FROM THE PU~BLO, AS WELL AS FROM'

:rHE NORTH KOREANS, INDICATED A DESTRUCTION EFFORT ON'
''!Ilk},':.

--130ARD THE VESSEL BY Fnu: AS WELL AS JETTISONING. FROM:Ef~
, :.' •. , ""' -"~•• - oJ. . _:;,' ~~_.~-J:r

. ,_ _ _, - __ <-il::-
~'COMMUNICATIONS, IT MAY BE INFERRED THAT THE BULK OF HER

. ,·p:Y MATERIAL, PERHAPS ALL, AND AS MUCH EQUIPMENT AS
-

rl-. ~-:L"

. .~bSS~BLE WAS DESTROYED, BUT THAT SEVERAL PUBLICATIONSWERE
"

.' ,PROBABLY COMPROMISED.' WE WILL NOT KNOW WHAT UNTIL iRE
....,,.-...... .- I

CREW IS RELEASED AND DEBRIEFED.

ON THE INTELLIGENCE SIDE, THE PUEBLO CARRIED A

'·?UFFICIENT AMOUNT OF COLLECTION GEAR TO ENABLE HER TO

MONITOR NORTH KORBAN COMMUNICATIONS AND RADAR FACILiTIES

(b) (1)
(b)(3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)- P, L, 86-36

ON THE EAST COASTI'-- ~----------_:__-

____________~-----~ITHIst

. EQUIPMENT WAS GENERALLY UNClASSiFIED (FOUR PIECES

CLASSIFIED CONfIDENTIAL) BUT THE USE TO WHICH THE EQUIPMEN
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-bo~tl!t Nig:?F~q96~
, rsupe'8eCle8N2288 REV AUG 65 .

~, >', ,,fq be u,.ef! .I,m III qep.leled)

~~;;~~~/;a, ,JQ~ PR~CECENCE INFO PRECEDENCE
-, .1" :,ai~.: ' :.',... . .' '::.-'.
; ~:::ii,, ~ ';;...: ;:\ ;

' j~~' .. . .•

SPECIAL HANDLING

' ~_·:·CtAS§tFIED. IT IS VERY POSSIBLE THAT-IF THE EQUIPMENT Wi.F/:;
:UNPA MAGED A REASONABLY PRECISE RECONSTRUCTION OF THE;

,PUEBLO'S INTELLIGENCE MISSION ootrtn BE ACCOMPLISHED. '

IN ADDITION TOTHE EQUIPMENT REFERRED TO ABOVE,

THE PUEBLO CARRIED A SUBSTANTIAL NUMBER OF TECHNICAL

, . ' , r
' , DISC;HARGE THE INTELLIGENCE COLLECTION MISSION. IF THESE

, :I TEM S WERE CAPTURED INTACT, THEY WOULD GNE THE NORTH

,' , KOREANS PRECISE INFORMATION ON THE EXTENT OF U. S.

. ~ -~­

r';:~:;:;;-4

(b) (1)
(b)(3)-50 U SC 4 0 3
(b) (3)-18 U SC 7 9 8
(b) (3)- P. L. 86-36

-""'--~~

KN;OWLEDGE OF THEIR COMMUNICATIONS TECHNIQUES I USAd;'~
,- ~S;

AND RADAR EQUIPMENTS. THE PUBLICATION;SALSO REVEAL A , c :

MORE LIMITED U •S. KNOWLED:GE OF THE GENERAL SOVIET c5~-

'--- ~------------It

,¥UNICATIONSPRACTICE~I"f
.,,I,....-----------------::===============~;·:~

1 I/l'HIS INFORMATION, IF COMPROMISED,' WOt.f:LD
u .~

STIMULATE EITHER OF THE TWO NATIONS TO CHANGE THEIR

COMMUNICATIONS PRACTICES, SUPERSEDE THEIR CALL SIGN'::"-

SYSTEMS AND/OR MODIFY THEIR OPERATIONAL CODES.

ALTHOUGH THE POSSIBLE LOSS OF THE COMMUNICATIONS

RELEASING OFFICER RELEASED AT (ZULU)
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b ) ( 1)

(b) ( 3) -50 USC 403
(b) ( 3) - 18 USC 798
(b) ( 3) - P . L . 86 -36

' . ~''' ~ '

4053049...,~ .. _ ............ a. __.. . . ""_ .... __
~-;;;A:;:~:.N;;SSREV-;UGu65 .

. ., ~~:,;J.q.~ .!l. "'c:r until depleted)

~ ~.::'.}~~ION PRe:CEDENCE INFO PRECEDENCE SPECIAL HANoLlNG

~Jf~~;~5. :' , ::,~~" ".-,', ~ . ' c ' :', __'~,"-~'~\ . ; ~ ',:_. ' _~: : ' i : : . " . " ; : '

::~[~~~:~~;~·e.E¢u'RITY EQuipMENT OR MATERIALS IN"NO WAY WILL
i ;·: ~,,~~:~~'~r- ,: ..t -;r ~ " _ <: "",,:>'::' ' . ~~

; {~,:~·i~·f~:::·6:8KtPROMISE ·u ~·:s ~: '-COMMUNICAT:ioNS,;t IT N'ONETHELESS

;:·f:.R~;~'·: . 'f~.:rt,: .:.:.:. :". :~; .(;~:'c?: -~(= " :. . -i-" .....::;;;.;",Ii;;..~ . _...:..- ..................j

<: ':'-:~: :<:~~:(aAS · THIS SERIOUS ASPECT.

i~Jt~·:· · , · · , ·~ ·· ·, ·· , ..
•~ ;j:~\~~.~ ,: ;-,~ :,

h_ ;--,~~ -.i;~>~~/.. .'
-; .:.·...,;f. • I~. ~ ~"
.....·f ,.. · ..... .,.' .

. , 1'.)";'-,. " ,. ,

« ,;/ :.,: TBt'dAPTURE OP>THt "MODERN U.S. ' C b M M UN ICATIONS SECrlfrT
-:; ::.~~.:~~, ., , ': ;;;.:...~.:.~.. , . . ...~ ... . . , . ,... ',' . - ~. . ; :,' . ,/ ~ ~

:);':cr:f -.EQUlpMENTS on THE' MAINTENANCE AND OPERATIONS MANUALS
: ;;:~(,;\ ':" c,~ - .i, . . . . . .';':;:' . .". :.0 ' -' . . .~~ . / . _.... '
.E';T~!? ~;::: ' cotn» STIMULATE ONE oR' OTHER OF'~tHESE COUNTRIES (OR:' -"'-
~ :-r.tJ ~e~t ~.·> . '~~~,, ~, _.,. . .:- . _. ... ~ ." :., . ~ ~ _ . - . .,. !
- ,\~.":t.. -..-FOSSIBLY cOMMUNIST 'CHINA) TO MAKE MAJOR CHANGES IN'~ ~<~:

. .. . , , ' f _ • .:

~:; :,. '.~~: ' :' .' ~ . . ,.~ ~ " . - .

\,~, \'}'''' .TH EIR COMMUNICATIONS' SECURITY EQUIPMENT AND p;RACTt CES •

1'';
.' ~,."~:
...:-:. .:;,..~

-'j'

. " . THERE ,'WERE THIRTY (TWENTY-NINE ENLISTED AND O!;rE
. .•. "

>., ". · .O~FICER) NAvY SECURITY PERSONNEL ON BOARD THE SHIP. :', ~~

, .' M O§ T OF THESE MEN AND OFFICERS WERE HIGHLY SKILLED *.
.~ AND REPRESENTED SEVERAL YEARS OF EXPERIENCE IN THE

'.."'"';!
-,. ~

, .. ,

· :~ . Bi:-!S~NESS . SOME OF THEM HAD INTIMATE KNOWLEDGE OF'X
'.' .. -

, .' ':'NUMBER OF SENsrrrVE ' NAVY COLLECTION AND ANALYTIC

~
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.~~

'ri~!~;~ N2\9~~Q~6~
~~":J~uJ)ir.."de. N2288 REV AUG 65.

""c ..::"""..c, tg,j;,,, '1'if"d until depleted)

j~,:!;;~,~~6~,PRE~f!D~~CE" ,'~I. INFO PRECEDENCE SPECIAL. HANDL.ING

" i ;'~;1~t~:i~i' " :' "" .', "-'c' "

.~~~~~~;i:1tri,:tFF6RTS ANn i\. FEW OP THE'M HADS()~E KNOWLEDGE OF bNE~~
'~~~kff:~~~~;i"L;:; ' i." . :''': f~,.'';.',··; :~:.:;~: ,; :· /;·~>, '•.~ ", ~ ::~ i , ' ',' , '

~ :!,t' i~; .!~ , gft TWO SENSITIVE. NATIONAL SECURITY AGENCY PROJECTS•
.~;~itff:i(;;; t~·;: . ( .:c: cc , ;., ,, 4. : :'; " ~ ' , .' .' ' " .~~;.
•' :'; ;):;~X: -:PRPENDING bN THE DURESS TO WHICH THEY MAY BE SUB)'EGTED

c';'~;f':t~:" 'im· THE~Mou-MifTHEYMAY RECALL,:'~ERIOUS COMPR6MIS~t'~F
. ~ ~" ~'~~":'\~3; :'~ '~ ,~, ~., ' > ".' - .

: ~fVERAL HIGHLY CLASSIFIED PROJECTS COULD ENSUE FROM
. ',' ~ , -

'THEIRINVOLUNTARY REVELATION OF Tfm' StOPE OF THE U. S.
' , ' .:'-,'-

.SIGNALS INTElLIGENCE EFFORT. TH{§' COULD RESULT IN
"~ , . .

.,PE~NS~ Md'SURESBY THE SOVIETSirO DENY THE U.S.
<~; "-, . , ,~

FVRTHER lNFORMA-TlO:N. "
''t,;; . ~ . :. " >

, . HOWEVER, NO DAMAGE TO bUR OWN COMMUNICAT1<5'NS

{?~gtJRIT; WOULD' FoiLOW- EVEN FR;~ THE FORCEFUL EXTMt!~I
/

,OF INFORMATION FROM CAPTURED PERSONNEL. UNQUOtB':'~.?-..... ~

- - .)

:'" .
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