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The information that could be gleaned from a complete reecn
strucUon of the technical materials on board would vary between the
taroet countries involved and with crypto1ogic methods used.
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The technical support documentation would reveal both in its
detail and its over-all effect our general mastery of techniques to
collect. analyze, and exploit most foreign target communications.
Specifically, the material directly reveals or implles: (a) the extent
and positioning of collection resources world-wide which for most
part are already revealed or inferred; (b) the intensity and relative
priority assigned each effort; (c) the depth of our understanding of
target techniques and capabilities; (d) our ab111ty to construct complex
intercept equlpments to match target emlsslons;and (e) some successes
against foreign cryptographic methods.

SUBJECT: Possible Damage ResulUng from Compromise of Technical
Support Material and Collection Equipmenls on the PUEBLO

The USB PUEBLO carried SIGINT technical documents and
equlpments tailored to support the intelligence mission assigned.
The mission included target communications of North KoreaI I

I IM~~S8ge traffic from the PUEBLO as well as the North Koreans
indicated a deStrllct1Qlleffort on board the vessel before she was cap
tured. Since the exact dcastrucUtJl1 of SIGINT materials cannot be as
certained unt11 members of the SIGINTteamClrEt returned and interro
gated. the following assessment describes the damagE!",h1ch may
accrue to the Intelligence effort if all SIGINT documents andeq1.l1p
ments were captured intact.
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3. Korean Communists .

CONCLUSIONS:

At this Juncture there still remain:· certain critical unknowns
regarding the extent of which classified informaUon and equipment
may have been Jettisoned or destroyed by the crew of the USS PUEBLO.
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For lack of more definitive information regarding the specific identi
fication of the documents and equipment wh1ch may have fallen into
the hands of the North Kaeans, our damage assessment must be
couched In foreboding tones. If some of the more sensitive documents
were actually captured, translation and interpolation of the information
contained would requlre extensive efforts before their compromise
could be detected in effective countermeaS\D'es. Ultimately, however,
it can be anticipated that communist efforts in communications security
wID be greatly increased In those areas specifically covered by the
captured documents, but we can also anticipate an over-all concen
tration of Soviet, KORCOM (and perhaps cmcoM) communication
security endeavors even In areas of communication activity not covered
by the captured documents. Moreover, it is reasonable to postulate
that Sovlet, KORCOM and CmCOM efforts to strengthen the communi
cation security practices throughout the enUre communist bloc wUl be
undertaken. Should this 1n fact occur, the general level of SIGINT
information now aval1ab1e to the U•S. intelligence community will be
reduced. Exactly how much and 1n what areas we cannot say at this
time.
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