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Commercial Solutions for Classified
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PS-1	
The products used for the Inner and Outer VPN Gateways shall be chosen from the list of IPsec VPN Gateways on the CSfC Components List. 	

M
T = O
VPN-PS-2	
The products used for the Inner tunnel and Outer tunnel CAs shall either:  • be chosen from the list of CAs on the CSfC Components List; or  • shall be Enterprise CAs.  	

M
T = O
VPN-PS-3	
The Inner and Outer VPN Gateways shall either:  • come from different manufacturers, where neither manufacturer is a subsidiary of the other; or  • be different products from the same manufacturer, where NSA has determined that the products meet the CSfC Program's criteria for implementation independence.  	

M
T = O
VPN-PS-4	
The Inner and Outer VPN Gateways shall be logically separated using an NSA-approved mechanism. 	

M
T
 
VPN-PS-5          
VPN-PS-5	
The Inner and Outer VPN Gateways shall be run on physically separate hardware. 	

M
O
VPN-PS-4
VPN-PS-6	
The Inner and Outer VPN Gateways shall not use the same Operating System (OS). Differences between Service Packs (SP) or version numbers for a particular vendor's OS do not provide adequate diversity. 	

M
T=O
VPN Version 3.2 Capability PackageCompliance Checklist
Product Selection Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PS-7	
The Inner and Outer CAs shall either:  • come from different manufacturers, where neither manufacturer is a subsidiary of the other; or  • be different products from the same manufacturer, where NSA has determined that the products meet the CSfC Program's criteria for implementation independence.  	

M
O
VPN-PS-8	
The cryptographic libraries used by the Inner and Outer VPN Gateways shall either:  • come from different manufacturers, where neither manufacturer is a subsidiary of the other; or  • be different libraries from the same manufacturer, where NSA has determined that the libraries meet the CSfC Program's criteria for implementation independence.  	

M
O
optional
VPN-PS-9	
The cryptographic libraries used by the Inner and Outer CAs shall either:  • come from different manufacturers, where neither manufacturer is a subsidiary of the other; or  • be different libraries from the same manufacturer, where NSA has determined that the libraries meet the CSfC Program's criteria for implementation independence.  	

M
O
optional
VPN-PS-10	
Each component that is selected out of the CSfC Components List shall go through a Product Supply Chain Threat Assessment to determine the appropriate mitigations for the intended application of the component per the organization's AO/DAA-approved Product Supply Chain Threat Assessment process. (See CNSSD 505 SCRM for additional guidance.) 	

M
T=O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PS-11	
Gray Network Firewalls and Inner VPN Gateways shall either:  • come from different manufacturers, where neither manufacturer is a subsidiary of the other; or  • be two different products from the same manufacturer, where NSA has determined that the two products meet the CSfC Program's criteria for implementation independence.  	

F
T=O
VPN-PS-12	
Products used for Gray Network Firewalls shall be chosen from the list of Firewalls on the CSfC Components List. 	

F
T=O
VPN-PS-13	
Inner VPN Gateways and Gray Network Firewalls shall be logically separated using an NSA-approved mechanism. 	

F
T
VPN-PS-14
VPN-PS-14	
Inner VPN Gateways and Gray Network Firewalls shall be run on physically separate hardware. 	

F
O
VPN-PS-13
Overall Solution Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-SR-1	
Network services provided by control plane protocols (such as DNS and NTP) to VPN Gateways shall be located on the inside network (i.e., Gray network for Outer VPN Gateways and Red network for Inner VPN Gateways).
M
O
optional
VPN-SR-2	
Sites that need to communicate shall ensure that the VPN Gateways selected by each site are interoperable (see Section 4.2).
M
T = O
VPN-SR-3	
The time of day on the Inner VPN Gateways and each infrastructure component within the Red network shall be synchronized with the same time source located in the Red network.
M
T = O
VPN-SR-4	
The time of day on the Outer VPN Gateways and each infrastructure component within the Gray network shall be synchronized with the same time source located in the Gray Management network.
M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-SR-5	
Default accounts, passwords, community strings, and other default access control mechanisms for all components shall be changed or removed.
M
T = O
VPN-SR-6	
All components shall be properly configured according to local policy and applicable U.S. Government guidance (e.g. Defense Information Systems Agency (DISA) gold disk). In the event of conflict between the requirements in this Capability Package and local policy, this Capability Package takes precedence.
M
T = O
VPN-SR-7	
All physical paths within a Gray network between two Inner VPN Components for Red networks of different classification levels shall include an Outer VPN Gateway or a Gray Network Firewall.
M
T = O
VPN-SR-8	
All physical paths within a Gray network between a CA, an Administration Workstation, or a CDP and an Inner VPN Gateway for a Red network whose classification level is lower than the highest classification of data protected by the solution shall include an Outer VPN Gateway or a Gray Network Firewall. 	

M
T = O
Configuration Requirements for All VPN Components
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CR-1	
The proposals offered by VPN Gateways in the course of establishing the IKE Security Association (SA) and the ESP SA for Inner and Outer Tunnels shall be configured to offer algorithm suite(s) containing only Suite B algorithms (see Table 5). 	

M
T = O
VPN-CR-2	
Default, self-signed or proprietary device certificates, which are frequently preinstalled by the vendor, for any VPN Gateways shall not be used for establishing SAs. 	

M
T
VPN-CR-4
VPN-CR-3	
Default, self-signed or proprietary device certificates, which are frequently preinstalled by the vendor, for any VPN Gateways shall be removed. 	

M
O
VPN-CR-3
VPN-CR-4	
A unique device certificate shall be loaded onto each VPN Gateway along with the corresponding CA (signing) certificate. 	

M
T = O
VPN-CR-5	
The device certificate shall be used for VPN Gateway authentication during IKE. 	

M
T = O
VPN-CR-6	
Authentication performed by VPN Gateways shall include a check that device certificates are authorized. This check may use a CRL, OCSP, or a whitelist. 	

M
T = O
VPN-CR-7
VPN Gateway authentication with device certificates shall include a check that certificates are not expired. 	

M
T = O
VPN-CR-8
The only approved physical paths leaving Red networks shall be through a VPN solution in accordance with this Capability Package or via an NSA-approved solution for protecting data in transit.         
M
T = O
VPN-CR-9
One IPsec tunnel shall use IKEv2 (IETF RFC 5996) key exchange and the other shall use IKEv1 (IETF RFC 2409) key exchange in Main Mode on Phase 1. 	

M
T
VPN-CR-10
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CR-10	
Both IPsec tunnels shall use IKEv2 (IETF RFC 5996) key exchange. 	

M
O
VPN-CR-9
VPN-CR-11	
The Inner VPN Gateways shall use protocols and algorithms for creating inner VPN tunnels selected from Table 6 that are approved to protect the highest classification level of the Red network data. 	

M
T
VPN-CR-12	
The Outer VPN Gateways shall use protocols and algorithms for creating outer VPN tunnels selected from Table 6 that are approved to protect the highest classification level of the Red network data. 	

M
T
VPN-CR-13	
The VPN Gateways shall use protocols and algorithms for creating all VPN tunnels selected from Algorithm Suite 2 in Table 6. 	

M
O
VPN-CR-11 and VPN-CR-12
VPN-CR-14	
The VPN Gateways shall use Cipher Block Chaining for IKE encryption. 	

M
T=O
VPN-CR-15	
The VPN Gateways shall use Cipher Block Chaining for ESP encryption with an HMAC for integrity. 	

M
T
VPN-CR-16
VPN-CR-16
The VPN Gateways shall use Galois Counter Mode for ESP encryption. 	

M
O
VPN-CR-15
VPN-CR-17
The VPN Gateways shall set the IKE SA lifetime to at most 24 hours. 	

M
T = O
VPN-CR-18
The VPN Gateways shall set the ESP SA lifetime to at most 8 hours. 	

M
T = O
VPN-CR-19
Inner VPN Gateways shall only authenticate and establish an IPsec tunnel with one another if their Red networks operate at the same security level (as defined in this Capability Package). 	

M
T = O
VPN-CR-20
The VPN Gateways shall re-authenticate the identity of the VPN Gateway at the other end of the established tunnel before rekeying the IKE SA. 

M
T = O
Additional Requirements for Inner VPN Components
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-IR-1	
The Inner VPN Gateway shall use Tunnel mode IPsec or Transport mode IPsec with an associated IP tunneling protocol (e.g. GRE). 	

M
T = O
VPN-IR-2	
The packet size for packets leaving the external interface of Inner VPN Gateways shall be configured to keep the packets from being fragmented and impacting performance. This requires proper configuration of the Maximum Transmission Unit (MTU) (for IPv4) or Path MTU (PMTU) (for IPv6) and should consider Black network and Outer VPN Gateway MTU/PMTU values to achieve this. 	

M
O
optional          
VPN-IR-3	
Inner VPN Gateways shall not allow any packets received on an interface connected to a Red network to bypass encryption and be forwarded out through an interface connected to a Gray network. 	

M
T = O
VPN-IR-4	
Inner VPN Gateways shall not allow any packets received on an interface connected to a Gray network to bypass decryption and be forwarded out through an interface connected to a Red network. 	

M
T = O
Additional Requirements for Outer VPN Components
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-OR-1	
The Outer VPN Gateway shall use Tunnel mode IPsec. 	

M
T = O
VPN-OR-2	
Outer VPN Gateways shall not allow any packets received on an interface connected to a Gray network to bypass encryption and be forwarded out through an interface connected to a Black network. 	

M
T = O
VPN-OR-3	
All traffic received by the Outer VPN Gateway on an interface connected to a Gray network, with the exception of Control Plane traffic, shall have already been encrypted once in accordance with VPN-IR-3, VPN-IR-4, VPN-DM-8, or VPN-DM-19. 	

M
T = O
VPN-OR-4	
Outer VPN Gateways shall not allow any packets received on an interface connected to a Black network to bypass decryption and be forwarded out through an interface connected to a Gray network. 	

M
T = O
Port Filtering Requirements for VPN Components
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PF-1	
For all Outer VPN Gateway interfaces connected to a Black network, traffic filtering rules shall be applied to both inbound and outbound traffic, such that only IKE, ESP, and control plane protocols (as defined in this Capability Package) approved by organization-defined policy are allowed. 	

M
T = O
VPN-PF-2	
For all Inner VPN Gateway interfaces connected to a Gray network, traffic filtering rules shall be applied to both inbound and outbound traffic, such that only IKE, ESP, and management and control plane protocols (as defined in this Capability Package) approved by organization-defined policy are allowed. 	

M
T = O
VPN-PF-3	
Traffic filtering rules on the VPN Gateways shall be applied based on known VPN Gateway addresses or address ranges. 	

M
T = O
VPN-PF-4	
Any service or feature that allows an Outer VPN Gateway to contact a third party server (such as one maintained by the manufacturer) shall be blocked. 	

M
T
VPN-PF-5
VPN-PF-5	
Any service or feature that allows an Outer VPN Gateway to contact a third party server (such as one maintained by the manufacturer) shall be disabled. 	

M
O
VPN-PF-4
VPN-PF-6	
Each VPN Gateway shall only accept management traffic on the physical ports connected to its management network. 	

M
T = O
VPN-PF-7	
Multicast messages received on external interfaces of Outer VPN Gateways shall be dropped. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PF-8	
For solutions using IPv4, each VPN Gateway shall drop all packets that use IP options. 	

M
T = O
VPN-PF-9	
For solutions using IPv4, each VPN Gateway shall only accept packets with Transmission Control Protocol (TCP), User Data Protocol (UDP), Encapsulating Security Payload (ESP), or ICMP in the IPv4 Protocol field and drop all other packets. 	

M
T = O
VPN-PF-10	
For solutions using IPv6, each VPN Gateway shall only accept packets with ESP, TCP, UDP, or ICMPv6 in the IPv6 Next Header field and drop all other packets. 	

M
T = O
VPN-PF-11	
The Gray network interfaces of Outer VPN Gateways shall allow IKE and IPsec traffic that is between two Inner VPN Gateways protecting networks of the same classification level or that is being used for management of the Gray network. 	

M
T = O
VPN-PF-12	
The Gray network interfaces of Outer VPN Gateways shall allow HTTP traffic between Inner VPN Gateways and Inner CDPs. 	

C
T
VPN-PF-13 and VPN-PF-14
VPN-PF-13	
The Gray network interfaces of Outer VPN Gateways shall allow HTTP GET requests from Inner VPN Gateways to Inner CDPs for the URL of the CRL needed by the Inner VPN Gateway, and block all other HTTP requests. 	

C
O
VPN-PF-12
VPN-PF-14	
The Gray network interfaces of Outer VPN Gateways shall allow HTTP responses from Inner CDPs to Inner VPN Gateways that contain a well-formed CRL per IETF RFC 5280, and block all other HTTP responses.
C
O
VPN-PF-12
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-PF-15	
The Gray network interfaces of Outer VPN Gateways shall only permit packets whose source and destination IP addresses match the external interfaces of Inner VPN Gateways that support Red networks of the same classification level. 	

M
T=O
VPN-PF-16
The Gray network interfaces of Outer VPN Gateways shall block all packets whose source address does not match a list of addresses or address ranges known to be reachable from the interface on which the packet was received. 	

M
T=O
VPN-PF-17	
The Gray network interfaces of Outer VPN Gateways shall allow management and control plane protocols (as defined in this Capability Package) that have been approved by policy. 	

M
T = O
VPN-PF-18	
The Gray network interfaces of Outer VPN Gateways shall deny all traffic that is not explicitly allowed by requirements VPN-PF-6, VPN-PF-11, VPN-PF-12, VPN-PF-13, or VPN-PF-17. 	

M
T = O
Configuration Change Detection Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CM-1	
A baseline configuration for all components shall be maintained by the Security Administrator and be available to the Auditor. 	

M
T = O
VPN-CM-2	
An automated process shall ensure that configuration changes are logged. 	

M
T = O
VPN-CM-3	
Log messages generated for configuration changes shall include the specific changes made to the configuration. 	

M
T = O
Requirements for Device Management
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-DM-1	
Administration Workstations shall be dedicated for the purposes given in the Capability Package and shall be physically separated from workstations used to manage non-CSfC solutions. 	

M
T = O
VPN-DM-2	
Administration Workstations shall physically reside within a protected facility where CSfC solution(s) are managed. 	

M
T = O
VPN-DM-3	
Administration Workstations shall connect from an internal port. Specifically, the Inner VPN Gateway shall be managed from the Red network and the Outer VPN Gateway shall be managed from the Gray network. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-DM-4	
A separate LAN or VLAN on the Red network shall be used exclusively for all management of Inner VPN Gateways and solution components within the Red network. 	

M
T = O
VPN-DM-5	
A separate LAN or VLAN on the Gray network shall be used exclusively for all management of Outer VPN Gateways and solution components within the Gray network. 	

M
T = O
VPN-DM-6	
The Gray Management network shall not be directly connected to NIPRNet or any other Unclassified network not dedicated to the administration of CSfC solutions. 	

M
T = O
VPN-DM-7	
All components shall be configured to restrict the IP address range for the network administration device to the smallest range possible. Note that locally managing solution components is also acceptable. 	

M
T = O
VPN-DM-8	
All administration of solution components shall be performed from an Administration Workstation  • remotely using one of SSHv2, IPsec, or TLS with the appropriate Suite B algorithm selections for the highest classification level of the CSfC solution; or  • by managing the solution components locally.  	

M
T = O
VPN-DM-9	
Security Administrators shall authenticate to solution components before performing administrative functions. 	

M
T
VPN-DM-10
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-DM-10	
Security Administrators shall authenticate to solution components with Suite B compliant certificates before performing administrative functions remotely. 	

M
O
VPN-DM-9
VPN-DM-11	
Security Administrators shall initiate certificate signing requests for solution components as part of their initial keying within the solution. 	

M
T = O
VPN-DM-12	
Security Administrators shall initiate certificate revocation prior to disposal of any solution component. 	

M
T = O
VPN-DM-13	
Administration Workstations that interact with the Certificate Authority for the Outer VPN Gateways must be located on the Gray network. 	

M
T = O
VPN-DM-14	
VPN Gateways shall obtain certificates through the use of PKCS #10 and #7 requests. 	

M
T
VPN-DM-15
VPN-DM-15	
Devices shall use Enrollment over Secure Transport (EST) as detailed in IETF RFC 7030 for certificate management. 	

M
O
VPN-DM-14
VPN-DM-16	
The same Administration Workstation shall not be used to manage both an Inner VPN Gateway and an Outer VPN Gateway. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-DM-17	
Outer VPN Gateways and solution components within the Gray network shall forward log entries to a log server on the Gray Management network within 10 minutes. 	

M
T = O
VPN-DM-18	
Inner VPN Gateways and solution components within the Red network shall forward log entries to a log server on the Red Management network within 10 minutes. 	

M
T = O
VPN-DM-19	
All logs forwarded to a log server on the Gray Management network shall be encrypted using SSHv2, IPsec, or TLS with the appropriate Suite B algorithm selections for the highest classification level supported by the solution. 	

M
T=O
VPN-DM-20	
All logs forwarded to a log server on a Red Management network shall be encrypted using SSHv2, IPsec, or TLS with the appropriate Suite B algorithm selections for the classification level of the Red network. 	

M
T=O
VPN-DM-21	
Outer VPN Gateways shall only be managed by Security Administrators cleared to at least the highest level of classification of each Red network supported by the Outer VPN Gateway at the physical site the Outer VPN Gateway is located. 	

M
T = O
Auditing Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-AU-1	
VPN Gateways shall log establishment of a VPN tunnel. 	

M
T = O
VPN-AU-2	
VPN Gateways shall log termination of a VPN tunnel. 	

M
T = O
VPN-AU-3	
Solution components shall log all actions performed on the audit log (off-loading, deletion, etc.). 	

M
T = O
VPN-AU-4	
Solution components shall log all actions involving identification and authentication. 	

M
T = O
VPN-AU-5	
Solution components shall log attempts to perform an unauthorized action (read, write, execute, delete, etc.) on an object. 	

M
T = O
VPN-AU-6	
Solution components shall log all actions performed by a user with superuser or administrator privileges. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-AU-7	
Solution components shall log escalation of user privileges. 	

M
T = O
VPN-AU-8	
Solution components shall log generation, loading, and revocation of certificates. 	

M
T = O
VPN-AU-9	
Solution components shall log changes to time. 	

M
T = O
VPN-AU-10	
Solution components shall log when packets received on Gray network interfaces are dropped or blocked. 	

M
T = O
VPN-AU-11	
The Auditor shall review all logs specified in this Capability Package at least once a week. 	

M
T = O
VPN-AU-12	
Solution components shall log the results of built-in self-tests. 	

M
T = O
VPN-AU-13	
Each log entry shall record the date and time of the event. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-AU-14	
Each log entry shall include the identifier of the event. 	

M
T = O
VPN-AU-15	
Each log entry shall record the type of event. 	

M
T = O
VPN-AU-16	
Each log entry shall record the success or failure of the event to include failure code, when available. 	

M
T = O
VPN-AU-17	
Each log entry shall record the subject identity. 	

M
T = O
VPN-AU-18	
Each log entry shall record the source address for network-based events. 	

M
T = O
VPN-AU-19	
Each log entry shall record the user and, for role-based events, role identity, where applicable. 	

M
T = O
VPN-AU-20	
VPN Gateways shall log the failure to download the CRL from a CDP. 	

C
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-AU-21	
VPN Gateways shall log if the version of the CRL downloaded from a CDP is older than the current cached CRL. 	

C
T = O
VPN-AU-22	
VPN Gateways shall log if signature validation of the CRL downloaded from a CDP fails. 	

C
T = O
VPN-AU-23	
A Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) shall be deployed on Gray Management networks to monitor bi-directional traffic between Inner VPN Gateways and Outer VPN Gateways. 	

M
O
optional
VPN-AU-24	
Each IDS in the solution shall be configured in passive mode. 	

M
O
optional
VPN-AU-25	
Each IDS in the solution shall receive data either from a dedicated network tap or via port mirroring from a switch or router within a Gray network. 	

M
O
optional
VPN-AU-26	
The organization shall create IDS rules that generate alerts upon detection of any unauthorized ports or protocols. 	

M
O
optional
VPN-AU-27	
The organization shall create IPS rules that block traffic with unauthorized ports or protocols. 	

M
O
optional
VPN-AU-28	
The organization shall create IDS rules that generate alerts upon detection of any unauthorized destination IP addresses. 	

M
O
optional
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-AU-29	
The organization shall create IPS rules that block traffic with any unauthorized destination IP addresses. 	

M
O
optional
VPN-AU-30	
The organization shall establish a baseline of bi-directional network flow data between the Inner VPN Gateway and Outer VPN Gateway. 	

M
O
optional
VPN-AU-31	
The organization shall collect and store bi-directional network flow data between the Inner VPN Gateway and Outer VPN Gateway. 	

M
O
optional
VPN-AU-32	
Auditors shall compare and analyze collected network flow data against the established baseline on at least a weekly basis. 	

M
O
optional
VPN-AU-33	
System Information and Event Management (SIEM) software shall be deployed as the log server on Gray Management networks. 	

M
O
optional
PKI Requirements for VPN Gateways
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-KM-1	
The key sizes and algorithms used for Inner and Outer VPN Gateways shall be as specified in Table 5. 	

M
T = O
VPN-KM-2	
CAs supporting Inner VPN Gateways shall be physically separate from CAs supporting Outer VPN Gateways. 	

M
T = O
VPN-KM-3	
Both the Inner and Outer tunnel CAs shall operate under a CPS that is formatted in accordance with IETF RFC 3647. 	

M
T = O
VPN-KM-4	
Both Inner and Outer tunnel PKIs shall use RSA3072 bit or greater within X.509 version 3 certificates. 	

M
T
VPN-KM-6
VPN-KM-5	
Both Inner and Outer tunnel PKIs shall use ECDSA signatures over curve P-384 with SHA 384 within X.509 version 3 certificates. 	

M
O
VPN-KM-4
VPN-AU-34	
Administrators shall periodically inspect the physical attributes of infrastructure hardware for signs of tampering or other unauthorized changes. 	

M
O
optional
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-KM-6	
Inner VPN Gateways shall only trust Inner tunnel CAs used within the solution. 	

M
T = O
VPN-KM-7	
Outer VPN Gateways shall only trust Outer tunnel CAs used within the solution. 	

M
T = O
VPN-KM-8	
All public/private key pairs and certificates for VPN Gateways shall be used for authentication only. 	

M
T = O
VPN-KM-9	
VPN Gateway keys shall not be escrowed. 	

M
T = O
VPN-KM-10	
The VPN Gateways shall be initially keyed within a physical environment certified to protect the highest classification level of the VPN solution network. 	

M
T = O
VPN-KM-11	
Rekeying of the VPN Gateways shall be done prior to expiration of keys. 	

M
T = O
VPN-KM-12	
If rekeying of the VPN Gateways is not completed prior to expiration of keys, they shall be rekeyed through the same process as initial keying. 	

M
T = O
VPN-KM-13	
Certificate revocation information shall be made available by posting the data to a repository or service that is available for the VPN Gateways. 	

M
T = O
VPN-KM-14	
New certificates shall be issued as needed in accordance with local policy. 	

M
T = O
VPN-KM-15	
CAs shall issue an updated CRL within 1 hour of a certificate revocation. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-KM-16	
When a new CRL is issued, the updated CRL shall be distributed to the VPN Gateways within 24 hours. 	

M
T = O
VPN-KM-17	
CRLs shall expire no later than 31 days after their issue date. 	

M
T = O
VPN-KM-18	
CRLs shall comply with IETF RFC 5280. 	

M
T = O
Enterprise PKI Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-KM-19	
Enterprise CAs shall assert a registered Object Identifier (OID) to all of its VPN Gateways. 	

M
O
optional
VPN-KM-20	
Enterprise CAs shall be located on the Red network for Inner VPN Gateways and on the Gray network for Outer VPN Gateways, and be approved to issue certificates (such as one that follows CNSSI 1300 under the NSS PKI Root CA). 	

M
T = O
Locally-Run PKI Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-KM-21	
The key validity period for certificates issued by Locally-run CAs shall not exceed 14 months. 	

M
T = O
VPN-KM-22	
Locally-run CAs shall assert a registered OID to all of its VPN Gateways. 	

M
T = O
VPN-KM-23	
Locally-run Red network CAs shall only issue certificates to Inner VPN Gateways of CSfC Solutions or to support its own operation. 	

M
T = O
VPN-KM-24	
Locally-run Gray network CAs shall only issue certificates to Outer VPN Gateways of CSfC Solutions or to support its own operation. 	

M
T = O
M
T = O
Locally-run CAs shall issue certificates within a defined and limited name space. 	

VPN-KM-25	
VPN-KM-26	
Locally-run CAs shall issue certificates with unique names. 	

M
T = O
Gray Network Firewall Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-FW-1	
Gray Network Firewalls shall permit IKE and IPsec traffic between two Inner VPN Gateways protecting networks of the same classification level. 	

F
T = O
VPN-FW-2	
Gray Network Firewalls shall allow HTTP traffic between Inner VPN Gateways and Inner CDPs. 	

F + C
T
VPN-FW-3 and VPN-FW-4
VPN-FW-3	
Gray Network Firewalls shall allow HTTP GET requests from Inner VPN Gateways to Inner CDPs for the URL of the CRL needed by the Inner VPN Gateway, and block all other HTTP requests. 	

F + C
O
VPN-FW-2
VPN-FW-4	
Gray Network Firewalls shall allow HTTP responses from Inner CDPs to Inner VPN Gateways that contain a well-formed CRL per IETF RFC 5280, and block all other HTTP responses. 	

F + C
O
VPN-FW-2
VPN-FW-5	
Gray Network Firewalls shall only accept management traffic on the physical ports connected to the Gray Management network. 	

F
T = O
VPN-FW-6	
Gray Network Firewalls shall only permit packets whose source and destination IP addresses match the external interfaces of Inner VPN Gateways that support Red networks of the same classification level. 	

F
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-FW-7	
Gray Network Firewalls shall block all packets whose source address does not match a list of addresses or address ranges known to be reachable from the interface on which the packet was received. 	

F
T = O
VPN-FW-8	
Gray Network Firewalls shall deny all traffic that is not explicitly allowed by requirements VPN-FW-1, VPN-FW-2, VPN-FW-3, VPN-FW-4, or VPN-FW-5. 	

F
T = O
Requirements for CDP Devices
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CD-1	
CRLs hosted by CDPs shall not contain extensions other than what is specified in IETF RFC 5280. 	

C
T = O
VPN-CD-2	
CRLs hosted on Inner CDPs shall be signed by the associated Red Network CA. 	

C
T = O
VPN-CD-3	
CRLs hosted on Outer CDPs shall be signed by the associated Gray Network CA. 	

C
T = O
VPN-CD-4	
CDPs shall only issue CRLs over port 80 (HTTP). 	

C
T = O
VPN-CD-5	
CRLs shall be transferred via an AO-approved one-way transfer mechanism from Red Network CAs to associated Inner CDP servers. 	

C
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CD-6	
CRLs shall be transferred via an AO-approved one-way transfer mechanism from Gray Network CAs to associated Outer CDP servers. 	

C
T = O
VPN-CD-7	
Newly issued CRLs shall be transferred to CDP servers at least 4 days prior to the expiration of the current CRLs. 	

C
T = O
VPN-CD-8	
VPN Gateways shall attempt to download the latest CRL from a CDP at least once every 24 hours. 	

C
T = O
VPN-CD-9	
CDPs shall only accept traffic on port 80 and ports used for remote management traffic. 	

C
T = O
VPN-CD-10	
CDPs shall only accept connections from known VPN Gateway or Administration Workstation addresses or address ranges. 	

C
T = O
VPN-CD-11	
Red Network CAs shall issue the CRLs for associated Inner CDPs. 	

C
T = O
VPN-CD-12	
Gray Network CAs shall issue the CRLs for associated Outer CDPs. 	

C
T = O
VPN-CD-13	
If an integrity check of a CRL pulled from a CDP fails, then VPN Gateways shall use the current cached CRL. 	

C
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-CD-14	
If a CDP is offline or contains an invalid CRL, then Inner and Outer VPN Gateway CRLs shall be manually updated prior to the expiration of the current CRLs. 	

C
T = O
VPN-CD-15	
Red Network CAs shall set the CRL Distribution Points extension of the certificates it generates for the VPN solution to the list of URLs hosted by Inner CDPs from which Inner VPN Gateways can download the CRL. 	

C
T = O
VPN-CD-16	
Gray Network CAs shall set the CRL Distribution Points extension of the certificates it generates for the VPN solution to the list of URLs hosted by Outer CDPs from which Outer VPN Gateways can download the CRL. 	

C
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-1	
All components of the solution shall be physically protected as classified devices, classified at the level of the network with the highest classification in the solution or in any other VPN solutions with which it is interconnected. 	

M
T = O
VPN-GD-2	
Only authorized and appropriately cleared (or escorted) administrators and security personnel shall have physical access to the infrastructure components. 	

M
T = O
Requirements for the Use and Handling of Solutions
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-3	
All components of the solution shall be disposed of as classified devices, unless declassified using AO/DAA-approved procedures. 	

M
T = O
VPN-GD-4	
Acquisition and procurement documentation shall not include information about how the equipment will be used, to include that it will be used to protect classified information. 	

M
T = O
VPN-GD-5	
The solution owner shall allow, and fully cooperate with, NSA or its authorized agent to perform an IA compliance audit (including, but not limited to, inspection, testing, observation, interviewing) of the solution implementation to ensure it meets the latest version of the Capability Package. 	

M
T = O
VPN-GD-6	
The AO/DAA will ensure that a compliance audit shall be conducted every year against the latest version of the VPN Capability Package. 	

M
T = O
VPN-GD-7	
Results of the compliance audit shall be provided to and reviewed by the AO/DAA. 	

M
T = O
VPN-GD-8	
When a new approved version of the VPN Capability Package is published by NSA, the AO/DAA shall ensure compliance against this new Capability Package within 6 months. 	

M
T = O
VPN-GD-9	
Solution implementation information, which was provided to NSA during solution registration, shall be updated at least once every 12 months (in accordance with Section 13.3). 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-10	
Audit log data shall be maintained for a minimum of 1 year. 	

M
T = O
VPN-GD-11	
The amount of storage remaining for audit events shall be assessed quarterly in order to ensure that adequate memory space is available to continue recording new audit events. 	

M
T = O
VPN-GD-12	
Audit data shall be frequently offloaded to a backup storage medium. 	

M
T = O
VPN-GD-13	
A set of procedures shall be developed by the implementing organization to provide guidance for identifying and reporting security incidents associated with the audit events to the proper authorities and to the data owners. 	

M
T = O
VPN-GD-14	
The implementing organization shall develop a continuity of operations plan for auditing capability which includes a mechanism or method for determining when the audit log is reaching its maximum storage capacity. 	

M
T = O
VPN-GD-15	
The implementing organization shall develop a continuity of operations plan for auditing capability which includes a mechanism or method for off-loading audit log data for long- term storage. 	

M
T = O
VPN-GD-16	
The implementing organization shall develop a continuity of operations plan for auditing capability which includes a mechanism or method for responding to an overflow of audit log data within a product. 	

M
T = O
VPN-GD-17	
The implementing organization shall develop a continuity of operations plan for auditing capability which includes a mechanism or method for ensuring that the audit log can be maintained during power events. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-18	
Strong passwords shall be used that comply with the requirements of the AO/DAA. 	

M
T = O
VPN-GD-19	
Security critical patches (such as Information Assurance Vulnerability Alerts (IAVAs)) shall be tested and subsequently applied to all components in the solution in accordance with local policy and this Capability Package. 	

M
T = O
VPN-GD-20	
Local policy shall dictate how the Security Administrator will install patches to solution components. 	

M
T = O
VPN-GD-21	
Solution components shall comply with local TEMPEST policy. 	

M
T = O
VPN-GD-22	
The implementing organization shall complete and submit a VPN CP requirements compliance matrix to their respective AO/DAA. 	

M
T = O
VPN-GD-23	
All hardware components shall be tracked through an AO-approved inventory management process that identifies each component as part of a CSfC Solution. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-RP-1	
Solution owners shall report confirmed incidents meeting the criteria in VPN-RP-3 through VPN-RP-13 within 24 hours of detection via JIMS or contacting NSA as specified in the CSfC Registration Letter issued for the solution. 	

M
T = O
VPN-RP-2	
At a minimum, the organization shall provide the following information when reporting security incidents:  • CSfC Registration Number  • Point of Contact (POC) name, phone, email  • Alternate POC name, phone, email  • Classification level of affected solution  • Name of affected Network(s)  • Affected component(s) manufacturer/vendor  • Affected component(s) model number  • Affected component(s) version number  • Date and time of incident  • Description of incident  • Description of remediation activities  • Is Technical Support from NSA requested? (Yes/No)  	

M
T = O
VPN-RP-3	
Solution owners shall report a security failure in any of the CSfC solution components. 	

M
T = O
VPN-RP-4	
Solution owners shall report any evidence of a compromise or spillage of classified data caused by a failure of the CSfC Solution. 	

M
T = O
Incident Reporting Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-RP-5	
For all Gray Network interfaces, solution owners shall report any malicious inbound and outbound traffic. 	

M
T = O
VPN-RP-6	
Solution owners shall report any evidence of an unauthorized device/user gaining access to the classified network via the solution. 	

M
T = O
VPN-RP-7	
Solution owners shall report if a solution component sends traffic with an unauthorized destination address. 	

M
T = O
VPN-RP-8	
Solution owners shall report any malicious configuration changes to the components. 	

M
T = O
VPN-RP-9	
Solution owners shall report any unauthorized escalation of privileges to any of the CSfC solution components. 	

M
T = O
VPN-RP-10	
Solution owners shall report any evidence of malicious physical tampering with solution components. 	

M
T = O
VPN-RP-11	
Solution owners shall report any evidence that one or both of the layers of the solution failed to protect the data. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-RP-12	
Solution owners shall report any significant degradation of services provided by the solution. 	

M
T = O
VPN-RP-13	
Solution owners shall report malicious discrepancies in the number of VPN connections established by Outer VPN Gateways and by Inner VPN Gateways. 	

M
T = O
Role-Based Personnel Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-24	
The Security Administrator, CAAs, Auditor, Remote User, and Solution Integrators shall be cleared to the highest level of data protected by the VPN solution. When an Enterprise CA is used in the solution, the CAA already in place may also support this solution, provided they meet this requirement. 	

M
T = O
VPN-GD-25	
The Security Administrator, CAA, and Auditor roles shall be performed by different people. 	

M
T = O
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-GD-26	
All Security Administrators, CAAs, Remote Users, and Auditors shall meet local information assurance training requirements. 	

M
T = O
VPN-GD-27	
The CAA(s) for the Inner tunnel shall be different individuals from the CAA(s) for the Outer tunnel. 	

M
T = O
VPN-GD-28	
The Security Administrator(s) for the Inner VPN Gateways and supporting components on Red networks shall be different individuals from the Security Administrator(s) for the Outer VPN Gateways and supporting components on Gray networks. 	

M
O
Optional
Test Requirements
Req#
Requirement Description
Capabilities	
Threshold/Objective
Alternative
Compliance Statement
VPN-TR-1	
The organization implementing the Capability Package shall perform all tests listed in Section 14. 	

M
T = O
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