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Foreword

To term this modest collection The Friedman
Legacy requires both explanation and apologia. Of
Friedman, as of Wren, it might well be said, “If you
seek his monument, look around you” at the giant
and far-flung corporate entity that represents
American cryptology today. But a most tangible and
rewarding form of his legacy for many of us has
long been his “Lectures.” First published within
NSA in 1963, after serialization in a journal five
years earlier, they were republished two years
later by his first recruit into government service
and the first commandant of the National
Cryptologic School, the eminent cryptologist Frank
Rowlett. In his Foreword to that edition, Mr.
Rowlett described the lectures as “. . . the history of
Cryptology [as] recorded by the most prominent
pioneer in the application of scientific principles to
the field — one who, without question, laid the foun-
dation for our modern concepts. It is hoped that
both new and old employees may be inspired with a
feeling of belonging to a profession that abounds in
drama and fascination and that has had a profound
impact on history.”

The sense of what one might term “the romance
of cryptology” continues to adhere: Director Vice
Admiral W.O. Studeman, introducing the 1990
Cryptologic History Symposium in NSA’s William
F. Friedman Auditorium, referred affectionately
and with a hint of awe to “this magical [MAGIC-al?]

place.” That mystique, derived from an apprecia-
tion of the privilege of service to the nation in a
largely anonymous but most rewarding profession,
in company with a rare breed of men and women,
must be rediscovered with each new generation. As
tools and techniques become less personal, as indi-
vidual accomplishment is more difficult to discern,
it comes to depend increasingly on awareness of the
past — the heritage, the traditions, the symbols, of
the Friedman era, when a tiny unit of Army civil-
ians and their uniformed Navy counterparts began
a revolution — and the ability to find equally satis-
factory modern equivalents, to become part of a
continuum.

In making The Friedman Lectures again avail-
able to the professional community, several related
papers have been included to give the newcomer a
fuller appreciation of Friedman and his fellow
cryptanalyst and lifemate, Elizebeth: the recollec-
tions of his colleague and amanuensis, Lambros
Callimahos, Guru and Caudillo of the Dundee
Society (parochial humor that must be separately
explained to the newcomer), a tribute to Elizebeth
on the occasion of her death, and an appreciation of
the two from a fellow laborer in the vineyard —
these, with the Lectures, we have been bold to style
The Friedman Legacy.

David W. Gaddy
Chief
Center For Cryptologic History
[1992]
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Biographical Sketch

WILLIAM FREDERICK FRIEDMAN (1891-
1969), the dean of modern American cryptologists,
was the most eminent pioneer in the application of
scientific principles to cryptology and laid the foun-
dation for present-day cryptologic concepts. Born
in Kishinev, Russia, on 24 September 1891, he was
brought to the United States in 1892; married
Elizebeth Smith in May 1917; fathered a son, John,
and a daughter, Barbara. He retired from the
National Security Agency in 1955 after thirty-five
years of service with U.S. cryptologic activities. Mr.
Friedman died at his home in Washington, D.C., on
2 November 1969.

B.S. (genetics), Cornell University, 1914;
Research Fellow, New York State Experiment
Station, Geneva, N.Y., 1914; Graduate Student and
Instructor in Genetics, Cornell University, 1914-
1915; Director, Department of Genetics, Riverbank
Laboratories, Geneva, Ill., 1915-1916; Director,
Departments of Ciphers and Genetics, Riverbank
Laboratories, 1916-1918; 1st lieutenant, serving in

Code and Cipher Solving Section, G-2, General
Headquarters, American Expeditionary Forces
(GHQ AEF), Chaumont, France, 1918-1919 (retired
as lieutenant vcolonel, USAR, 1951); Director,
Department of Ciphers, Riverbank Laboratories,
1919-1920; Cryptographer, Office of the Chief
Signal Officer (OCSig0O), Washington, D.C., 1921;
Chief Cryptographer, U.S. Signal Corps, 1922-1929;
Cryptanalyst, War Department, 1930-1942;
Director, Communications Research, Signal
Intelligence Service, later Army Security Agency,
1942-1947; Chief, Communications Research
Section, Army Security Agency, 1947-1949;
Cryptologic Consultant, Army Security Agency,
1949; Research Consultant, Armed Forces Security
Agency, 1949-1951; Research Consultant, National
Security Agency, 1951-1954; Special Assistant to the
Director, NSA, 1954-1955 (retirement); Member,
NSA Scientific Advisory Board, 1954-1969; Special
Consultant, National Security Agency, 1955-1969.
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For his many contributions to the security of his
country, he received the War Department Medal
for Exceptional Civilian Service (1944), the
Presidential Medal for Merit (1946), the
Presidential National Security Medal (1955), and a
special congressional award of $100,000 for inven-
tions and patent in the field of cryptology (1956).
For their contributions to literature, he and Mrs.
Friedman received the Fifth Annual Shakespeare
Award in 1958 from the American Shakespeare
Festival Theater and Academy for their book The
Shakespearean Ciphers Examined.

Mr. Friedman was a member of Sigma Xi, the
Cosmos Club, the U.S. Naval Institute, and the
Shakespeare Association of America. He was listed
in Who’s Who in America and American Men of
Science.

Author of many classified books and brochures,
technical treatises and articles on cryptologic sub-
jects; articles in the Signal Corps Bulletin (1925-
1940); Riverbank Publications on Cryptology
(1918-1922), the more important of which are
“Several Machine Ciphers and their Solution,” “The
Index of Coincidence and Its Applications to
Cryptography,” and “Applications of the Science
of Statistics to Cryptography,” Elements of
Cryptanalysis (1923); technical papers and reports
published by the Office of the Chief Signal Officer
and by the Signal Intelligence Service (1935-1945),
among which may be mentioned “The Principles of
Indirect Symmetry of Position in Secondary
Alphabets and their Application in the Solution of
Polyalphabetic Substitution Ciphers,” “American
Army Field Codes in the American Expeditionary
Forces in the First World War” (1942); “Field Codes
used by the German Army during the World
War,” and “Analysis of a Mechanico-Electrical
Cryptograph”; Encyclopedia Britannica article
“Codes and Ciphers (Cryptology),” 1927 (revised
1954); Military Cryptanalytics, Parts I & II (with L.
Callimahos); “The Cryptologist Looks at
Shakespeare”; The Shakespearean Ciphers
Examined, coauthor with his wife Elizebeth Smith
Friedman (Folger Shakespeare Prize, 1955);
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“Acrostics, Anagrams, and Chaucer,” Philological
Quarterly, 1959; “Jacques Casanova, Cryptologist,”
in Casanova Gleanings, Nice, France, 1961.









Six Lectures on Cryptology
by

William F. Friedman




Foreword

These six lectures by Mr. William F. Friedman,
dean of American cryptologists, were prepared in
order to have the history of cryptology recorded by
the most eminent pioneer in the application of sci-
entific principles to the field — one who, without
question, laid the foundation for our modern con-
cepts. It is hoped that both new and old employees
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may be inspired with a feeling of belonging to a pro-
fession that abounds in drama and fascination and
that has had a profound impact on history. The lec-
tures, published for the first time in 1963,* are now
[1965] being reprinted to meet a continuing
demand for an authoritative history of our craft.

Frank B. Rowlett
Commandant, National Cryptologic School

* Editor’s Note: The Friedman lectures were
also serialized in the NSA Technical Journal from
1959 to 1961.



Lecture 1

The objective of this series of lectures is to cre-
ate an awareness of the background, develop-
ment, and manner of employment of a science
that is the basis of a vital military offensive and
defensive weapon known as CRYPTOLOGY, a
word that comes from the Greek kryptos, mean-
ing secret or hidden, plus logos, meaning knowl-
edge or learning. Cryptology will be specifically
defined a little later; at the moment, however, I'm
sure you know that it has to do with secret com-
munications.

Let me say at the outset of these lectures that
I may from time to time touch upon matters that
are perhaps essentially peripheral or even irrele-
vant to the main issues, and if a defense is needed
for such occasional browsing along the byways of
the subject, it will be that long preoccupation with
any field of knowledge begets a curiosity, the sat-
isfaction of which is what distinguishes the dedi-
cated professional from the person who merely
works just to gain a livelihood in whatever field he
happens to find himself a job. That’s not much
fun, I'm afraid. By the way, a British writer, James
Agate, defines a professional as the man who can
do his job even when he doesn’t feel like doing it;
an amateur as a man who can’t do his job even
when he does feel like doing it. This is pretty
tough on the gifted amateur, and I for one won’t
go all the way with Agate’s definition. There are
plenty of instances where gifted amateurs have
done and discovered things to the chagrin and
red-facedness of the professionals.

Coming back now to the main thoroughfare
after the foregoing brief jaunt along a byway, I
may well begin by telling you that the science of
cryptology has not always been regarded as a vital
military offensive and defensive weapon, or even
as a weapon in the first place. Here I am remind-
ed of a story in a very old book on cryptography.

The story is probably apocryphal, but it’s a bit
amusing, and I give it for what it’s worth.

It seems that about two thousand years ago
there lived a Persian queen named Semiramis,
who took an active interest in cryptology. She was
in some respects an extraordinarily unpleasant
woman, and we learn without surprise that she
met with an untimely death. She left behind her
instructions that her earthly remains were to be
placed in a golden sarcophagus within an impos-
ing mausoleum, on the outside of which, on its
front stone wall, there was to be graven a mes-
sage, saying

Stay, weary traveller! If thou art foot-
sore, hungry, or in need of money -
Unlock the riddle of the cipher graven
below, And thou wilt be led to riches
beyond all dreams of avarice!

Below this curious inscription was a cryp-
togram, a jumble of letters without meaning or
even pronounceability. For several hundred years
the possibility of sudden wealth served as allure to
many experts who tried very hard to decipher the
cryptogram. They were all without success, until
one day there appeared on the scene a long-
haired, bewhiskered, and bespectacled savant
who after working at the project for a consider-
able length of time, solved the cipher, which gave
him detailed instructions for finding a secret
entry into the tomb. When he got inside, he found
an instruction to open the sarcophagus, but he
had to solve several more cryptograms, the last
one of which may have involved finding the cor-
rect combination to a five-tumbler combination
lock — who knows? Well, he solved that one too,
after a lot of work, and this enabled him to open
the sarcophagus, inside which he found a box. In
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the box was a message, this time in plain lan-
guage, and this is what it said:

O, thou vile and insatiable monster! To
disturb these poor bones!

If thou hast learned something more
useful than the art of deciphering,

Thou wouldst not be footsore, hungry, or

in need of money!

I'm frank to confess that many times during
my forty-year preoccupation with cryptology, and
generally near the middle and the end of each
month, I have felt that good old Queen Semiramis
knew what she was talking about. However, earn-
ing money is only a part of the recompense for
working in the cryptologic field, and I hope that
most of you will find out sooner or later what
some of these other recompenses are, and what
they can mean to you.

If Queen Semiramis thought there are other
things to learn that are more useful than the art of
deciphering, I suppose we’d have to agree, but we
are warranted in saying, at least, that there isn’t
any question about the importance of the role
that cryptology plays in modern times: all of us
are influenced and affected by it, as I hope to
show you in a few minutes.

I shall begin by reading from a source you’ll
all recognize — Time, the issue of 17 December
1945. I will preface the reading by reminding you
that by that date World War II was all over — or at
least V-E and V-J days had been celebrated some
months before. Some of you may be old enough to
remember very clearly the loud clamor on the
part of certain vociferous members of Congress,
who had for years been insisting upon learning
the reasons why we had been caught by surprise
in such a disastrous defeat as the Japanese had
inflicted upon us at Pearl Harbor. This clamor
had to be met, for these congressmen contended
that the truth could no longer be hushed up or
held back because of an alleged continuing need
for military secrecy, as claimed by the adminis-
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tration and by many Democratic senators and
representatives. The war was over — wasn'’t it? —
Republican senators and representatives insisted.
There had been investigations — a half dozen of
them — but all except one were TOP SECRET. The
Republicans wanted — and at last they got what
they desired — a grand finale joint congressional
investigation that would all be completely open to
the public. No more secrets! It was spectacular.
Not only did the congressional inquiry bring into
the open every detail and exhibit uncovered by its
own lengthy hearings, but it also disclosed to
America and to the whole world everything that
had been said and shown at all the previous Army
and Navy investigations. Most of the information
that was thus disclosed had been, and much of it
still was, TOP SECRET; yet all of these precious
secrets became matters of public information as a
result of the congressional investigation.

There came a day in the congressional hear-
ings when the Chief of Staff of the United States
Army at the time of the Pearl Harbor attack, five-
star general George C. Marshall, was called to the
witness stand. He testified for several long, long
days, eight of them in all. Toward the end of the
second day of his ordeal, he was questioned about
a letter it had been rumored he’d written to
Governor Dewey in the autumn of 1944 during
the presidential campaign. The letter was about
codes. With frozen face, General Marshall balked
at disclosing the whole letter. He pleaded most
earnestly with the committee not to force him to
disclose certain of its contents, but to no avail. He
had to bow to the will of the majority of the com-
mittee. I shall now read from Time a bit of infor-
mation that may be new to many of my listeners,
especially to those who were too young in
December 1945 to be delving into periodical liter-
ature or to be reading any pages of the daily news-
paper other than those on which the comics
appear.

Said Time:



U.S. citizens discovered last week that
perhaps their most potent secret
weapon of World War II was not radar,
not the VT fuse, not the atom bomb, but
a harmless little machine which cryptog-
raphers had painstakingly constructed
in a hidden room in Washington. With
this machine, built after years of trial
and error, of inference and deduction,
cryptographers had duplicated the
decoding devices used in Tokyo.
Testimony before the Pearl Harbor
Committee had already shown that the
machine, known as ‘Magic’, was in use
long before December 7,1941, and had
given ample warning of the Jap’s sneak
attack, if only U.S. brass hats had been
smart enough to realize it. Now, General
Marshall

22

“Magic’s” magic:

continued the story of

1. It had enabled a relatively small U.S.
Force to intercept a Jap invasion fleet,
win a decisive victory in the Battle of the
Coral Sea, thus saving Australia and New
Zealand.

2, It had directed U.S. submarines
unerringly to the sea lanes where
Japanese convoys would be passing.

3. It had given the U.S. full advance
information on the size of the Jap forces
advancing on Midway, enabled our Navy
to concentrate ships which otherwise
might have been 3,000 miles away, thus
set up an ambush which proved to the
the turning-point victory of the Pacific
war.

4. By decoding messages from Japan’s
Ambassador Oshima in Berlin, often
reporting interviews with Hitler, it had
given our forces invaluable information

on German war plans.

Time goes on to give more details of that
story, to which I may later return, but I can’t leave
this citation of what cryptology did toward our

winning of World War II without telling you that
the account given by Time of the achievements of
Magic makes it appear that all the secret intelli-
gence gained from our reading Japanese mes-
sages was obtained by using that “harmless little
machine” that Time said was used in Tokyo by the
Japanese Foreign Office. I must correct that error
by explaining first that Magic was not the name
of the machine but a term used to describe the
intelligence material to which the machine,
among other sources, contributes and then by
telling you that the secret information we
obtained that way had little to do with those por-
tions of the Magic material that enabled our
navy to win such spectacular battles as those
of the Coral Sea and Midway, and to waylay
Japanese convoys. The naval parts of Magic were
nearly all obtained from Japanese naval
messages by our own very ingenious U.S. Navy
cryptanalysts. At that time, I may tell those of you
who are new, the army and navy had separate but
cooperating cryptologic agencies and activities;
the United States Air Force was not yet in exis-
tence as an autonomous and separate component
of the armed forces; and work on Japanese,
German, and Italian air force communications
was done by army cryptanalysts, admirably
assisted by personnel of what was then known as
the Army Air Corps.

It is hardly necessary to tell you how carefully
the Magic of World War II was guarded before,
during, and after the war until the congressional
inquiry brought most of it out in the open. Some
remaining parts of it are still very carefully guard-
ed. Even the fact of the existence of Magic was
known to only a very few persons at the time of
Pearl Harbor — and that is an important element
in any attempt to explain why we were caught by
surprise by the Japanese at Pear]l Harbor in a dev-
astating attack that crippled our navy for many
months. Let me read a bit from page 261 of the
Report of the Majority of the Joint Congressional
Investigation of the attack:
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The Magic intelligence was pre-eminent-
ly important and the necessity for keep-
ing it confidential cannot be overesti-
mated. However, so closely held and top
secret was this intelligence that it
appears that the fact that the Japanese
codes had been broken was regarded as
of more importance than the informa-

tion obtained from decoded traffic.

Time says, in connection with this phase of
the story of Magic during World War II:

So priceless a possession was Magic that
the U.S. high command lived in constant
fear that the Japs would discover the
secret, change their code machinery,
force U.S. cryptographers to start all

over again.

Now I don’t want to overemphasize the
importance of communications intelligence in
World War II, but I think it warranted to read a
bit more of what is said about its importance in
the Report of the Majority. The following is from

p. 232:

. all witnesses familiar with Magic
material throughout the war have testi-
fied that it contributed enormously to
the defeat of the enemy, greatly short-
ened the war, and saved many thou-

sands of lives.

General Chamberlin, who was General
MacArthur’s operations officer, or G-3, through-
out the war in the Pacific, has written: “The infor-
mation G-2, that is, the intelligence staff, gave me
in the Pacific Theater alone saved us many thou-
sands of lives and shortened the war by no less
than two years.” We can’t put a dollars-and-cents
value on what our possession of COMINT meant
in the way of saving lives; but we can make a dol-
lars-and-cents estimate of what communications
intelligence meant by shortening the war by two
years, and the result of that estimate is that it
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appears that $1.00 spent for that sort of intelli-
gence was worth $1,000 spent for other military
activities and materials.

In short, when our commanders had that
kind of intelligence in World War II, they were
able to put what small forces they had at the right
place, at the right time. But when they didn’t have
it — and this happened, too — their forces often
took a beating. Later on we’ll note instances of
each type.

I hope I've not tried your patience by such a
lengthy preface to the real substance of this series
of lectures; let’s get down to brass tacks. For those
of you who come to the subject of cryptology for
the first time, a few definitions will be useful, in
order that what I shall be talking about may be
understood without question. Agreement on
basic terminology is always desirable in tackling
any new subject. In giving you the definitions,
there may be a bit of repetition because we shall
be looking at the same terms from somewhat dif-
ferent angles.

First, then, what is cryptology? Briefly, we
may define it as the doctrine, theory, or branch of
knowledge that treats of hidden, disguised, or
secret communications. You won’t find the
word in a small dictionary. Even Webster’s
Unabridged defines it merely as “secret or enig-
matical language”; and in its “Addenda Section,”
which presumably contains new or recently
coined words, it is defined merely as “the study of
cryptography.” Neither of these definitions is
broad or specific enough for those who are going
to delve somewhat deeply into this science.

Cryptology has two main branches: the first is
cryptography or, very briefly, the science of
preparing secret communications and the second
is cryptanalysis or the science of solving secret
communications. Let’s take up cryptography first,
because as a procedure it logically precedes crypt-
analysis: before solving anything, there must be
something to solve.



Cryptography is that branch of cryptology
that deals with the various means, methods,
devices, and machines for converting messages in
ordinary, or what we call plain language, into
secret language, or what we call cryptograms.
Here’s a picture of one of the most famous cryp-
tograms in history. (See fig. 1.) It was the solution
of this cryptogram that resulted in bringing
America into World War I on the side of the Allies
on 6 April 1917 ,just about six weeks after it was
solved. I'll tell you about it later in this series.

Cryptography also includes the business of
reconverting the cryptograms into their original
plain-language form, by a direct reversal of the
steps followed in the original transformation.
This implies that the persons involved in both of
these bits of business, those at the enciphering
and sending end, and those at the receiving and
deciphering end, have an understanding of what
procedures, devices, and so on, will be used and
exactly how — down to the very last detail. The
what and the how of the business constitutes
what is generally referred to as the key. The key
may consist of a set of rules, alphabets, proce-
dures, and so on; it may also consist of an ordi-
nary book that is used as a source of keys; or it
may be a specialized book, called a codebook.
That cryptogram I just showed you was made by
using a book — a German codebook.

To encrypt is to convert or transform a plain-
text message into a cryptogram by following
certain rules, steps, or processes constituting the
key or keys and agreed upon in advance by the
correspondents, or furnished them by higher
authority.

To decrypt is to reconvert or to transform a
cryptogram into the original equivalent plaintext
message by a direct reversal of the encrypting
process, that is, by applying to the cryptogram the
key or keys, usually in a reverse order, employed
in producing it.

A person who encrypts and decrypts mes-
sages by having in his possession the necessary
keys is called a cryptographer or a cryptograph-
ic clerk.
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Fig. 1 The Zimmermann Telegram

Encrypting and decrypting are accomplished
by means collectively designated as codes and
ciphers. Such means are used for either or both of
two purposes: (1) secrecy and (2) economy.
Secrecy usually is far more important in diplo-
matic and military cryptography than economy,
but it is possible to combine secrecy and economy
in a single system. Persons technically unac-
quainted with cryptology often talk about "cipher
codes,” a term that I suppose came into use to dif-
ferentiate the term "code" as used in cryptology
from the connotations, for example, the
Napoleonic Code, a traffic code, a building code, a
code of ethics, and so on. Now, in cryptology,
there is no such thing as a “cipher code.” There
are codes and there are ciphers, and we might as
well learn right off the differences between them,
so that we get them straightened out in our minds
before proceeding further.
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In ciphers, or in cipher systems, cryptograms
are produced by applying the cryptographic treat-
ment to individual letters of the plaintext mes-
sages, whereas in codes or in code systems, cryp-
tograms are produced by applying the crypto-
graphic treatment generally to entire words,
phrases, and sentences of the plaintext messages.
More specialized meanings of the terms will be
explained in detail later, but in a moment I'll
show you an example of a cryptogram in cipher
and one in code.

A cryptogram produced by means of a cipher
system is said to be in cipher and is called a cipher
message, or sometimes simply a cipher. The act
or operation of encrypting a cipher message is
called enciphering, and the enciphered version of
the plain text, as well as the act or process itself, is
often referred to as the encipherment. A crypto-
graphic clerk who performs the process serves as
an encipherer. The corresponding terms applica-
ble to the decrypting cipher messages are deci-
phering, decipherment, decipherer.

A cryptogram produced by means of a code
system is said to be in code and is called a code
message. The text of the cryptogram is referred to
as code text. This act or operation of encrypting is
called encoding, and the encoded version of the
plain text, as well as the act or process itself, is
referred to as the encodement. The clerk who per-
forms the process serves as an encoder. The cor-
responding terms applicable to the decrypting of
code messages are decoding, decodement, and
decoder. A clerk who encodes and decodes mes-
sages by having in his possession the pertinent
codebooks is called a code clerk.

Technically, there are only two distinctly dif-
ferent types of treatment that may be applied to
written plain text to convert it into a cipher, yield-
ing two different classes of ciphers. In the first,
called transposition, the letters of the plain text
retain their original identities and merely under-
go some change in the relative positions, with the
result that the original text becomes unintelligi-
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ble. Here’s an authentic example of a
transposition cipher; I call it authentic because it
was sent to President Roosevelt, and the Secret
Service asked me to decipher it (fig. 2). Imagine
my chagrin when I had to report that it says “Did
you ever bite a lemon?” In the second, called sub-
stitution, the letters of the plain text retain their
original relative positions but are replaced by
other letters with different sound values, or by
symbols of some sort, so that the original text
becomes unintelligible.

Nobody will quarrel with you very hard if you
wish to say that a code system is nothing but a
specialized form of substitution; but it’s best to
use the word “code” when a codebook is involved,
and to use “substitution cipher” when a literal
system of substitution is used.

It is possible to encrypt a message by a substi-
tution method and then to apply a transposition
method to the substitution text, or vice versa.
Combined transposition-substitution ciphers do
not form a third class of ciphers; they are only
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occasionally encountered in military cryptogra-
phy. Applying a cipher to code groups is a very
frequently used procedure, and we’ll see cases of
that too.
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relatively complex apparatus or mechanism for
encipherment and decipherment, usually
Now for an example of a cryptogram in code.  equipped with a typewriter keyboard and gener-
In figure 3 is a plaintext message in the handwrit-  ally requiring an external power source. Modern
ing of President Wilson to his special emissary in  cryptology, following the trend in mechanization
London, Colonel House. Contained in figure 4 is  and automation in other fields, now deals largely
the cryptogram after the plain text was encoded  with cipher machines, some highly complicated.
by Mrs. Wilson. The president himself then typed =~ Figure 6 shows an example of a modern cipher
out the final message on his own typewriter, for = machine with keyboard and printing mechanism.
transmission by the Department of State. It
would appear that President Wilson lacked confi- One of the expressions that uninformed lay-
dence in the security of the Department of State’s  men use, but that you must never use, is “the
methods — and maybe with good reason, as may = German code,” or “the Japanese code,” or “the
be seen in the following extract from a letter =~ Navy cipher,” and the like. When you hear this
dated 14 September 1914 from the president to  sort of expression, you may put the speaker down
Ambassador Page in London: “We have for some  at once as a novice. There are literally hundreds of
time been trying to trace the leaks, for they have  different codes and ciphers in simultaneous use
occurred frequently, and we are now convinced by every large and important government or serv-
that our code is in possession of persons at inter-  ice, each suited to a special purpose; or where
mediary points. We are going to take thoroughgo-  there is a multiplicity of systems of the same gen-
ing measures.” Perhaps one of the measures was  eral nature, the object is to prevent a great deal of
that the president got himself a code of his own. I traffic being encrypted in the same key, thus over-
must follow this up some day. loading the system and making it vulnerable to
attack by methods and procedures to be men-
A cipher device is a relatively simple mechan-  tioned in broad terms in a few moments.
ical contrivance for encipherment and decipher-
ment, usually hand-operated or manipulated by The need for secrecy in the conduct of impor-
the fingers, for example, a device with concentric  tant affairs has been recognized from time imme-
rings of alphabets, manually powered. In figure 5  morial. In the case of diplomacy and organized
is an example — a cipher device with such rings. =~ warfare, this need is especially important in
I'll tell you about it later. A cipher machine is a  regard to communications. However, when such

Page 9



Fig.6. TSEC/KL-7 Cipher Machine (U.S.)

communications are transmitted by electrical
means, they can be heard or, as we say, intercept-
ed, and copied by unauthorized persons, usually
referred to collectively as the enemy. The protec-
tion resulting from all measures designed to deny
to the enemy information of value that may be
derived from the interception and study of such
communications is called communications secu-
rity or, for short, COMSEC.

In theory, any cryptosystem except one, to be
discussed in due time, can be attacked and “bro-
ken,” i.e., solved, if enough time, labor, and skill
are devoted to it, and if the volume of traffic in
that system is large enough. This can be done
even if the general system and the specific key are
unknown at the start. You will remember that I
prefaced my statement any cryptosystem can be
solved by saying “in theory,” because in military
operations theoretical rules usually give way to
practical considerations.

Page 10

That branch of cryptology that deals with the
principles, methods, and means employed in the
solution or analysis of cryptosystems is called
cryptanalytics. The steps and operations per-
formed in applying the principles of cryptanalyt-
ics constitute cryptanalysis. To cryptanalyze a
cryptogram is to solve it by cryptanalysis. A per-
son skilled in the art of cryptanalysis is called a
cryptanalyst, and a clerk who assists in such
work is called a cryptanalytic clerk.

Information derived from the organized
interception, study, and analysis of the enemy’s
communications is called communications intel-
ligence or, for short, COMINT. Let us take careful
note that COMINT and COMSEC deal with com-
munications. Although no phenomenon is more
familiar to us than that of communication, the
fact of the matter is that this magic word means
many things to many people. A definition of com-
munication that is broad enough for our purpos-
es would be that communication deals with intel-
ligent messages exchanged between intelligent
beings. This implies that human beings and
human operators are involved in the preparation,
encryption, transmission, reception, decryption,
and recording of messages that at some stage or
stages are in written form and in some stage or
stages are in electrical form as signals of one sort
or another. But in recent years there have come
into prominence and importance electrical sig-
nals that are not of the sort I've just indicated.
They do not carry “messages” in the usual sense
of the word; they do not convey from one human
being to another an intelligible sequence of words
and an intelligible sense. I refer here to electrical
or electronic signals such as are employed in
homing or directional beacons, in radar, in
telemetering or recording data of an electrical or
electronic nature at a distance, and so on.
Information obtained from a study of enemy elec-
tronic emissions of these sorts is called electronic
intelligence or, for short, ELINT. COMINT and
ELINT comprise SIGINT, that is, signals intelli-
gence. Cryptology is the science that is concerned
with all these branches of secret signaling.



In this series of lectures we shall be concerned
only with COMSEC and COMINT, leaving for
others and for other times the subject of ELINT.
This means that we shall deal with communica-
tions or messages.

Communication may be conducted by any
means susceptible of ultimate interpretation by
one of the five senses, but those most commonly
used are seeing and hearing. Aside from the use
of simple visual and auditory signals for commu-
nication over relatively short distances, the usual
method of communication between or among
individuals separated from another by relatively
long distances involves, at one stage or another,
the act of writing or of speaking over a telephone.

Privacy or secrecy in communication by tele-
phone can be obtained by using equipment that
affects the electrical currents involved in telepho-
ny, so that the conversations can be understood
only by persons provided with suitable equip-
ment properly arranged for the purpose. The
same thing is true in the case of facsimile trans-
mission (i.e., the electrical transmission of ordi-
nary writing, pictures, drawings, maps). Even
today there are already simple forms of enci-
phered television transmissions. Enciphered fac-
simile is called cifax; enciphered telephony,
ciphony; and enciphered television, civision.
However, these lectures will not deal with these
electrically and cryptanalytically more complex
forms of cryptology. We shall stick to enciphered
or encrypted writing — which will be hard enough
for most of us.

Writing may be either visible or invisible. In
the former, the characters are inscribed with ordi-
nary writing materials and can be seen with the
naked eye; in the latter, the characters are
inscribed by means or methods that make the
writing invisible to the naked eye. Invisible writ-
ing can be prepared with certain chemicals called
sympathetic or secret inks, and in order to “devel-
op” such writing, that is, make it visible, special
processes must usually be applied. Shown in fig-

ure 7 is an interesting example — the developed
secret-ink message that figured in an
$80,000,000 suit won by two American firms
against the German government after World War
I sabotage was proved, There are also methods of
producing writing that is invisible to the naked
eye because the characters are of microscopic
size, thus requiring special microscopic and pho-
tographic apparatus to enlarge such writing
enough to make it visible. Here’s an example — a
code message in a space not much larger than the
head of a pin (fig. 8). A simple definition of secret
writing would be to say that it comprises invisible
writing and unintelligible visible writing.

There is one additional piece of basic infor-
mation that it is wise to call to your attention
before we proceed much further, and I'll begin by
stating that the greatest and the most powerful
instrument or weapon ever forged and improved
by man in his long struggle for emancipation
from utter dependence upon his own environ-
ment is the weapon of literacy — a mastery of
reading and writing; and the most important
invention, the one that made the weapon of liter-
acy practical, was the invention of the alphabet. It
is therefore a rather striking anomaly that we
should now come to the study of another weapon
— a counterweapon to the weapon of literacy — the
weapon of secrecy, the basic intent of which is to
thwart the weapon that man struggled so long to
forge. Secrecy is applied to make writing more
difficult and the reading of the writing very diffi-
cult, if not impossible.

Perhaps this is a good place to do a bit of the-
orizing about this matter of secrecy and what it
implies.

Every person who enciphers a piece of writ-
ing, a message, or a text of any kind, for the pur-
pose of hiding something or keeping something
secret, does so with the idea that some other per-
son, removed from him in distance, or time, or
both, is intended to decipher the writing or mes-
sage and thus uncover the secret that was so hid

Page 11
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den. A person may possess a certain piece of
knowledge that he does not wish to forget, but
that he is nevertheless unwilling to commit to
open writing, and therefore he may jot it down in
cryptic form for himself to decipher later, when or
if the information is needed. The most widely
known example of such a cryptogram is found in
Edgar Allan Poe’s romantic tale “The Gold Bug.”
That sort of usage of cryptography, however, is
unusual. There are also examples of the use of
cipher writing to establish priority of discovery, as
did the astronomers Galileo and Huygens. I sup-
pose I should at least mention another sort of
cryptic writing famous in literary history, the
diaries of persons such as Samuel Pepys and
William Byrd. These are commonly regarded as
being “in cipher,” but they were actually written
in a more or less private shorthand and can easi-
ly be read without the help of cryptanalysis. In fig-
ure 9 is shown a page of Pepys’ diary.

Now there can be no logical reason, point, or
purpose in taking the time and trouble to enci-
pher anything unless it is expected that some
other person is to decipher the cipher some time
in the future. This means that there must exist
some very direct, clear-cut and unambiguous
relationship between the enciphering and deci-
phering operations. Just what such a relationship
involves will be dealt with later, but at this
moment all that it is necessary to say is that in
enciphering there must be rules that govern or
control the operations, that these rules must
admit of no uncertainty or ambiguity, and that
they must be susceptible of being applied with
undeviating precision, since otherwise it will be
difficult or perhaps impossible for the decipherer
to obtain the correct answer when he reverses the
processes or steps followed in the encipherment.

This may be a good place to point out that a
valid or authentic cryptanalytic solution cannot
be considered as being merely what the cryptana-
lyst thinks or says he thinks the cryptogram
means, nor does the solution represent an opin-
ion of the cryptanalyst. Solutions are valid only
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insofar as they are objective and susceptible of
demonstration or proof employing scientifically
acceptable methods or procedures. It should
hardly be necessary to indicate that the validity of
the results achieved by cryptanalytic studies of
authentic cryptograms rests upon the same sure
and well-established scientific foundations, and is
reached by the same sort of logic as are the dis-
coveries, results, or “answers” achieved by any
other scientific studies, namely, observation,
hypothesis, deduction, induction, and confirma-
tory experiment. Implied in what I have just said
is the tacitly understood and now rarely explicitly
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stated assumption that two or more equally compe-
tent and, if necessary, specially qualified investiga-
tors, each working independently upon the same
material, will achieve identical or practically identi-
cal results.

Cryptology is usually and properly considered
to be a branch of mathematics, although Francis
Bacon considered it also a branch of grammar and
what we now call linguistics. Mathematical and sta-
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tistical considerations play an ever-increasing and
prominent role in practical cryptology, but don’t let
my statement of this point frighten those of you
who have not had much formal instruction in these
subjects. We have excellent cryptologists who have
never studied more than arithmetic, and some of
our best ones would hide if you were to go search-
ing for mathematicians around here. What is need-
ed is the ability to reason logically, as the mathe-
matician sometimes does, and this ability is found



in the most curious sorts of persons and places. So
those of you who are frightened by the words math-
ematics and statistics take heart — you're not near-
ly so badly off as you may fear.

But now to return to the main theme, the place
mathematics occupies in cryptology, let me say that
just as the solution of mathematical problems
leaves no room for the exercise of divination or
other mysterious mental or psychic powers, so a
valid solution to a cryptogram must leave no room
for the exercise of such powers. In cryptologic sci-
ence there is one and only one valid solution to a
cryptogram, just as there is but one correct solution
or “solution set” to any problem in mathematics.
But perhaps I've already dwelt on this point too
long; in any case, we’ll come back to it later, when
we come to look at certain types of what we may call
pseudociphers.

In the next lecture I'm going to give you a brief
glimpse into the background or history of cryptol-
ogy, which makes a long and interesting story that
has never been told accurately and in detail. The
history of communications security, that is, of cryp-
tography, and the history of communications intel-
ligence, that is, of cryptanalysis, which are but
opposite faces of the same coin, deserve detailed
treatment, but I am dubious that this sort of histo-
ry will ever be written because of the curtain of
secrecy and silence that officially surrounds the
whole field of cryptology. Authentic information on
the background and development of these vital
matters having to do with the security of a nation is
understandably quite sparse.

But in the succeeding lectures I'll try my best to
give you authentic information, and where there’s
conjecture or doubt I'll so indicate. I must add,
however, that in this series I'm going to have to
omit many highly interesting episodes and bits of
information, not only because these lectures are of
low classification, but also because we won’t and
can’t for security considerations go beyond a cer-
tain period in cryptologic history. Nevertheless, I
hope that you won’t be disappointed and that you’ll

learn certain things of great interest and impor-
tance, things to remember if you wish to make cryp-
tology your vocation in life.

Page 15






Lecture 11

As I said at the close of the preceding lecture, a
bit of history is always useful in introducing a sub-
ject belonging to a special and not too well-known
field; therefore, I'll proceed with some historical
information about cryptology, which, as you
learned before, comprises two closely related sci-
ences, namely, cryptography and cryptanalysis. I
will repeat and emphasize that they are but oppo-
site faces of the same valuable coin; progress in one
inevitably leads to progress in the other, and to be
efficient in cryptology you must know something
about each of them.

Cryptography and cryptanalysis probably go
back to the dawn of the invention and development
of the art of writing itself. In fact, there is reason for
speculating as to which came first — the invention of
writing or the invention of cryptography; it’s some-
what like the question about which came first — the
hen or the egg. It is possible that some phases of
cryptography came before the art of writing had
advanced very far.

I've mentioned the art of writing. As in the case
of other seemingly simple questions — such as “why
is grass green?” — when we are asked to define writ-
ing, we can’t find a very simple answer, just because
the answer isn’t at all simple. Yet, Breasted, the
famous University of Chicago historian and
Orientalist, once said: “The invention of writing
and of a convenient system of records on paper has
had a greater influence in uplifting the human race
than any other intellectual achievement in the
career of man.” There has been, in my humble opin-
ion, no greater invention in all history. The inven-
tion of writing formed the real beginning of civiliza-
tion. As language distinguishes man from other
animals, so writing distinguishes civilized man
from the barbarian. To put the matter briefly, writ-
ing exists only in a civilization, and a civilization
cannot exist without writing. Let me remind you

that animals and insects do communicate — there’s
no question about that; but writing is a thing pecu-
liar to man and found only as a phenomenon in
which man — and no animal or insect — engages.
Mankind lived and functioned for an enormous
number of centuries before writing was discovered,
and there is no doubt that writing was preceded by
articulate speech for eons — but civilization began
only when men got the idea of and invented the art
of writing. In Western or Occidental civilization,
writing is, in essence, a means of representing the
sounds of what we call speech or spoken language.
Other systems of writing were and some still are
handicapped by trying to represent things and
ideas by pictures. I'm being a bit solemn about this
great invention because I want to impress upon you
what our studies in cryptology are really intended
to do, namely, to defeat the basic or intended pur-
pose of that great invention: instead of recording
things and ideas for the dissemination of knowl-
edge, we want and strive our utmost to prevent this
aim from being realized, except among our own
brethren and under certain special circumstances,
for the purpose of our mutual security, our self-
preservation. And that’s important.

Writing is a comparatively new thing in the his-
tory of mankind. No complete system of writing
was used before about 3500 B.C.

Ordinary writing, the sort of writing you and I
use, is perhaps an outgrowth or development of pic-
ture writing or rebus writing, which I'm sure most
of you enjoyed as children. A rebus contains fea-
tures of both ordinary and cryptographic writing;
you have to “decrypt” the significance of some of
the symbols, combine single letters with syllables,
pronounce the word that is represented by pictures,
and so on. Figure 10 is an example that I have
through the courtesy of the Bell Telephone
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Laboratories. See how much of it you can make out
in half a minute.

From rebus writing there came in due course
alphabetic writing, and let me say right now that
the invention of the alphabet — which apparently
happened only once in the history of mankind, in
some Middle East Semitic region, in or near the
Palestine-Syria area, then spread throughout the
whole of the European continent, and finally
throughout most of the world — is Western man’s
greatest, most important, and most far-reaching
invention because it forms the foundation of practi-
cally all our written and printed knowledge, except
that in Chinese. The great achievement of the
invention of the alphabet was certainly not the cre-
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ation of the signs or symbols. It involved two bril-
liant ideas. The first was the idea of representing
merely the sounds of speech by symbols, that is, the
idea of what we may call phoneticization; the sec-
ond was the idea of adopting a system in which,
roughly speaking, each speech sound is denoted or
represented by one and only one symbol. Simple as
these two ideas seem to us now, the invention was
apparently made, as I've said, only once, and the
inventor or inventors of the alphabet deserve to be
ranked among the greatest benefactors of mankind.
It made possible the recording of the memory of
mankind in our libraries, and from that single
invention have come all past and present alphabets.
Some of the greatest of men’s achievements we are
now apt to take for granted; we seldom give them
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any thought. The invention of the art of writing and
the invention of the alphabet are two such achieve-
ments, and they are worth pondering upon. Where
would we be without them? Note that among living
languages Chinese presents special problems not
only for the cryptologist but also for the Chinese
themselves. No Sinologist knows all the 80,000 or
so Chinese symbols, and it is also far from easy to
master merely the 9,000 or so symbols actually
employed by Chinese scholars. How far more sim-
ple it is to use only twenty to twenty-six symbols!
Since Chinese is a monosyllabic language, it seems
almost hopeless to try to write Chinese by the sort
of mechanism used in an alphabetic polysyllabic
language; attempts along these lines have been
unsuccessful, and the difficulties in memorizing a
great many Chinese characters, account for the fact
that even now only about ten percent of the Chinese
people can read or write to any significant degree.
The spread of knowledge in Chinese is thereby
much hampered.

We find instances of ciphers in the Bible. In
Jeremiah 25:26, occurs this expression: “And the
King of Sheshakh shall drink after them.” Also,

again in Jeremiah 51:41: “How is Sheshakh taken!”
Well, for perhaps many years that name
“Sheshakh” remained a mystery, because no such
place was known to geographers or historians. But
then it was discovered that if you write the twenty-
two letters of the Hebrew alphabet in two rows, —
eleven in one row and eleven in the other, as in fig-
ure 11, you set up a substitution alphabet whereby
you can replace letters by those standing opposite
them. For example, “shin” is represented by “beth”
or vice versa, so that “Sheshakh” translates “Babel,”
which is the old name of “Babylon.” Hebrew then
did not have and still doesn’t have vowels; they
must be supplied. This is an example of what is
called ATHBASH writing, that is, where aleph, the
first letter is replaced by teth, the last letter; beth,
the second letter, by shin, the next-to-the-last, etc.
By sliding the second row of letters one letter each
time there are eleven different cipher alphabets
available for use. The old Talmudists went in for
cryptography to a considerable extent. Incidentally,
in mentioning the Bible, I will add that Daniel, who,
after Joseph in Genesis, was an early interpreter of
dreams and therefore one of the first psychoana-
lysts, was also the first cryptanalyst. I say that he
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was an early psychoanalyst because you will
remember that he interpreted Nebuchadnezzar’s
dreams. In the Bible’s own words,
“Nebuchadnezzar dreamed dreams, wherewith his
spirit was troubled, and sleep brake from him.” But,
unfortunately, when he woke up he just couldn’t
remember those troublesome dreams. One morn-
ing he called for his wise men, magicians,
astrologers, and Chaldean sorcerers and asked
them to interpret the dream he’d had during the
preceding night. “Well, now, tell us the dream and
we'll try to interpret it,” they said. To which King
Nebuchadnezzar exclaimed, “The thing is gone
from me. I don’t remember it. But it’s part of your
job to find that out, too, and interpret it. And if you
can’t tell me what the dream was, and interpret it,
things will happen to you.” What the king asked
was a pretty stiff assignment, of course, and it’s no
wonder they failed to make good, which irked
Nebuchadnezzar no end. Kings had a nasty habit of
chopping your head off in those days if you failed or
made a mistake, just as certain arbitrary and cruel
despots are apt to do even in modern times for
more minor infractions, such as not following the
Party Line. So in this case it comes as no surprise to
learn that Nebuchadnezzar passed the word along
to destroy all the wise men of Babylon, among
whom was one of the wise men of Israel, named
Daniel. Well, when the king’s guard came to fetch
him, Daniel begged that he be given just a bit more
time. Then, by some act of divination — the Bible
simply says that the secret was revealed to Daniel in
a night vision — Daniel was able to reconstruct the
dream and then to interpret it. Daniel’s reputation
was made.

Some years later, Nebuchadnezzar’s son
Belshazzar was giving a feast, and, during the
course of the feast, in the words of the Bible, “came
forth fingers of a man’s hand and wrote over
against the candlestick upon the poster of the wall.”
The hand wrote a secret message. You can imagine
the spinechilling scene. Belshazzar was very much
upset, and just as his father did, he called for his
wise men, soothsayers, Chaldean sorcerers, magi-
cians and so on, but they couldn’t read the message.
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Apparently they couldn’t even read the cipher char-
acters! Well, Belshazzar’s queen fortunately
remembered what that Israelite Daniel had done
years before, and she suggested that Daniel be
called in as a consultant. Daniel was called in by
Belshazzar, and he succeeded in doing two things.
He succeeded not only in reading the writing on the
wall: “MENE, MENE, TEKEL, UPHARSIN,” but
also in deciphering the meaning of those strange
words. His interpretation: “Mene”- “God hath
numbered thy kingdom and finished it.” “Tekel” —
“Thou are weighed in the balances and found want-
ing.” “Upharsin” — “Thy kingdom shall be divided
and given to the Medes and Persians.” Apparently
the chap who did the handwriting on the wall knew
a thing or two about cryptography, because he used
what we call “variants,” or different values, for in
one case the last word in the secret writing on the
wall is “Upharsin” and in the other it is “Peres”; the
commentators are a bit vague as to why there are
these two versions of the word in the Bible. At any
rate, Babylon was finished, just as the inscription
prophesied; it died with Belshazzar. I think this
curious Biblical case of the use of cryptography is
interesting because I don’t think anybody has real-
ly found the true meaning of the sentence in secret
writing, or explained why the writing on the wall
was unintelligible to all of Belshazzar’s wise men.

Probably the earliest reliable information on the
use of cryptography in connection with an alpha-
betic language dates from about 900 B.C. Plutarch
mentioned that from the time of Lycurgus there
was in use among the Lacedemonians, or ancient
Spartans, a device called the scytale. This device,
which T'll explain in a moment, was definitely
known to have been used in the time of Lysander,
which would place it about 400 B.C. This is about
the time that Aeneas Taciticus wrote his large trea-
tise on the defense of fortification, in which there is
a chapter devoted specifically to cryptography. In
addition to mentioning ways of physically conceal-
ing messages, a peculiar sort of cipher disk is
described. Also a method of replacing words and
letters by dots is mentioned.
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The scytale was a wooden cylinder of spe-
cific dimensions around which they wrapped
spirally a piece of parchment or leather; they
then wrote the message on the parchment,
unwound it, and sent it to its destination by a safe
courier, who handed it over to the commander for
whom it was intended and who, having been pro-
vided with an identically dimensioned cylinder,
would wind the strip of leather or parchment
around his cylinder and thus bring together proper-
ly the letters representing the message. This dia-
gram may not be accurate. I don’t think anyone
really understands the scheme. The writing was
done across the edges of the parchment, according
to some accounts, and not between the edges, as
shown here. Incidentally, you may be interested to
learn that the baton the European field marshal still
carries as one of the insignia of his high office
derives from this very instrument.

We don’t know much about the use of cryptog-
raphy by the Romans, but it is well known that
Caesar used an obviously simple method; all he did
was to replace each letter by the one that was fourth
from it in the alphabet. For example, A would be
represented by D, B by E, and so on. Augustus
Caesar is said to have used the same sort of thing,
only it was even more simple: each letter was
replaced by the one that followed it in the alphabet.
Cicero was one of the inventors of what is now
called shorthand. He had a slave by the name of
Tiro, who wrote Cicero’s records in what are called
Tironian notes. Modern shorthand is a develop-
ment of Tiro’s notation system.

In figure 13 we see some cipher alphabets of
olden times, alphabets used by certain historical
figures you'll all remember. The first cipher alpha-
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bet in this figure was employed by Charlemagne,
who reigned from 768 to 814 A.D. The second one
was used in England during the reign of Alfred the
Great, 871 to 899. The third alphabet is called
Ogam Writing and was used in ancient Ireland. The
alphabets below that were used much later in
England: the fourth one was used by Charles the
First in 1646; the fifth, the so-called “clock cipher,”
was used by the Marquis of Worcester in the seven-
teenth century; finally, the last one was used by
Cardinal Wolsey in about 1524.

In the Middle Ages cryptography appears first
as a method of concealing proper names, usually by
the simple substitution of each letter by the next
one in the alphabet, just about as Augustus Caesar
did hundreds of years before. At other times the
vowels were replaced by dots, without changing the
consonants — a method that was used throughout
Europe to about 1000 A.D., when letters began to
be replaced by various signs, by other letters, by let-
ters from another language, by runes which are
found in abundance in Scandinavia, and by arbi-
trary symbols. Figure 14 is an example of a runic
inscription on a stone that stands before Gripsholm
Castle near Stockholm, Sweden. The word rune
means “secret.”

Within a couple of hundred years, the outlines

of modern cryptography began to be formed by the
secret correspondence systems employed by the
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Fig. 14. A couple of old ruins

small papal states in Italy. In fact, the real begin-
nings of systematic, modern cryptology can be
traced back to the days of the early years of the thir-
teenth century, when the science began to be exten-
sively employed by the princes and chanceries of
the papal states in their diplomatic relations
amongst themselves and with other countries in
Europe. The necessity for secret communication
was first met by attempts inspired by or derived
from ancient cryptography, as I've outlined so far.
There was a special predilection for vowel substitu-
tion, but there appeared about this time one of the
elements that was later to play a very prominent
role in all cipher systems, an element we now call a
syllabary or a repertory. These were lists of letters,
syllables, frequently used parts of speech and
words, with additions of arbitrary equivalents for
the names of persons and places. There is still in
existence one such syllabary and list of arbitrary
equivalents that was used about 1236 A.D., and
there are other examples that were used in Venice
in 1350.
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Among examples of ciphers in medieval cryp-
tography is a collection of letters of the Archbishop
of Naples, written between 1363 and 1365, in which
he begins merely with symbol substitutions for the
vowels and uses the letters that are actually vowels
to serve as nulls or nonsignificant letters to throw
the would-be cryptanalyst off the right track. As a
final development, the high-frequency consonants
L, M, N, R, and S, and all the vowels, are replaced
not only by arbitrary symbols but also by other let-
ters.

About 1378 an experienced cryptologist named
Gabriele Lavinde of Parma was employed as a pro-
fessional by Clement VII, and in the Vatican Library
is a collection of ciphers devised and used by
Lavinde about 1379. It consists of repertories in
which every letter is replaced by an arbitrary sym-
bol. Some of these ciphers also have nulls and arbi-
trary equivalents or signs for the names of persons
and places. There is a court cipher of Mantua, dated
1395, that used this system.
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At the beginning of the fifteenth century, the
necessity of having variants for the high-frequency
letters, especially the vowels, became obvious.
Figure 15 is an alphabet of that period that is inter-
esting because it shows that even in those early days
of cryptology there was already a recognition of the
basic weakness of what we call single or monoal-
phabetic substitution, that is, where every letter in
the plaintext message is represented by another
and always the same letter.

Solution of this type of cipher, as many of you
may know, is accomplished by taking advantage of
the fact that the letters of an alphabetic language
are used with greatly differing frequencies. I don’t
have to go into that now because many of you, at
some time or other, have read Edgar Allan Poe’s
“The Gold Bug” and understand the principles of
that sort of analysis. It is clearly shown in the figure
that the early Italian cryptographers understood
the fact of varying frequencies and introduced
stumbling blocks to quick and easy solution by hav-
ing the high-frequency letters represented by more
than a single character, or by several characters, as
you can see. I will add that the earliest tract that the
world possesses on the subject of cryptography, or
for that matter, cryptanalysis, is that which was
written in 1474 by a Neapolitan, Sicco Simonetta.
He set forth the basic principles and methods of
solving ciphers, simple ciphers no doubt, but he

describes them and their solution in a very clear
and concise form.

Cipher systems of the type I've described con-
tinued to be improved, In figure 16 is shown what
we may call the first complete cipher system of this
sort. There are substitution symbols for each letter;
the vowels have several equivalents; there are nulls;
and there is a small list of arbitrary symbols, such as
those for “the pope,” the word “and,” the preposi-
tion “with,” and so on, This cipher, dated 1411, was
used in Venice, and it is typical of the ciphers used
by the papal chanceries of those days.

The step remaining to be taken in the develop-
ment of these ciphers was to expand the “vocabu-
lary,” that is, the list of equivalents for frequently
used words and syllables, the names of persons and
places, parts of speech, and so on. This step was
reached in Italy during the first half of the fifteenth
century and became the prototype of diplomatic
ciphers used in practically all the states of Europe
for several centuries. One of seventy ciphers col-
lected in a Vatican codex and used from about 1440
to 1469 is shown in figure 17. Note that the equiva-
lents of the plaintext items are Latin words and
combinations of two and three letters and that they
are listed in an order that is somewhat alphabetical
but not strictly so. I suppose that by constant use
the cipher clerks would learn the equivalents
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almost by heart, so that an adherence to a strict
alphabetic sequence either for the plaintext items
or for their cipher equivalents didn’t hamper their
operations too much, In figure 18 there is much the
same sort of arrangement, except that now the
cipher equivalents seem to be digraphs, and these
are arranged in a rather systematic order for ease in
enciphering and deciphering. Now we have the real
beginnings of what we call a one-part code, that is,
the same list will serve both for encoding and
decoding. These systems, as I've said, remained the
prototypes of the cryptography employed through-
out the whole of Europe for some centuries. The
papal states used them, and as late as 1793 we find
them used in France. I wish here to mention specif-
ically the so-called King’s General Cipher used in
1562 by the Spanish Court. It is shown in figure 19.

But there were two exceptional cases that show

that the rigidity of cryptographic thought was now
and then broken during the four centuries we have
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been talking about in this brief historical survey,
Some of the papal ciphers of the sixteenth century
and those of the French Court under Kings Louis
XIIT and XIV exemplify these exceptions. In the
case of these French Court ciphers, we find that a
French cryptologist named Antonio Rossignol, who
was employed by Cardinal Richelieu, understood
quite well the weaknesses of the one-part code and
syllabaries. It was he who, in about 1640, intro-
duced a new and important improvement: the idea
of the two-part code or syllabary, in which for
encoding a message the items in the vocabulary are
listed in some systematic order, nearly always
alphabetical; the code equivalents, whatever they
may be, are assigned to the alphabetically listed
items in random order. This means that there must
be another arrangement or book for ease in decod-
ing, in which the code equivalents are listed in sys-
tematic order, numerically or alphabetically as the
case may be, and alongside each appears its mean-
ing in the encoding arrangement, or book. The sig-
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nificance of this improvement you'll find out soon-
er or later, Codes of this sort also had variants —
Rossignol was clever, indeed. One such code, found
in the 1691 correspondence of Louis XIV, had about
600 items, with code groups of two and three dig-
its. Not at all bad, for those days!

Now this sort of system would appear to be
quite secure, and I suppose it was indeed so for
those early days of cryptographic development —
but it wasn’t proof against the cleverness of British
brains, for the eminent mathematician John Wallis
solved messages in it in 1689. Never underestimate
the British in this science — as we’ll have reason to
note in another lecture in this series."
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French cryptography under Kings Louis XV and
XVI declined, reaching perhaps its lowest level
under Napoleon the Great. It is a fact that in
Napoleon’s Russian enterprise the whole of his
army used but a single codebook of only 200
groups, practically without variants, even for the
high-frequency letters. Furthermore, not all the
words in a message were encoded — only those that
the code clerk or the writer thought were impor-
tant. It’s pretty clear that the Russians intercepted
and read many of Napoleon’s messages — this
comes from categorical statements to this effect by
Czar Alexander I himself. We won’t be far wrong in
believing that the weaknesses of Napoleon’s crypto-
communications formed an important factor in
Napoleon’s disaster. One hundred twenty-five
years later, Russian ineptitude in cryptographic
communications lost them the Battle of
Tannenberg and eventually knocked them out of
World War L.
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The other sixteenth century papal ciphers that
constituted the second exception to the general
similarity of cryptographic systems of those days
were quite different from those I've shown you. In
this exception the ciphers were monoalphabetic,

shown below: Youll note that the digit o has two
values, A and T; the digit 2 has three values, U, V,
and B, and so on. There were two digits used as
nulls, 1 and 8; digits with dots above them stood for
words such as qua, que, qui, and so on,
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CIPHER OF THE INQUISITOR OF MALTA (1585)
(From SACCO, MANUALE DE CRITTOGRAFIA, 1947)

Plain: AT EF IG OD UVB CLN M,R P,S7Z
Cipher: o) 3 5 4 2 6 9 7
Nulls: 1,8

Plain: qua que qui quo che chi non quando perché et per
Cipher: 7 9 6 2 4 5 3 0 1,8

but some letters had the same equivalent, so that on
decipherment the context had to be used to decide
which of two or more possible plaintext values was
the one meant by each cipher letter. One such
cipher, used by the Maltese Inquisitor in 1585, is
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Page 27 shows a message and its encipherment:
A bit tricky, isn’t it? Many, many years later Edgar
Allan Poe described a cipher of this same general
type, where the decipherer must choose between
two or more possible plaintext equivalents in build-



ing up his plain text, the latter guiding the choice of
the right equivalent. The trouble with this sort of
cipher is that you have to have pretty smart cipher
clerks to operate it, and even then I imagine that in
many places there would be doubtful decipher-
ments of words. It wasn’t really a practical system
even in those days, but it could, if used skillfully and
with only a small amount of text, give a cryptanalyst
plenty of headaches. But such systems didn’t last
very long because of the practical difficulties in
using them.

The first regular or official cipher bureau in the
Vatican was established in about 1540 and in
Venice at about the same time, about 100 years
before a regular cipher bureau was established in

type and were superenciphered by the more sophis-
ticated countries.

The first book or extensive treatise on cryptog-
raphy is that by a German abbot named Trithemius,
who published in 1531 the first volume of a planned
monumental four-volume work. I said that he
planned to publish four volumes; but he gave up
after the third one, because he wrote so obscurely
and made such fantastic claims that he was charged
with being in league with the Devil, which was a
rather dangerous association in those or even in
these days. They didn’t burn Trithemius, but they
did burn his books. Figure 20 illustrates that the
necessity for secrecy in this business was recog-
nized from the very earliest days of cryptology, and

Cipher: 4 51 0 2 0 41 4 0 94 8 95 6 2 0 4 10 2 5 7 4
“Plain”: O 1 AU AO OAMDO M ICUADO AUI PO
D G TB T D D TR D R GL B TD T BG S D
\% N V vV Z
Plain DI TUTO DA RO MINUTO AVISO
Cipher: 1 456516495 3938
“Plain”: ET OICI COMI EME
PER DGLG NDRGFRF
PERCHE N L
Plain: PER OGNI CORIERE

France by Cardinal Richelieu. It is interesting to
observe that no new or remarkable ideas for cryp-
tosystems were developed for a couple of hundred
years after the complex ones I've described as hav-
ing been developed by the various papal cryptolo-
gists. One-part and two-part syllabaries and simple
or complex ones with variants were in use for many
decades, but later on, in a few cases, the code equiv-
alents were superenciphered, that is, the code
groups formed the text for the application of a
cipher, generally by rather simple systems of addi-
tives. Governmental codes were of the two-part

certainly by Trithemius. Here is the sort of oath that
Trithemius recommended be administered to stu-
dents in the science of cryptology. All of you have
subscribed to a somewhat similar oath, but we can
now go further and back up the oath with a rather
strict law. You've all read it, I'm sure.

We come now to some examples from more
recent history. In figure 21 we see a cipher
alphabet used by Mary, Queen of Scots, who
reigned from 1542 to 1567 and was beheaded in
1587. In this connection it may interest you to learn
that question has been raised as to whether the
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Queen was “framed” by means of this forged post-
script (fig. 22) in a cipher that was known to have
been used by her.

The Spanish Court under Philip II, in the years
1555-1598, used a great many ciphers, one of which
is shown in figure 23. You see that it is quite com-
plex for those early days, and yet ciphers of this sort
were solved by an eminent French mathematician
named Vieta, the father of modern algebra. In 1589
he became a Councilor [sic] of Parliament at Tours
and then Privy Councillor. While in that job he
solved a Spanish cipher system using more than
500 characters, so that all the Spanish dispatches
falling into French hands were easily read. Philip
was so convinced of the security of his ciphers that

when he found the French were aware of the
contents of his cipher dispatches to the
Netherlands, he complained to the pope that the
French were using sorcery against him. Vieta was
called on the carpet and forced to explain how he’d
solved the ciphers in order to avoid being convicted
of sorcery, a serious offense.

The next cryptologist I want you to know some-
thing about is another Italian savant who wrote a
book, published in 1563, in which he showed cer-
tain types of cipher alphabets that have come
down in history and are famous as Porta’s alpha-
bets. Figure 24 is an example of the Porta Table,
showing one alphabet with key letters A or B,
another alphabet with key letters C or D, and so on.
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I don’t want to go into exactly how the key letters
are used; it is sufficient to say that even to this day
cryptograms using the Porta alphabets are occa-
sionally encountered.

That Porta’s table was actually used in official
correspondence is shown by figure 25, which is a
picture of a table found among the state papers of
Queen Elizabeth’s time; it was used for communi-
cating with the English ambassador to Spain. Porta
was, in my opinion, the greatest of the old writers
on cryptology. I also think he was one of the early,
but by no means the first, cryptanalyst able to solve
a system of keyed substitution, that is, where the
key is changing constantly as the message under-
goes encipherment. Incidentally, Porta was also the
inventor of the photographic camera, the progeni-
tor of which was known as the camera obscura.
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Figure 26 is a picture of what cryptographers
usually call the Vigenére Square, the Vigenere
Table, or the Vigenére Tableau. It consists of a set of
twenty-six alphabets successively displaced one let-
ter per row, with the plaintext letters at the top of
the square, the key letters at the side, and the cipher
letters inside. The method of using the table is to
agree upon a key word, which causes the equiva-
lents of the plaintext letters to change as the key
changes. Vigenere is commonly credited with hav-
ing invented that square and cipher, but he really
didn’t and, what’s more, never said he did. His
table, as it appears in his book, the first edition of
which was published in 1586, is shown in figure 27.
It is more complicated than as described in ordi-
nary books on cryptology.

Figure 28 is one more example of another old
official cipher. In it we can see the alphabets that
could be slid up and down, as a means of changing
the key. Another early official cipher is shown in fig-
ure 29. It is a facsimile of a state cipher used in
Charles the First’s time, in 1627, for communicating
with France and Flanders. It involves coordinates,
and I want you to notice that there are two complete
alphabets inside it, intended to smooth out fre-
quencies. The letters of the key words OPTIMUS
and DOMINUS serve as the coordinates used to
represent the letters inside the square. A third old
cipher, one used by George III in 1799, is shown in
figure 30.

One writer deserving special attention as a
knowledgeable cryptologist in the seventeenth cen-
tury, and the one with whose cipher I'll close this
lecture, is Sir Francis Bacon, who invented a very
useful cipher and mentioned it for the first time in
his Advancement of Learning, published in 1604 in
London. The description is so brief that I doubt
whether many persons understood what he was
driving at. But Bacon described it in full detail, with
examples, in his great book De Augmentis
Scientiarum, which was published almost twenty
years later, in 1623, and which first appeared in an
English translation by Gilbert Wats in 1640 under
the title The Advancement of Learning. Bacon
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ciphers in general and says that the virtues required
in them are three: “that they be easy and not labo-

24
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rious to write; that they be safe, and impossible to
be deciphered without the key; and lastly, that they
be, if possible, such as not to raise suspicion or to
elude inquiry.” He then goes on to say: “But for
avoiding suspicion altogether, I will add another
contrivance, which I devised myself when I was at
Paris in my early youth, and which I still think wor-
thy of preservation.” Mind you, this was forty years
later! Let’s consult Bacon for further details. In fig-
ure 31 we see a couple of pages of the Gilbert Wats’
translation of Bacon’s De Augmentis Scientiarum.
Bacon shows what he calls “An Example of a Bi-lit-
eraire Alphabet,” that is, one composed of two ele-
ments that, taken in groupings of fives, yield thirty-
two permutations. You can use these permutations
to represent the letters of the alphabet, says Bacon,
but you need only twenty-four of them [because I
and J, U and V, were then used interchangeably].
These permutations of two different things — they

may be a’s and b’s, I's and 2’s, pluses and minuses,
apples and oranges, anything you please — can be
used to express or signify messages. Bacon was, in
fact, the inventor of the binary code that forms the
basis of modern electronic digital computers.
Bacon gives a brief example in the word fuge — the
Latin equivalent of our modern scram — as can be
seen in figure 31. Figure 32 is another example,
which quite obviously isn’t what it appears to be — a
crude picture of a castle, in which there are shaded
and unshaded stones. It was drawn by a friend who
was a physician, and the message conveyed by it is

My business is to write prescriptions
And then to see my doses taken;

But now I find I spend my time
Endeavoring to out-Bacon Bacon.
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So far this is simple enough — too much so,
Bacon says, for the example he used in the case of
the word fuge is patently cryptic and would not
avoid suspicion under examination. So Bacon goes
on to describe the next step, which is to have at
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hand a “Bi-formed Alphabet,” that is, one in which
all the letters of the alphabet, both capital and
small, are represented by two slightly different
forms of letters (fig. 33). Having these two different
forms at hand, when you want to encipher your
secret message, you write another external and
innocuous message five times as long as your secret
message, using the appropriate two forms of letters
to correspond to the a’s and b’s representing your
secret message. Here’s fuge (fig. 34), enciphered
within an external message saying “Manere te volo
donec veniam,” meaning “Stay where you are until
I come.” In other words, whereas the real message
says scram, the phony one says “Stick around
awhile; wait for me.” Bacon gives a much longer
example, the SPARTAN DISPATCH; here it is, and
here’s the secret message that it contains (fig. 35).

Bacon’s biliteral cipher is an extremely ingen-
ious contrivance. There can be no question whatso-
ever about its authenticity and utility as a valid
cipher. Thousands of people have checked his long
example, and they all find the same answer — the
one that Bacon gives.

Figure 36 is a modern example that uses two
slightly different fonts of type called Garamond and



Imprint, which are so nearly alike that it takes good
eyes to differentiate them.

The fact that Bacon invented this cipher and
described it in such detail lends plausibility to a the-
ory entertained by many persons that Bacon wrote
the Shakespeare plays and that he inserted secret
messages in those plays by using his cipher. If you'd
like to learn more about this theory, I suggest with
some diffidence that you read a book entitled The
Shakespearean Ciphers Examined. I use the word
diffidence because my wife and I wrote the book,
which was published in late 1957 by the Cambridge
University Press.

In the next lecture we’ll take up cryptology as
used during the period of the American Revolution
by both the colonial and the British forces in
America.
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168 Or THE ADVANCEMENT
‘ Now to the interiour lecer,which is Bilicerace,you fhall fic
2 biformed exceriour leteer, which fhall anfiwer che otherlet- Fig 35
ter for letwer ,and afterwards (e it downe. Lexthe exteriour

In all duty or rather piety towards you I satisfy every body except
myself. Myself I never satisfy. For so great are the services which you
have rendered me, that seeing you did not rest in your endeavours on my
bebalf till the thing was done, I feel as if life had lost all its sweetness,
because 1 cannot do as much in this cause of yours. The occasions are
these: Ammonins the King's ambassador apenly besieges us with money :
the business is carried on through the same creditors who were employed
in it when vou were here, @,

a ?.F abb u:? I3 iﬂ&%fua%-m

Maners o volo donec teners

We have annext likewvife 2 more ample eample of thecy-
pher of writing ewsia per emnia : An interiour lemer , which to

, we have made choice of a Spartan leccer fent once in
a ot round cypher'd flaffe.

Folins K T i T

e ias exchi
o e —

An exteriour letter | taken out of the firft Epiftic of Cicers,
wherein a Sparan Lewer is involved,

Fig. 36
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Lecture I1I1

Continuing with our survey of cryptologic histo-
ry, the period of the American Revolution in
U.S. history is naturally of considerable interest
to us and warrants more than cursory treatment.
Information regarding the codes and ciphers
employed during that period has been rather
sparse until quite recently, when a book entitled
Turncoats, Traitors and Heroes by Colonel John
Bakeless, AUS, was published in 1959 by
Lippincott. After a good many years of research,
Colonel Bakeless brought together for the first
time a considerable amount of authentic informa-
tion on the subject, and some of it is incorporated in
this lecture.

According to Colonel Bakeless — and believe it
or not — in early 1775 the British commander in
chief in America, General Gage, had no code or
cipher at all, nor even a staff officer who knew how
to compile or devise one; he had to appeal to the
commanding general in Canada, from whom he
probably obtained the single substitution cipher
that was used in 1776 by a British secret agent who
— again, believe it or not — was General
Washington’s own director general of hospitals, Dr.
Benjamin Church. General Washington had means
for secret communication from the very beginning
of hostilities, probably even before the fighting
began at Lexington and Concord. If the British
under General Gage were poorly provided in this
respect, by the time Sir Henry Clinton took over
from General Howe, who succeeded Gage, they
were much better off — they had adequate or appar-
ently adequate means for secret communication.

Are you astonished to learn that the systems
used by the American colonial forces and by the
British regulars were almost identical? You should-
n’t be, because the language and backgrounds of
both were identical. In one case, in fact, they used

the same dictionary as a code book, something that
was almost inevitable because there were so few
English dictionaries available. Here’s a list of the
systems they used:

a. Simple, monoalphabetic substitution — easy
to use and to change

b. Monoalphabetic substitution with variants,
by the use of a long key sentence. I'll show you
presently an interesting example in Benjamin
Franklin’s system of correspondence with the elder
Dumas.

c. The Vigenere cipher with repeating key.
d. Transposition ciphers of simple sorts.

e. Dictionaries employed as code books, with
and without added encipherment. Two were spe-
cially favored, Entick’s New Spelling Dictionary
and Bailey’s English Dictionary. A couple of pages
from the former are shown in figure 37. To repre-
sent a word by code equivalent, you simply indicat-
ed the page number, then whether column 1 or col-
umn 2 contained the word you wanted, and then
the number of the word in the column. Thus, the
word jacket would be represented by 178-2-2.

f. Small, specially compiled, alphabetic one-part
codes of 600-700 items and code names — our old
friend the syllabary, or repertory, of hoary old age,
but in new dress. In some cases these were of the
“one-part” or “alphabetic” type.

g. Ordinary books, such as Blackstone’s
Commentaries on the Laws of England, giving the
page number, the line number, and the letter num-
ber in the line, to build up, letter-by-letter, the word
to be represented. Thus, 125-12-16 would indicate
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178 JAC

Hyp, v. a. to make melancholy, to difpirit
Hypailage, /. a change of cafes, ©e.
Hyper'bole, /. an exagyeration, a diminution
Hyperboi'ical, a. exaggersing or extenuating

Hypercrit'ical, a. critical beyorid ufe, fevere
Hyper'meter. /. what is above the Randard:
Hyperfar’cofis, f. a growth of proud fleth
H)"pben_, J- (-) between words or fyltables
H)‘pnol’lc,lj: a medicine caufing flecp

Hypochon'driacal, a, melanchely
Hypoc'rify, [, difimulation, a pretence
Hyplocrite, £. a diffembler in religion, &'c.
Hypocrig'ical, a. diffembling, infincere, fafe
Hypocritiically, ad. withrut fincerity, falfe'y
Hypogas'tric, @ in the lower pert of the belly

Hypol:h'lﬁf,f. a fyftem upon fuppofition
Hypethet'ical, a. fuppofed, conditional
Hyo thet'ically, ad. upon fuppofition
Hyft, Hurit or Herft, f. a wood

Hys'fop, /. a plant

Hji-tic, a. troubled with fits
Hjfter'ics, [ ¢1. fits of women

I pron. myfelf

»  Jab'ber, v. n. to talk idly, to chatter

jab’bc:cr,f._one who taiks onintelligibly
acent, a. lying at length, extended

Jacinth, /i a g=m, the hyacinth

Jack, f. John, an engine, fith, leathern-¢ann

Jack‘al, f. a beaft that Rarts the lion's prey

Jackalént, /. a fimple theepith fellow

Jack'anupes, L a monkey, a coxcomb

Jackboitsy /- boets ferving for armor

H)’ferhﬁmn,i. _northern (reafon{Ja&tititian, /. a toffing motion, rcﬁ‘lemnf_;
Hy'per, Hypererit'ic, /. a eritic exa@ beyond|Jaculition, [. the aét of throwing or darting

Hypochon/drisc, /. one affc@ed with melancholy | Jag'ty, o. uneven, notched

Hypos'tafis, [, a diRin@® fabftarce, perfonality -
HypoRat'ical, a. confltitutive, diRinét, perfonal{ fvllabie alternately

JTAU

Jack'daw, [. a chattering bird

Jack’et, [. 2 waiftcoar, a fhort coat
ack’pudding, /. a merry andrew, 2 buffosn

}ac’nhile,f. a partigan of James II.

ade, f. a bad woman, a worthlefs horle
ade, w. a, to tire, weary, ride dbwn, fink
adith, &. unruly, vicions, uachatte

agg, v-a.to notch; f.a deaticulation,unevennéfs
ag'giog, [. a cutting in motches

ail, {. a prifon, agosai

ailler, [ the keepet of a prifos

akes, . a houfe of office, a boghoufe

am, [. a conferve of fruit, a child’s frock

Jam, @, a. to confine betweer, to wedge in
Jamb, f. the upright poft of a door

Jam'bic, f. verfes compofed of a long and a febit

Jan’gle, v. a. to wrangle, to be out of tune
aw'izary, f. @ Turkifh foldier, 2 guard
an'ty, a. thowy, fAuttering, gay, giddy
an'uary, /. the firt month of the yesr
apan, {. a varnith to work in colors
apan. v. a. to varaith, te black fhoes
apan’ner, /. a fhoebtack, one who japas
ary v, n. to clath, difagree, differ, quarrel
ar, [. difcord, a bacth found, an earthen veffed
rrgogle, v. a. to confound, perplex, pervert
Jar'gon, [. gibberith, gabb'e, nonfenfe
Jes'nine, Je-Frmine, [, 4 Rower
Jas'per, 1. a precious green Rone -
Jav'elin, f afpesr or balf pike
‘Haun'dice, . a diftemper i
aun’diced, a. affe&ted with the jaundice
aunt, v, #. to walk or 1ravel sbout '
aunt, f, a rémble; excurfion, fetly

Jauat'ily,

Fig.

the 16th letter in the 12th line on page 125; it might
be the letter T.

h. Secret inks. Both the British and Americans
made extensive use of this method.

i. Special designs or geometric figures, such as
the one I'll show you presently.

j. Various concealment methods, such as using
hollow quills of large feathers or hollowing out a
bullet and inserting messages written on very thin
paper. Strictly speaking, however, this sort of strat-
agem doesn’t belong to the field of cryptology. But
it’s a good dodge, to be used in special cases.

In the way of ciphers a bit more complex than
simple monoalphabetic substitution ciphers, the
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British under Clinton’s command used a system
described by Bakeless in the following terms:

. a substitution cipher in which the
alphabet was reversed, “z” becoming “a”
and “a” becoming “z.” To destroy frequen-
cy clues, the cipher changed in each line of
the message, using “y” for “a” in the sec-
ond line, “x” for “a” in the third, and so on.
When the cipher clerk reached “0” in the
middle of the alphabet, he started over
again. A spy using this cipher did not have
to carry incriminating papers, since the

system was easy to remember.

The alphabets of this scheme are simple
reversed standard alphabets:



D
W
v
U
T
S
R
Q
P
0
N
M
L

o R o SR o L o B B DR - e~ SR e o
20w e mo el e Ot
< - W = A - B R o TR 7 - (O =S e i |
- Rt I T o I o B o - - B ) MR e =S~ e
(R I o - o i - B - - i v B =T b
[ B - R e S o L« e o - o T O L L [
= ofET T R R D < & L - Y © o e 02 [ o o
(o e ohel ISR S -1 e e (AR i = i o LG = - < R L)
L e o Yt ot (e SOl - R R < o B - TR = ] |
[ [ o (B p T - BT R - R o S = i T |
(o - (S o B - - P P o S o ]|
O Db R MmO @D H 9 R D 222X
o« B o Tl JS < 2 R R v V- O T T i s <
> m O O @mm 0 @D A @@ X))o
o JRET, - - - I e < O 3 [ 5 B e TR - S o B WS T L
(9 R A o - S o VR e o [ [ op 18 o] o R 1 )

Bakeless doesn’t explain why the cipher
sequences are only twelve in number — nor does the
source from which he obtained the information, a
note found among the Clinton Papers in the
Clements Library at the University of Michigan.

Bakeless continues:

Clinton also used another substitution
cipher, with different alphabets for the
first, second and third paragraphs. Even if
an American cryptanalyst should break
the cipher in one paragraph, he would
have to start all over in the next. As late as
1781, however, Sir Henry was using one
extremely clumsy substitution cipher, in
which

Finding that “a” was 51 and “d” was 54,

“a” was 51,

“d” was 54, “e,” 55.
anyone could guess (correctly) that “b”
was 52, “c” 53. Somewhat more complex
was his “pigpen” cipher, in which twenty-
five letters of the alphabet were placed in
squares. Then an angle alone would repre-
sent a letter, the same angle with a dot
another letter, the same angle with two
dots still another. In some cases, cryptog-

raphy was used only for a few crucial

M < N > W A 9 m Mmoo H |
= x < N > I O U @m MmO T |n
e = Ox K N P W O O @ ™o |43
C @ £ X < N > @ O 9O m om g
H o < = = K N = W 0o b [ |
m H O <= = ¥ K N > W O O |=
W H <= E oMK NP T O [
O W W H G =< = X K N > @ |<
WO w1 g = = KNP N

words in an otherwise “clear” message, a
method also favored by certain American

officials.

Of the first cipher mentioned in the preceding
extract, there is much more to be said. Perhaps
Bakeless was limited by space considerations. In
any case, I will leave that story for another time and
place. As for the second cipher Bakeless mentions
in the extract, I can give you the whole alphabet, for
it exists among the Clinton Papers.

AH e D BeP6 Ho I K L M
51 52 53 54 55 60 61 62 63 64 65 66
N0 FE - B 3-F U 4 3 ¥ 2
67 6869 70 Tt 727374 75 76 77 18

There is no explanation why the sequence
beginning with 50 stops with E-55 and then start-
ing with F -60 goes straight on without any break to
Z- 78. (Remember that in those days I and J were
used interchangeably, as were U and V.)
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Finally, as to what Bakeless (and others) calls
the “pigpen” cipher, this is nothing but the hoary
old so-called “Masonic” cipher based upon the four-
cross figure that can accommodate twenty-seven
characters, not twenty-five, as Bakeless indicates.
Letters can be inserted in the design in many dif-
ferent arrangements.

S e L

I've mentioned that code or conventional
names were used to represent the names of impor-
tant persons and places in these American colonial
and British cryptograms of the Revolution. Here
are examples selected from a list of code names pre-
pared by the famous British spy, Major Andre, chief
of intelligence under General Clinton:

For American Generals — the names of the
Apostles, for instance:

General Washington was James
General Sullivan was Matthew

Names of Forts:

Fort Wyoming — Sodom
Fort Pitt — Gomorrha

Names of Cities:

Philadelphia — Jerusalem
Detroit — Alexandria

Names of Rivers and Bays:

Susquehanna — Jordan
Delaware — Red Sea

Miscellaneous:

Indians — Pharisees
Congress — Synagogue

Page 38

I'm sure you've learned as school children all
about the treasonable conduct of Benedict Arnold
when he was in command of the American forces at
West Point; but you probably don’t know that prac-
tically all his exchanges of communications with Sir
Henry Clinton, commander of the British forces in
America, were in cipher or in invisible inks. One of
Arnold’s cipher messages, in which he offers to give
up West Point for £20,000, is shown below, figure
38a being the secret version, figure 38b, the plain
text. Arnold left a few words en clair, the ones he
considered unimportant; for the important ones he
used a dictionary as a codebook, indicating the page
number, column number and line number corre-
sponding to the position in the dictionary of the
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plaintext word the code group represents. Arnold
added 7 to these numbers, which accounts for the
fact that the first number in a code group is never
less than 8, the central number is always either 8 or
9, and the third number is never less than 8 or more
than 36. The significant sentence appears near the
middle of the message: “If I 198-9-34, 185-8-31 a
197-8-8...” yields the plain text: If I point out a plan
of cooperation by which S.H. (Sir Henry Clinton)
shall possess himself of West Point, the Garrison,
etc., etc., etc., twenty thousands pound Sterling I
think will be a cheap purchase for an object of so
much importance.” The signature 172-9-19 proba-
bly stands for the word “Moor”; Arnold’s code name
in these communications was “John Moore.” He
had also another name, “Gustavus.”

Figure
39 is a
message in
which he
gave the
British
informa-
tion that
might have
led to the
- capture of
Fg. 39 his com-
mander in
chief, General Washington; the top shows the code
message, the bottom the plain text. Arnold used the
same additive as in the preceding example.
Washington, however, was too smart to be
ambushed — he went by a route other than the one
he said he’d take.

? r2d. i/&.ltﬁ,.ﬂ_‘m ‘f‘-”&.’
£ é’f“‘ Ml-l,tm,y

I?yc.rm..w d.“,f/{‘.y,r 7
s PR ‘f,f;’*&#z*—m%

You may find figure 40 interesting as an exam-
ple of the special sort of mask or grille used by Fig.
39 Arnold and by the British in their negotiations
with him. The real or significant text is written in
lines outlined by an hourglass figure, and then
dummy words are supplied to fill up the lines so
that the entire letter apparently makes good sense.
To read the secret message, youre supposed to
have the same size hourglass figure that was used to

conceal the secret message. In figure 40 the left-
hand portion shows the “phony” message. Masks
having small rectangular apertures were also used,
the significant words being written so that they
were disclosed when the mask was placed on the
written message so as to isolate them from the non-
significant words. The significant text in this exam-
ple is shown in printed form to the right of the orig-
inal hourglass design.

An interesting episode involving concealment
of this sort is recorded by Bakeless. An urgent mes-
sage from Sir Henry Clinton, dated 8 October 1777,
and written on thin silk, was concealed in an oval
silver ball, about the size of a rifle bullet, which was
handed to Daniel Taylor, a young officer who had
been promised promotion if he got through alive.
The bullet was made of silver, so that the spy could
swallow it without injury from corrosion. . . .
Almost as soon as he started, Taylor was captured.

.. Realizing his peril too late, the spy fell into a
paroxysm of terror and crying, “I am lost,” swal-
lowed the silver bullet. Administration of a strong
emetic soon produced the bullet with fatal results,
for Taylor was executed. “A rather heartless
American joke went around,” adds Bakeless, “that
Taylor had been condemned ‘out of his own
mouth’.”

We next see (fig. 41) one Benedict Arnold mes-
sage that was never deciphered. It is often referred
to as “Benedict Arnold’s Treasonable Cow Letter.”
Only one example is extant; certain words have
purely arbitrary meanings, as prearranged. The let-
ter was written just two weeks before the capture of
Major André.

In figure 42, we see a British cipher message of
the vintage 1781. It was deciphered before finding
the key, always a neat trick when or if you can do it.
The key — the title page of the then current British
Army List — is shown in figure 43. The numbers in
the cipher text obviously refer to line numbers and
letter numbers in the line of a key text, the first
series of numbers, viz., 22.6.7.39.5.9.17, indicating
line number 22, letter numbers 6.7.39.5.9.17 in that
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line. Because of so many repetitions, the plain text
was obtained by straightforward analysis by an offi-
cer recently on duty in NSA, Captain Edward W.
Knepper, USN, to whom I am indebted for this
interesting example. The plain text, once obtained,
gave him clues as to what the key text might be,
simply by placing the plaintext letters in their
numerical-equivalent order in the putative key text.
This done, Captain Knepper was quick to realize
what the key text was — a British Army List. The
date of the message enabled him to find the list
without much difficulty in the Library of Congress

(fig. 43).

There was an American who seems to have been
the Revolution’s one-man National Security
Agency, for he was the one and only cryptologic
expert Congress had, and, it is claimed, he managed
to decipher nearly all, if not all, of the British code
messages obtained in one way or another by the
Americans. Of course, the chief way in which
enemy messages could be obtained in those days
was to capture couriers, knock them out or knock
them off, and take the messages from them. This
was very rough stuff, compared to getting the mate-
rial by radio intercept, as we do nowadays.

I think you’ll be interested to hear a bit more
about that one-man NSA. His name was James

Lovell, and besides being a self-trained cryptolo-
gist, he was also a member of the Continental
Congress. There’s on record a very interesting letter
he wrote to General Nathaniel Greene, with a copy
to General Washington. Here it is.

Philadelphia, Sept. 21, 1781

Sir:
You once sent some papers to Congress
which no one about you could decypher.
Should such be the Case with some you
have lately forwarded I presume that the
Result of my pains, here sent, will be use-
ful to you. I took the Papers out of
Congress, and I do not think it necessary to
let it be known here what my success has
been in the attempt. For it appears to me
that the Enemy make only such Changes in
their Cypher, when they meet with misfor-
tune, as makes a difference of Position
only to the same Alphabet, and therefore if
no talk of Discovery is made by us here or
by your Family, you may be in Chance to
draw Benefit this Campaign from my last
Night’s Watching.
I am Sir with much respect,
Your Friend,

JAMES LOVELL
Maj. Genl. Greene
(With copy to Genl. Washington)

In telling you about Lovell, I should add to my
account of that interesting era in cryptologic histo-
ry an episode I learned about only recently. When a
certain message of one of the generals in command
of a rather large force of colonials came into
Clinton’s possession, he sent it off posthaste to
London for solution. Of course, Clinton knew it was
going to take a lot of time for the message to get to
London, be solved and returned to America — and
he was naturally a bit impatient. He felt he couldn’t
afford to wait that long. Now it happened that in his
command were a couple of officers who fancied
themselves to be cryptologists, and they undertook
to solve the message, a copy of which had been
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made before sending the original off to London.
Well, they gave Sir Henry their solution, and he
acted upon it. The operation turned out to be a dis-
mal failure, because the solution of the would-be
cryptanalysts happened to be quite wrong! The
record doesn’t say what Clinton did to those two
unfortunate cryptologists when the correct solution
arrived from London some weeks later. By the way,
you may be interested in learning that the British
operated a regularly established cryptanalytic
bureau as early as 1630, and it continued to operate
until the end of July 1844. Then there was no such
establishment until World War I. I wish there were
time to tell you some of the details of that fascinat-
ing and little known bit of British history.

There’s also an episode I learned about only
very recently, which is so amusing I ought to share
it with you. It seems that a certain British secret
agent in America was sent a message in plain
English, giving him instructions from his superior.
But the poor fellow was illiterate, and there wasn’t
anything to do but call upon the good offices of a
friend to read it to him. He found such a friend, who
helped him read his instructions. What he didn’t
know, however, was that the friend who’d helped
him was one of General Washington’s secret
agents!

The next illustration (fig. 44) is a picture of one
of several syllabaries used by Thomas Jefferson. It
is constructed on the so-called two-part principle,
which was explained in the preceding lecture.
Figure 44a is a portion of the encoding section, and
figure 44b is a portion of the decoding section, in
which the code equivalents are in numerical order
accompanied by their meanings as assigned them
in the encoding section. This sort of system, which,
as I've already explained, was quite popular in colo-
nial times as in the early days of Italian cryptogra-
phy, is still in extensive use in some parts of the
world.

A few minutes ago I mentioned Benjamin

Franklin’s cipher system, which, if used today,
would be difficult to solve, especially if there were
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only a small amount of traffic in it. Let me show you
what it was. Franklin took a rather lengthy passage
from some book in French and numbered the let-
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ters successively. These numbers then became
equivalents for the same letters in a message to be
sent. Because the key passage was in good French,
naturally there were many variants for the letter E
— in fact, there were as many as one would expect in
normal plaintext French; the same applied to the
other high-frequency letters such as R, N, S, I, etc.
What this means, of course, is that the high-fre-
quency letters in the plain text of any message to be
enciphered could be represented by many different
numbers, and a solution on the basis of frequency
and repetitions would be very much hampered by
the presence of many variant values for the same
plaintext letter. In figure 45 you can see this very
clearly.
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I know of but one case in all U.S. history in
which a resolution of Congress was put out in cryp-
tographic form. It is shown in figure 46 — a resolu-
tion of the Revolutionary Congress dated 8
February 1782. I have in my collection not only a
copy of the resolution but also a copy of the syl-
labary by which it can be deciphered.

Interest in cryptology in America seems to have
died with the passing of Jefferson and Franklin. But
if interest in cryptology in America wasn’t very
great, if it existed at all after the Revolution, this
was not the case in Europe. Books on the subject
were written, not by professionals, perhaps, but by
learned amateurs, and I think you will find some of
them in the NSA library if you're interested in the
history of the science. The next illustration (fig. 47)
is the frontispiece of a French book the title of
which (translated) is Counter-espionage, or keys
for all secret communications. It was published in
Paris in 1793. In the picture, we see Dr. Cryppy
himself, and perhaps a breadboard model of a GS-
11 research analyst, or maybe an early model of a
WAC.

I am now going to tell you something about the
early steps in finding an answer to the age-old mys-
tery presented by Egyptian hieroglyphics, not only

because I think that the solution represents the next
landmark in the history of cryptology, but also
because the story is of general interest to any aspir-
ing cryptologist. About 1821 a Frenchman,
Champollion, startled the world by beginning to
publish translations of Egyptian hieroglyphics,
although in the budding new field of Egyptology
much had already transpired and been published.
In figure 48 we see the gentleman and in figure 49,
a picture of the great Napoleonic find that certainly
facilitated and perhaps made possible the solution
of the Egyptian hieroglyphic writing — the Rosetta
Stone. A The Rosetta Stone was found in 1799 at
Rashid, or as the Europeans called it, Rosetta, a
town in northern Egypt on the west bank of the
Rosetta branch of the Nile.

Rosetta was in the vicinity of Napoleon’s opera-
tions that ended in disaster. When the peace treaty
was written, Article 16 of it required that the
Rosetta Stone, the significance of which was quick-
ly understood by both the conquered French and
victorious British commanders, be shipped to
London, together with certain other large antiqui-
ties. The Rosetta Stone still occupies a prominent
place in the important exhibits at the British
Museum. The Rosetta Stone is a bilingual inscrip-
tion, because it is in Egyptian and also in Greek.
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Fig. 47

The Egyptian portion consists of two parts, the
upper one in hieroglyphic form, the lower one in a
sort of cursive script, also Egyptian, but called
“Demotic.” It was soon realized that all three texts
were supposed to say the same thing, of course, and
since the Greek could easily be read, it served as
something called in cryptanalysis a “crib.” Any time
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you are lucky
enough to find a
crib, it saves you
hours of work. It
was by means of
this bilingual
inscription that the
Egyptian  hiero-
glyphic writing was
finally solved, a feat
that represented

the successful solu-

tion to a problem
the major part of
which was linguistic in character. The cryptanalytic
part of the task was relatively simple. Nevertheless,
I think that anyone who aspires to become a pro-
fessional cryptologist should have some idea as to
what that cryptanalytic feat was, a feat that some
professor (but not of cryptologic service; I think it
was Professor Norbert Wiener of the Massachusetts
Institute of Technology) said was the greatest crypt-
analytic feat in history. We shall see how wrong the
good professor was, because I'm going to demon-
strate just what the feat really amounted to by
showing you some simple pictures.

Fig. 48

First, let me remind you that the Greek text
served as an excellent crib for the solution of both
Egyptian texts, the hieroglyphic and the Demotic,
the latter merely being the conventional abbreviat-
ed and modified form of the Hieratic character or
cursive form of hieroglyphic writing that was in use
in the Ptolemaic Period.

The initial step was taken by a Reverend
Stephen Weston, who made a translation of the
Greek inscription, which he read in a paper deliv-
ered before the London Society of Antiquaries in
April 1802.

In 1818 Dr. Thomas Young, the physicist who
first proposed the wave theory of light, compiled for
the fourth volume of Encyclopaedia Britannica,
published in 1819, the results of his studies on the
Rosetta Stone; among them was a list of several
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